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ABSTRACT

MOBILE AD-HOC NETWORKS FOR E-HEALTH CARE DECISION
SUPPORT SYSTEM

AL-QAISI, Mustafa
M.Sc. Department of Computer Engineering
Supervisor: Assist. Prof. Dr. Yuriy ALYEKSYEYENKOV
Co-Supervisor: Assist. Prof. Dr. Mohammed AL-SALAM

August 2014, 65 Pages

E-Healthcare systems are considered one of the most important issues all around the
world; it solves the problems that the system staffs were facing before putting such a
smart system in charge. E-Healthcare systems allow an easy way for connecting
people with each other directly and whenever is possible such as connecting the
patients with their doctors, in order to check patient situation. Hereby, the studying
and analyzing to the Intelligent Decision Support (IDS) for E-Healthcare system was
done. The thesis consists of two parts, (First) a specific network is designed to
support the system, Mobile Ad-hoc Network (MANET) has been chosen as the
network because it allows an easier way for data transmitting, reliability and
scalability. The most important issue to design MANET is the routing protocol.
Generally, routing protocols are classified into three types: proactive, reactive and

hybrid. The thesis concentrates on studying Destination Sequence Distance Vector
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DSDV (proactive) and Ad-Hoc On-Demand Distance Vector AODV (reactive)
routing protocols.

A performance comparison between these two protocols is done in this work to select
the best routing protocol using NS2 Simulator based on packet delivery ratio (PDR),
drop packet, throughput and End to End delay. And the comparison results gave that
AODV performance is better than DSDV then it is the suitable routing protocol of
the network for the proposed system. (Second) the entire components that are needed
to design a typical E-healthcare system are studied and designed. These components
are represented by patient mobile interface, database, medical server and healthcare
provider interface. C# and SQL server management R2 2008 are used for
programming these issues. Moreover, the system is supported by studying and
choosing the best rule to make the decision maker works efficiently. Finally, a smart
website is designed in this thesis using ASP.net program to govern and control

system information.

Keywords: AODV, DSDV, E-HealthCare Systems, Intelligent Decision Support
System, Mobile Ad-hoc Networks, NS2 Simulator.
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E-SAGLIK KARAR DESTEK SiSTEMi iCIN MOBIL AD-HOC AGLARI

AL-QAISI, Mustafa
Yiiksek Lisans, Bilgisayar Miihendisligi Anabilim Dal1
Tez Yoneticisi: Yrd. Dog. Dr. Yuriy ALYEKSYEYENKOV
Yardimc1 Tez Yoneticisi: Yrd. Dog¢. Dr. Mohammed AL-SALAM

Agustos 2014, 65 Sayfa

E-Saglik hizmet sistemleri diinya ¢apinda en ¢ok incelenen konulardan birisidir. Bu
sistem, sistem c¢aliganlarinin akilli bir sistem olmadan Onceki karsilastigi sorunlari
cozmektedir. E-Saglik hizmet sistemleri istendigi zaman hastanin durumunun kontrol
edilmesi i¢in hasta ile doktor arasindaki iletisimi kolay bir yol ile saglamaktadir. Bu
sebeple, E-Saglik hizmet sistemi i¢in bir Akilli Karar Destek Sistemi (Intelligent
Decision Support System, IDSS) incelendi ve ¢alisildi. Bu tez iki c¢alismadan
olusmaktadir. Ilk olarak destek sistemi igin 6zel bir ag tasarlandi. Hareketli Ese—Es
Ag (Mobile Ad-hoc Network, MANET), veri gonderme, giivenilirlik ve
Olceklenebilirlik hususlarinda kolaylik sagladigi i¢in ©6zel ag olarak secildi.
Yonlendirme protokolii, MANET tasarimindaki en onemli konudur. Genellikle
yonlendirme protokolleri {i¢ tipe ayrilmaktadir. Bunlar, proaktif, reaktif ve melez
tipleridir. Bu tezde proaktif olarak Hedef-Sirali Uzaklik Vektdr (Destination
Sequence Distance Vector, DSDV) ve reaktif olarak da Ese—Es Istege Bagl Uzaklik
Vektor (Ad-Hoc On-Demand Distance Vector, AODV) yonlendirme protokolleri
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tizerinde yogunlasildi. Bu iki protokol arasindan en iyiyi se¢gmek icin NS2 simiilatorii
kullanilarak, paket gonderi oranina, drop packet, i zaman oranina ve ug- uca
gecikme miktarina gore performans karsilagtirmasi yapildi. Bunun sonucunda
AODV’ nin performansinin DSDV’ nin performansina gore daha iyi olduguna ve
AODV’ nin Onerilen sistem i¢in uygun yonlendirme protokolii olduguna karar
verildi. Ikinci ¢alismada ise tipik bir E-Saglik hizmet sistemi olusturmak i¢in gerekli
tiim bilesenler calisildi ve tasarlandi. Bu bilesenler hasta mobil ara yiizii, veritabani,
medikal sunucu ve saglik hizmeti saglayici ara yiizii olarak belirlendi. Bu bilesenleri
programlamada C# ve SQL sunucu yonetimi R2 2008 kullanildi. Ek olarak sistem,
karar vericinin verimli ¢alismasi icin ¢alisilip secilen en iyi kural ile desteklendi. Son
olarak sistem bilgilerini yonetmek ve kontrol etmek icin ASP.net programi

kullanilarak akilli bir internet sitesi tasarlandi.

Anahtar Kelimeler: AODV, DSDV, E-Saglik Hizmet Sistemleri, Akilli Karar
Destek Sistemi, Hareketli Ese—Es Aglar, NS2 Simiilatorii.
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CHAPTER 1

INTRODUCTION

In this chapter E-healthcare system background has been described. This background
firstly describes the history of E-healthcare systems and applied to several developed
countries such as (Turkey, Russia and UAE). Also the challenges of E-healthcare
systems will be presented. Then, discuss the related works for this thesis. Finally

thesis aims and outline will be listed.

1.1. Background and Motivation

In recent years the world went to the electronic direction. Computer applications are
used in all fields of life, whether it was in the field of industry, health and all areas of
life. Almost all natural phenomena are digitized now. The improvements in computer
technologies are increasing rapidly and continuously, covering all fields of the life.
Employment of computer technology in the field of health-care is an ancient event
but there are still some things of health-care where computer applications can make a
difference. Improving the quality of life for chronic disease patients by computer
application is one of those. Chronic diseases are a most dangerous type of diseases
which can make the life miserable. In most of the cases; the disease changes the life
of patient up-side-down. Chronic disease patients have to live with the disease [1].
Health care system is one of the major issues for providing better and easy life for
patients whose have any type of chronic disease. Each year millions of people die
from chronic diseases, In EU countries, the heart disease is the most common cause
of death. From the US National Center for Health Statistics, major chronic diseases
such as heart disease, cerebrovascular disease, and diabetes account for 35.6% of
death in US in the year 2005. In addition to basic health care deficiencies, major

public health threats face all from shortage of health professionals,
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insufficient health education, to out of date clinical treatment. Lack of access to
accurate and health awareness, therefor the recent researches concentrate on the

health care field [2].

E-Healthcare means employing the electronic tools to establish an interaction
between patients and doctors for health related uses. In order to enhance the quality
and safety conditions of health care, E-Health is the best suitable way could be
applied with the use of recent information and communication technology that be
used to face all needs of patients, citizens, health care providers, doctors etc. In other
way, E-Health stands for electronic health, which refers to healthcare practice

supported by electronic processes, Internet communication and related technologies

[3].

Health Information System [HIS] is a typical application of E-Health. With the help
of HIS, such as Electronic Health Record [EHR] and Health Management
Information System [HMIS], healthcare providers can manage the patients files more
organized and get health care information more conveniently, so as to provide health
care services more efficiently[4]. For optimizing the healthcare sector in all
developed and developing countries (E-Health News; E-Health Europe, 2009; ITU,
2008; Drury P; S. Denise, 2003), E-Health activities are becoming common and have
the ability to do this. Finally the increase in the incidence of chronic diseases and
increasing the proportion of deaths, causes the E-Healthcare studies to be improved,
this will give both patients and healthcare providers more flexibility and reliability

to be in touch .

In Turkey, modern operating system for healthcare services, family medicine, was
first conducted in Diizce in 2005. Today, in 23 provinces equivalent about nine
million people are benefiting from this. Approximately 20% of Turkish people were
registered to the family doctors. Primary care services are put at the beginning of
public agenda due to increase the family medicine practicing, this leads to make care
attractive and thus provide easy and widespread of these services. Successful of this
system leads to decreasing number of patients visiting doctor or hospital and reduce

overload at hospitals.



Healthcare is being one of the four sectors, in the national project plan for the
Russian government in 2006, which aims to improve these sectors. $3.2 billion is
approved to be devoted for healthcare to cover increasing salary for doctors and
nurses, also to purchase new equipment for clinics and the building of eight high-
tech medical centers in Russia’s outlying regions.

Also in the UAE especially in Dubai, the government aims to optimize overall luxury
of its people. The strategy in UAE government works to provide patient-specific
care. the healthcare providers in Dubai provides most popular medical services
which includes immunizations and vaccinations, psychiatric treatments, medical
fitness examinations, community services (such as marriage and family counseling),

adult and infant yoga therapy, rehabilitation, and education on health and nutrition

[5].

1.2. E-Healthcare Challenges
E-healthcare systems faced many types of challenges; this research concentrate on
the major challenges can be heavily affected to the E-healthcare system.
» Network for the system
The design of the network is the most important thing for establishing any type of
healthcare system for it is the coordinator of how the data will be transferred from
the patient to the healthcare provider, and how the members of the system
communicate together in a simple way. For data transfer, many issues should be
considered:
e Throughput of the network.
e End to End delay for transfer data.
e Packet Delivery Ratio.
e Drop Packet.
» Cost
The cost to establish healthcare system should be taken into consideration.
Reducing transfer cost of the data will make the system more desirable and
economical.
» Decision making
Decision making is an important part to design smart health care system; this
helps the healthcare provider to be faster to response for any abnormal case
3



for the patient.
> Reliability

Healthcare system should be reliable; it gives the system better performance

and makes the system always in touch to all members of the system.
» Scalability

Scalability for any healthcare system very important, means the system

accept verses number of members.

1.3. Literature Survey

This section deals with some of the previous related works to MANETSs technology

and E-Healthcare systems, that are studied and proposed by number of researchers.

1- Sumeet Priyadarshee Dash in 2007[2], presented health decision support system

for rural india. The system have five major modules:

Module of SMS technique for sending and receiving messages
between mobile phone and server.

Establishment and maintenance the database through database design
module.

SMS analyst which is used to provide validation and authentication of
received and sent SMS messages.

Disease Surveillance Module for collection, save and analyze the
surveillance data.

Query Manager for generation of customized reports.

Diagnosis Module for resolving user diagnosis query.

Location Tracking Module for detection of concerned location.

The architecture for this system has three functional units Surveillance unit,

Diagnosis unit and Emergency controller. The mechanism of the proposed

system is that, the message sent from the patient by using GSM, when the serve

received the message, it will be interpreted in two phases, parsing and

classification. The parsing process check the message if it is real or not, if the

message is unreal it will be discard else it will go to the classification process. In

the classification part the message will be analyzed to three possible cases

4



Surveillance, Diagnosis and Emergency. Finally the researcher for this work
used the decision tree for the diagnoses.

Asma Shaheen and Wagas Ahmad khan in 2009[1], suggested an e-healthcare
system for the diabetic disease. Their system included all requirements for
design any healthcare system as (database, web server and user interface). The
proposed system depends on the data entered by the patient from the web site of
the system; after data entered it will go to the main server of the system. The
server work to analysis these data and take the action, if the data in the critical
case directly an alarm message will be going to the emergency department also
to the doctor. If the data can be solved by the server, the server will give the
patient directly the medicine or pass it to the healthcare provider to give the
patient medicine or appointment. The main goal of this research is to reduce the
unnecessary visits for the patient to the hospital and make the connection
between the doctors and their patients more easy and available at anytime and
anywhere.

Mohammad Ariful Basher and Palash Chandra Roy in 2009[3], studied the e-
healthcare system in their country (Bangladesh) and in development countries
then made comparison between them. From this they proposed e-healthcare
system depends on smart E-Health card, this card contain all information for the
patients, doctors, nurses and every one member in the system. Also proposed
smart device (PDA) can be integrated with the card instead of PC or Laptop to
provide flexibility when the user using his card. The main goals for this research
is to support the e-heath care system in Bangladesh by making the interaction
between doctors and their patients more easy in the appointment field , diagnosis
field and to access all information.

Rifat Shahriyarl.et al. in 2009[6], had designed E-Healthcare system. The
system was designed to monitor the patient and send his case to the specialist
doctor by using reliable internet or using GPRS, 3G. This system applies two
servers, Patients Personal Home Server [PPHS] and Intelligent Medical Server
[IMS]. The system used was designed that the central node in the patient body
collocated the data from the sensors then sent it to the smart device PPHS , this

server analyzed the data and decided if this data is necessary to be sent to the



IMS or not. If the data sent to the IMS, it will analyze by using the data stored in
the database for this patient and gave a decision to be taken into account.

Mervyn Charles Abrahams in 2010[7], proposed E-Healthcare system for the
diabetic diseases, the system included three main parts the mobile diary
application, the mobile social networking application, and the website interface.
The first part is a smart device used to enter the readings of diabetic disease to
the system. Second part is a social networking used to support the system and
can be connected with other social networks. the third part focus on the web site
of the system, for the web site is a tool that make the members and all things
communicate to the system will be directly related to the database and server of
the system. The researcher used the Appach Server to design the server and also
used My Sql and php my admin to design the database. Finally used the php.net
to design the web site for the system.

Stefan Plank, Thomas Nowotny and Thomas J. Lampoltshammer in 2011[8],
presented E-Health monitoring system for Elderly In-home. This system divided
into three main parts data gathering and transmission [DG&T], monitoring and
surveillance [M&S] as well as management, control and storage [MCS]. the
proposed system work on putting sensor nodes in the patient's body and
monitoring for example the heart rate and movement for the patient, and put at
least one camera in the room of the patient, if any emergency case read from the
sensors directly the camera take capture for the patient and send it with the data
to the healthcare provider. This research aim to give the doctor all information
when his patient has abnormal case.

Akshai Aggarwal, Savita Gandhi and Nirbhay Chaubey in 2011[9], analyzed
performance for three main protocols of MANETs DSR and AODV reactive
protocols and DSDV proactive protocol. The analysis in this research based on
different metrics as PDF, NRL, End to End Delay and throughput used high
mobility case under low, medium and high density scenario. The researcher
varied the number of nodes from 25 (low density) to 200 (high density) in a
fixed topography of 1000 x 1000 meters, and they founded AODV performance
is the best considering its ability to maintain connection by periodic exchange of
information. Also in the throughput field AODV and DSR perform better than

DSDV even when the network has a large number of nodes. Average End-to-

6



End Delay is the least for DSDV and does not change if the numbers of nodes
are increased. Finally they concluded that AODV routing protocol is a best
choice for MANETS except in the NRL because the NRL in the AODV go to
increase with increase in the number of nodes.

8- Nisarg Gandhewar and Rahila Patel in 2011[10], determined the performance of
most popular AODV in MANETS based on various performance metrics such as
PDR, End to End delay and packet loss, by used NS2 simulation. The
researchers depend on varying number of nodes in the network, and they
founded there is nonlinear change in the values of these metrics also we realized
working and control massages involved in AODV protocol.

9- G. Jose Moses. et al. in 2012[11], evaluated the performance of the MANET
routing protocols AODV, DSR, and DSDV used NS2 simulation based on CBR
traffic. The comparison between these routing protocols showed that the scalable
performance was effective to the performance evaluation mechanism developed
by the project. Average end-to-end delay, Packet delivery ratio, Routing load
and Throughput are the terms for the comparison between three routing
protocols. The simulations have shown that performance of a routing protocol
varies widely across different performance differentials. The researchers proved
that both AODV and DSR perform better in simulations than DSDV. Therefore,
they concluded that AODV and DSR better than DSDV for the CBR based
traffic in MANETS environments, also AODV and DSR may be used as a base
protocol when they talk of developing a new protocol for Ad-hoc networks and
the future research should be focused on optimizing and implementing a new
protocol for MANETS.

1.4.  Thesis Aims
This research aim’s to study and analysis performance of E-healthcare system for
both patients and their doctors, by designing:

e A network to make the interaction between all members in the system more
easy and transfer the data from patients to their doctors more economical and
flexible by implementing MANETS technology.

e Decision making for the system to help both patients and healthcare provider.

¢ Finally the system should be reliable and scalable.



1.5. Thesis Outline

This thesis is divided into five main chapters. A brief description of all these chapters
illustrated below:

Chapter One: The chapter describes the background of thesis topic, also the
challenges of E-healthcare system is explained. In addition, the related work for
number of researches that deals with thesis topic has been described. Finally the

objects of this thesis are listed in the chapter.

Chapter Two: The concepts of the decision support system and one of its
applications (E-Healthcare) has been mentioned in this chapter. Moreover, Mobile

ad-hoc network is described through the chapter.

Chapter Three: The chapter talks about the studying and the analyzing of the
proposed network. Using the results we got in this chapter, we published a paper in
International Journal of Computer Engineering &Technology (IJCET) titled
(Behavior Analysis of Routing Protocols for a Health Decision Support System).

Chapter Four: The chapter demonstrates the designing of the proposed system
using high level languages C# and ASP.NET. In addition, the rule of that is selected

for the decision support system is presented.

Chapter Five: Conclusion and future work are introduced in this chapter.



CHAPTER 2

THEORETICAL CONCEPTS

2.1. Introduction

This chapter deals with two main parts, the first part will describes the decision
support systems (DSS) and its applications, DSS is a set of computerized information
system used to support activities of decision-making for business and organizational.
Correct design of the DSS helps the decision makers to compile useful information
from raw data, documents, personal knowledge, and/or business models to determine
and solve problems and make decisions. DSS can be used in different fields as a
business field and medical field. Also this chapter will explains the e-healthcare
system one of the DSS application. the second main part for this chapter will
describes the mobile ad-hoc networks (MANETSs) and its applications, MANET is a
collection of wireless devices connected together directly without any central device,

MANET can be used in various fields as a military and medical.

2.2. Decision Support System

Decision support system is a tool based on computers that are used to support
difficult decision-making and solving the problems. Decision support systems are
computer-based systems gives the human help for making better decision. DSS
works and serve the operations, administration, and planning levels of an
organization and assist to give decisions, which may be quickly changing and
difficulty specified in advance. Decision support systems may be either fully human,

computerized or a combination of both [12].

2.2.1. Decision Support System Architecture
Decision support systems are not far different from other systems and require a

structure method. DSS has three main levels:
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1. Technique levels.
2. Members.
3. The developmental methods.

1- Technique levels have three levels of hardware and software :

e Specific DSS.
Specific DSS is the application that user will be used it, and it allows the
decision maker to make decisions in a specific problem area. The user can
deal with that specific problem.

e DSS generator.
DSS generator includes hardware and software environment that makes
people to easily develop specific DSS applications. This level makes use
of case tools or systems.

e DSS tools.
DSS tools have hardware and software in lower level, DSS generators

including function libraries, linking modules and special languages.

2- Members have five roles in the development cycle of DSS the end user, an

agent, technical supporter, experts and developer.

3- The developmental methods for a DSS system should be frequently. This makes
the application to be redesigned and changed at different periods. The first
problem is used to design the system then tested and reviewed to get the desired

outcome [13].

Components of any DSS divided into three main parts:
e The database used to store all information related to the system.
e The model means that which field the DSS will be used.
e The user interface is a way enable the members of the system interact
with the system [14].
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Figure 1: Decision support system

2.2.2. Decision Support System Applications
Decision support system used in a lot of fields, below some of fields integrated with
DSS will be listed.

e A DSS used in medical field.

e DSS has been used to forecast the demand for water in particular areas.

e DSS also used in integrating weather conditions and air traffic management.

e Also, many businesses have integrated with DSS [15].

2.3. E-Health Care Decision Support System
In this section concepts and applications of an e-healthcare system will be described.

Then the components of an e-healthcare system and its tiers will be explained.

2.3.1. Concepts of E-Healthcare System
E-healthcare, introduced as self-monitoring/testing, in order to allow health care

provider to monitor a patient remotely using different technological devices.

11



Managing chronic diseases or specific conditions, like diabetes or heart disease, are
the primary usage for this method. The benefit from these services is to providing
health outcomes similar to traditional person patient meetings to the doctor,
providing better satisfaction to patients, reduce the cost. For capture and transmit the
biometric data like a heartbeat and temperature to the doctor, the sensors are used in
remote E-Health monitoring. This may be done in either real time or the data will be
stored then send it. Examples of e-health monitoring include:

e Home-based nocturnal dialysis.

e Cardiac and multi-parameter monitoring of remote ICUs.

e Home Tele-health.

e Disease management.
In other hand E-Healthcare system helps to monitor important data of a patient
continuously like heartbeat, temperature etc., by the help of sensors which captures
these data then send it to the health care provider in case of some abnormality of
these data [16].

2.3.2. Applications of E-Healthcare System

1- Heart Diseases
Time may be one of the major parameter to be taken in consideration in
cardiovascular disease, which has a relation to heart and blood vessels. About
30% of deaths because of heart disease according to world heart organization.
One half of these die before reaching the hospital, therefor it is clear that, this
kind of patients should have a continuous monitoring and effort the care
requirements when needed. One of these requirements is the WBAN, which
is the key technology provides the real time continuous monitoring and
transmit data between patients and physicians to give the patients all required
treatment as soon as possible.

2- Asthma
WBAN can help asthma patients by monitoring allergic agents in the air and
providing real time feedback between physician and patient. The server
collects the real time data from network of air quality stations and alarm

physician — patient if it finds anything allergic to the patient.
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3-

Cancer Detection
One of the biggest threats in human life is the cancer, which increased rapidly
in recent years. To differentiate between ordinary cells and cancerous cell
WBAN with a set of sensors can be used in this field.
Diabetes
More than 220 million people all around the world have diabetes and 1.1
million people died because the diabetes in 2005 as reported in World Health
Organization (WHO).
Below some of the complications may be occurs due to the diabetes

e Amputations.

e Blindness.

¢ Kidney disease.

e Stroke.

e High blood pressure.

e Heart disease.

A WBAN can be used to help for treating diabetes, by providing a more consistent,

less complex and accurate method for monitoring glucose levels in the body.

5-

2.3.3.

Atrtificial Retina
The implantation of Optoelectronic Retinal Prosthesis (ORP) chips into the
back of human eye can helps blinds and/or patients with low vision to see

normally [17].

Components of E-Health Care System

E-healthcare decision support system provides a lot of benefits for both patient and

doctor. The e-healthcare decision support system consists of:

Main Server.

Various server/client in various zones.
Telemedicine.

Smart devices.

Telecomunication.

HER.

13



e Mobile van.
e Research and academics institutions.
e Domestic health professionals and their associations.
e Consumers, patients and their associations.
e Paraprofessional training institutions and electronic medical colleges for the
training of E-Health system.
e Non-governmental organizations.
e Telecommunication and health decision-makers at the central
e E primary, secondary and tertiary care institutions, manned by medical and
paramedical personnel.
e Computer literate personal at Central as well as difference zones.
e The private sector, including foundations and industries related to health and
ICTs.
¢ E health management information system.
e The media [18].
Any E-Healthcare system has three main tiers. The first tier is a patient side that
means the sensors attached to the body of the patient to reading the data that should
be monitored for this patient and collects these data by the smart device (personal
server). The second tier, is a medical server side (server and database) using to
support the system and user interface. Finally, the third tier is a healthcare provider

side. All this will discuss below.

WLAN

Home Gateway

'gbeefBiuetoo&/
Tr

Physician

ansmission of vital signs

at home Central server

WBASN Base station

Figure 2: E-Healthcare system
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2.3.3.1. Patient Side
Patient side includes sensors attached to the body of the patient and the smart device

which collects the data captured by the sensors then sends it to the medical server.

A) Sensor Nodes

Monitoring the patient, the sensors should be attached to the body of the patient;
these sensors work to capture various physiological signals of medical interest. Each
node is capable of sensing, sampling, processing, and communicating physiological
signals. For example, to monitor activity of the heart, ECG sensor can be used, to
monitor muscle activity, EMG sensor can be used, to monitor brain electrical activity
EEG sensor can be used, to monitor blood pressure, blood pressure sensor will be
used, to monitor trunk position tilt sensor can be used, also breathing sensor for
monitoring respiration. Sensor nodes can be wireable send data or wireless. In the
recent years, e-healthcare system focused on the sensor that sends data in the

wireless way to provide mobility to the patient [19].

B) Components of Sensor Node
Sensors node have three main components:
1. Microcontroller
This part is used to control the monitoring, that means, the sensor in the
deactivated case, will be led to the sleeping mode. In addition, the data read
by the sensor it is along signal the micro controller has ADC using to convert
the analog signal to digital signal.
2. radio transceiver
This part used for generating radio waves, it’s enable the sensor to be
connecting with control sensor or with personal sever by wireless way. For
this part many types of radio waves are used like blutooth and zigbee.
3. energy source like battery
Last part for the sensor node is the battery, it is like a heart for the sensor, it
provides the power to the sensor. This part can be reachable from the external

connector [20].
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C) Sensor Nodes Connectivity

The sensor captures the data from patient body, and then will be ready to send this
data to the personal server. If the sensor nodes are a wearable, it will directly send the
data to the personal server. Otherwise, it will be wireless sensor nodes, this type of
nodes send the data in two ways. Firstly, the sensor sends the data directly to the
personal server. Secondly, the sensor sends the data to the coordinator node (sink
node). The sink node is used to coordinate the data transfer from the sensor nodes to
the personal server to send it to the medical server. Sensor nodes are connected
together using one of different types of topologies like, star, mesh, tree or any type of
the topologies that depend on selecting the best suitable one for the system. The
technique for collecting data from the sensor nodes then sending it to the personal

server in a wireless way called wireless body area network [ WBAN] [21].
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D) Personal Server

The patient's personal server can be a personal computer or mobile devices such as
cell phone/PDA. Personal server received data from the sensor nodes of the WBAN
then send it to the medical Server. If the personal server is a personal Computer it
will communicate with the MS using Internet. Otherwise, it will be a smart device
communicates with the MS using GPRS / Edge / SMS. To establish communication
between personal server and WBAN, Zigbee or bluetooth capability is required
depending on the platform. The responsibility for sensors configuration is managed
through personal server including node registration (type and number of sensors),
initialization (e.g., specify sampling frequency and mode of operation),
customization (e.g., run user-specific calibration or user-specific signal processing
procedure upload), and setup of a secure communication (key exchange). Also the
personal server has capability to send the position of the patient in case of been
outside the door by using GPS technique. The personal computer or cell phone/PDA
is connected easily to a single MS without any problem [22].

2.3.3.2. Medical Server Side

The medical server is the most important part of any E-healthcare systems because it
is considered as the heart of the system. Medical server is a communicated ring
between patient side and healthcare provider side of the system. The medical server
stores electronic patient records in a database and supply the authenticating

registered health monitoring system users and accepting session uploads, summarizes
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and automatically analyzes the physiological data received from patient side. When
abnormal conditions are detected, the medical server will be responsible for
generating alerts to the physician and emergency and providing the better solution.
Medical server interacts with three main parts, the database, decision maker and user

interface, all these parts are described next [23].

* PRIMARY CARE

i e )
PHARMACIES " Lm

PUBLIC HEALTH

LONG TERM CARE

Figure 5: Medical server for E-Healthcare system

A) Database

The database of any e-healthcare system is used to store information of all members
in the system. For example, the database saves all information of the patients, doctors
and nurses. The medical server can access the database of the system and can interact
with it. All readings from patient side are collected in the medical server, and will be
saved if it is necessary in the database. In the other hand, the way for the medical
server to access and interact with all information of the E-healthcare system will be

through the database.
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B) Decision Making
Decision making is a rule used by medical server to analyze the physiological data
coming from the patient. Decision making makes the medical server to help the
doctors in the healthcare system for taking an action for patient case. In another
words, reducing the burden on the doctor, for example reducing the number of
patients visiting to their doctors. Recent researches focused on the rules that were
supporting the decision maker; the types of the rules are summarized below:

1- Data mining technique to analyze the data then take an action.

2- Neural network to support a decision maker.

3- Fuzzy logic for analyzing the data.

In other hand, when physiological data are read by the sensors that are attached on
the patient's body, the data will be sent to the medical server. Medical server works
on analyzing these data based on the type of the algorithm which is used in the
system. After analyzing these data and getting the result, the result will be sent to the
concerned side such as healthcare provider. Fig.7 below explains the scheduling

process for decision maker of a diabetic healthcare system [2], [6].
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C) User Interface

User interface is a tool used to enable all users to interact with their system. User
interface is considered such as web site or mobile application used to provide users
ability to access the system in an easy way. The accessibility to user interfaces
should be easily and self-explaining if they are used by the patients directly, also it
should be advanced enough for the healthcare providers. User interface preferably be
reachable via external connections. Finally remote access to user interface is

important as well.

2.3.3.3. Health Care Provider Side

Healthcare provider is a third tier for any e-healthcare system. This tier consists of
number of people who take care of patients. Health care providers can be doctors,
nurses, trainer, paramedics and pharmacists. When the healthcare providers’ team

works effectively and efficiently, they can improve the quality of patient life.

2.4. Mobile Ad-Hoc Networks
Mobile Ad hoc network (MANET) is a collection of wireless devices communicating

together without any centralized control. The recent research has been focused on the
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MANETs technology due to it's the availability of small and inexpensive wireless
communicating devices. MANETs could be used in different applications such as
medical, mobile classrooms, battlefield communication and disaster relief

applications [24].

Figure 8: Mobile ad-hoc network

2.4.1. History of Mobile Ad-Hoc Networks
The life cycle of ad hoc network could be characterized into three generations first,

second and third. The present Ad hoc networks systems are the third generation.

In 1972 the first generation of ad-hoc network founded that was called PRNET
(Packet Radio Networks), at the same time for founding ALOHA (Arial Locations of
Hazardous Atmospheres) and CSMA (Carrier Sense Medium Access). At this time
mobile ad-hoc network used by the Defense Advanced Research Project Agency
(DARPA) in the military field.

In 1980 the second generation of Ad hoc networks has been defined. At that time the
SURAN (Survivable Adaptive Radio Networks) has been enhanced and implemented
ad-hoc network systems as a part of its program for providing mobile networks to the
battlefield in an environment without infrastructure. Also, this program has been
proved to be beneficial in optimizing the performance of radios by making them
cheaper, smaller and resilient to electronic attacks.

21



In 1990 the third generation has been introduced, and the idea of ad hoc networks
arrived with notebook computer and other communication tools in the life. The
researches especially IEEE 802.11 committee in this time proposed the idea of
mobile ad-hoc technology, and starts to look in possibility of developing ad-hoc

networks in different applications area [25].

2.4.2. Architecture of Mobile Ad-Hoc Network

Wireless networks can be classified into two types based on their system
architecture. Infrastructure is the first one and ad-hoc network is the second. The
main different between them is infrastructure networks have central control and
nodes, but the ad hoc networks are independent from central node. In the
infrastructure networks, node can’t connect directly with other node in the same cell
and other cell. Central node works to control message. Message is sent to the central
node and then the central node delivers the message to the destination node. If a node
wants to communicate with other node located in other cell, the central node will
relay the message to other central node, which has control over desired cell. The
central’s nodes can be connected via wireless way or wired. The main problem in
infrastructure network, if the central node destroyed, all nodes in this cell can’t

perform any connection.
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Figure 9: Infrastructure network

Ad hoc networks have a different approach for nodes connections. Fig.10 example

for ad-hoc network, Where N1 desires connect with N5. N5 outrange transmission of
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N1, so N1 should hop the message to N4-N2-N3-N5 OR N2-N3-N5. The best route
will be selected based on routing algorithm. The main advantage of ad-hoc network
if N4 leaves the network, N1 still has a route to N5. Therefore ad hoc networks are
more robust than infrastructure. MANET is the modern generation of ad-hoc
network, but the work of MANETs like the work of ad-hoc network just the
difference between them, MANETs are provides motility to the nodes in the
network, this provides dynamic topology for the network [26].
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Figure 10: Mobile ad-hoc network transmission range

2.4.3. Mobile Ad-Hoc Networks Challenges

e Packet losses
May be occur, due to mobile ad-hoc network is an infrastructure less
means there is no centralized control and every device can
communicate directly with other every device. This provides
difficulty to detect and manage the faults.

e Scalability
The scalability is important thing in MANET as it is used in medical
or military communications, due to network size grows according to
the need, therefore each mobile device in the network should be has
ability to handle the density increase of network and to accomplish the

task.
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e Security
The Security issue in MANETSs has to be addressed. High degree of
security is requiring in some applications of MANET like Military
and Confidential Meetings to prevent attack of enemies and
active/passive eavesdroppers. Also, the changing in topology of the
network makes it very vulnerable to infiltration, eavesdropping and
interference [25, 27].

e Routing
Routing packets between source and destination nodes becomes a
challenging task due to the continuous changing in topology of
MANET's. Most of routing algorithms has been implemented to solve
this problem. In addition the random movements of nodes within the

network give challenge to the multi cast routing [28].

2.4.4. Mobile Ad-Hoc Network Routing Protocols

The main issue in transfer the data from node to node in MANETs is a routing
protocol. In the other hand when node in the MANET desire to send data to another
node in the same network, the routing protocol works to discover the path from

source to destination and decided which path is the best.

MANETs have many types of routing protocols; they are classified into three main
parts:
1. Proactive protocols
Proactive routing protocol means every node maintains routing information
of the network continuously. This is happened by flooding network
periodically to discover any possible change in network topology based on
network status information. Examples of Proactive Routing Protocols are:
a) Global State Routing (GSR).
b) Hierarchical State Routing (HSR).
¢) Destination Sequenced Distance Vector Routing (DSDV).
2. Reactive protocols
In this routing protocol each node maintains information paths to the
destination node only which it's active. For each new destination route search
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is needed. Quickly change wireless network topology may be breaking active
route and result new route search. Examples of Reactive Routing Protocols
are:

a) Ad hoc On-demand Distance Vector Routing (AODV).

b) Dynamic Source Routing (DSR).

¢) Location Aided Routing (LAR).

d) Temporally Ordered Routing Algorithm (TORA).

3. Hybrid protocols

Hybrid routing protocol is a combining of globally reactive and locally
proactive states. Hybrid routing algorithm is ideal for Zone Based Routing

Protocol (ZRP) [29].

Ad-hoc Routing Protocols
Table v Source on Demand Hybrid
OrProacre Driven or Reactive
DSV OLSR AODV D3R ABR IRP TORA

Figure 11: MANETS routing protocols

2.4.4.1. Destination Sequence Distance Vector

DSDV is a proactive routing protocol based on the idea of the classical Bellman-Ford
Routing Algorithm. The main contribution of the algorithm was to solve the Routing
Loop Problem. This protocol depends on table-driven means that every node in the
network maintains a routing table to send data from source to destination. DSDV is a
suitable routing protocol for ad-hoc network with small number of nodes , but it has
some disadvantage, that this protocol so effect in dynamically change of network
because it need regular update for the route path, addition to its performance is not

good with large number of nodes in the network [30] .
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Table 1: Route Path Update

Neighbor | Hop number | Via node | Update Time
C 2 H 1756
I 3 A 805
G 3 E 1050
2 F 1860

In Fig.12 and Table.1, The link between node A and node B was broken, for that
node A search for a new path to connect with node T by its neighbors and select a
new route path depend on less number of hops and the last update for route table .
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2.4.4.2. Ad-hoc On-demand Distance Vector

AODV protocol is both an on-demand and a table-driven protocol discover routes
only as needed. AODV is a reactive protocol, although it still uses features of a
proactive protocol. AODV takes the interesting parts of DSR and DSDV, in concept
of sequence numbers and sending of periodic hello messages from DSDV and it uses
the concept of route discovery and route maintenance of DSR. The protocol uses
different messages to discover and maintain links. When a node desire to connect
with another node, it checks if there is a valid route path to the destination, the node
use this route to connect with the destination node. If not valid , the source node send
a route request (RREQ) to its neighbor, if this neighbor has a route to the destination
or it is a destination ,it will reply (RREP) to the source node to send the data as
shown in Figs.13,14. If there is RERR receive by the source node that mean the

source node go to discover a new path to the destination [31].

\"/-_“H\"u
/ \\ “\ /;'N\ ~a ™
BN/ z | )
source ¢« N o N
A
\ A \/ "\ destination
N / D /\

B / - \4: E |
| = — I~
T

—_ — » W i, )
Route request flooding .«/ N /\_/
|\\7_7’/‘.‘

Figure 13: Route request (RREQ) flooding
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Figure 14: Route reply (RREP) propagation

2.4.5. Mobile Ad-Hoc Networks Application

e Communications and operations in military.

Policing and firefighting.

Supporting doctors and nurses in hospitals.

Home/office wireless networking.

Conferences, meeting rooms.

Universities and campus settings.

Multi-user games.

E-commerce, electronic payments anytime and anywhere.

Sports stadiums, trade fairs, shopping malls.

Networks of visitors at airports.

Outdoor Internet access.

Data tracking of environmental conditions, animal

chemical/biological detection [32].

movements,
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CHAPTER 3

PROPOSED NETWORK

3.1. Introduction

This chapter describes the network proposed for DSS E-healthcare, this network
based on MANETs that provide free wireless for transferring data from patient’s side
to the doctor and provide scalability for the network. The simulation that is selected
to simulate this network is NS2 simulation. NS2 simulation works on testing the best
routing protocols for the network which is based on four metrics, (PDR, End to End

delay, throughput and drop packet).

3.2. Simulation Environment

In this kind of simulations, a best version 2.34 of NS-2 has been used in this work.
Ns-2 is a discrete event simulator targeted at networking research. It began as a part
of the real network simulator and it is evolved through an ongoing collaboration
between the University of California at Berkeley and the VINT project [33].

The selected NS-2 is considered as the advanced platform since NS-2 is a very
potent, widely used, and open source simulator. NS-2 provides effective and suitable
ways to arrange networks and nodes. NS-2 has been commonly used in MANETS
simulations.

The excessive improvement on using ns-2 is that it is open source, famous and
generally used by researchers. This means that anybody willing to fulfill its
explanation for executing ns-2 simulations can use the same code.

Two languages are used in NS-2, C++ and Otcl. Users can use Otcl language to
simply adjust the restrictions of protocols and algorithms executed in C++. NS-2 also

allows us to have the benefit of the abundant existing source codes.
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Traffic Scenario

Figure 15: Software architecture for NS2 simulation

3.3. Network Topology Proposed

Network in this research deals with healthcare field for the DSS and consternate on
transfer data, where number of patients are placed in the same local area and each
one of them has a smart device like mobile or PDA, this device is designed to
transmit the data from the patient to the doctor. This data is captured by the sensor
attached in the body of the patient as seen in chapter 2. Also this network has high
scalability because at any time, the network can have 20 patients and after little time
the number of patients will be extend to be 80 or 120. This field was supported by
MANETSs technology that provide free mobility and free wireless transmission of
data by covering 1000m*1000m. In the other hand, patients are placed in one cluster
that covers 1000m*1000m area, with one gateway to connect this network with
another. Moreover, this network can be extended to a large area in this scope. Also
the GPS technique used in this proposed network to determine the position of the
wireless device that helps in the emergency situation to know the position of the
patient [34].
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As seen in Figs.(16,17), when the smart device needed to send data from the patient
to the doctor, the mobile device uses MANET technology to transfer data firstly to
the gateway of the network and then, the gateway will directly send the data to the
doctor at other network. As mentioned in chapter 2, MANET represents the
collection of the wireless devices that are connected together without any centralized
device using multi hop technique in order to transfer the data from source to
destination. The most important thing in MANET is selecting the best routing
protocol for the network. MANET has many kind of routing protocols as seen in
chapter 2, AODV and DSDV are the most important routing protocol for the

proposed network.

3.4. Network Parameters

When design any type of network a lot of parameters should be taken in
consideration. The parameters of the designed network are illustrated in following
table:

Table 2 : Network Parameter

NETWORK PARAMETER TYPE
Simulator Ns2.34
Channel type Channel/Wireless Channel

Simulation area 1000m*1000m
Mac protocol IEEE802.11
Mobile nodes 20,40,60,80,100,120
Antenna type Omni Antenna

Propagation model Two Ray Ground
Routing protocols AODV,DSDV
Traffic sources TCP
Packet size 512 Bytes
Simulation time 500 s
Mobility model Random
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The parameters that are selected to configure the proposed network will be described
below:

1) As mentioned before, NS2 is the best simulator to simulate the proposed
network.

2) For the type of channel, wireless is selected to support mobility for the
patients.

3) Simulation area was taken 1000m*1000m because the patients are placed
in that fixed area range with one cluster.

4) The reason of selecting IEEE802.11 for the mac protocol to support the
transmission range for the network. In addition, IEEE802.11 has a lot of
advantages such as the resistance for shadowing, refraction and reflection.

5) AODV and DSDV are general types of routing protocols as mentioned in
chapter 2, and they are tested to select the best one for the proposed
network.

6) TCP protocol for the traffic source was selected due to the type of data
that is sent from the patient to the doctor, is represented as a text data
included patient’s id and the date of the data with the position of the
patient by using GPS technique .

In this research, the comparison between AODV and DSDV is done to select the best
one for the proposed network based on four metrics PDR, End to End delay,
throughput and drop packet.

3.5. Metrics Calculations
Four performance metrics were selected to compare the two routing protocols AODV
and DSDV:-

1. Average End-to-End Delay
It is average of time taken by the data packets that propagate from source to
destination through a MANET. This includes all possible delays caused by buffering
during routing discovery latency, queuing at the interface queue, and retransmission
delays at the MAC, propagation and transfer times.
Average End-to-End Delay = Sum (for each i equal to packet number, (packet

. . . (3.0
received time- packet sent time))
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NOTE: The lower value of the end -to-end delay means better performance for the

protocol.

2. Packet Delivery Ratio (PDR)
It is a ratio of the number of data packets successfully delivered from the destinations
to those generated by sources.
PDR = received packets/sent packets * 100 (3.2
NOTE: The higher value of the PDR leads to better protocol performance.

3. Packet Loss
It is the total number of packets dropped by nodes due to various reasons [9].
Packet lost = No.of packet send — No .of packet received. (3.3)
NOTE: The lower value of the packet lost for better performance of the protocol.

4. Throughput
It is the rate of successfully transmitted data packets in a unit time in the network
during the simulation.
Throughput = Total received packet / Elapsed time between sent and (3.4
receive

NOTE: Higher value of the throughput for better performance of the protocol.

3.6. Parameters Computation

As seen above, NS2 uses two languages Otcl and C++. TCL code is used to program
the proposed network. After running TCL code, two main files will be created, the
first one called NUM file which is used to display the graphic of the proposed
network, the second one called trace file which is used to analyze the features of the

network.
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1 v 0 eval {set sim annotation {MOBILE NODE MOVEMENTS} }

2 M 0.10000 1 (307.32, 190.11, 0.00), (639.91, 916.75), 8.60

3 M 0.10000 2 (113.e64, 912.66, 0.00), (296.89, 847.31), 6.97

4 M 0.10000 3 (131.43, 875.82, 0.00), (935.65, 417.55), 7.48

5 M 0.10000 4 (923.47, 712.85, 0.00), (322.26, 191.50), 4.81

6 M 0.10000 5 (878.37, 815.36, 0.00), (812.87, 964.32), 4.09

/ M 0.10000 & (747.74, 221.11, 0.00), (195.28, 31.31), 1.77

g M 0.10000 7 (133.81, 896.97, 0.00), (915.97, 743.83), 5.39

S M 0.10000 8 (371.51, 0.98, 0.00), (820.58, 436.72), 9.29
10 M 0.10000 9 (493.83, 810.84, 0.00), (89.67, 111.43), 7.97
11 M 0.10000 10 (792.76, 934.87, 0.00), (193.40, 440.24), 0.79
12 M 0.10000 11 (437.06, 697.45, 0.00), (833.38, 614.17), 3.80
13 M 0.10000 12 (70.29, 345.99, 0.00), (35.60, 266.77), 6.09
14 M 0.10000 13 (117.11, 302.72, 0.00), (261.18, 649.20), 1.13
15 M 0.10000 14 (739.75, 902.23, 0.00), (682.29, 299.34), 0.66
16 M 0.10000 15 (707.01, ©51.20, 0.00), (424.68, 551.08), 9.32

7/ M 0.10000 16 (738.55, 736.75, 0.00), (376.24, 443.24), 5.19
16 M 0.10000 17 (521.31, 688.80, 0.00), (882.65, 776.71), 1.95
19 M 0.10000 18 (598.08, 943.4¢, 0.00), (145.25, 261.31), 7.98
20 M 0.10000 19 (749.10, 201.35, 0.00), (970.82, 545.03), 2.72
21 s 0.100000000 1 AGT =--- 0 tcp 40 [0 0 0 0] =------- [1:0 0:0 32 0] [0 O]
22 r 0.100000000 1 RTR --- 0 tcp 40 [0 0 0 O] -===—-- [1:0 0:0 32 0] [0 0]
23 s 0.100000000 2 AGT ---1 tecp 40 [0 0 0 O] --===-- [2:0 0:1 32 0] [0 0]
24 r 0.100000000 2 RTR ---1 tgp 40 [0 0 0 O] -——-—-- [2:0 0:1 32 0] [0 0]
25 s 0.100000000 3 AGT --- 2 ftgp 40 [0 0 0 0] -—==-——- [3:0 0:2 32 0] [0 0]
26 v 0.100000000 3 RTR --- 2 tcp 40 [0 0 0 0] ——————- [3:0 0:2 32 0] [0 O]
27 s 0.100000000 4 AGT =--- 3 tcp 40 [0 0 0 0] =--———=—- [4:0 0:3 32 0] [0 O]
28 r 0.100000000 4 RTR =--- 3 tcp 40 [0 0 0 0] =--————- [4:0 0:3 32 0] [0 O]
29 s 0.100000000 5 AGT =--- 4 tcp 40 [0 0 0 O] -====-- [5:0 0:4 32 0] [0 0]
30 r 0.100000000 5 RTR =--- 4 tcp 40 [0 0 0 O] -====-- [5:0 0:4 32 0] [0 0]

Figure 18: Trace file
Table 3: Trace File Format
Fvent | Time From | To | Pkt Pl«.t. Flags | Fid Sre. Dst. Seq. PAls.t.
node | node | type | size addr. | addr. | num. id

As seen in Fig .10 and Table .3, 12 fields of the trace string are as follows:

1.

Type event:

. “]ﬂ”: a packet reception event

. |§| a packet drop (e.g., sent to drop Head) event

. “”: a packet collision at the MAC level

2. Time: time for creating the packet tracing string .

3. From node.
4. To node.
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The two fields (3, 4) denote the IDs of the source and the destination nodes of the

tracing object.

5. Packet type: packet type name.
6. Packet size: packet size in bytes.
7. Flags: A 7-digit flag string

e “4: disable
« 1st="{EP": ECN (Explicit Congestion Notification) echo is enabled.
e 2nd= “IEI”: the priority in the IP header is enabled.
e 3rd:Notinuse
o 4th= “@”: Congestion action
e 5Sth= “”: Congestion has occurred.
o O6th= “”: The TCP fast start is used.
«  7th =“NP: Explicit Congestion Notification (ECN) is on.
8. FID: means flow ID.

9. Source Address.
10. Destination Address.

The format of the two fields (9, 10) is “”, where “EI" is the address and "[o/" is the
port.

11. Sequence Number.
12. Packet Unique ID

In this research, awk tool used to process the trace file. The awk tool allows to
perform simple operations on trace files such as averaging the values of a given
column, summing or multiplying terms between several columns, all data- formatting

tasks, etc.

After creating the trace file, awk tool should be put at the same path for the trace file,

for example writing the following short script to get the result of the parameters:
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awk -f throughput.awk final-network.tr > outfile

The trace file here is final-network.tr, the output file for the parameter which will

be determined, is outfile and the awk tool that is used to analyze the trace file is

throughput.awk.
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5 }

f

7 {

B event = §1

9 tine = §1

10 node id = §3

1 pit size = §f

1 level = }4

13

14 f Store start tine

15 if (level == "AGT" g event == "a" &g pit size »= 51I) {

16 if [tine ¢ startTime) |

17 startTine = tiue

18 }

19 }

il

i # Update total received packets' aize and store packets arrival tine

u if (level == "AGT" g event == "r" &4 pit_gige »= 517) {

13 if (tine » stopTine) {

i stopTine = tine

25 }

16 # Rip off the header

i hdr size = pht size § 51

i Ikt size -= hir size

] # Store received packet's size

i recvdiize += Pt size

i } 1

il }

3
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Figure 19: Throughput TCL code
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Y }
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5 print "t
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51 qrint "Packet Delivery Batio = " recedvedPackets/ (seqost) 100

Homn
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Figure 20: PDR, E2Edelay, drop packet TCL code

Figs.(19, 20) represents the codes that are written using TCL and C++ programs in
order to determine the introduced parameters (PDR, End to End delay, throughput and
drop packet).
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3.7. Simulation Result
In this section the compression between two routing protocol for MANET
technology in DSS field AODV and DSDV for the E-healthcare network is done to

test which one is a suitable and better to support the network.
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Figure 21: Throughput Vs. varying number of nodes

In the throughput case, it was noticed that the AODV routing protocol keeps the
throughput at the same range with increasing the number of nodes, whereas the
DSDV routing protocol far decrease with increasing the number of nodes. Therefore,

the performance of the AODV is better than the DSDV. This is seen in Fig.21.
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Figure 22: PDR Vs. varying number of nodes

Fig.22 shows the case of PDR. It is clear that the AODV routing protocol slightly

decreases with increasing the number of nodes, whereas the DSDV routing protocol
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far decreases with increasing the number of nodes. Therefore, the performance of the
AODV in this case is better than the DSDV.
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Figure 23: End-To-End delay Vs. varying number of nodes

The case of end to end delay as shown in Fig.23, the AODV routing protocol slightly
increases in the e2e delay with increasing in the number of nodes, whereas the
DSDV routing protocol far increase in the e2e delay with increasing the number of
nodes. Therefore, the performance of the AODV in this case is better than in the

DSDV.
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Figure 24: Drop packets Vs. varying number of nodes

In case of drop packets in Fig.24, it is obvious that the AODV routing protocol drop

packet far increase with increasing the number of nodes, whereas the DSDV routing
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protocol few increase with increasing in the number of nodes. Therefore, the

performance of the DSDV is better than the AODV.

From all previous results, we conclude that the performance of DSDV is better than
AODV in the drop packets. Whereas, AODV routing protocol is better than DSDV in
the cases of throughput, PDR and End to End delay, when we increase the number of
nodes in our proposed network, we note that AODV routing protocol keep their
stability but the DSDV routing protocol go down. Therefore, the suitable routing
protocol that makes the proposed network for the E-healthcare system works well is

AODYV routing protocol.
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CHAPTER 4

SYSTEM DESIGN

4.1. Introduction

In this chapter we will describe the proposed E-healthcare system and explain all
requirements (hardware and software) that took in consideration to design the
proposed system. The system that is proposed in this work generally divided into
three tiers patient, medical server and healthcare provider. All these tier are designed
and programming in this section used high level language C#. Moreover, the rule of
the decision maker in the medical server is chooses to support the system. In
addition, the main issue of designed any E-healthcare system, website is designed

and programming in this section used ASP.net.

4.2. Proposed System

In Fig.25 below, over view of our proposed system for the E-healthcare system is
presented. As mentioned in chapter 2, any E-Healthcare system included three main
parts as our proposed system that be divided into three main tiers.

1- The first tier is related to the patient. This tier is represented as a data which
will be read by the smart device (mobile or PDA) then the smart device sends
the data to the medical server to be analyzed.

2- The second tier responsible of the medical server included the decision
maker to analyze the data that is coming from the patient, also the database
used for the proposed system.

3- Last but not least, the third tier deals with the healthcare provider completely.
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Figure 25: Over view of the proposed system

Moreover, the website for the proposed system is too important thing in order to

communicate the tools among the tiers that were mentioned before.

4.3. System Requirements
The next step in designing such systems is constructing the hardware and the
software requirement. This is in use now because a typical system is designed such

that the resources implementation fulfills system requirements.

4.3.1. Hardware Requirements
The server we used in this thesis is based on this PC such that the components of the
system can be connected together and can reach the database using the server. In

addition, the website of our proposed system is hosted on this server.

4.3.2. Software Requirements

» Operating system
Operating such a system is come true by choosing windows 7 as our operating
system.

» server and database software
SQL server management R2 2008 is used to implement server and database. The
reason to use SQL server due to the Microsoft open source propriety, widely use, and

it is easy to setup and usage. SQL server management is available at [35].
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» Website software
In order to design the website we need pages such that are dynamically generated,
ASP.net with visual basic language is the best select to program the website.
ASP.net has a lot of advantages to so that it deserves to get the first places in the
international classification. The open source is one of these advantages. Moreover,
the accuracy that is provided by the ASP.net recommends this program to be the best
selecting in order to use it in the smart devices. Our proposed system requires
reaching to the website by the smart devices that are used through the healthcare
providers and other members.

» End user interface
C# language is the best select to program this item, and the rules that are used to
analyze the data are coming from the patient. Also the communication between end
user and the server was established by using C# language. C# language is selected
because of, it is high level language of C++ and it is open source. C# and ASP.net
are free sources extracted from Microsoft; they are founded in visual studio and
available at [36].

4.4. Patient Tier Design

As mentioned in chapter 2, the patient side has various types of sensors attached on
the body of the patient, these sensors work to capture the vital data from the body
then send it to the smart device using whether wired or wireless connection like
Bluetooth or Zigbee. Next, the smart device works to send these data to the medical
server for analyzing issues.

The proposed work in this section concentrates on reading the data form patient
mobile and uploading it to the medical server. Patient tier is designed using C#
program. The program designed to read the data from log text file in the same pc that

works as server.

As mentioned in chapter (1, 2), there are many types of chronic diseases that the
researchers focus on. The increasing in heart disease infections in the world put this
kind of disease in the first place of chronic disease that should be taken in
consideration. Therefore, the recent researches focus on the suggestion and the

design of E-Health monitoring system which helps to decrease the load on the
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doctor. Also, the problems in the blood pressure and its relation to the heart disease
make such disease at the same level.

The proposed system works to monitor the patient that has problem in the heartbeat
called (tachycardia and bradycardia) and in the blood pressure problems.

During the working period on this thesis, we visited one of the larger hospitals in
Irag-Baghdad (Ebn ALBITAR hospital). This hospital specializes on the heart
diseases such that the doctors their supported and provided us. We discussed the
issues that our thesis depends on. In addition, we got data of some patients who are
registered in that hospital and monitored using (HOLTER) device. HOLTER is a
devise attached on patient body that still has a problem in the heart even after using
ECG device that it does not find out the defect in the heart. The HOLTER devise

works to monitor the heartbeat of the patient for (48- 72) hours continuously.

‘ Location: Unknown HOLTER REPORT
Patient Nar?S 217 AHMED HASHIM,
Hookup Date: 13-Apr-2014
Gl dzyr Hookup Time: 09:11:00
Date of Birth: 21-Apr-2001 Alraton:: 25:04:00

Overreading Physician DR.MAHMOOD,

Referring Physician ,

Ordering Physician: DR.M.AMEEN,
Hook-Up Technician: ADNAN TALIB,
Indication/Diagnosis: SYNCOPE

Medications

General Heart Rates
120344 QRS complexes 48 Minimum at 03:53:41 14-Apr
278 Ventricular beats (< 1%2 84 Average
59 Supraventricular beats (< 1%) 172 Maximum at 18:03:17 13-Apr

<1 % of total time classified as noise 27427 Beats in tachycardia (>100 %pm), 23% total
1839 Beats in bradycardia (<60 bpm), 2% total
1.64 Seconds Max R-R at 17:07:43 13-Apr

Supraventriculars (S, J, A)

53 Isolated
Ventriculars (V, F, E. ) 3 gg;e,'ﬁ;;. -
278 |solated 0 Runs totaling 0 beats
0 Couplets

0 Bigeminal cycles
0 Runs totaling 0 beats

Interpretation
NORMAL SINUS RHYTHM.
MINIMUM HEART RATE IS 48/MIN.,
MAXIMUM HEART RATE IS 172/MIN.
NO ARRHYTHMIAS DETECTED.
NORMAL PR, AND QT INTERVALS,

Figure 26: HOLTER report

For the data that will be read by the interface patient mobile using c# program. The
data is provided by the HOLTER device report for a number of patients as seen in
Fig. 26.
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Fig.27 below shows the form design of the patient mobile that includes the
following:

1- Patient ID.

2- The Date and the time for the data that will be sent.

3- The Position of the patient that will be used in the emergency situations. This
position is provided by using GPS technique in the proposed network as seen
in chapter3.

4- Finally, the heartbeat and the blood pressure that are captured by the sensors

node.

8! Forml IG[Q‘ BY ,!

patient_ID
Date

Time
Position
Haert_Rate

Systiol_blood_presure

Distoil_blood_presure

Figure 27: Mobile patient

When the data is read from patient program, it will be sent to the server. The server

will analyze these data as description in the next section.

4.5. Medical Server Tier Design
The medical server such as the heart of the proposed system makes all system

components to be in touch and provides access to the database of the system.
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Besides, the server is responsible of the rules for the DS that works to analyze the

data and help the healthcare provider to get the best and the faster decision. In other

hand, the tasks that be performed through the server are listed below:

1-

45.1.

Access to the database

Server should be able to interact with the database for the system that
depends on the request received from the system components.
Communication between patient mobile and database

In this order, the server allows the patient mobile to insert data to the database
for the system; this data is saved in the database and will be used by other
components.

Perform DS

The server is responsible of the rules used to analyze the vital data comes
from the patient and give the best solution that helps both patients and
doctors, which will be described later.

Hosted website

The website is hosted in the server which is used in the proposed system. In
addition, the server allows the users of the system to be directly interacted

with the database though the website with different levels.

Database Design

The database in our proposed system is used to store and retrieve the data. This

database consists of some information sorted in a specific collection used by the

applications of the system. This information is related to the patients that are

registered in the system, also some information for the doctor, nurses, and the

administrations of the system.

Some issues are taken into consideration when we designed the database security and

authentication, these issues are provided by using SQL server management R2 2008

as we mentioned before. The database has number of tables, all these tables describes

below.
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Table 3: Database Entities

Table name Description
Patient Includes patient [ID, Name, Age, Gender, Address, Phone Number,

atien
. ) Email, Doctor Name, Type Of Disease, The Status Case Of Patient
information )

Disease ...etc.]

Staff
) ] Includes Staff [ID, Name, Position, Email, Phone, specialize...etc.]
information

Monitoring data Contains the monitor data that is coming from the patients
The data that helps for scheduling the mining of other data that is used in

Queue data

the server

Contains [Name, Email, Department, Type Of Question and Description],
Contact us data o . .
this information comes from the .... Website -»Contact us page.

4.5.2. Decision Making Implementation
Decision maker is a set of rules that be used to support our E-healthcare system. In
this thesis, data mining technique is used to get the data that are stored in the
database of the patient, these data is represented as a range limited by the doctor.
When a patient got health problem, absolutely, a doctor specializes in that problem
should be seen. The doctor diagnoses the problem of the patient to find out the
problem that caused the disease. Normally, the doctor controls patient disease after
sometimes, hereby the patient will be registered in the e-healthcare system to get real
health monitoring and better life. The registration issues will be done by the doctor,
in order to count the cases that the patient suffers. Finally, patient cases are kept in
the database. Generally, these cases are classified into three parts:

» Normal case.

» Abnormal case.

» Emergency case.
The rules of decision maker in the medical sever is interacted with these data ranges
above to make a compression with the data received from patient mobile to find out

patient situation, this process is described in the following Fig.28.
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?/ Input data

Yes
Normal case

Give R |
suggestion <— normal case
Yes
Emergency

Get new data

Figure 28: Activity block diagram for the proposed system

Our system works to provide better and easier life for the patients that they have
heart disease. In order to monitor these kinds of patients, the heartbeat and blood
pressure should be monitored continuously, as we mentioned before, the data is sent
from patient mobile then will be analyzed by the server. The algorithm that is used to
analyze the data based on some issues that are described as follows:

The normal range of heartbeat for adults, including elderly and every one over 10
years, is between 60 and 100 heartbeats a minute.

* For Neonates ranging from 70-190.
50



* For baby between 1 and 11 months 80-160.
* For one up to two years old 80-130.
* For three up to four years old 80-120.
* Between five and six years old 75-115.
* Between seven and nine years old 70-110.
* For ten and over years old 60-100.
Normal heartbeats affected by health changes, where these changes are responses to
some conditions, which are composed of exercise, body temperature, body position
(such as for a short while after standing up quickly), and emotion (such as anxiety
and arousal).
e Tachycardia means the heart is beating too fast at rest (usually over 100 beats
a minute).
e Bradycardia is a heart rate that is too slow (usually below 60 beats a minute)
[37].

The values which gave are typical, but if are above or below the range may be
normal and harmless for some. The introduced algorithm is used to analyze the data
that depends on the values that the doctor puts in the database.

In order to make these issues of the heart rate more clear, we take an example for
one patient is registered in our proposed system and a doctor who inserts the
heartbeat range of that patient for normal, abnormal(tachycardia and bradycardia)

and critical cases.

% Name: Gali kamel.

<+ Gender: male.

s Age: 60.

+ Normal heartbeat: 60-95.

¢ Abnormall tachycardia: 95-110.
% Abnormal2 tachycardia: 110-120.
¢+ Abnormal bradycardia: 50-60.

+¢ Critical tachycardia: over 120.

+¢ Critical bradycardia: under 50.
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For this patient, the server works to compare the data coming from patient mobile
with these data above. As we mentioned above, the normal heartbeat for this patient
is limited from 60 to 95, if the data comes at this range, the server just works to keep
this data in the database of this patient. Abnormal tachycardia has two parts, the first
part is ranged from 95 to 110 which happens in case of an effort is done by the
patient such as sport exercises practicing or entering in a bad situation such as getting
angry. These situations effect on heartbeat not heavily such that the heart can return
back to its normal behavior according to the range mentioned above. Hereby, the
medical server waits 30 minutes and then will send an alarm message to the patient
and the doctor. The second part of tachycardia is ranged from 110 to 120 and the case
of (bradycardia) is ranged from 50 to 60 that affect directly on the patient. Therefore,
the server will send an alarm to the doctor in order to diagnose and treat the patient
directly; also an additional alarm will be sent to the close person of the patient. Last
but not least, the critical case of the patient is ranged over 120 or fewer than 50, in
this situation a number of alarms will be sent directly to the emergency department to
hurry up and help depending on the position data that is coming from the mobile
using GPS technique. In accordance, the doctor and the close person will receive an
alarm.
All these issues are described in Fig.29.

= Z means the heart rate comes from patient mobile per minute.

= The normal case (NC) is start form x,,. to vy, .

= The abnormall tachycardia (ual) starts form x4, to yya1 -

= The abnormal bradycardia (la) starts form x;, to y;, .

= The abnormal?2 tachycardia (ua2) starts form x,;, to v,p> -

= The critical tachycardia is (x,).

= The critical bradycardia is (y,).

52



[=0 Input z

/ Needdoctor /

[=0

No

(xe > 2)|[I(z > ye)

/ Emergency

Figure 29: Heartbeat analysis block diagram

The second issue that will be monitored next is the blood pressure. Blood pressure
issue is divided into three cases, normal, abnormal and critical. Generally, blood
pressure issue has two levels, high level denoted as systole and low level denoted as
diastole. The normal range of the human blood pressure is about 120 systole and 80

diastole, less or more than the range we specified, the human case will be considered
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as abnormal or critical. Data of the blood pressure that are inserted by the doctor to

the database of the same patient above, illustrated below. these data are used to

compare with data coming from the patient mobile into medical server in order to

decide case of the patient if there is an alarms should be sent or not. The difference

between heartbeat and blood pressure is the first one sends every minute but the

second is sent each 4 hours as needed.

X/
L X4

X/
L X4

Normal systole: 100-140.

Normal diastole: 70-90.
Abnormal upper systole: 140-170.
Abnormal upper diastole: 90-100.
Abnormal lower systole: 80-100.
Abnormal lower diastole: 60-70.
Critical systole: over 170.

Critical systole: under 80.

Critical diastole: over 100.

Critical diastole: under 60.

The following block diagram in Fig.30 illustrates blood pressure diagnosis using
suitable DS.

Zs means the systole blood pressure; Zd means the diastole blood pressure
that is come from patient mobile each 4 hours.

The normal systole blood pressure (NS) starts form x,,¢ to v, .

The normal diastole blood pressure (ND) starts form x,,4 to y,4 -

The abnormal systole blood pressure in the upper case (SUA) starts form

xsua to ysua '

The abnormal systole blood pressure in the lower case (SLA) starts form

Xsia to Ysia -

The abnormal diastole blood pressure in the upper case (DUA) starts form

Xdua to Ydua -

The abnormal diastole blood pressure in the lower case (DLA) starts form

Xdia 10 Yaiq -

The critical systole is (xg),( Vse)-

The critical diastole is (x4¢),( V4e)-
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(Xns = Zs < Yns)
&&
(¥nd £Zd £ ¥nd)

(Xsua<Zs = Ysua)

Need doctor [
(Xdua < Zd £ Ydua)
(Xsla = Zs < Ysla)
Meed doctor [
(Xdla = Zd < Ydla)
Yes
Emergency (Xse> Zs | | Zs < Xde)

No

Emergency

(Yse< Zs | |Zs > Yde)

Figure 30: Blood pressure analysis block diagram

C# program is used to control server operations in order to analyze patient mobile
data using the algorithms we presented above to take the decision. As shown in the
following figures, the alarms that are sent to the doctor, patient, close person and

emergency alarm are described.
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++ Medical Server ++

|
[id_monit 1354

| [id_p] 2
| [date] 2/18/2014 12:00:00
! [Time] 09:23:02
| [Position] x=34.321y=36.432
' [Haert_rate] 91
| [Systiol_blood_presure] 120
| [Distoil_blood_presure] 80
|

Figure 31: The proposed medical server

= oW

Mon, 24 February
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[[Time] I 09:39:44 |

=
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| 4 A
[Systiol_blood_presure] ©
[Distoil_blood_presure]

[id_p] |

date]
| o5 |
Systiol_blood_presure]
Distoil_blood presure] § 80 |

osition]

raert rate] '

Figure 32: Alarm types
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Figure 33: Doctor interface alarms

4.6. Healthcare Provider Tier Design

Healthcare provider is the third tier of our proposed e-healthcare system that contains
all system members that help the patients such as doctors, nurses and paramedics.
When a patient had got an abnormal case decided by the medical server, number of
alarms will be sent to the healthcare providers depending on the type of the case.
Hereby, the doctor will receive number of alarms from different patients. These
alarms will be shown on the screen of the smart device as a notification in order to
simplify doctor job. This technique is proposed by the social network (Facebook).
The data that is received by the healthcare provider includes patient ID, date, time of
the data, position of the patient and the vital data. The most important thing is the
patient ID which helps the healthcare provider to access all patient information that is
saved in the database. This process will be done writing patient ID in the website of

the system. The website supports the proposed system, first by accessing all
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information of the patient by quick search way, second by feedbacking answers to
the patient using different ways. All these will be illustrated in the next section.
Moreover, an advanced graphical user interface GUI is designed for the doctor such
as displaying the number of alarms for different patients at the same time, searching
for a patient using patient id. Finally, a new technique is performed in order to
remove patient alarm after satisfying the problems that were encountered.

4.7. Web Site Design

E-Healthcare system usually needs a website in order to allow the subscribers to
access the database of the system. In our proposed system, we designed a durable
website to obtain an easier way to enter the database. The website is constructed

using ASP.net language as mentioned before.

' Home Page

HOME NEWS STAFF PATIENT ABOUT CONTACTUS

WELCcOME

Visit| About Hospital |

BN & [ @ al

Figure 34: E-Healthcare system website
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The proposed website is divided into three different levels specialize in controlling a
certain group as follows:
1- First level: This level is governed by an administrators which is responsible
of:
A- Registering a new member.
B
C

Registering a new patient.

Changing system data.

D- The persons in this level can reach their information.

In the other word, the administrators are considered the main governor of the entire
system and also have all responsibility of the doctors as shown in the following Figs.

(35, 36).

Figure 35: Administrator web page
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Figure 36: New patient registration webpage

2- Second Level: This level deals with system doctors such that it gives the
doctors several characteristics as shown in the following steps:

A- Quick patient information access that consists of public information and
recorded monitoring data for the patients. Moreover, taking the sufficient
measurements in case of the abnormal patient conditions should be
encounter.

B- Add or Remove patients form the website.

C- The persons in this level can reach their information.
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As we mentioned in previous section when the doctor is received an alarm from the
patient. The doctor should be going to the website of the system then login. After the
doctor logged in, the patient data will be accessed through the (quick patient search
by id) link by the doctor. After the doctor is diagnosed the patient’s case, suggestion
will be feedback to the patient by using email, sms and calling. These steps are

illustrated in the following Fig. 37:

7
¢
b

SMART E-HEALTH CARE SYSTEM

Figure 38: Quick patient search by ID
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HOME NEWS STAFF PATIENT ABOUT CONTACTUS

) Input Patient 1D 1
‘ gali_kamel@yahoo|

A patient phon 07901

‘
reading blodTxth blodTxtl

id 1
name gali kamel 21812014
\1789 1 12:00:00 09:10:22 x=34.321y=36.432 105 120 80
age 20 | AM
genues male | 211812014
i - | - i - A ! o =, =,
e irag-baghdad $1790 1 12:00:00 09:11:12 x=34.321y=36.432 101 120 90
alsaydeya AM
phone 07901111111 211812014
) : 1791 1 12:00:00 09:12:33 x=34.321y=36.432 104 123 80
email gali_kamel@yahoo.com | AM
Disease Paf“e?‘ heiz ahest 211812014
SCHOn 1792 1 12:00:00 09:13:34 x=34.321y=36.432 105 120 80
status_normal 60-95 AM

status_abnormal_0 95110

2/1812014

12:00:00 09:14:45 x=34.321y=36.432 106 120 80
status_abnormal_1 110-120 AM
status_abnormal_2 50-60 211812014
status critical 50-120 1796 1 12:00:00 09:15:11 x=34.321y=36.432 105 120 70
N AM
normal_systol 100-140
i 201812014
normal_distol 70-90 1798 1 12:00:00 09:16:12 x=34.321y=36.432 105 120 80
abnormal_systol 1 140-170 AM

Figure 39: Patient information and take action by doctor

3- Third Level: Particularly, this level has a direct relation with the nurses and
the paramedics that are available in the system. The persons in this level can
perform the following:

A- Quick search for patients’ information exactly as the doctors.

B- The persons in this level can reach their information.

In addition, the registered patients in the system are allowed to see their information
and can connect to the members of the system with high priority from the visitor of
the website. Our web site such as any website included the home page and simple
text about the system, with all information that is needed by users or visitor for the

system.
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Figure 40: Contact us web page
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CHAPTER 5

CONCLUSION AND FUTURE WORK

5.1. Conclusion

We built our thesis to serve and satisfy the patients, especially those who have
chronic diseases. Hence, we are sure that we can help the medical world using our
theory and idea. The first contribution of this thesis is designing a smart system by
building a robust network (MANET) specializes in transmitting the data with a low
cost and, allows scalability and reliability for the proposed system.

The network we used (MANET) was studied using NS2 simulator in order to make a
typical comparison between two well-known routing protocols that are denoted in
popular as AODV and DSDV. Basing on the comparison results which based on
throughput, PDR, End to End delay and packet lose, we concluded that AODV
routing protocol performance was better than DSDV in mobility case under low,
medium and high density scenario. In the other hand, our system allows unfixed
capacity such that it can hold between 20-120 patients.

The second contribution of this thesis is modeling an intelligent E-Healthcare system
by putting in to consideration all requirements that are needed to design such a
durable system. In our work, we concentrated on a specific rule to support the
decision maker of the system. The term (decision maker) is used in order to simplify
health care provider to diagnose patient case and to offer the help if it is needed. The
rules we used in our thesis, are represented using data mining techniques because it is
considered one of the best techniques that support E-Healthcare system throughout
the world. Moreover, a smart application is used to design the health care provider
GUI in order to be in touch with the system and to interact with the interested alarms
that can be sent in the risky cases. These parameters are programmed using a high
level C# language. Last but not least, we designed a firm website to govern the

system by providing the factors: accuracy, security and usability for the subscriber
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that uses E-Healthcare system. Finally, ASP.net language is applied to design the
website for our proposed system.

5.2. Future Work
The proposed decision support E-Healthcare system has many points as a suggestion
for future work, including the following:

1. As the telecommunication infrastructure improves in the future, so the
enhancement in the system regarding communication quality and faster
transmission of data, allow the healthcare professionals to provide better
patient services.

2. The development of such system for other wearable medical monitoring
applications, such as sugar level.

3. Incorporating more parameters to improve system performance and assist
pregnant women.

4. Developing the Patient Server by giving this device the ability to process and

analysis the sensed data instead of medical database.
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