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ABSTRACT

MEASUREMENT OF SYSTEM SECURITY ISSUES OF PRIVATE
COMPUTER NETWORKS FOR DIFFERENT TYPES OF ATTACKS

Taha ALJADIR
M.Sc., Department of Computer Engineering
Supervisor: Assist. Prof. Dr. Barbaros PREVEZE
August 2015, 96 pages

In this thesis, two different types of Remote Access Virtual Private Network
protocols (PPTP and SSL) have been established virtually using Virtual Lab. In
addition, different types of security attacks have been applied to each protocol
under the same conditions. For each attack, different tools were applied
separately to each protocol. Moreover, the attacks were used to target different
components for each VPN. The results were studied carefully, which led to
obtaining a good security analysis used later to compare between those protocols
under the test conditions and to give recommendations to use each of those

protocols.

Keywords: Attack, VPN, Security, PPTP, SSL
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0z

SALDIRILAR FARKLI TiPLERI ICIN OZEL BILGiSAYAR
SEBEKELERININ SISTEM GUVENLIK KONULARI OLCUMU

ALJADIR, Taha
Yiiksek Lisans, Bilgisayar Miihendisligi Anabilim Dali

Tez Yoneticisi: Y. Do¢ Dr. Barbaros Preveze

Agustos 2015, 96 sayfa

Bu tezde “GNS3” ve “VMWARE” kullanilarak iki farkli tipteki Uzaktan Erigimli
Sanal Ozel Ag (PPTP ve SSL) bilgisayar ortaminda sanal olarak kurulmustur. Buna
ek olarak, herbir protocol i¢in, ayni1 kosullar altinda farkl: tiplerde giivenlik ataklar
uygulanmistir. Her protokole uygulanan her atak tirii icin farkli araglar
kullanilmistir. Bununla birlikte herbir VPN aginin farkli pargalarini hedef alan
ataklar gelistirilerek, sonuclar iizerinde dikkatli bir sekilde calisilmis, ve daha sonra
protokoller arasinda test kosullar1 altinda kiyaslama yapmak iizere etkin giivenlik
analiz sonuglar1 elde edilmis ve her bir protokolde kullanilmak iizere Oneriler

gelistirilmistir.

Anahtar Kelimeler: Saldir1i, VPN, giivenlik, PPTP, SSL.
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CHAPTER 1

INTRODUCTION
1.1 Background

There is a clear division between public and private networks such that public
networks are large collections of computers which are communicate with each other
either freely or with some restrictions. Users who access public networks may or
may not have commonalities, and each person on such networks may communicate

with only a part of this network.

A private network is a group of computers owned by one foundation in which
information is exchanged within the network only. They are the only computers that
use this network and the information exchanged can be seen by computers of the
same group (at worst). LAN and WAN are examples of private networks and public
networks respectively [1]. To a limited extent, companies allow their branches or
offices to acquire separate or isolated LANs where each office has a separate LAN,
and each LAN may differ from another office’s LAN in terms of protocol, domains
and so on. For the most part, these LANs were incompatible with each other. These
branch networks communicated with each other using leased lines (leased telephone
lines), which ensured that connections were continuous and secure. However, this
was very expensive, especially if a company has a branch office out of the country
[2]. Private networks have another trouble with regard to handling travelling
salespeople such that they needed to access company resources from time to time and
were required to dial long distances, or even make international calls, which was
extremely expensive [2]. It is no secret that the Internet has become the backbone for
most fields of life starting with business, health, commerce and even governmental
applications. Thus, the idea of virtual private networks started with the need for

secure communications using low cost and available media.



There have been many developments on the Internet including QOS (Quality of
Service), total performance, and low cost technologies such as DSL. However, the
most important development was related to Virtual Private Networks [3]. Starting
from here, VPN became one of the most attractive technologies of networking and
communication, and was developed to cover the varying needs of secure
communication. In parallel, security threats and attacks also developed and became
more harmful and more powerful starting from stealing information or disturbing the
users to the breakdown of an entire network [4]. Virtual Private Networks can be

classified based on their architecture, such as Site-to-Site and Remote Access [1].

A scientific paper titled Common VPN Security Flows by Roy Hills mentions the
security flaws which are, for the most part, unrelated to VPN protocol, such as
misconfiguration, some manufacturing problems with Remote Access VPN, and a
focus on IPsec protocol [5]. This was comprehensive and useful research; however, it
did not cover other types of protocol which are variants commonly used worldwide,

such as PPTP and SSL.

Debunking the Myths of SSL VPN Security is another study, written by Rainer Enders
and Clint Stewart, which covers the SSL. VPN protocol and some related issues that
were most important and were not seen by many organizations or manufacturers [6].
This was a very strong and useful study based on the most famous references.
However, again, it did not make comparisons with other protocols and only focused

on one protocol.

The Master thesis for Koen Van Besien discussed establishing VPNs and their
requirements. He presented a simple classification for VPNs and explained different
protocols briefly and finally provided an example about building a VPN based on
OPEN VPN [7]. He briefly discusses expected attacks, and did not make any
comparisons that would help in detecting which protocol is better in a specific case

and which in the other.



Martin Hack, EVP, NCP Engineering, in a scientific essay, discusses Remote Access
challenges and a number of myths and incorrect ideas about using Remote Access
VPN and its security [8]. Although it was a very nice work, it cannot be a reference

alone unless it covers every other incorrect idea and user fault.

VPN Security is another published small study by the Special Administrative Region
in Hong Kong [9], which aims to explain VPNs and their types with a brief
demonstration of the threats that may face those VPNs. This was simple and good

but did not provide a practical application to establish networks or apply the attacks.

On 29 January 2004, Steve Pitts submitted a study that explained the brute force
attack on IPsec VPNs based on an aggressive mode pre-shared key [10]. He
discussed practical applications for attacks on fixed IPsec-based VPNs. This was a

very commendable work, but it did not make any comparisons with other protocols.

A good and new method has been covered by Kevin Benton and Ty Bross regarding
timing analysis of SSL/TLS MITM attacks [11]. The work was very good and
presented a new dimension to detecting security attacks depending on time analyses.

Again, it covers one protocol with one attack.

Finally, the MITM attack was discussed clearly by Gopi Nath and Shefalika Ghosh
[12], which were demonstrated with varying kinds of MITM attacks in a LAN.

However, similarly to the others, it still focused on only one attack.
1.2 Aim of the work

Presented in this research is a study which aims to test the resistance of the two most
commonly used protocols of VPN, namely PPTP and SSL, against the most famous
and frequently used attacks. In addition, it aims to cover the points that other and past
research has not covered, including testing more than one protocol, covering Remote
Access as the most vulnerable protocol, establishing different kinds of Remote
Access VPNs with different protocols and different appliances (Cisco ASA as
hardware VPN gateway and Windows Server 2008 as Software VPN NAS),
establishing networks and applying attacks in virtual environments using a single
computer (which allows the researchers to work easily in their own virtual lab), using

3



emulation programs to connect network components to obtain more realistic results
than simulations, such as (GNS3), making comparisons between two common VPN
protocols from a security point of view, demonstrating the effects of each attack on
each protocol separately and using different tools to apply each single attack (which
gives more accuracy for results and wider covering for the most frequent attack).
Finally, it aims to offer recommendations based on the results and comparisons that
explain the best use for each protocol showing their respective weaknesses and

strengths from a security point of view.
1.3 Thesis Overview

This thesis consists of eight chapters, the first of which is a brief description of
Virtual Private Networks and how they developed, while the second chapter surveys
the current Virtual Private Networks technologies and classifies them into two main
types and then explains each type separately. Chapter 3 focuses on Virtual Private

Network protocols and presents those most commonly used in the world.

Chapter 4 describes the security threats that face Virtual Private Networks in addition
to demonstrating the most famous and most frequent attacks. Chapter 5 explains how
to build a virtual lab and how to establish Virtual Private Networks using virtual
machines and emulation programs. Applying attacks and obtaining the results are
presented in Chapter 6, while result comparisons and discussion are presented in

Chapter 7.

Finally, a conclusion, recommendations and future works are presented in Chapter 8.



CHAPTER 2

VIRTUAL PRIVATE NETWORKS
2.1 What is a Virtual Private Network?

A Virtual Private Network (VPN) simply refers to networks that are virtual (i.e., not
real), but nevertheless do their job as one of the most widespread and most widely
used types of network. Such networks use the Internet to connect between parties
securely. They are designed to maintain privacy and security of information. The
term VPN is also used to describe Frame Relay, ATM, MPLS and a number of other
private networks. The main idea of VPN security is that any data transferred across
such networks is protected by encryption and sent via the Internet to their
destination, thereby keeping information free from tampering and/or manipulation.
Moreover, they ensure that only the two authenticated users (sides) can access the
data using authentication protocols. As Internet usage has grown, all businesses have
come to use their own private networks, and due to the parallel growth of attacks on
the Web, VPNs attract most of these businesses as a good solution to keep their
networks safe [1], [3], [4]. A VPN transmits data based on tunneling, where packets
are encapsulated in a new packet with new headers that provide routing information.
They are then transmitted as new, normal Internet packets. The tunnel is the logical
path through which packets travel after they are encapsulated. When encapsulated
packets reach the end point of the tunnel, they are decapsulated and sent to their
destinations. The two end points of the tunnel mostly support the same VPN

protocols, otherwise VPN fails.

Tunneling protocols work in layer 2 or layer 3 of the OSI model depending on the

protocol type. The most famous tunneling protocols are IPsec, L2TP, PPTP and SSL.



The packets with parameters that differ from Internet packets can be easily sent using

VPN; therefore, it supports the idea of protocol forwarding through the Internet [9].
2.2 Types of VPN

VPNs can generally be classified into two types depending on their architectures,
namely Site-To-Site and Remote Access VPN. Site-To-Site is used commonly to
connect two branch offices of the same organization or two offices of different
organizations. It consists of two main gateways at each side which respond to
encapsulation-decapsulation of the packets. Remote Access is mostly used by
employees to access the main office of their company or company resources

remotely via the Internet [1].

Site-To- Remote
Site Access

Intranet Extranet

Figure 2.1 VPN Types
1. Site-To-Site VPN

As mentioned previously, Site-To-Site VPNs mainly have two common kinds of
network architecture. One is used to connect different organizations, and the other is
used to connect two different offices of the same organization. These are Intranets

and Extranets:



Intranet: Intranets are often used to connect company branch offices to
headquarter offices or to remote employees in their homes. The cost of

connection is expensive without the use the VPN; thus, companies have

moved to use the Internet with a VPN.

Head office
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\ o
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Figure 2.2 Intranet VPN [

Extranet: An extranet is used to connect the offices or LANs of cooperating
companies that need to share information for secure communication or

business purposes. An extranet has more limited access than an intranet.

Extranets provide secure
transactions between businesses

(retailer)
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processes buy s from compamy A
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Figure 2.3 Extranet VPN [40]



2. Remote Access VPN

Also known as a Virtual Private Dial-up Network (VPDN), a Remote Access VPN
connects a remote user to a LAN or site. It is mostly used by companies whose
employees need to access the company’s private network remotely. For example, a
large firm with many salespeople needs to connect to the main LAN remotely for the
salespeople to complete their tasks. The new application for this class of VPN is

carried out using a mobile phone or tablet PC [1], [9].
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Figure 2.4 Remote Access VPN [41]
2.3 VPN Security

There are several requirements to acquire a secure network, and such requirements
define how secure each network is depending on how many of them are available in

addition to the level of each:

e Confidentiality: This refers to the privacy of the message so that nobody can

read it except for the authorized two persons.

e Integrity: This is to ensure that a message is protected against manipulation or

modification during transmission.

e Authentication: This is to ensure that the message is sent by the right person

and is not tampered with by others (such as an attacker).



e Availability: This is to ensure that the path of a message is fixed and available

from the sender until it is received.

VPN security depends on cryptography to provide data confidentiality packets that
are sent through the network in an unreadable form. However, a header is added
during encapsulation for routing purposes. Only the sender and receiver can read
these packets. VPNs also provide data integrity using a message digest to protect
data against modification. By default, a VPN provides strong user authentication
using authentication protocols. Another important issue is that there is a reverse
relation between security and performance on a VPN. More security means lower
performance and vice versa since more security needs more computer and network

resources and calculation processes [1], [7], [9].
2.3.1 Cryptography
2.3.1.1 Encryption

Encryption is the process of changing the form of the data to an unreadable form so
that no one can read it except for the owner of the encryption key. The encryption
concept is very old; it started as far back as 2000 years BC and was used in war, such
as the (Caesar cipher). Later, a new encryption machine was released (Enigma
machine). In the 1960s, IBM released (Lucifer) as a new developed encryption. In
1973, NIST (National Institute of Standards and Technology) created a new
encryption method known as DES with one secret key for encryption and decryption
and 56 bits. Later, RSA was developed by three academics. This system uses two
keys, one of which is public and the other private. Decryption is the opposite process
to change back the data into readable form using a suitable key and algorithm. Strong

encryption is obtained with a strong algorithm and long encryption key.

e Symmetric Encryption

Known also as the secret key, this key is used for encryption and decryption. The two
parties deal with the one shared secret key. An example of a symmetric encryption
algorithm is DES. Another enhancement is added to this algorithm by using Triple

DES or 3DES to increase the complexity of the encryption by applying DES three
9



times. The main drawback of this algorithm is exchanging the key through the
Internet. Figure (2.5) explains the main idea of this type of encryption.

4 Plaintext | Ciphertext | Plaintext
i o

Sender Encrypt Decrypt Recipient

Same key is used 1o encrypt
and decrypt message

\ e
{
Shared Secret Key

Figure 2.5 Symmetric encryption [
e Asymmetric Encryption

Two types of key are available in this method: one is called public, which can be
used to encrypt data and can be available to the public since it cannot decrypt the
data with which it is encrypted. The other type of key is called private and must be
secret. The public key can decrypt data encrypted with the private key, but the
private key cannot be derived from the public key. Data encrypted with the public
key can only be decrypted using the private key. RSA is an example of an
asymmetric encryption algorithm. It is stronger than DES and 3DES, but it is slower.
A new method released recently, known as PGP, uses 128 bits and is a message

digest. Figure (2.6) demonstrates the main concept of asymmetric encryption.
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Figure 2.6 Asymmetric encryption [*?]
2.3.1.2 Hashing or Message Digest

Hashing is the digital fingerprint of the message. It is a special algorithm to generate
a fixed unique digest from the original message, no matter the size of the message. It
cannot recover the original message and is used to check data integrity. Moreover, it
can be used to check the original source of the message. MD5 and SHA-1 are

examples of hashing algorithms.

Wessage Digest
Function

Dacument
- -
% b 128-hit Fingerprint
Message digest
function creates a
unique digest for each
Document2 unique docurment,

%
128-bit Fingerprint

=

Figure 2.7 Message Digest [+’]
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2.3.1.3 Digital Signature

A digital signature used to ensure that this data is sent or received by the right
person. It is carried out using one of the hashing algorithms. The first message digest
creates it and then it is encrypted with a private key and sent in parallel with the
message. The receiver can decrypt the digest that is encrypted by using a public key.
Then the receiver calculates the digest for the message received using the same
hashing algorithm. Finally, the receiver compares the new digest with the decrypted

one; if they are identical, it means no modification has occurred during transmission

[4], [7].

Sender | Receiver
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Private Key | Public Key
Message
9 Messags
Digelvst | transmitted
Algorithm @) carrecthy
%Sﬂj@% Encryption — Encryption - Error
T Algorithm e Algorithm e Massage has
been modified!
Message Digest Encrypled Message Digest

Message Digest

Figure 2.8 Digital Signature 4%
2.3.1.4 The Digital Certificates

The main drawback of the digital signature is that it cannot ensure that the public key
has been received from the original sender. Moreover, it is not a hacker who puts
himself in the middle and sends his public key and encrypts his digest generated after
modifying the message. Certificates have come to solve this issue. A certificate is a
message from a certified authority to prove that a key is the public key of the server

[4]. The certificate authority (CA) is a well-known and trusted authority on the Web.
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2.3.2 Authentication

Authentication is the approval of the origin of the message sent. It is carried out
using a collection of encryption, hashing and digital signature techniques. The level
of authentication depends on the complexity of an authentication algorithm which in

turn depends on the security level of the message [4], [7].
2.3.3 Tunneling

The tunneling concept is based on forming a virtual network over a physical
network. It encapsulates the packets and adds a new header containing routing
information. In order to establish a tunnel, the two parties (sender and receiver) must
use the same tunneling protocol. Tunneling protocols work on layer 3 or layer 2 in
the OSI model. PPTP and IPSEC are examples of tunneling protocols as mentioned

in Section 2.1.

IP UDF LETF FPP FPF Payload
Header | Header | Header | Header (IF Datagram)
L J
IP IPEE;C UDP L2TP PPP PPP Payload Igggc IEUStEhC
Header Header Header | Header | Header [IP Datagram) Trailer | Trailer

t |
|

Enctypted by IPSec

Figure 2.10 Tunneling Technology [46]
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2.4 Summary and notes

A VPN is a group of computers owned by a single foundation. They can be classified
into two kinds: Site-to-Site and Remote Access. Remote Access is more vulnerable
to attacks [9]; therefore, it has been selected in this thesis to be the focus of the study.
A VPN protects data using encryption, digital signatures, certificates and

authentication algorithms.
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CHAPTER 3

VPN PROTOCOLS
3.1 Jump Start

As mentioned in 2.3.3, Virtual Private Networks are based on a number of concepts,
the most important being tunneling. To date, many tunneling protocols have been
developed in various OSI layers. Each protocol is designed to work in specific
parameters and in an OSI layer. For example, the [Psec protocol works based on
layer 3 and has multiple sub-protocols such as DES for encryption, MD5 or SHA-1
for hashing, and so on. The most commonly used VPN protocols around the world

are IPsec, PPTP, L2TP and SSL [2], [3].
3.2 IPsec Tunneling protocol

The Internet Security Protocol was designed by a group at the Internet Engineering
Task Force (IETF). It was developed to support network security at the IP level.
IPsec supports [IPv4 and IPv6 and deals with three main areas: encryption,
authentication and key management. IPsec is considered to be the most secure
protocol available commercially [3] and works in two encryption modes: Tunnel
mode and Transport mode. In Tunnel mode, it encrypts the whole IP packet (the
header and the payload), while in Transport mode, only the data payload is

encrypted. This protocol has three elements:

e ESP (Encapsulating Security Payload): This element provides confidentiality,

authentication and integrity.

e AH (Authentication Header): provides authentication and integrity.
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e [KE (Internet Key Exchange): provides key management and security

association.
3.2.1 Encapsulating Security Payload

This element has been designed to keep data free from modification and/or
tampering. It provides an adequate protection for message content. ESP supports the
use of MD5 and SHA-1 hashing algorithms and IPsec uses a unique fingerprint for
each packet, which allows the device to determine whether this packet has been
modified. In addition, ESP is a response to all encryption services in IPsec, as
referred to in 2.3.1.1. Encryption is to change the form of data into an unreadable
form. ESP does not encrypt the ESP header or ESP authentication. Figure (3.1)
demonstrates the ESP.

| IPHDR | Data |
Transport mode |
IPHDR | ESP HDR Data el =
L g—— Encrypted ——p
e . Authenticated o
Tunnel mode
ESP | ESP
New IP HDR| ESPHDR | IP HDR Data Trailer Auth
[ Encrypted
e Authenticated

Figure 3.1 ESP in Transport mode and Tunnel mode "]

3.2.2 Authentication Header

AH provides authentication and integrity to keep data safe from tampering by using
the same algorithms as ESP. It also provides protection against a replay attack;
however, this protection is optional (not mandatory), so here the payload is not
involved in AH protection. Although AH protects the message’s origin and contents,

the identity is still known. Moreover, it does not provide confidentiality; therefore, if
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packets are spoofed, the contents of the message are readable. To add more security,

both ESP and AH can be used together [3].

IP HDR Data

Transport mode

IP HDR AH Data

. g—Authenticated except for mutable fields ——p

Tunnel mode
New IP HDR AH IP HDR Data
= Authenticated except for mutable fields in new IP Header —3

Figure 3.2 AH in Transport mode and Tunnel mode *”!

3.2.3 IKE (Internet Key Exchange)

The IKE protocol is used by IPsec to automate security sharing and the exchange of
keys between the sender and receiver. IPsec needs keys to be refreshed or
regenerated periodically to keep communication secure. IKE has the job such that the
refresh rate can be controlled by the user, which improves the confidentiality of the

communication. IKE has two phases of work.
IKE phase I

e The two parties deal with the algorithms of encryption and authentication to

be used in IKE.

e Each party authenticates the other using an authentication algorithm such as

PSK (pre-shared key) or digital certificates.

e A shared secret key is generated using the Diffie-Hellman algorithm derived
from the private key of one of the parties and the public of the other; the same

occurs for the other party. This key will be used in the second IKE phase.
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IKE phase 1II:

e The two parties in this phase deal with the encryption and authentication

algorithms that will be used in the IPsec communication session.

e The IPsec key is derived from the shared secret key, which will be used to

protect user data transmitted between the parties [3], [13].
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3.3 PPTP (Point To Point Tunneling Protocol)

The PPTP protocol is based on the standard PPP (Point To Point) protocol. The main
tunneling service in this protocol rides on top of the IP, while the PPP underlies the
IP. PPP is very suitable to apply to PPTP and all that it needs is the security that is
provided by PPTP. It is mostly used as a host-to-host protocol, but it can also be used
as a LAN-to-LAN [2]. Typically, PPTP encrypts packets and adds a new header
using a modified version of GRE (Generic Routing Encapsulation). PPTP uses TCP
port 1723, thus, its packets can pass through routers and firewalls. The Microsoft
version of PPTP uses DES for encryption and this becomes vulnerable later by an
attacker that can exploit this hole. This protocol makes it possible to route non-IP
protocols through the Internet, such as AppleTalk, IPX and NetBIOS. PPP works on
layer 2 in the OSI model and uses EAP (Extensible Authentication Protocol) MS-
CHAP (Microsoft Challenge-Handshake Authentication Protocol) and PAP
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(Password Authentication protocol) for encryption. PPTP is widely used and

supported by most operating systems, which makes it famous [9].

Encrypted
¥ ¥
IF GRE FFP PPF Payload
Header Header | Header [IP Datagram)
- FPF frame :—I

Figure 3.5 PPTP protocol packets [*]

3.4 L2TP (Layer 2 Tunneling Protocol)

This protocol is a combination of two protocols, namely Microsoft PPTP and Cisco
L2F (Layer 2 Forwarding). It can be used with PPP as a tunneling protocol instead of
GRE to make it sendable over IP, X.25, Frame Relay or ATM. L2TP is a layer 2
protocol and uses UDP port 1710. Moreover, the same encryption and authentication
protocols are used in PPTP due to the lack of confidentiality of L2TP. It is often used
with IPsec (L2TP/IPsec) [9].

IP LD L2TP FFP PP Payload
Header Header | Header Header {IP Datagram)
= FPP framg —————
« L2TP frame -
- IDP frame -

Figure 3.6 L2TP protocol packets [+”]

3.5 SSL (Secure Socket Layer) / TLS (Transport Layer Security)

Secure Socket Layer (SSL) was developed by Netscape and IETF and later put under
the name of TLS because it works in the Transport Layer in spite of the fact that

there are some differences between SSLv3 and TLSvl. However, they are still
20



identical. SSL provides confidentiality, authentication and integrity at layer 4 using
encryption, a digital signature and a certificate. It can provide security for any
protocol with reliable connections such as TCP. SSL is used widely for secure HTTP

connections on web (HTTPS) and it consists of three mechanisms or protocols:

e Handshake Protocol: each party has to authenticate himself to the other and
mostly the server authenticates itself. During handshaking, parties negotiate
the encryption algorithm. The handshake protocol uses symmetric encryption

to protect data while asymmetric ones are used to negotiate the secret key.

e Record Protocol: after handshaking finishes and the shared secret key is
generated, the parties deal with a data form and mostly a message digest that
is used to insure data integrity, while symmetric encryption is used to encrypt

the messages.

e Alert Protocol: if any party detects an error during transmission, it sends an
alert containing the error. Three types of alert messages are available:
warning, critical and fatal, and based on these messages, a session may be

restricted or terminated [7].
3.6 Summary and notes

Different types of VPN protocols are available. [Psec, PPTP, L2TP and SSL are
some of the most famous VPN protocols. A number of protocols encrypt data
(payload) in packets only, while other types encrypt both the header and payload
to provide more security for information. It is important to note that PPTP and
SSL were chosen in this thesis to study as they are famous and widely used VPN

protocols.
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CHAPTER 4

SECURITY THREATS AND ATTACKS
4.1 Overview

The Internet is well known to be open to everybody. Both good and bad people are
able to access it. For this reason, using the Internet as a communications medium has
the drawback of being more vulnerable to security attacks. These attacks range from

unauthorized access, eavesdropping, data tampering to even collapsing the network.
4.2 DOS and DDOS attacks:

DOS (Denial of Service) has been the most ever-growing attack on Internet services
and is the most discussed in security and hacking forums. Hackers continue to
develop DOS tools and techniques as this attack does not focus on data integrity or
privacy. In fact, it focuses on service denial, so it does not need wide knowledge of
target vulnerability. To increase the efficiency of a DOS attack, DDOS (distributed
denial of service) was developed by applying DOS attacks by many attackers

(zombies).

Various types of DOS and DDOS were developed to attack different network layers.

Some of these attacks include:
1. IP (layer 3) DOS: which attacks network bandwidth.
2. TCP (layer 4) DOS: attacks a server’s sockets.
3. HTTP (layer 7) DOS: attacks web server threads.

4. Web Application (layer 7) DOS: which attacks the CPU or resources.
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Figure 4.1 DDOS Attack P

The application layer DOS is a modern hacking technique which decreases the cost
of an attack and becomes more efficient in order to avoid detection as most
protection solutions focus on the lower layers. Some studies mention that DOS
attacks are discussed at a rate of 22% on hacking forums, while SQL injection was

discussed at a rate of only 19%. Some DOS and DDOS attack tools include:

e Slowloris: an open-source tool implementing an application layer DOS by
draining the concurrent connection. It applies a low bandwidth attack by

holding many connections open for a long time, thereby consuming resources.

e LOIC: Low Orbit Ion Canon is an open-source tool written in C#. It aims to

attack the application layer.

e Smurf6: is an open-source tool which uses the POD (Ping of Death)
methodology. It sends packets to networks using a broadcast address
(misconfigured networks), thus the network will amplify an attack which is
based on sending large ICMP packets (larger than 65500) with no
acknowledgement of targeting the TCP protocol.
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4.3 MITM (Man-In-The-Middle) Attack

The Man-In-The-Middle, or TCP hijacking, is one of the most famous security
attacks used by attackers to sniff protocols or modify them or even insert other
packets back into networks. The MITM attack is used mostly as preparation for other
types of attack, such as Fishing and the SSL strip. The main idea of this attack is to
put the attacker machine between the victim machine and the gateway (target
machine). It mostly works on the LAN environment and it is strong enough to face
VPNs and sniff secure information. Different types of MITM attack are available and
can be classified based on spoofing methodology, including ARP spoofing, DNS
spoofing and by using ICMP packets.

e ARP spoofing (ARP poisoning):

This type has been designed to work in LAN environments where data transfer is
based on layer 2 (exactly on the MAC address). When packets are transferred across
a network, it is necessary to convert the IP addresses to MAC addresses in order to
complete data forwarding to their destination, the ARP (Address Resolution

Protocol) which is the protocol in response to converting the IPs.

ARP spoofing is done by inserting fake information to the cache of the ARP protocol
in the victims. Thus, it fools the victim that this MAC is for his gateway and does the
same for the other party; however, it is in fact the MAC of the attacker machine, so
the attacker creates two connections: one with the victim machine and the second is

with the target. This is an MITM attack based on ARP poisoning.
e DNS spoofing (DNS poisoning):

This spoofing depends on the application of ARP spoofing, when the web browser
requests the nearest DNS server in order to obtain the corresponding IP address for a
web site name. The attacker fools the victim to think that it is the DNS server;
however, in fact it is the attacker machine. The attacker sends a fake IP at the request

of the victim.
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For example, when the victim’s browser makes a request to google.com, he receives
a wrong IP or even an IP address of a fake page being used by the attacker for a

FISHING attack.
e  MITM through ICMP packets:

In this method, the attacker collects a sufficient number of MAC addresses from the
network, including the MAC address of the gateway and the victim. Then he sends a
ping (ICMP request) to the gateway using the IP address of the victim with its own
MAC address and then does the same with the victim by sending a ping with the IP
address of the gateway; thus, the ARP cache of the victim holds the MAC address of
the attacker machine as the gateway MAC address and on the other side, the gateway
ARP cache does the same by holding the attacker MAC address as the victim MAC
address. Now all the traffic of the LAN from the victim will be sent to the attacker

machine and then to the gateway, which can be easily sniffed.
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Figure 4.2 MITM Attack [°!]
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4.3.1 Some MITM attack tools:
e FETTERCAP:

These are some of the most famous and most powerful tools that are used to apply
different types of MITM attack and penetration testing, and include open-source
sniffers, interceptors and a logger for the LAN. They were developed to obtain a GUI
version and they have different types of additions, known as plugins, which can be

used to apply new attacks, including SSL strip, PPTP attacking plugins, and so on
e CAIN and ABEL:

This is a free tool used to crack passwords easily, for hashes and sniffing and which

uses a dictionary and brute force attacking methodologies.

It has many functions for sniffing and applying MITM by ARP poisoning the

network, dumping cached passwords, and so on.
e SUBTERFUGE:

This is a user-friendly, free, open-source tool. In fact, it is a framework where
developers can add their new tools and test them using a subterfuge environment.
Subterfuge attempts to use a paradigm popularized by Armitage, Fire sheep and other
network security tools to construct a framework or environment for an MITM attack.
It has a GUI that makes the work easier and more dynamic. For example, one can

conduct a full network analysis with port scanning in one click.
4.4 Access Attack (Password recovery)

This attack is based on exploiting known vulnerabilities in authentication services so
as to gain entry to VPNs, databases and other important information. It can be carried
out using various methodologies such as the Brute force attack, the Dictionary attack
and so on. In the Brute force attack, the attacker tool attempts every possibility for a
password and user name. This attack can have a rate of success that exceeds 80

percent. However, it requires much time and a high-performance machine to be
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carried out in addition to the drawback of a very long time when a password is too
long or too complex. On the other hand, a dictionary attack is faster and based on
lists of passwords collected to represent any possible password. The success of this

attack depends on the list of passwords and attacker machine performance.
4.5 Encryption Defeating

This type of attack attacks the tunnel by attempting to decrypt (crack) any encrypted
passwords. It can be applied using different methods, such as brute forcing and
dictionary attacking the encrypted passwords sent through the tunnel. This type of
attack depends on the protocol type and the vulnerabilities of that protocol. An
example of this type of attack is the MS-CHAPv2 using the Chap2asleap script or
Chapcrack that was released by Moxio Marlinspike on 29 July 2012 at the Defcon 20
conference. These two samples apply a dictionary attack and a brute force attack

respectively.
4.5.1 Defeating MS-CHAPv2 in PPTP
e Using the Dictionary attack:

Firstly, it needs to acquire the challenge and response packets sent between a client
and the NAS which contains the encrypted passwords. Hence, that user name is sent
in clear text in PPTP. This can be carried out either by applying an MITM attack or
by sniffing all of the traffic using Wireshark and then filtering the MS-CHAP
packets. (Chapter 5 explains this in detail.) Secondly, by using the Chap2asleap
script, the form of the challenge and response can be changed to be suitable as inputs
for the (Asleap) dictionary attack tool. Finally, Asleap will apply a dictionary attack
to guess the password. Figure (4.3) shows the flow chart of this attack.
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Figure 4.3 Dictionary attack flowchart

e Using a Brute force attack

This type of attack was released by Moxio Marlinspike on 29 July 2012 at the
Defcon 20 conference. , It aims to simplify the 3DES encryption by removing the
less useful parts that make it easy to decrypt. A simple tool known as Chapcrack was
developed by Moxio to do this job. A later resulting hash will decrypt online using
www.cloudcracker.com at a success rate of 100% and decryption time of maximum

24 hours. The following flow chart shows this method:
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Figure 4.4 Brute force attack flow chart

4.6 SSL Strip attack

This attack is applied against HTTPS using an SSL stripping technique. First of all, it
needs to apply an MITM attack to eavesdrop on the traffic. Secondly, packet
forwarding needs to be carried out to complete the path of the tunnel. Finally, when
the server responds to the request sent by the client, the SSL strip tool will change
the HTTPS tunnel into normal HTTP and forward the packets to the client over
HTTP, as shown in Figure (4.5). The SSL Strip attack has the following steps:
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The attacker applies an MITM attack to be between the client and server.

When the client requests the web page from server, the user usually types the

URL directly without the HTTPS; for example, www.fest.com.

When request packets are sent to the server on an HTTP connection, the

attacker forwards the first request to the web server.

The server deals with the request and returns a redirection to an HTTPS

connection.

When the attacker in the middle receives response packets from the server, he
replaces it with an HTTP connection; for example, https://www.test.com is

replaced with Attp.://www.test.com and sent to the victim.

In the victim’s browser, the HTTP is shown and all connections will be in

clear text while the user does not notice.

After the packets arrive at the attacker machine, he eavesdrops on the
information easily as it in clear text and then encrypts it and sends it back to

the web server in the HTTPS connection.
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4.7 Heart Bleed attack

The heart bleed bug was first discovered by Matti, Antti, Riku and Neel Metha. This
threat enabled the attackers to sniff a large amount of important and secure
information, including passwords, accounts and so on. The main problem was in the
Open SSL library and this attack drops the information from the recent memory of
the SSL server. Such a situation may actually be worse than expected as the heart
bleed may leak all that secret information to the client side, and vice versa. This
attack was discovered in version 1.0.1 of Open SSL and there are many web sites

still infected with this bug to the present day [17].
4.8 Summary and notes

Different types of attacks can be applied to VPNs, ranging from slowing down a
network to sniffing secret information and even service denial. DOS, MITM and
Cryptanalysis are some of the more famous attacks against networks, especially
against VPNs. For this reason, they are selected here. Some attacks may fail,

implying that such protocols are immune to these types of attack.
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CHAPTER 5

Establishing VPNs Using Virtual Lab
5.1 Overview

This thesis aims to test the two famous protocols (PPTP and SSL) in a virtual
environment, as referred to in Section 1.2. The virtual lab here is built using the
networks emulator GNS3 as it yields more realistic results and is a better working
environment than a simulation. Moreover, this tool is widely used by the CCIE
students. The second eclement is VMware Workstation, which is a virtual machine
program that can be used to virtualize PCs. This tool is also trusted and widely used.

The following sections explain in further detail how a virtual lab is built.
5.2 GNS3 and VMware

GNS3 is a network simulator that works graphically and has the ability to run
multiple emulated systems such as Cisco routers, Vyatta routers in addition to host
machines such as Linux virtual machines and Windows virtual machines. It is not
always an easy task to do these simulations when one has GNS, especially if one
wants to carry out some advanced or complicated networking. [15]. GNS3 has the
ability to accept real router image files, which makes working on this tool more
realistic. In addition, it can connect an emulated network and routers to virtual
machines that can be built with VMware or Virtual Box. Moreover, VMware has the
ability to virtualize PCs with real operating systems such as Linux, Windows and
Mac OS; thus, we can build our virtual lab by connecting VMware machines with
Cisco routers and network devices in GNS3. The following figure shows an example

of using a virtual lab built with GNS3 and VMware:
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Figure 5.1 GNS3 with VMware

Here the client and remote PCs represent a Virtual machine, and it can be seen that
they are connected to emulate a network represented with Cisco routers and a Cisco
ASA VPN device. All in all, it represents a virtual lab with more realistic results.
However, it needs more computer resources. The host computer used in this thesis

has 4 GB of RAM and a Core i5 CPU, with the Windows operating system.
5.3 Cisco ASA (Adaptive Security Appliance)

This is a hardware solution from Cisco and is a firewall with many capabilities such
as Route, IDS/IP, and VPN gateway, ASA supports [Psec and SSL for Site To Site
and Remote Access VPN. It provides an easy way to establish, monitor and control
VPNs using ASDM scripts which can be uploaded to the ASA from an FTP server
and then installed using a line command. Figure (5.2) shows the ASA device and

ASDM.
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5.4 Initializing Work Environment

192.168.87.0/24

192.168.247.0/24

10.0.0.0 /24

First of all, GNS3 and VMware are installed and later new virtual network adapters

are established with VMware that will represent the different networks in a virtual

environment. In this thesis, networks are initialized as follows:

Vmnetl

Vmnet2

Vmnet3
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The following figure shows this clearly:

i m=R

@ Virtual Network Editor

Name Type External Connection Host Connection DHCP Subnet Address
VTR pregererer . —
|
VMnet2 Host—oﬁ{y - Connected Enabled 192.168.247.0
VMnet3 Host-only - Connected Enabled 10.0.0.0
VMnet3 NAT NAT Connected Enabled 192.168.57.0

VMnet Information
Bridged (connect VMs directly to the external network)
Bridged to: | Automatic

“) NAT (shared host's TP address with VMs)

@ Host-only (connect VMs internally in a private netwark)

[¥] Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnet1
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Renove e

| DHCP Settings... |

[Restore Defauit
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fences

for VMware

Figure 5.3: Virtual Networks

onfiguration used by
lﬂs computer.

Vorkstation to your way

In addition, the Cisco ASA 5520 and Cisco 2700 routers are initialized with real

images in GNS3 and are prepared to work typically. For example, the Cisco ASA is

programmed and has its own inside and outside networks as follows:

Network

Name

Privilege

IP address

Inside Network

Inside

100

192.168.87.10/24

Outside Network

Outside

192.168.247.15/24

Table 5.1 Cisco ASA Configuration Table
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While two Cisco routers are used to simulate the Internet as simply as possible, the

following configurations are obtained:

Router F1/0 F1/1 Routing Protocol
R1 192.168.247.10/24 40.40.40.1/24 Dynamic RIP
R2 40.40.40.2/24 10.0.0.2/24 Dynamic RIP

Table 5.2 Cisco Router Configuration

The following figure shows the main network diagram and the routers’ IP addresses

with connections:

site (main office)

client

192,168.87.130/24 ‘ 192.168.87.128/24

L ’

192.168.87. 131;24 5\1,]

192.168.87. 132/ 192.168.87.10/24

192.168.247.15/24

Figure 5.4 The Main Network Diagram

10.0.0.1/24 ‘
i
sy3
Internet 10.0.0.2/24

40.40.40.0/24

Here, the Cisco ASA is used as a VPN hardware gateway and a router to establish an

SSL VPN network, while a Windows 2008 Server virtual PC is used instead for the
PPTP VPN establishment. Further details can be found in Section 5.5.
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5.5 Establishing PPTP VPN in Virtual Lab

This section explains the procedures to establish a PPTP VPN based on Windows
2008 Server as software, VPN NAS (Network Access Server) in a virtual
environment using GNS3 as a network emulator and VMware as a virtual machine-

creating tool.

Of note is the fact that the host PC has a Windows 7 environment and 4 GB of RAM
as mentioned previously. The following figure shows the main diagram of the

network.

Site

‘Win20085erver

remote

192.168.247.133/24 10.0.0.128/24

ﬁf%

Internet
10.0.0.2/24

192.168.247.135/ 24

192.168.247.10/ 24

40.40.40.0/ 24

Figure 5.5 PPTP VPN network diagram

The procedures of establishing the network from the NAS side are as follows:

. Creating users’ accounts with user names and passwords for each and

enabling remote access.

. Configuring routing and remote access to accept connections from
outside.
. Configuring new network policies to give access permissions to users

from outside.
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connection.

Configuring a DHCP server to provide suitable IP addresses following

Configuring the Windows firewall to allow VPN requests.

The following figures show some of these configurations:
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On the remote client side, a simple configuration has been carried out by creating
new connections and selecting VPN and dialup connection, followed by giving a
connection name and the server (NAS) IP address. When the user wants to connect,
he only needs to enter the username and password. The following figure shows a

simple explanation:
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Figure 5.8 PPTP Client side connection
5.6 Establishing an SSL. VPN in Virtual Lab

This section explains the procedures for establishing an SSL VPN based on Cisco
ASA as a hardware VPN gateway in a virtual environment using GNS3 as a network
emulator and VMware as a virtual machine virtualized tool. Of note is the fact that
the host PC has Windows 7 environment and 4 GB of RAM as mentioned before.
The ASA image is for an ASA 5520 device. Figure (5.4) in Section 5.4 shows the
main diagram of this network. The procedures for establishing a network from the

Cisco ASA side using an ASDM GUI are as follows:

o To specify the authentication method, ASA provides two methods, one
of which uses an AAA server and the other using the local user database

where new user accounts are created; here the second method is used.
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. To specify the SSL connection interface, here the outside is selected

and given a connection profile name.

. The group policy for user accounts are defined or a new group policy

is created.

° To define device certificates if certificates are used for authentication,

here a PSK (pre-shared key) used.

The following figures show some of these configurations:
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Figure 5.9 ASA configuration for SSL

On the remote client side, a simple web browser can be used for the connection with
ASA SSL by writing the IP address of the ASA outside the interface, and then
entering the user name and the password for authorized users, as shown in the

following figure.
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CHAPTER 6

Applying Security Attacks and Getting the Results
6.1 Applying DOS and DDOS Attacks
6.1.1 Attacking PPTP VPN

As mentioned previously in this thesis, PPTP VPN was implemented using Windows
Server 2008 as an NAS (VPN gateway), and Windows XP client as a remote user.

Here, the hacker machine was Backtrack5 Linux or Windows XP.
6.1.1.1 Attacking a PPTP VPN with Slowloris:

In this attack, the hacker machine was Backtrack5 Linux. Starting the attack was

carried out by an open console terminal and the following command was written:
Perl ./slowloris.pl —dns 192.168.247.132 —port 1723 —timeout 1 —num 1000 —cache

It can be seen that 192.168.247.132 is the IP address of Windows Server 2008 and
1723 is the open port for the PPTP protocol. The time-out is the time between
sending a packet, while num is the number of packets in each transmission. Further

details are found in Figure (6.1).
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1 -dns 2 -timeout 1 -num 1

Help

Figure 6.1 Dos attack with Slowloris on PPTP

After a number of minutes, the client cannot connect to the server using a PPTP

connection. A slow connection may be reached as shown in Figure (6.2).

from 192, - - H time<ims
from 192. . . : bhyte time{ims
from 192 _168_ : byte time<ims
. from 192, -2 i byte: time{ims
Connecting full... from 192.168. byte tine<ims

from 192 - : buyte time=8m:

b from 192. - : hyte i

[l ﬂ Werifying ugemname and password... from 192. - bytes=32 time{ims
Private from 192.168.247.132: bytes=32 time{ims

s

- - im
Error, Connecting to full @E {1m

- ) Disconnected.
LY

Errar 721: The remote computer did nat respond. For further

assistance, click Mare Info or search Help and Support Center for
thiis eor number

[ Fiedial = 54 H Cancel ][ More Info ]

Keply trom 1¥Z.lb¥.Z247.13Z° bytes=d42 time{lms
Reply from 192 _168.247.132: bytes=32 timedims

Figure 6.2 Client side under attack

The DOS attack has been improved by opening more terminals and applying
Slowloris in each terminal to simulate DOS Slowloris and obtain better results, as

shown in Figure (6.3).
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Figure 6.3 Enhancing Slowloris Dos attack on PPTP
6.1.1.2 Attacking PPTP VPN with Smurf6:

In this attack, the Hacker machine was Backtrack5 Linux. Starting the attack was

carried out by open console terminal and the following command was written:
Smurf6 eth0 192.168.247.132

It can be seen that 192.168.247.132 is the IP address of Windows Server 2008 and
eth0 is the network interface of the Linux machine. Further details can be seen in

Figure (6.4).

ol-C to end) ...

Figure 6.4 Smurf6 attack on PPTP
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It can be seen that the client can still connect, but with a slow connection. The DOS

attack has been improved by opening more terminals and applying Smurf6 to each

one to simulate DOS Smurf6 and obtain better results, as shown in Figure (6.5).

THC-pptp-

Figure 6.5 Enhanced Smurf6 Dos attack on PPTP
6.1.1.3 Attacking a PPTP VPN with LOIC:

In this attack, the hacker machine is Windows. Starting the attack was carried out by
opening GUI tool and entering the target IP address and open service port with some

configurable options, as shown in Figure (6.6).

Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.8.0

Figure 6.6 LOIC attack on PPTP
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After applying this attack, the client is still connected to the VPN service, but the
traffic has slowed and the time to connect has increased slightly. Figure (6.) shows

some details:

AWINDOWS\system32\cmd.exe - ping 192.168.87.132 -t

192.168.87.132: hytes=32 time=1Yms TTL=128
192.168.87.132: bhytes=32 time<ims TTL=128
192.168.87.132: bhytes=32 time<ims TTL=128
192.168.87.132: bhytes=32 time<ims TTL=128
172.168.87.132: hytes=32 time<ims TTL=128
172.168.87.132: bhytes=32 time<{ims TTL=128

192 _168_.87_132: bytes=32 time{ims TTL=128
192 _168_.87_132: bytes=32 time{ims TTL=128
192 _168_.87_132: bytes=32 time{ims TTL=128
192_168.87.132: bytes=32 time=8ms TTL=128
192_168.87_.132: bytes=32 time=43ms TTL=128
equest timed out.
eply from 172.168.87.132: bhytes=32 time=13ms TTL=128
eply from 192.168.87.132: bytes=32 time<ims TTL=128
eply from 192.168.87.132: bytes=32 time=15msz TTL=128
egquest timed out.
from 122.168.87.132: bhytes=32 time=12msz TTL=128
from 122.168_.87.132: hytes=32 time<ims TTIL=128
from 122.168_.87.132: bhytes=32 time<ims TTL=128
from 122.168_.87.132: bhytes=32 time<ims TTL=128
from 122.168_.87.132: bhytes=32 time<ims TTL=128
from 192.168.87.132: bytesz=32 time<ims TTL=128
from 192 _.168_.87_132: bytes=32 time<ims TTL=128

Figure 6.7 Effects of LOIC on VPN

6.1.2 Attacking SSL VPN

As mentioned previously in this thesis, we implemented an SSL VPN using Cisco
ASA 5520 as an NAS (VPN gateway), and Windows XP client as a remote user,

while the hacker machine here was Backtrack5 Linux or Windows XP.
6.1.2.1 Attacking an SSL VPN with Slowloris:

In this attack, the Hacker machine was BacktrackS Linux. Starting the attack was

carried out by opening a console terminal and writing the following command:
Perl ./slowloris.pl —dns 192.168.247.15 —port 443 —timeout 1 —num 1000 —cache

It can be seen that 192.168.247.15 is the IP address of the ASA and 443 is the open

port for the SSL protocol. The timeout is the time between sending packets, while
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num is the number of packets in each sending. More details can be seen in Figure

(6.8).

-timeout 1 -num

Figure 6.8 Slowloris attack on SSL

After a number of minutes, a client cannot connect to the server using an SSL

connection or a slow connection, as shown in Figure (6.9).
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Figure 6.9 Effects of Slowloris on SSL VPN
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It can be seen that the client connection had slowed and at times cannot connect. The
DOS attack has been improved by opening more terminals and applying Slowloris in
each to simulate DDOS Slowloris and obtain better results, as shown in Figure

(6.10).

(4]
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File Edit View Help
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Figure 6.10 Enhanced Slowloris Dos attack on SSL
6.1.2.2 Attacking an SSL. VPN with Smurf6:

In this attack, the Hacker machine was BacktrackS Linux. Starting the attack was

carried out by opening a console terminal and writing the following command:
Smurf6 eth0 192.168.247.15

It can be seen that 192.168.247.15 is the IP address of the ASA and eth0 is the

network interface of the Linux machine. Further details can be seen in Figure (6.11).
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Figure 6.11 Smurf6 attack on SSL VPN

It can be seen that the client cannot connect using SSL.

The DOS attack has been improved by opening more terminals and applying Smurf6
to each to simulate DDOS Smurf6 and obtain better results, as shown in Figure

(6.12).
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Figure 6.12 Enhanced Smurf6 DOS attack on SSL
6.1.2.3 Attacking SSL VPN with LOIC:

In this attack, the Hacker machine was Windows. Starting the attack was carried out
by opening a GUI tool and entering the target IP address and open service port with

some configurable options, as shown in Figure (6.13)

Failed

Figure 6.13 LOIC attack on SSL VPN
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After applying this attack, the client still can connect to the VPN service, but the

traffic slows and the time to connect increases slightly, as shown in Figure (6.14).
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Figure 6.14 Effects of LOIC attack on SSL

It can be seen that client still can connect, but with a slow connection.

It can also be seen that this attack has been tested again to figure out the impact of
the DOS attack on the tunnels, which leads to generating different types of SSL VPN
using Cisco ASA. This type was (Any connect SSL), which uses a client application
to generate a virtual tunnel that can be used for this test. Further details are found in

Chapter 7.
6.2  Applying an MITM attack
6.2.1 Applying an MITM attack on PPTP VPN

In this section, the MITM (Man In The Middle) was applied using different tools,
such as Ettercap, Cain and Abel and Subterfuge. The hacker machine here is

Backtrack5 Linux or Windows XP.
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6.2.1.1 MITM attacking a PPTP VPN using ETTERCAP.
In this attack, ARP poisoning has been carried out using the Ettercap tool as follows:

e First, we scan for hosts to detect the remote PPTP client and use it as the first

target (victim) for an MITM attack.

e After determining the targets, we apply ARP poisoning to start sniffing the
traffic by redirecting the packets to the attacker machine first.

e After the client (remote PPTP client) attempts to connect to the NAS (VPN
gateway) (here we have Windows 2008 server), we acquire (sniff) the user

name and the domain name in clear text, while the password we obtain is

encrypted with MS-CHAPv2.

Figures (6.15) and (6.16) demonstrate the procedures of applying this attack using
Ettercap.

Add to Target 1

Figure 6.15 Applying MITM and waiting for the VPN to start
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Figure 6.16 After PPTP client connects

Another addition to this attack was done using the Ettercap-plugins that support
PPTP attacks, such as (PPTP-clear), which attempts to force a clear text tunnel, as

shown in Figure (6.17).
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Figure 6.17 Applying PPTP-Clear plug-in

This plugin did not work and the connection was refused, as shown.
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In addition, (PPTP-chapms), which attempts to make a tunnel, uses MS-chapvl
instead of MS-chapv2, which had been tried in this experiment. Figure (6.18) shows
this clearly.

2 Local Area Connection 4
irewa Z:ﬂ Disabled, Firswalled
MD PCH... ___ Cisca Systems VPN Adapter

Figure 6.18 Applying PPTP-chapms] plug-in

We can see clearly that this plugin worked properly and the connection has been

accepted.
6.2.1.2 MITM attacking a PPTP VPN using Cain and Abel

In this attack, ARP poisoning has been carried out using the CAIN and ABEL tool
and an MITM attack was applied as follows:

e First, we scan for hosts to detect the remote PPTP client and use it as the first

target (victim) for the MITM attack.

e After determining the targets, we apply ARP poisoning to start sniffing the

traffic by first redirecting the packets to the attacker machine.

o After the client (remote PPTP client) attempts to connect to the NAS or VPN

gateway (here we have Windows 2008 Server), nothing results.

Figure (6.19) demonstrating the procedures for applying this attack using Cain and
Abel.
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Figure 6.19 Applying MITM on PPTP using Cain and Abel

Unfortunately, when attempting to use more encryption using the Kerberos 5
protocol on Windows 2008 Server, the Cain and Abel tool sniffed the packets and it
appeared to be easily cracked by a dictionary attack or brute force attack, but needed

enough time, as seen in Figure (6.20).
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6.2.1.3 MITM attacking a PPTP VPN using Subterfuge

Because Subterfuge is an automated tool, a Man In The Middle attack does not need

to be configured before the start. However, this option is also available if desired.

Here we applied an MITM attack using the subterfuge framework after starting the

subterfuge server by writing the command Subterfuge, as shown in figure (6.21).
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Figure 6.21 Applying MITM on PPTP with Subterfuge
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As can be seen, no results were yielded using this tool against the PPTP protocol.
There is another method that was not mentioned here to apply an MITM attack in a
real and successive way. This is the creation of a fake VPN server on the attacker
machine and by applying ARP poisoning, we can fool the victim machine to connect
to the fake server, thereby sniffing and decrypting all packets. Moreover, additions
can be made by using this information to connect to the real VPN server by
generating two connections, one with the server and the other with the victim, which

is the real concept of the Man In The Middle attack.
6.2.2 Applying an MITM attack on a SSL VPN

In this section MITM (Man In The Middle) had been applied using different tools
such as Ettercap, Cain and Abel and Subterfuge, the hacker machine here was

Backtrack5 Linux or windows XP.
6.2.2.1 MITM attacking SSL VPN using ETTERCAP
In this attack, ARP poisoning has been carried out using the Ettercap tool as follows:

e First, we scan for hosts to detect the remote SSL client and use it as the first

target (victim) for an MITM attack.

e After determining the targets, we apply ARP poisoning to start sniffing the

traffic by redirecting the packets to the attacker machine first.

e After the client (remote SSL client) attempts to connect to the VPN gateway
(in this case Cisco ASA), we yield nothing, implying that this attack did not

work here in these conditions. Figure (6.22) shows this experiment.
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Figure 6.22 MITM attacking SSL using Ettercap
6.2.2.2 MITM attacking SSL VPN using Cain and Abel

In this attack, ARP poisoning has been carried out using the CAIN and ABEL tool
and an MITM attack is applied as follows:

e First, we scan for hosts to detect the remote SSL client and use it as the first

target (victim) for the MITM attack.

e After determining the targets, we apply ARP poisoning to start sniffing the

traffic by first redirecting the packets to the attacker machine.

e After the client (remote SSL client)) attempts to connect to the VPN gateway
(here we have Cisco ASA), we acquire the clear text user name and password

from the sniffed packets, as shown in Figure (6.23).

58



<2 S5L VPN Service - Microsoft Internet Explorer

Ble Edt Vew Favortes Io

ds  Help

Qe - () [¥] @) (D D sacn 5z raones )

Address | @] hetps:/f152.168.247.15

[ +CSCOE+logan il

Nmm
cISco SSL VPN S

ervice

Please enter

~ Fle View Configure Toos Hep
SMeHERE 40 B RUDNEEEOEE 6 i
[& vecoders [ @ Hetwork [ soiter [of Gocter [@R Traceroute [ ccoU |3 Wirekess ) Query |

i AR e | HTTPS server | client [ENR [ status [ Filname [ Bytes
APR-Cart {1) s 192.168.247.15  10.0.0.128 Closed by dient
ﬁ.‘,‘ APR-DNS fs 192.168.247.15 10.0.0.128 Reset by client HTTPS-201522419501596-1362 txt. 110003 bytes
8 £PR-55H (0) s 192168.247.15 100,128 HTTPS-201522419506517- 13636t 67654 bytes
8 APRHTTPS (4) s 192168.247.15 100,128 HTTPS-2015224195059652- 1366.0xt 1193 bytes

B APR-ProxyHTTPS (1)
Tl apr-R0P (1)

5 apr-FTPS (0)

5 ApR-pOP3E (1)

B APR-IMAPS (1)

5 APRDAPS (1)

8 APr-sIPs (o)

Yyour usemarme &

USERNAME: [faha
FASSVORD: [seeees |

EER

P
S g oy e
Pl

Fle View Configure Todls

Help

File View Configure Tools Help

SHGHBERED +e R RIREEEO2E 07 0

; U
+ 9| = 8, 4& Decoders | @ Wetwork |69 sniffer [of Cradker | €8 Troroute |E CCOU |G Wirdkess | Query |

[ Passwords

& Dewoders | D Network [ snifer [of cracer [

) APR-HTTPS (3)
15y APR-ProXyHTTRS (0)
8 spr-rOP (D)

5} APR-FPS (1)

3 apr-POP3S (0)

15 APR-5IPS (0)

5y APR-IMAPS (0) SMTP ()
5 APR-LDAPS (0} HNTP (0)
DCEJRRC (3)

g FTP (1) 5050 | 12 5 1000128 taha 173456 iy g0 Feml.
[ AP Cortficate fle ] mg Eé;
B PROGRA~LICain Certs)sf
r LDAP (0)
2 APR-DNS G
B APR-55H-1(0) P rora )
st 5B (0)

B Telnet (0)

% NG (0)

05 (0)
s (o)

HiSKerbS-Preduth (0)

Timestamp HTTP server Clert Username Password URL
ALENE 2 [taha 125

Radius-Keys (0)

& Radus-Users (0)

#rca

85 IKE-PSK (0)
S (0)
SNMP ()

% P (0)

< GREJPPP (D)

& PRROE () g

. %) 5ap Diag (0 &9 e
[2 tosts [ 4R [ Routing | P\ Passnords [ vare |

) roses | aen [@ roung |55 passwords | verphostpacketst 0%

¥
:
Lost patkets: 0% s start

3

E) serecer |
I

|"* Network Connections | L Local Area Connectio. .

&)L W 1150

Figure 6.23 MITM attacking SSL VPN using Cain and Abel

6.2.2.3 MITM attacking an SSL. VPN using Subterfuge

As mentioned in 6.2.1.3, it is not necessary to configure Subterfuge prior to starting.
Nevertheless, that choice is also available if desired. Here, we applied an MITM
attack using the subterfuge framework after starting the server of subterfuge by

writing the command Subterfuge.

Figure (6.24) shows how to apply this and the results obtained after the connection

was created.

59



[l SSL VPN Service - Microsoft Internet Explorer EE'&'
2 ttps:/192.168.247.15/+CSCOE+/portal. html - Mlcrnsnft nternet
Ele Edit Wew Favorites Tools Help

Edit  Wiew Favorites Tools  Help

A ~ A
) ) * N ) Search < 7 Favorites 4] . - A
o </ I_LI IEL‘ wl | P J . Y I_LI ﬂ \ ) /e . 25
) Back > %] |B] [ ) seach G ¢ ravorites ) & = '-\i
sddress | ] hitps:j192.168.247, 15/+C5COE-+ogon bl
55 | @] https: /192,168,247, 15/+CSCOE-+portal bl v

il -
CISCO SSL VPN Service

mm ;
'sco SSL VPN service

% KoM Addrass | it || |[(Browse
Q Weh Applications

P Brawse Networks

Please erter your ugemare a
LISERMAME: taha

PASSWORD: (eeeeee

Modules - Settings -

Password Date

Figure 6.24 An MITM attacking PPTP VPN using Subterfuge

Note here that these results were obtained in a virtual environment under limited
conditions. Moreover, it is important to care about whether there are more MITM
mechanisms that were not mentioned here, including the application of ARP

spoofing for both sides (victim and gateway) and enabling the IP forwarding.
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6.3 Attacking the encryption
6.3.1 Attacking PPTP VPN Encryption

As referred to in Section 4.4, this type of attack of the tunnel by attempting to
decrypt (crack) the encrypted passwords can be applied using different methods,
such as brute forcing and dictionary attacks. The encrypted passwords are sent
through a tunnel. In this chapter, two different methods are applied: the dictionary
attack using the Chap2asleap script, and brute force attack using the Chapcrack

script. The following sections explain this in more detail.
6.3.1.1 Dictionary attacking PPTP to obtain the password

This attack is based on the encrypted challenges and responses that were sniffed with
an MITM attack or even those which were sniffed using Wireshark. In this attack,
the Chap2asleap script is used to change the form of the hash to a suitable form for
the Asleap tool, which is used to apply a very fast dictionary attack. The command to
run this tool in Linux Backtrack was as follows: Python chap2asleap.py. Then it
asked about the user name, challenge and response. Finally, it changed the form of
the hash. The new update of this tool automatically calls the tool genkeys. This tool
has the job of generating comparison list files (words.dat and words.idx) from the
passwords list file (darkcOde.ls) which will be used by the Asleap tool. Finally
Asleap becomes ready to start the comparison. After some seconds, Asleap finds the

password. Figure (6.25) shows the detailed operation.
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Figure 6.25 Dictionary attacking PPTP VPN
6.3.1.2 Brute Force attacking PPTP to obtain the password

Similarly to Section 6.2.1.1, this attack is based on the encrypted challenges and
responses that are sniffed with an MITM attack or even by sniffing using Wireshark.
In this attack, the Chaperack script is used to change the hash form by simplifying
the hash statistically into another form with fewer encryption bits. Later, the
simplified hash is cracked online with the help of www.cloudcracker.com. The

command to run this tool was as follows:
chapcrack parse —itest/pptp2.cap.

Here pptp2.cap is the file that contains the packets sniffed with Wireshark or
Ettercap. The script derived the username, challenge and response. Finally, it
simplified the hash and became ready to submit it to www.cloudcracker.com for
description online. The maximum time for decryption is 24 hours depending on the

password complexity. Figure (6.27) shows the detailed operation.
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Figure 6.26 Brute Force attacking a PPTP VPN
6.3.2 Attacking SSL VPN Encryption

As in section 4.5, this attack is applied against HTTPS using the SSL Stripping
technique. First of all, it needs to apply an MITM attack to eavesdrop on the traffic;
then, by changing the protocol from HTTPS into HTTP, it easily eavesdrops on the
passwords and usernames that are sent in clear text. It is important to note that the
connection between the attacker and the server is still HTTPS; therefore, it cannot be
recognized. In addition, another security attack, known as heartbleed, can be applied
on some SSL systems where an attacker can reach recent information from the server
memory which may contain very important information, such as user accounts and

administrators. See 6.3.2.2.
6.3.2.1 Attacking an SSL VPN with SSLSTRIP

SSLSTRIP is a tool developed by Moxie Marlinspike and can be used to apply an
SSLSTRIP attack by forcing the SSL tunnel to use HTTP instead of HTTPS. In this
attack, this tool is used with an MITM attack which is applied using the Ettercap tool
for ARP poisoning and unified sniffing. This attack encounters a problem when

applied on a WAN. The attack procedures are as follows:
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e ARP spoofing the two parties (client and gateway) by writing the commands

in different console (terminal) windows:
Arpspoof —i ethO —t 10.0.0.2 10.0.0.128
Arpspoof —i ethO —t 10.0.0.128 10.0.0.2
Thus, ARP poisoning is applied and two sides are spoofed.

e Re-forwarding the packets sniffed back to the gateway by writing the

command:
Echo 1 >/proc/sys/net/ipv4/ip_forward.

e Redirecting the packets to different ports that are used by SSLSTRIP, such as
10000 by writing the command:

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port
10000 , where 80 is the default port number .

e The SSLSTRIP script is running now by the command:
sslstrip —1 10000
Where 10000 is the port that sslstrip will listen to.

e Finally, the Ettercap tool is used for unified sniffing of the passwords, as

shown in more detail in Figure (6.27).
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Figure 6.27 Attacking an SSL VPN with SSLSTRIP and Ettercap

The previous figure shows clearly that we receive an error regarding the layer.
However, when the same attack is applied again but with a different tool (Cain and
Abel), SSL stripping succeeded and passwords were sniffed after the MITM attack

was applied, as shown in Figure (6.28).
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Figure 6.28 Attacking SSL VPN with Cain and Abel
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6.3.2.2 Attacking an SSL VPN with the Heartbleed attack

Since the main aim of this thesis is not to break up the protocols but to analyze them
from a security point of view, even a failed attack was mentioned to prove that the
target protocol is still immune to this attack, or that the following attack proved that
our Cisco ASA was not vulnerable to the Heartbleed attack, as shown in Figure
(6.30).

File Edit View Search Terminal Help
c~# python heart py 1892.168.247.15

B G G G G g o e e e e i

HH

Figure 6.29 Attacking SSL VPN with the HeartBleed attack
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CHAPTER 7

Results, Discussion and Comparisons
7.1 Overview

In this chapter, the results obtained in Chapter 6 are discussed with a simple
comparison. Note that some tables and charts have been added for explanatory
purposes only and have low accuracy. The following sections show this in further

detail.
7.2 Attacking VPN protocols with a DOS Attack

The attacking procedures have been explained in Chapter 6, and here the results
analysis and discussion are presented. The following charts explain the effect of DOS
attacks on the connection time. Each row shows two sub-charts that show the
situation before and after the attack. Finally, Tables (7.1) and (7.2) show the

averages.
7.2.1 Attacking PPTP with a DOS

The following charts show a time graph that describes the effects of those attacks on
a PPTP VPN and especially at connection time. Note that these graphs are for no

means accurate.
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Connection Time in Time Unit

Before Applying Slowloris DOS

Time in Minutes

Figure 7.1 Effects of attacking PPTP with Slowloris on connection time

Connection Time in Time Unit

After Applying Slowloris DOS

Time in Minutes

On the left side, one can see the chart pertaining to the connection time prior to the

application of the Slowloris DOS attack. It is clear that the system was not very

stable. If one looks at time axis, one notices a small increase at minute (10). By

taking the average value of the chart, a more accurate result can be calculated. On the

right side, the chart shows the effect of applying the Slowloris DOS attack to the

PPTP VPN connection time. It can be seen at the start of the attack and especially at

minute (4) that a sudden increase occurs due to the connection requests by Slowloris

that were sent to the VPN gateway. Later, it returns to the values of the average, the

value of the normal situation before applying the attack. A more accurate value can

be found in Table (7.1).
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Figure 7.2 Effects of attacking PPTP with Smurf6 on connection time

On the left side, one can see the chart pertains to the connection time before applying

the Smurf6 DOS attack. It is clear that the system was not very stable. If one looks at

the time axis, one may see a small increase at minute (10). By taking the average

value of the chart, a more accurate result can be calculated. On the right side, the

chart shows the effect of applying the Smurf6 Dos attack on the PPTP VPN

connection time. It can be seen that at the start of the attack and especially at minute

(3), a sudden increase occurs, albeit less than what is seen in Slowloris. This is due to

the flooding of requests by Smurf6 that were sent to the VPN gateway. Later, it

incrementally returned to values near to the average of the normal situation prior to

applying the attack. More accurate values can be found in Table (7.1).
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Connection Time in Time Unit

Before Applying LOIC DOS

Time in Minutes

Connection Time in Time Unit

After Applying LOIC DOS

lime in Minutes

Figure 7.3 Effects of attacking PPTP with LOIC on connection time

On the left side, one can see the chart pertaining to the connection time prior to

applying the LOIC DOS attack. It is clear that the system was not very stable. If one

looks at the time axis, it can be observed that there was a small increase at minute

(10). By taking the average value of the chart, a more accurate result can be

calculated. On the right side, the chart shows the effect of applying the LOIC DOS

attack to the PPTP VPN connection time. It appears that there was a small effect near

to the normal average of the PPTP prior to application of the attack. More accurate

values can be found in Table (7.1) showing the average effect of applying the DOS

attack to the connection time, which makes the calculations more realistic and based

on average values. Of note is the Average Difference calculated as follows:

Average dif ference = average under atttack — average befor attack.... (1)

And the Average Impact has been calculated using the following formula:

average dif ference

Average impact =

average before attack

B 1[N ¢-)
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Before attack Under Attack
Attack Average Average

Tool Min | Max | AV | Min | Max | AV Difference Impact

Slowloris | 0.3 | 1.5 | 0.66 | 0.3 6 1.57 0.91 138%
Smurf6 1 1.5 | 127 | 1 3 1.55 0.28 22%
LIOC 03 | 1.5 | 1.09| 0.5 2 1.227 0.137 12.6%

Table 7.1 The Average Impact of a DOS Attack on PPTP VPN Connection Time

Moreover, the effect of attacking a PPTP VPN with DOS on the data transmission
rate for the VPN tunnel is shown in the following figures for the different DDOS
tools. It is noticeable that the attack commences at second (200). Prior to that, the
graphs show the normal behavior of the PPTP protocol when packets are exchanged

between the client and the VPN gateway.
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Figure 7.4 The effect of Slowloris on the PPTP transfer rate through the tunnel

The above figure illustrates the effect on the data transfer rate of attacking PPTP
VPN with Slowloris. From time (0s) to (200s), the graph shows the normal situation
before the attack. After time (200s), it shows the data transfer rate of the VPN under
attack. A quick look at the graph gives the impression that it was a small effect and

near to the average value.
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Figure 7.5 The effect of Smurf6 on PPTP transfer rate through tunnel

The previous figure illustrates the effect on the data transfer rate of attacking the
PPTP VPN with Smurf6. From time (0s) to time (200s), the graph shows the normal
situation before the attack. After time (200s), it shows the data transfer rate of the
VPN under attack. A quick look at the graph gives the impression that there was a
huge effect on this rate, which makes it unstable. Very distorted curves and Simi
random values were found due to the huge flooding of the tunnel caused by the

Smurf6 tool.
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Figure 7.6 The effect of LOIC on PPTP transfer rate through the tunnel

The above figure illustrates the effect of attacking a PPTP VPN with LOIC on the
data transfer rate. Starting from time (0s) and ending at (200s), the graph shows the

normal situation before the attack. After (200s), it shows the data transfer rate of the
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VPN under attack. A quick look at the graph gives the impression that it has a small
effect which is near to the average value. Finally, the effect of attacking the PPTP
VPN with DOS on the Round Trip Time for the VPN tunnel is shown in the
following figures for the different DOS tools. It is important to note that the attack
commences around second (200). Prior to that, the graph shows the normal behavior

of the PPTP protocol when packets are exchanged between the client and the VPN

gateway.
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Figure 7.7 The effect of Slowloris on PPTP Round Trip Time

Figure (7.7) shows the effect of attacking a PPTP VPN with a Slowloris DOS on the
Round Trip Time. A quick look shows that the average value of the RTT from the
first second to second (200) at most is lower than the values under attack. The

increase in the RTT is clear due to the attack.
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Figure 7.8 The effect of Smurf6 on PPTP Round Trip Time
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The previous figure shows the effect of attacking a PPTP VPN with a Smurf6 DOS
on the Round Trip Time. A quick look at the figure shows that the average value of
the RTT from the first second until around second (200) is lower than the values
under attack. The increase in the RTT is clear due to the extreme flood that is

generated by the Smurf6 tool.
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Figure 7.9 The effect of LOIC on PPTP Round Trip Time

The previous figure showed the effect of attacking the PPTP VPN with a LOIC DOS
on the Round Trip Time. Fast looking shows that the average value of RTT from the
first second until around the second (200) is lower than the values under attack. The
increase in RTT is clear due to the LOIC Tool. Table (7.2) shows the average effect
of applying a DOS attack on the Round Trip Time which makes the calculations
more realistic and based on the average values. Attention should be given to the fact
that the average difference has been calculated based on formula (1), and the average

impact has been calculated using formula (2).
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Connection Time in Time Unit

n

Before attack Under Attack
Attack Average | Average
Tool Min | Max | AV | Min | Max | AV | Difference | Impact
Slowloris | 0.015 | 0.966 | 0.140 | 0.001 | 1.005 | 0.525 0.385 273.8%
Smurf6 | 0.030 | 5.187 | 0.117 | 0.034 | 5.577 | 1.607 1.489 1267%
LIOC | 0.030|0.297 | 0.042 | 0.014 | 0.970 | 0.537 0.494 1161%

Table 7.2 The Average Impact of a DOS Attack on PPTP VPN RTT

7.2.2 Attacking SSL with DOS

The charts below show the time graph that describes the effects of different types of

DOS attack on a SSL VPN and especially on connection time, CPU usage and

resources. Note that these graphs are for illustration purposes only and therefore have

low accuracy.
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Figure 7.10 Effects of attacking SSL with Slowloris on connection time

On the left side, it can be seen from the chart pertaining to the connection time before

applying a Slowloris DOS attack that it is clear that the system was not stable. A
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Connection Time in Time Unit

small amount of distortion in the curves was found. . By taking the average value of
the chart, a more accurate result can be calculated. On the right side, the chart shows
the effect of applying a Slowloris DOS attack to the SSL. VPN connection time. It
can be seen that at the start of attack and especially at minute (2) that a semi-
exponential increase occurs until minute (9). Later it maintains the same value. More

accuracy can be found in Table (7.3).

Before Applying Smurf6 DOS

After Applying Smurté DOS

Connection Time in Time Unit

B 3 4 b
Time in Minutes Time in Minutes

Figure 7.11 Effects of attacking SSL with Smurf6 on connection time

Similarly to the previous figure, on the left side, one can see the chart pertaining to
the connection time before applying the Smurf6 DOS attack. It is clear that the
system was not stable as a small amount of disorder in the values was observed. On
the right side, the chart shows the effect of applying the Smurf6 Dos attack to the
SSL VPN connection time. It can be seen at the start of attack, and especially at
minute (2), that a huge increase was found until minute (4). This was a new behavior.
The rapid increase here is due to the large value, which is due to the effect of the

Smurf6 tool on the network. More accuracy can be found in Table (7.3).
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Connection Time in Time Unit
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Figure 7.12 Effects of attacking SSL with LOIC on connection time

On the right side, the chart shows the effect of applying an LOIC DOS attack to the

SSL VPN connection time. It can be seen at the start of the attack, and especially at

minute (2), that a ladder increase occurs until minute (8). Table (7.3) shows the

average effect of applying a DOS attack on the connection time, which makes the

calculations more realistic and based on the average values. Attention should be

given to the fact that the average difference is calculated based on formula (1), and

the average impact is calculated using formula (2).

Before attack Under Attack
Attack Average Average
Tool Min | Max | AV | Min | Max | AV | Difference Impact
Slowloris 1 1.5 | 1.23 1 7 4.5 3.27 265.9%
Smurf6 1 1.5 | 1.23 1 9 7.1 5.87 477%
LIOC 1 1.5 | 1.23 | 0.5 4 2.1 0.87 72%

Table 7.3 The Average Impact of DOS Attack on an SSL VPN
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Moreover, the effect of attacking the SSL VPN with DOS on the data transmission
rate for the VPN tunnel is shown in the following figures for the different DOS tools.
Of note is the attack which starts at second 200. Prior to that, the graphs show the
normal behavior for the SSL protocol when packets are exchanged between the client

and the VPN gateway.
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Figure 7.13 The effect of Slowloris on SSL transfer rate through the tunnel

The previous figure illustrates the effect of attacking an SSL VPN with Slowloris on
the data transfer rate. From time (0s) to (200s), the graph shows the normal situation
before the attack; after time (200s), it shows the data transfer rate of the VPN under
attack. A quick look at the graph gives the impression that there was a small effect on

this rate, which makes it a little troubled due to the effect of the Slowloris tool.
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Figure 7.14 The effect of Smurf6 on the SSL transfer rate through tunnel
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The previous figure illustrates the effect of attacking an SSL VPN with Smurf6 on
the data transfer rate. From time (0s) to time (200s), the graph shows the normal
situation prior to the attack. After time (200s), it shows the data transfer rate of the
SSL VPN under attack. A quick look at the graph gives the impression that there was
a clear effect on this rate and this caused it a small amount of disorder in the values

due to the effect of the Smurf6 tool.
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Figure 7.15 The effect of LOIC on SSL transfer rate through the tunnel

The previous figure illustrates the effect of attacking an SSL VPN with LOIC on the
data transfer rate. From time (0s) to time (200s), the graph shows the normal
situation prior to the attack. After time (200s), it shows the data transfer rate of the
SSL VPN under attack. A quick look at the graph gives the impression that there was
a small effect on this rate and this caused a small amount of disorder in values due to

the effect of the LOIC tool.

Finally, the effect of attacking an SSL VPN with a DOS on the Round Trip Time for
the VPN tunnel is shown in the following figures for the different DOS tools.
Attention should be given to the fact that the attack started approximately at time
200s. Prior to that, the graph shows the normal behavior for the SSL protocol when

packets are exchanged between the client and the VPN gateway.
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Figure 7.16 The effect of Slowloris on the SSL Round Trip Time

Figure (7.16) shows the effect of attacking an SSL VPN with a Slowloris DOS on the
Round Trip Time. A quick look shows that the average value of the RTT from the
first second until second (200) at most is lower than the values under the attack. The

increase in the RTT is clear due to the attack.
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Figure 7.17 The effect of Smurf6 on SSL Round Trip Time

The previous figure shows the effect of attacking an SSL VPN with a Smurf DOS on
the Round Trip Time. A quick look shows that the average value of the RTT from
the first second until second (200) at most is lower than the values under attack. The

increase in the RTT is clearly due to the attack. Table (7.4) shows further details.
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Figure 7.18 The effect of LOIC on the SSL Round Trip Time

This figure shows the effect of attacking an SSL VPN with an LOIC DOS on the

Round Trip Time. A quick look shows that the average value of the RTT from the

first second until second (200) at most is lower than the values under attack. The

increase in the RTT is clearly due to the attack.

Table (7.4) shows the average effect of applying a DOS attack on the Round Trip

Time, which makes the calculations more realistic and based on the average values.

Attention should be given to the fact that the average difference is calculated based

on formula (1), and the average impact is calculated using formula (2).

Before attack Under Attack
Attack Average | Average
Tool Min AV Max | AV | Difference | Impact
Slowloris | 0.045 0.490 20.88 | 0.538 0.047 9.7%
Smurf6 | 0.041 0.330 3.480 | 0.565 0.235 71.2%
LIOC 0.008 0.720 1.105 | 0.955 0.234 32.6%

Table 7.4: The Average Impact of a DOS Attack on the SSL VPN RTT
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7.3 Attacking VPN protocols with MITM Attack

The attack procedures are explained in Chapter 6 and here the results analysis and
discussion are presented. The following tables show the results of attacking VPN
protocols (PPTP and SSL) with an MITM attack using different tools. Each table
shows the results of one tool. The same procedure was carried out on the two

protocols.
7.3.1 Attacking PPTP with an MITM

Tables (7.5), (7.6) and (7.7) statistically demonstrate the successful processes and the
fail processes clearly after attacking SSL. VPN with different tools (Ettercap, Cain
and Abel, Subterfuge). Note that the letters in the following tables have the following

meanings:

S: Success, F: Fail, E: Encrypted (the passwords sniffed were encrypted), C: Clear

Text (not encrypted).
Ettercap vs. PPTP
Network ARP Poisoning Sniffing | Data Sniffed | Attack Result
LAN S S E S

Table 7.5 Attacking PPTP with an MITM using Ettercap
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Cain and Abel VS. PPTP

Network ARP Poisoning Sniffing | Data Sniffed | Attack Result
LAN S S E S
WAN S S E S

Table 7.6 Attacking PPTP with an MITM using Cain and Abel

Subterfuge VS. PPTP

Network ARP Poisoning Sniffing | Data Sniffed | Attack Result
LAN | e F
WAN F | - F

Table 7.7 Attacking PPTP with an MITM using Subterfuge
7.3.2 Attacking SSL with an MITM

Tables (7.8), (7.9) and (7.10) statistically demonstrate the successful process and fail
process clearly after attacking SSL VPN with different tools (Ettercap, Cain and
Abel, Subterfuge). Note that the letters in the following tables have the following

meanings:

S: Success, F: Fail, E: Encrypted (the passwords sniffed were encrypted), C: Clear
Text (not encrypted).
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Ettercap VS. SSL

Network ARP Poisoning Sniffing | Data Sniffed | Attack Result

LAN S --- - F
Table 7.8 Attacking SSL with an MITM using Ettercap
Cain and Abel VS. SSL

Network ARP Poisoning Sniffing | Data Sniffed | Attack Result
LAN S S C S
WAN S S C S

Table 7.9 Attacking SSL with MITM using Cain and Abel
Subterfuge VS. SSL

Network ARP Poisoning Sniffing | Data Sniffed | Attack Result
LAN F --- --- F
WAN F --- --- F

Table 7.10 Attacking SSL with an MITM using Subterfuge
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7.4 Attacking VPN protocols encryption

This attack methodology has different kinds of attack because of the different nature
of encryption and different authentication algorithms in each protocol. For example,
PPTP uses MS-CHAPv2 for authentication and 3DES for encryption, while SSL has

different algorithms for these procedures.
7.4.1 Attacking PPTP VPN Encryption

As mentioned in Section 6.3.1, two types of attack have been applied to the PPTP
VPN to break the MS-CHAPv2 encryption either by using the Dictionary attack
(with the Chap2asleap script and the Asleap tool) or by using a Brute Force attack
(with Chapcrack and cloudcracker.com). The following table describes the result of

these attacks in detail.

Attacking PPTP MS-CHAPv2

Attack Type | Success Rate | Time Needed | Maximum Time | Attack Result

Dictionary 50-80 % 10 Sec Minutes Success

Brute Force 100 % 15 Hour 24 Hour Success

Table 7.11 Attacking PPTP VPN Encryption

It is clear that our two attacks are successfully done. For the Dictionary attack, it is
necessary to note that the success rate is based on a number of factors, such as the
complexity of the password hash, the Dictionary list and attacker computer speed.
Nevertheless, these are still very fast relative to the Brute Force attack, where all
possible probabilities must be attempted. Finally, this experiment proved that the
MS-CHAPv2 for the PPTP VPN can be easily and successfully defeated with the

appropriate tools.
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7.4.2 Attacking SSL VPN Encryption

The SSL VPN passwords were attacked with different methods from those which
were used to attack the PPTP VPN because of the difference in the components of
the protocols and encryption algorithms (see 6.3.2). Two attacks were applied against
the SSL VPN to steal the secret passwords or secret information either by forcing the
HTTP connection and losing the encryption (such as in the SSL strip attack) or by
attacking the server cookies (such as in the Heartbleed attack). The following table

describes the results obtained after applying those attacks.

Attacking SSL VPN
Attack type Success Rate | Sniffing Data Sniffed | Attack Result
SSL strip 60-90% Success Clear Text Success
Heart bleed 50 % Fail --- Fail

Table 7.12 Attacking SSL VPN Encryption
7.5 VPN Protocols Comparison (PPTP vs. SSL)

To make the comparison fairer, the two protocols were compared with the equivalent
attacks that can be applied to both. Then, the average of the vulnerability to the other
attacks was taken as some of them can be applied to PPTP only and others to SSL
only. Finally, a simple analysis was carried out based on the results of the
comparison. Appendix A shows a comparison table for the PPTP and SSL VPN after
applying a DOS and an MITM attack, which were applied to both protocols, while
Table (7.13) shows the average vulnerability to different attacks on PPTP and SSL
VPNs.
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Attack type PPTP Attack Type SSL
Dictionary Attack Vulnerable SSL Strip Attack Vulnerable
Brute Force Attack Vulnerable Heart Bleeding Attack | Not Vulnerable
DOS Attack Vulnerable DOS Attack Vulnerable
MITM Attack Vulnerable MITM Attack Less than 50%

Table 7.13 Average Vulnerability for Different Attacks on PPTP and SSL

It is clear that SSL has more resistance against these attacks under specific conditions
on average. It is important to mention here that the average vulnerability against a
DOS and an MITM attack in the previous table is based on the following simple

statistics:

e For a DOS attack: If we go back to the results from Tables (7.1) and (7.2) and

based on average of results, we produce the following table:

Protocol Type Success Fail
PPTP 2 1
SSL 2 1

Table 7.14 Average of DOS Attack Results for PPTP and SSL

e For an MITM attack: If we return to the results from Tables (7.5-7.10) and

based on averages of results, we produce the following table:
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Protocol Type Success Fail

PPTP 3 2

SSL 2 3

Table 7.15 Average of the MITM Attack Results for PPTP and SSL

More details can be calculated from the charts in Figures (7.19-7.21) which show the
effects of a DOS attack using different tools on the two VPN networks:

After Applying Slowloris DOS

Connection Time in Time Unit

Time in Minutes

Figure 7.19 Effects of the DOS using Slowloris on SSL and PPTP

The previous figure shows the difference in impact of the Slowloris DOS on the
connection time between PPTP and SSL. At minute (2), the SSL graph shows a ramp
increase until minute (4), where it attempts to maintain its value at minute (4), and
then decreases the same way to near the average value, due probably to the Windows
2008 Server having started using virtual memory to recover the lack of memory due
to the Slowloris attack. A quick look at this figure enables us to see the difference in

impact clearly, most notably that SSL was more affected than PPTP.
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After Applying Smurte DOS

Connection Time in Time Unit

Time in Minutes

Figure 7.20 Effects of the DOS using Smurf6 on SSL and PPTP

Figure (7.20) repeats the same scenario but with some differences. For example,
PPTP here reached its peak value at minute (3) and it was (3 time units). Later, step
by step it decreased to be near to the average value. On other hand, SSL has a rapid
increase between (minute 2 and minute 4), where it reached its peak value; then later

the connection stops.

After Applying Loic DOS

Connection Time in Time Unit

lme in Minutes

Figure 7.21 Effects of a DOS using LOIC on SSL and PPTP
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Again an LOIC DOS shows low impact on both SSL and PPTP with a clear
difference that can be easily calculated from the previous chart SSL is still more

affected than PPTP.

Moreover, the following figures show simple comparisons between the two protocols

in terms of the impact of DOS attacks on the transfer rate of data through tunnels.
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Figure 7.22 Effects of Slowloris on the transfer rate in SSL and PPTP

As can be clearly seen in this figure, the PPTP has a lower transfer rate on average
than SSL, whose transfer rate measured approximately (17 Kbps), while SSL
measured at a rate of approximately (25 Kbps) in this graph. In addition, the PPTP

was more affected by the Slowloris DOS in terms of transfer rate.
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Figure 7.23 Effects of Smurf6 on transfer rate in SSL and PPTP
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Similarly, both SSL and PPTP were affected by Smurf6, as can be clearly seen in
Figure (7.23). However, generally PPTP was more affected here than SSL in terms

of transfer rate.
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Figure 7.24 Effects of LOIC on the transfer rate of SSL and PPTP

The effect of the LOIC attack here is small and on average, SSL here is slightly more
affected on average. After (200s), the effect of the LOIC is found. Finally, the
following figures show a simple comparison based on the effect of the DOS attack

on the Round Trip Time:

SSL VS. PPTP under Slowloris Attack

20.8884
273.80% 0.385109 0.525772 1.005614 0.001234
0%, 0.53839 0.004224
9.70% 1 0.04747}' }' oy
impact Difference Av Max Min
PPTP  SSL

Figure 7.25 SSL vs. PPTP based on the effect of Slowloris on RTT

As can be clearly seen in this figure, PPTP has a higher RTT on average than SSL.

Its maximum value was approximately (20), while SSL has a value of approximately
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(1) in this graph; thus, PPTP was more affected by Slowloris DOS in terms of Round

Trip Time.
SSL VS. PPTP under Smurf Attack
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1.60704 5.577355
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AN P AN A [ o r—
impact Difference Av Max Min
PPTP M SSL

Figure 7.26 SSL vs. PPTP based on the effect of Smurf6 on RTT

It is clearly seen in this figure that PPTP has a higher RTT on average than SSL,
whose maximum value measured at approximately (5.5), while SSL yielded a value
of approximately (3.4) in this graph; thus, PPTP was more affected by Slowloris
DOS in terms of Round Trip Time.

SSL VS. PPTP under LOIC Attack
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Figure 7.27 SSL vs. PPTP based on the effect of the LOIC on RTT

In this figure, PPTP has a higher RTT on average than SSL, whose maximum value
was approximately (0.9), while SSL yielded a value of approximately (1.1) in this
graph. Thus, PPTP was more affected on average, by LOIC DOS in terms of Round

Trip Time.
92



CHAPTER 8
Conclusions, Recommendations and Future Works
8.1 Conclusions

The VPN has become one of the most attractive technologies of networking and
communications, and it was developed to cover the different needs of secure

communication.

A VPN is a group of computers owned by a single foundation which can be
classified into two kinds: Site-to-Site and Remote Access. Remote Access is more
vulnerable to attacks. Different types of VPN protocols are available. [Psec, PPTP,
L2TP and SSL are some of the more famous VPN protocols, and some protocols
encrypt data (payloads) in packets only, while others encrypt both the header and
payload to provide more security for information. Different types of attacks can be
applied against VPNs, which vary between slowing down the network, sniffing
secret information and even service denial. DOS, MITM and Cryptanalysis are some
of the more famous attacks against networks, especially VPNs. For this work, two
types of VPN, namely SSL and PPTP were established and virtually emulated using
GNS3 and VMware tools as a virtual environment. Different types of attack had been

applied on these networks and were used for vulnerability test purposes.

From the results of these attacks on SSL and PPTP, some important results

appeared:

e Attacking PPTP with a DOS using Slowloris, Smurf6 and LOIC showed higher
impacts during the first 5 minutes while it was establishing connections to the
server. Later it dropped. Figures 7.1-7.3 show a greater number of connections at
a time and gave more impact, while attacking SSL with DOS using the same
tools showed different behavior. The impact continued increasing with time,

(Figures 7.4-7.6).
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PPTP less effected than SSL in terms of connection time, while SSL was more

robust in terms of RTT and transfer rate.

Attacking PPTP and SSL with an MITM attack using Ettercap, Cain and Abel,
and subterfuge showed that PPTP has more resistance to an MITM attack than

SSL under the same conditions on average (Tables 7.3-7.8).

PPTP MS-CHAPv2 can be Dictionary attacked with a 50-to-80-percent success

rate depending on password lists and attacker machine resources.

PPTP MS-CHAPv2 can be attacked using Brute Force attack techniques with a
100-percent success rate taking a maximum of 24 hours depending on the

complexity of the password; thus, PPTP is fully vulnerable to this attack.

Attacking SSL with SSL strip showed that it is vulnerable to this attack nearly 80

percent of the time, thus it was generally vulnerable.
SSL was not vulnerable to a Heart Bleeding attack, as shown in 6.3.2.2.

Both SSL and PPTP are vulnerable to an MITM attack when the Cain and Abel
tool was used, but data sniffed from PPTP was still encrypted while SSL data

was sniffed in clear text; thus, PPTP is still more secure than SSL against an

MITM attack.

Based on the average number of attacks that are applied to both SSL and PPTP

protocols, PPTP was more vulnerable to attack than this version of SSL.

More password complexity provides more security. As shown in this work,
decrypting encrypted passwords is based on the complexity of passwords and
other factors (capability of attacker machine and password lists if dictionary
attacked); thus, using passwords with letters (in upper and lower case), numbers
and special characters (such as @ # $ &. etc.) The high number of characters

increases robustness against some attacks, especially the Brute Force attack.
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Increasing the encryption bits causes in increase in robustness, but in balance
with performance, more encryption and complexity leads to lower speed and

performance.

Establishing a VPN without firewalls makes it less immune to attacks (especially

DOS attacks).

The use of digital certificates increases the security of a VPN network and makes

it more resistant to some attacks (especially an MITM attack and SSL Strip).

8.2 Recommendations

Based on this work and its results, some recommendations and alerts can be

concluded to keep a VPN more secure or even help to increase security resistance

against common attacks that may be encountered on the Internet:

The use of firewalls to become more resistant against some DOS attacks,

especially those that use smart filters with DMZ.

Control the connection time for each connection thread to a server to avoid an

application layer DOS attack.

Use complex passwords with higher encryption bit numbers and different

characters to increase immunity against encryption attacking.
Use digital certificates to decrease the effect of an MITM attack on the network.

Control the SSL server so it does not accept being forced to work with older
version protocols or insecure connections to avoid the danger of an SSL Strip

attack.

Keep remote computers updated with new antivirus and antispyware tools and
avoid any connection with public networks as much as possible in addition to
avoiding the attack of viruses or Trojans that can sniff connection information of

a VPN which is saved on that machine.
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8.3 Future Works

According to the results of this thesis, two main common problems are still found in
networks and in VPNs especially. The first is the ARP poisoning and DNS spoofing.
This problem needs more study to find suitable solutions that disallow attackers from
sending messages to broadcast addresses by telling that this machine is the gateway

or others.

The second important issue is finding solutions that enable other parties to
communicate with SSL servers without the need to force them to work with older

versions or in an unsecure state.
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