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ABSTRACT

ACTIVE DEFENSE STRATEGY AGAINST JAMMING ATTACK IN
WIRELESS SENSOR NETWORKS

Nawfal Fathi AL-Shaikh
M.Sc., Department of Computer Engineering
Supervisor: Assoc. Prof. Dr. Reza Hassanpour
JANUARY 2018, 81 pages

Wireless Sensor Network WSN been utilized increasingly nowadays due to
its benefits and its ability of collecting data from reachable or unreachable fields also
if fields fixed or movable. Progressive developments in WSN techniques adds
efficiency, reliability and better power management but it still vulnerable and
sensitive to some kinds security threats. The most effective threat to WSN is DOS
attacks which is detectable but unpreventable yet.

An authentication defense approach against DOS attack with additional
Jamming attack that prevents transferring data between attacked node in a cluster and
cluster head node is considered as a base to develop an algorithm with ability of
bypassing attacked path via alternative safe one under control of cluster head to
mitigate the False Node Excluding DOS due to jamming attack.

Both original and enhanced methods implemented using MATLAB and tested
by comparing both results and behavior with arbitrary study case. Enhanced

algorithm shows good response in mitigating FNEDOS attack.
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KABLOSUZ SENSOR AGLARINDA
KARISTIRMA SALDIRILARINA KARSI AKTIiF SAVUNMA STRATEJISI

Nawfal Fathi AL-Shaikh
Yiiksek Lisans, Bilgisayar Miihendisligi Bolimii
Tez Danismani: Yrd. Dog. Dr. Reza Hassanpour
OCAK 2018, 81 sayfa

Kablosuz Sensor Agt (WSN) vyararlar, erisilebilir veya erisilemeyen
alanlardan ve sabit veya tasinabilen alanlardan veri toplama yetenegi sayesinde
glinimiizde artan bir sekilde kullanilmaktadir. WSN tekniklerindeki ilerleyen
geligsmeler verimlilik, giivenilirlik ve daha iyi gli¢ yonetimi getirmekte ancak yine de
bazi giivenlik tehditlerine kars1 savunmasiz ve hassas kalmaktadir. WSN’ye kars1 en
etkili tehdit saptanabilir ancak heniiz 6nlenemeyen DOS saldirilaridir.

Kiime igerisinde saldirilan diiglim ve kiime basi arasinda veri transferini
engelleyen Karistirma saldirilar1 ile birlikte DOS saldirilarina karist  kimlik
dogrulama savunma yaklasimi karistirma saldirist yliziinden Yanlis Dugimi
Diglama DOS saldirisin1 hafifletmek ve saldirilan yolu kiime basimin kontrolii
altindaki giivenli bir yol vasitasiyla atlama yetenegine sahip bir algoritma gelistirmek
i¢cin temel olarak diisiiniilmektedir.

Hem orijinal hem de gelistirilmis yontemler MATLAB kullanilarak
uygulanmis ve rastgele secilmis inceleme vakalari ile hem sonuglar hem de
davraniglar karsilastirilarak test edilmistir. Gelistirilmis algoritma FNEDOS

saldirisini hafifletmekte iyi yanit vermistir.
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CHAPTER |

GENERAL INTRODUCTION

1.1 WSN Overview

Wireless Sensor Networks (WSN) worth's a higher interest nowadays due to
the increasingly needs to monitoring, observing and gathering data for making
decisions related to monitored field. The structure of WSN generally consists of
clustered sensor nodes, cluster head and base station node (it named also as Sink
node). WSN's widely differs from each to other depending on what application used
for and what field designed to deployed in. WSN used with military purposes,
environmental monitoring, industrial applications, agricultural applications, health
care and medical applications, vehicle tracking and many other applications [6, 7].
WSN applications can classified mainly in to two categories Event Detection (ED)
and Special Process Estimation (SPE) [5].

Due to widely utilizing of WSN, it faces several challenges that affects its
efficiency and its duty life time. These challenges like deployment, Reliability,
Routing and Monitoring, Programmability, Power supplying and Security [8].
Security is the most significant challenge due to its relation with securing collected
and traveled data between nodes. So, data protection against outsider and insider
adversaries or attacks is the most significant issue among other issues. The most
dangerous and unpreventable attack is Denial Of Service DOS attack due to its
ability to utilizing different forms and techniques to suspend functionality of
effective nodes. In this thesis, a method developed to defense WSN against certain
type of DOS attacks that is Jamming attack and mitigating its effect even it

still attacking communication channels between nodes and cluster head.



1.2 Previous work

To study DOS attack forms an techniques, a set of research papers which
involved with this kind of attacks been studied. It is best way to study different kinds
of attack and their countermeasure strategies, is to categorize them according to their

approach while defensing WSN against DOS attacks.

The categories were Clustering and Energy balancing category, the main idea
of this category about creation and distribution of Control Nodes Cnhodes which takes
the responsibility of monitoring node's behavior and power characteristics to keep

WSN functioning and power balanced.

Another category is Frameworks and Schemes category, in this category,
schemes and novel methods for detecting and defensing DOS attacks. These method
based on arranging well known DOS detecting and defensing algorithms into such

structures to provide high efficiency detection and defensing.

In addition, Measurements and Analysis category, the popups of WSN is to
collect date for its field whether it reachable or not, friendly area or hostile one. The
significant issue is achieve highest efficiency within duty time. Therefore WSN
designers and whom in concern of countermeasures of attacks, have to know
information about the normal behavior for WSN and its behavior under attacks
especially when talking about DOS attack where detecting it is not an easy job. For

that reason, measurements and analysis is very important.

Last category is Authentication approach category where it is an important
approach for security in WSN. Data collected from a certain field especially for
hostile ones, should be protected from attackers whom try capturing a significant
information, disturb transmitted data, changing transmitted data, etc. So
authentication aim to make authenticated data available for only authorized users

especially for sensitive applications like military, health care or environment control.



1.3 Motivation

DOS attack aim to disturbs either nodes or data transmission channels to
prevent nodes from providing services or communication to each other. One type of
these DOS attacks is Jamming attack. The original research paper [22] which is
related to last category of authentication approach, presents a Grey-List method as an
authentication defense against False Endorsement DOS attack. In this method,
cluster head CH generate a report about occurrence of certain phenomenon and
broadcast it to all corresponding cluster nodes to give their endorsement of generated
report contents. Cluster nodes CN's check phenomenon time stamp and occurrence of
phenomenon itself. If verification process passes, endorsement generated and
forwarded to CH which authenticates endorsing node. Endorsement accepted unless
an error occurred with endorsement message, in such a case, node grey-listed and CH
waits till CN resend message as a proof for its last endorsement with the new one
then CN be trusted again. If proof message delayed or prevented, CH excludes CN
from further endorsement while CN still functioning correctly. Delay and prevention

is due to Jamming attack.

As seen, excluding functioning nodes after one iteration of resending proof
for last endorsement costs WSN to lose innocent nodes. In addition, original method
did not provides alternatives to defense this pitfall especially when jamming attack
acting for long time. Another problem available, the attacked node didn't informed
that its endorsement was dropped. Therefore a countermeasure developed to

overcome mentioned problems with original method.

1.4 Thesis Contribution

Instead of excluding innocent node as mentioned previously in (1.3), an
alternative developed method that cluster head follows to deliver attacked node's
proof endorsement. First, CH collect all nodes deployment locations. In next step,
CH calculates distance for each node in the cluster to other nodes then sort them in

ascending manner.



CH has an information also about other nodes with other kind of problems.
So, CH treat them as untrusted nodes for delivery process. Therefore, CH send an
endorsement request to attacked node via nearest safe neighbor selected from sorted
distance table. Neighbor node forwards the request to attacked node. Attacked node,
responds by sending its proof for last endorsement to its neighbor which in turn,
replay it back to CN.

As a result, if authentication passed, attacked node will removed from Grey-
list and added to trusted list for further endorsement processes. If node authenticated
but received message itself is incorrect, then double attack detected and node added
to doubtful node list. If jamming attack still acting also for first neighbor, CH picks
the predecessor neighbor and repeat the whole process via different path till firs
correct authentication occurred. The enhanced method solves all problems mentioned

in previous paragraph. So, False Node Exclusion DOS mitigated.

1.5 Thesis Structure

This thesis is organized in seven chapters as follows:

Chapter 11, provides an overview for Wireless Sensor Network WSN, relation

between nodes, WSN applications and challenges that WSN normally face them.

Chapter 111, presents information about security importance, attacks that
affect WSN efficiency, also provides an information about DOS attack and its effect
on WSN.

Chapter IV, gives an explanation for previously research papers which related
to DOS attack. These researches categorized due to approach followed to

countermeasure the effect of different kinds of DOS attacks.

Chapter V, provides a detailed explanation for original method for defensing

FEDOS and its limited countermeasure against Jamming attack. Also provides a



detailed explanation for enhanced method that manipulates original method

limitation.

Chapter VI, shows the implementation for both original and enhanced method
using MATLAB and their results. Selecting an example as a study case to show the
response of both methods. Comparing their results to show enhanced method

SUCCESS.

Chapter VII, provides analysis for results obtained in chapter 6 and what
additional enhancement can added as future work to improve the overall resultant

method.



CHAPTER II

WSN AND CHALLENGES

The field of Wireless Sensor Networks has an increasingly interest in last
decade due to highly improvement in scientific and technological fields. The
progressing in wireless communications leads to an efficient and easy way for
sharing data and information between wireless devices from one side and between
wireless devices and wired devices (i.e. Internet) through getaways from another
side. In addition, sensing technologies makes discovering the ambient and collecting
a valuable information from it easier and more reliable like measuring simple factors

as temperature or sensitive and complex factors as military issues.

The progressing in sensing technology is tightly connected to the
improvement of manufacturing and infrastructure technologies. For example the
improvement of semiconductor technology, power supply devices (Batteries) and
hardware memories leads to produce a more efficient, smaller and intelligent sensors
with a high capability of intermediate communication and data storing for long duty
time. These sensors has the ability to work as network group which coverers the
whole monitored field.

2.1 What is WSN

Wireless Sensor Networks WSN is an important technology has the ability of
collecting information covering deferent fields [3]. WSN defined as "The ensemble
of spatially distributed, autonomous sensors that cooperate to monitor physical or
environmental quantities of interest as temperature, sound, vibration, pressure,
pollutants, etc..." [4]. WSN uses particularly two communication standards
(Wireless HART and 1ISA100.11a) [4]. Each sensor in WSN represents a node which

6



designed for monitoring its environment and controlling as response for simple
calculations. In WSN each node usually consist of several parts which they are
Sensor which sense the ambient and transforms the physical quantities into electric
signals. Secondly, a simple Microcontroller which provides a simple computational
processes, small amount of storage and conversion of analogue signals in to digital
form. Also anode has a Radio transceiver part for wireless communicating with other
nodes in same network. It also has a local power source almost be a small battery, in
some cases the node has a power harvester that converts external physical quantities
(solar, thermal, etc..) into useful energy for node as power supply [4]. Figure (1)
below shows as simple block diagram for WSN node as explained previously

Wireless

communication <+ Pmcws“ <+  Sensor(s)
interface with memory
$ 4 :

Power storage

4
'

Power Harvesting device (optional)
Wireless Sensor Node

Figure 2.1. Simple block diagram for WSN node

WSN has its limitations due to huge amount of data been collected which
needs a high computational processes in order to analyze and manage them. In
addition, the power consumption for long time causes getting nodes out of service
which is a big problem especially for far allocated WSN's, but the most critical
limitation is the long distance connectivity where WSN's data cannot be shared for

whom concern in computing, analyzing those data or even decision makers

[1].[3].[4].



2.2 WSN Applications

WSN applications have a lot of fields of usage as much as sensing needed for
different purposes. WSN applications can classified mainly in to two categories
Event Detection (ED) and Special Process Estimation (SPE) [5]. In ED category, the
data collected by WSN will deployed depending on events. For example, if a WSN
worked within forest monitoring field, in normal situation no data deployment need

but in case of a fire occurred as an event, the data deployment starting accordingly.

On the other side SPE category means that WSN monitoring specific
phenomena like temperature variation. In this case the aim of WSN is take reading
samples with in time intervals and process them in order to estimates the behavior of
that monitored value for long time. In SPE the processing activity will done either in
distributed intelligent sensor (Nodes) or data deployed to centralized node that take

responsibility of processing and estimation [5].

In addition, some of WSN applications uses both of two categories DE and
SPE. For example, in environmental monitoring if WSN worked in forest fire
monitoring the event of detecting a fire is belong to ED but on the other hand,
monitoring the temperature and estimation of temperature behavior is belongs to SPE
[5,6].

WSN also can classified according to nature of the field that it monitors as

illustrated below.

2.2.1 Military Applications

WSN in military purposes can integrated as "military command, control,
communications, computing, intelligence, surveillance, reconnaissance and targeting
(C4ISRT) systems™ [6,7]. It is not for monitor only hostile forces but also friendly

forces and their activates.



2.2.2 Environmental Applications

They are the applications that deals with tracking small animals, bird and
insects to monitor their live behavior or monitoring water resources, fire detection,

chemical pollution study, weather monitoring and more [6,7].

2.2.3 Health Care Applications

These applications uses WSN to track or observe patients health situation an and
alert them or their doctors about blood pressure, blood sugar level or any significant
issue. The sensors may been worn on the patient's body or been deployed around patients

to be observed [6,7] especially when health care WSN connected to internet.

2.2.4 Home Intelligence Applications

It used for providing an intelligent environment for houses. WSN can monitor a
lot of house utilities like gas, water, electrical devices and the most important thing
which is house security by using motion detection systems or monitoring doors and

windows and gives alerts to whom it may concern through wireless connections [6,7].

2.2.5 Industrial Applications

In last years, artificial intelligence toke a wide range in industry so, the WSN
and sensors are the most significant part in modern production lines like monitoring
objects, counting them or monitoring chemical process in related productions and

alerts in case of accidents or when products don’t matches the desired quality [6,7].

2.2.6 Agriculture Applications

WSN is increasingly used in agriculture in last years because it provides a

controllable environment for agriculture. The most important features that monitored
9



to be controlled are temperature, air humidity and the irrigation systems. WSN and
wireless controllable 1/0 devices helps farmers to increase their fields and control

them remotely and efficiently also it reduces the waist of water resources [6,7].

2.2.7 Structural Monitoring Application

WSN also useful in monitoring cities infrastructure like buildings, bridges,
flyovers, roads, high ways, tunnels, air ports, .etc.[7].

2.3 Factors Affects WSN QoS

The important of WSN came from its ability of sensing the targeted field or
environment and transferring collected date in a wireless manner. So accordingly,
Quality of Service (QoS) must ensure in order to get a correct readings with accurate
management and calculations. To ensure the desired QoS, there are several factors

must be discussed when deploying or installing a WSN in a certain field as follows.

2.3.1 Power Management

In modern WSN applications it is required to install or deploy a long duty
time sensors. It is obviously that duty life of sensors depends on the field
environment especially with unreachable fields like volcanos. But the most
significant issue is the power consuming of these sensors which affected by some

parameters.

2.3.1.1 Number of sensor entries like temperature, air humidity, light,.....etc.

where power consumption will increased accordingly.

2.3.1.2 Number of provided services like signal conditioning and data

manipulation.

2.3.1.3 Wireless transmission duration which affects power dissipation.
10



2.3.1.4 The ambient nature where the WSN deployed.

2.3.1.5 The desired readings precision, whereas high accuracy needed as

much power consumption occurs.

2.3.1.6 The RADIO frequencies used for transmitting and receiving data.

In old types of sensors an AA batteries used as a power supply which need to
replace it manually but with unreachable environments and the WSN area of
deployment with large number of sensors, these type been useless and there is a need
for smaller, longer life batteries and lower power consuming. It also needed to find

new clean power supplying strategies like solar cells for an example.

2.3.2 Memory Used

The memory used in WSN also an important factor that affects the quality of
service because the small size of memory as in old types of sensors leads to a small
size of collected data to be analyzed and that in turn leads to increasing of number of
transmission operations. On the other side, now days the modern sensors follows the
improvement in manufacturing technologies. As a result, modern sensors have a
smaller physical size of memory chips, larger capacity and faster saving/retrieving
data.

2.3.2.1 Ability of DATA Manipulation

Embedded controllers in WSN sensors toke an important place in analyze and
manipulate collected data either by the sensor itself or by a centralized node. Also
controller responsible of encrypting data to send to the next hope (node). This
operation needs controlling transmitting data via suitable RADIO frequencies. In
addition, it has the responsibility of gathering that collected locally and received ones

from previous hopes without any data collision.
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2.3.2.2 Ability of Communication

Radio communication is the most important part in sensors due to wireless
communication between themselves and between them and centralized node. It is
also the most power consuming part where if takes 90% to 95% of total power
dissipation. This dissipation done due to either directly use of RADIO transmission
or due to wasted time waiting for data manipulation to be send. WSN uses some
transmission standards like Bluetooth or ZigBee which is faster and lower power
consuming. ZigBee technology permits 254 devices to be communicate

simultaneously with radio frequency of 2.4 MHz.

2.4 WSN Challenges

The increasingly integration of modern and intelligent technologies with the
WSN's that consists of cheaper and smaller sensors leads to produce a more efficient
WSN's that have the ability of monitoring a wider range of parameters in monitored
environment. Due to the nature of these low cost sensors, the WSN's faces a lot of

challenges. In below illustration for some of these challenges.

2.4.1 Deployment

The first step in installing WSN's is deploying sensors in monitored field
depending on the purpose behind it in other words, for what application these sensors
deployed for. The deployment process affected by the nature of the field been
monitored. Some of fields are reachable so, the deployment can be done by hand or
by robots. But on the other hand, some of them unreachable therefore the deployment
done by helicopters. Although it is more expensive way but it is an effective one.
Since the WSN's are designed to be self-organized system, sensors should organizes

themselves after deployment and actually that is a challenge [8].
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2.4.2 Reliability

There are several things in WSN's that appears as a challenge, one of them is
reliability. It appears due to the transmission or receiving data failure or data
collision caused by sensor failure, used frequency interference. In addition, the
nature of transferred data weather it is continues packets or transmitted with
successive short intervals. If the data has a sensitive nature as in military

applications, the reliability is a challenge also [8].

2.4.3 Routing & Monitoring

The challenges that faces the WSN's due to routing and monitoring come
from two reasons one of them due to limitations of sensors themselves like power
source and sensor hardware design. The other one due to the increasingly needs for
using them by some types of applications. Therefore it is a challenging issue
especially in case of unexpected events. Moreover, routing protocols that deals with
movable targets to be monitored, also presents a an additive challenging with finding
suitable track between successive hopes or nodes and keeping the connections in

stable manner [8].

2.4.4 Programmability

It is another challenging issue that let the programmers modifies the internal
programs that describes the behavior of the node or sensor while they are in duty

time. Like updating working protocols [8].

2.4.5 Power Supplying

The limitations of WSN's from side view of computational capabilities, data
processing, memory storage and communication provides a challenge that can be

improved and reduced with increasingly improvement of manufacturing technology.
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Bu the most challenging parameter is the power consumption. Power source or
batteries is slower progressing than other technologies. So, the challenging point is to
find or produce a very long life batteries which have the ability of self-recharging
from one side. On the other side, finding a power saving protocols for routing, self-

organizing and transmission management are another challenging parameter [9,10].

2.4.6 WSN Security

Unlike traditional networks, WSN's are deployed in an open environment and
wide area fields. This situation makes WSN's vulnerable to direct outside attacks or
damage because of environmental parameters. In other words WSN's faces a security
challenges due to both risks previously mentioned. For environmental challenges, it
can be discussed as a manufacturing technology issues that affects the stability of
sensor hardware. On the other hand, security issues related to data are separated into
two categories. Firstly, security issues due to data compression and encoding that
affected by what security algorithms installed on sensors. Secondly, security issues
related to communication channels and how much it is secure against outside attacks
whether it is direct human attacks or remotely by intersecting the data transmission
channels [7,8,9].
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CHAPTER 111

WSN SECURITY AND ATTACKS

Among the most important challenges in WSN (Wireless Sensor Network)
like sensors deployment, scalability, energy efficiency, computational power and
QoS (Quality of Service), the security of WSN represents the most significant one.
Like traditional networks (or wired one), WSN has a similar kind of security threats
but it also has an extra kinds of security challenges due to the wireless nature of
WSN connectivity. Wireless broadcasting of collected data lets adversaries to
intersect the transition frequencies illegally and remotely. Moreover, the deployment
of sensors in wide area open lands also gives the ability for attackers to interact the

sensors itself directly to take codes, ciphering keys, passwords and more things.

For that reasons securing the WSN's against adversaries especially with
sensitive applications like medical or military ones. Therefore a lot of techniques
proposed to mitigate the impact of attacking WSN fields. This can be done by
improving security algorithms depending on the knowledge about each kind of

attacks.

3.1 Security Goals

Security is a wide range concept, it has a different meaning according to the
variety of what field the security involved with like military, health care, agriculture

and etc.

In overall, security when it is needed in any field, there are several goals have
to be achieved so the security itself achieved too. In below an illustration of these
goals [12,13,15,16,17].
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3.1.1 Availability

As mentioned before, WSN normally deployed in either friendly or adversary
ambient so in both cases it is needed to keep the WSN services and collected data
available for authorized sink nodes. In other words, keeping WSN safe from denial
of service attack DOS [12,13].

3.1.2 Integrity

in WSN's data travels wirelessly from node to another one till reaches the
sink node or head of cluster node. So it is very important for receipting node or next
hop node to receive the data as transmitted form by sender node. Integrity protects
transmitted data from any malicious modification through transmission process
[12,13].

3.1.3 Confidentially

Traveling data between nodes must be understood and available for only
concerned nodes. In other words, it must be guaranteed that transmitted data are

hidden from adversary nodes [12,13].

3.1.4 Freshness

The main purpose of WSN is to collect data and transmit it to main station. In
addition timing is also significant issue especially in sensitive applications like
military or health care. In such a case, malicious adversaries cause a reply delay time.

Therefore data freshness is needed as a security goal [12,13].
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3.1.5 Authentication

Another goal of security in WSN is to prevent adversaries from injecting an
additional illegal massages via legal WSN transmission channels. The receiver node

must make sure that received data came from correct and authenticated node [12,13].

3.1.6 Access Control

Participant nodes within same WSN must have the ability of discovering and
detecting adversary nodes among them. Accordingly, massages that belongs to
foreign WSN's must be detected too [12,13].

3.1.7 Non-Repudiation

Also WSN nodes must prevented from neglect transmitting any received
massage to the next hop [12,13].

3.2 Constrains of WSN Security

Due to sensor nodes small size structure which has limitations in processing
capabilities, storage, transmission bandwidth and energy resources, a related security
limitation also available. So, WSN security affected by nodes computational
capabilities and intermediate communications within same WSN. Security constrains

can be classified into categories as illustrated below [13].

3.2.1 Limited Resources

Wireless sensor nodes designed and constructed to satisfied the variety of
different environment natures. Accordingly they must be small size, self-organized,

environmental factors resistant, computational capabilities, long life energy source
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and RADIO communication. But due to their tiny sizes, they suffered from several
resource limitations as illustrated below [13].

(i) . Memory and storage limitation

As mentioned previously, nodes implemented with small size. Accordingly
the internal hardware are small size too. So, small memory and storage leads to
memorize a short length of security management program codes which affects the
quality of security services. In addition, small storage affects the efficiency of node
computational power which extremely needed in encoding/decoding and

ciphering/deciphering [13].

(if) . Power energy limitation

Energy is the most significant factor in designing wireless sensors because it
affects the working life of the node itself. In addition, internal transducers,
microprocessor and RADIO communication hardware causes an exhaustive power
consumption. For security field, also energy is significant due to power consumption
for applying encryption and ciphering algorithms. Nowadays a rechargeable sensors
available or those which uses the clean resources like solar cells that applicable in
friendly and reachable environment which makes life easier but on the opposite side
with adversary ambient, energy source is a real challenge.

3.2.2 Communication Unreliability

Since wireless sensors collects data from their fields and transmit it by means
of wireless communication techniques like WiFi or 2G/3G services which are limited
range or using satellite communication channels. In both cases, network throughput
is the measurement point. Also security affects the throughput. Communication

unreliability due to following categories [13].
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(1) . Unreliable data transfer

Loosing data packets or damage them in WSN's is possible due to the huge
number of sensors deployed in a certain field that tries to transfer data to each other.
Another reason, the connectionless nature of WSN sensors with rapidly changeable
collected data causes missing transfer some data packets. Encryption keys which is a
security issue, also transferred as packets and may get dropped or lost while

transmission.

(if) . Data transmission conflicts

Due to congestion of nodes where they need to establish connection between
them, data confliction may occur while transmitting data packets. When sensitive data
especially when they are related to security conflicts, an important data will damaged or

lost.

(i) . Synchronization issue

Some nodes among WSN where in sleep state (Off node) can wake up because
of receiving a broad casted data packets. This converts the OFF node into active state
and start broad casting. Other already active nodes must synchronized immediately in

order to receive new packets. Therefor synchronization is critical issue in WSN.

3.3 Attacks in WSN

WSN's faces a different types of attacks due to the variety of purposes behind

attacking WSN's. So, WSN attacks classified into categories as illustrated below.

3.3.1 Passive Attacks

Some of attacks are limited in listening to transmission channels in order to

analyze transmitted data and extract useful information for adversaries like knowing
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which node is the head of sector. These kind of attacks are so difficult to detect
because there are no activity or modification applied on original transmitted data.
These kind of attacks usually occurred before starting the second category of attack
which are active ones [12,13,16,17].

3.3.2 Active Attacks

In this category of attacks, the aim of attackers is to remove transmitted data,
modify them, inject fake information, replying an old information, trying to mimic
legal nodes and causing a denial of service in a certain WSN. In below illustration
for most significant active attacks [12,13,15,16,17].

(i) . Tampering

WSN's that deployed in a reachable fields suffers from this kind of attacks
where attackers access the nodes physically in order to get critical information like
encryption keys or algorithms.

(ii) . Black hole

In this kind of attack, an adversary node broadcast a fake routing information
to make other legal nodes changing the data traffic through the attacking node. This
node acts as black hole that sinking all WSN information.

(iii) . Selective forwarding

Information in WSN travels from one node to another successively.
Adversary nodes that enroll themselves as legal ones, simply block or drop certain
packets instead of forwarding them.

(iv) . Sybil attack

In this attack, attacker node try to represents itself illegally with different

legal ID's among certain WSN. The main purpose of this attack is to disturbing the
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localization identification algorithms. Because normal nodes identify their location
with respect to nearby legal ones.

(v) . HELLO flood attack

WSN's have the nature of self-organizing. So after sensors deployment nodes
tries to discover their neighboring nodes by broadcasting a "HELLO" message and
receive the neighboring acknowledgments to identify themselves to each other. An
attacker may flood the network HELLO message to keep other nodes busy in

responding.

(vi) . Jamming attack

It is an attack when an attacker disturbs the RADIO transmission channels by
using same frequencies for broadcasting a useless information and jamming the

channel.

(vii) . Blackmail attack

It is an attack when an adversary node declares another set of nodes as a
malicious ones. If this happened and legal nodes been blocked and make then out of

service. Such a case affects the overall performance of WSN.

(viii) . Exhaustion attack

This attack happened when an adversary node passes unnecessary in
formation to other nodes. The main idea is to exhausting legal nodes energy with
receiving useless information and making a large amount of unnecessary

calculations.

(ix) . Wormhole attack

In this kind of attacks, adversary nodes placed at the ends of WSN area. They

can receive or transmit information by parts by means of tunnels. Detecting this
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attack is very difficult because it uses a combination of Selective forwarding and
Sybil attacks.

(x) . Identity replication attack

Adversary nodes in this kind of attacks, clone another legal node and act as a
part of WSN to collect an important traveled information. Unlike Sybil attack, legal
node and malicious one sharing the same ID.

3.4 Attacks Due to WSN OSI

As in wired network, communication protocols between WSN nodes depends
on the infrastructure which manages the whole activities in WSN's. Security also a
significant issue that WSN protocol model should deal with. Unlike TCP/IP OSI
model which consist of seven layers, WSN OSI standardization (Opining System
Interconnect) [2] is responsible of communication, routing, error detection and
correction and data manipulation processes. WSN OSI layers are explained in below
with bottom to up manner [12,13,15].

3.4.1 Physical Layer

It is the first layer that is responsible for selection and generation of carrier

frequency, signal detection, modulation and demodulation and data encryption.

3.4.2 Data Link Layer

This the second layer where it responsible for multiplexing of data stream
which received from previous nodes to be sent to next hop, data frame detection,

error control and point-to-point / point-to-multipoint communication.
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3.4.3 Network and Routing Layer

The third layer is responsible for “node to node, node to sink, node to base
station and node to cluster head & vice versa.”. Because of broadcast nature of WSN

nodes, each node acts as a router.

3.4.4 Transport Layer

It is responsible for managing an end-to-end connection.

In TCP/IP based networks, each OSI layer has it's related attacks. As well as
for WSN OSI layers, they also have a corresponding attacks as shown in the table

below.

Table 3.1. Contains WSN OSI layers with their related attacks and defense solution

Layers Attack types Defense

Flooding
Transport Layer

De-synchronization
False message injected

Client puzzles, Rate
limitation authentication

Black holes
Hello Flood
Sinkholes

Network and Sybil

Routing Layer

forwarding
Wormhole

Information & selective

Authentication, Monitoring,
Redundancy verification, packet leashes
by using geographic and temporal
information. Redundancy
Authorization, monitoring

Egress Filtering and

authentication

Jamming & Collision,

Error correcting

Data Link Layer Exhaustion, Unfairness Rate-limit
Small frames
Jamming Speed Spectrum, Priority
Physical Layer Tempering Messages

Temper —proofing, hiding
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CHAPTER IV

LITERATURE REVIEW

4.1 Introduction

Most of an important attacks in WSN, is the Denial Of Service Attack (DOS).
The significance of this attack came from its resistance to be detected. Therefore, a
lot of efforts spent in this field to achieve a high detection efficiency. In this thesis,
selected papers which concern in DOS detection and prevention separated into
categories due to its similarity in their DOS detection approach. The mentioned
categories are illustrated in below.

4.2 Clustering and Energy Balancing Category

The main idea of this category about creation and distribution of another kind
of nodes included within cluster nodes which is Control Nodes Cnodes. Cnodes take
the responsibility of monitoring the data traffic to detect malicious nodes. Electing of
Cnodes algorithms has been discussed depending on random-based election, energy
balancing-based election and distance from nodes to be observed. Taken in
consideration the periodically timing of election and re-election against the timing of
CH election. In below a figure shows the structure of WSN clustering.
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Figure 4.1. Shows the clustered WSN

In [25], authors focused on high rating detection of DOS attacks mechanisms
also provides at same time a good energy-preserving solution. They considered the
hierarchical topology clustering algorithms such as Low-energy Adaptive Clustering
Hierarchy (LEACH) or Hybrid Energy-Efficient Distributed clustering (HEED). The
detection of compromised nodes depending electing suitable cNode set which
responsible for monitoring data traffic in WSN. There are three methods for election:
Distributed Self-election, Cluster head-centralized election and finally the Base
station-centralized election. Authors proposed a dynamic Cnode Re-elected
periodically to ensure that each non-CH node has the chance to be elected which
provide a good power balancing and good detecting rate under a condition of Cnode
re-election period must be shorter than re-election of CH period. Two models for
DOS detecting were discussed, first: the Continuous Time Marcovian Chains
(CTMC) which is a model for obtaining the probability for Cnode to detect DOS
attacks in terms of steady-state distribution. Due to randomization of electing
Cnodes, the probability result is approximated, therefore, Non-Marvovian modeling

for DOS detecting is more accurate.

In [30] and [41], Authors in this paper used LEACH clustering algorithm to
establish a hierarchical topology of WSN's. LEACH executed for multiple iterations
to split the first level of clusters into sub clusters and so on. Node energy added to
electing formula of cluster head in level-1 where the highest power were selected.
Higher levels sub clusters constructed with sub CH (considered as Cnode for

corresponding cluster), with number of nodes more than 2 sensor nodes. The
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LEACH iterations keep generating sub of sub clusters tile conditions satisfied.
Cnodes generated finally, will elected to which CH belongs to depending on shortest
distance. Therefor the control nodes will uniformly distributed in comparison with
randomness. This achieves a higher efficiency of traffic monitoring and better DOS
attack detecting. Also by considering distance. Authors claimed that less power will
consumed with their approach. But on the other hand the increasing number of
Cnodes causes higher power dissipation, the issue which not discussed or mentioned.
Another problem is that LEACH algorithm gives the right to nodes to self-selection
whether it is Cnode or not. This issue causes un-uniform distribution of Cnodes

within single cluster.

In [42], LEACH also used to achieve recursive clustering of WSN exactly as
mentioned in [30] and [41] therefore same results been came out. authors improved
the recursively-clustering technique by using a novel clustering algorithm, Fast and
Flexible Unsupervised Clustering Algorithm (FFUCA) and compare its results with
LEACH algorithm resultants. FFUCA provides an optimal solution for nodes
deployment where average square distance between Cnode and sensor nodes
calculated for 3 clusters, for LEACH = 136.61 but FFUCA=24.05 and also provides
a better DOS detection. It is clearly shown in false negative f, and false positive f,
results from both algorithms where LEACH has f, = 16% and f, = 3%, but FFUCA
has f, = 12% and f, = 8%.

In [32], for achieving highest possibility to detect DOS attacks with best
energy balancing, a dynamic method proposed to elect control nodes CN's by
considering the remaining energy in each of it. LEACH algorithm used to construct
the WSN topology which spilt the deployed sensor nodes into base station BS,
clusters and sub clusters with cluster head CH for each, sensor nodes and control
nodes. CN's responsible for motoring the traffic between nodes and nodes behavior
and preventing DOS attacks. Proposed method focuses on electing control nodes
CN's. The CN's elected periodically depending on highest remaining energy as a
criteria. Therefor each node may elected as a CN. For electing Cnodes among a
cluster, a random number generator algorithm Multiplicative Linear- Congruential

Generators (MLCG) is used. The algorithm computed the corresponding non-CH
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nodes ID's from generated random numbers as K nodes in first step. From K-nodes,
another set K'-nodes will elected with heist residual energy to act as CN. In this way,
WSN life time may increase and making elected CN's unpredictable from

adversaries.

In [33], the problem that authors tend to solve, is the case of CN may die or
CN itself may compromised by an attacking node. Since the election of Cnode
depending on highest residual energy, the compromised one tries to prevent been
detected by showing a high residual energy. Normally, control nodes do not declare
its energy level so, it must be asked about it periodically by means of proposed type
of nodes called Verification Nodes V-node. Which responsible for monitoring
Cnodes residual energy and compare it against a mathematical model of expected
power consumption. The authors considered an assumptions which are the cluster
head CH's are not compromised, no cooperation between compromised nodes
(attackers). In order to reduce the power consumption due to monitoring process by
both of Cnode and Vnode, vnode designated to Cnode in time intervals and after
collecting enough power level recordings, they will compared with a mathematical
model of normal power consumption. Any abnormal expectation leads to detection
of compromised Cnode and reported to base station.

4.3 Frameworks and Schemes Category

In this category, authors provides schemes and novel methods for detecting
and defensing DOS attacks. These method based on arranging well known DOS
detecting and defensing algorithms into such structures to provide high efficiency

detection and defensing.

In [19], the proposed framework composed of two stages: Attack detection
stage and attack defense countermeasure stage. In detection stage, some of well-
known and widely used algorithms for DOS detection integrated together as sub-
modules to detect DOS attack in different network layers of WSN. Also in defensing
stage, various defensing methods utilized to perform the better countermeasure

against detected dos attack as shown in figure (4.2).
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Figure 4.2. Architecture for detecting and defending system

In figure (4.2) the communication module acts as a bridge real time WSN and
the attack-defense system sending and receiving packets. User control platform, it
designed to let users to interact with proposed system. Attack detection component
consist of sub-modules working independently and each sub-module detects specific
kind of attacks where if an attack detected a corresponding Flag will setup and send

it as a message to communication module. Attack defense countermeasure

¥
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component, receives the warning messages and activate the corresponding defense
sub-module against certain DOS attack. The advantage of this framework, it is the
ability to add more types DOS attack countermeasure sub-modules with high degree

of flexibility.

In [21] and [44], Rapidly progressing in internet communication technologies
and the wide use of WSN's in different fields, leads to a new concept of automation

"anywhere and anytime accessible home environment " which provides users
accessing home environment remotely via internet. The main challenge is publically
accessible internet for both users and attackers. Then authors concentrate on DOS
attacks upon WSN's in Home Automation Systems HAS. For that reason, authors
provides a novel scheme of security works alongside the conventional of DOS
defense techniques. The proposed defense scheme targeted the Low-level DOS
attacks by proposing an approach consists of three parts: Virtual Home VH, Remote
Home Server RHS and DDOS Defense System DDS. The idea of this approach is to
create a virtual home stage to detect the DDOS attacks and prevent it from reaching

real WSN as shown in figure below.
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Figure 4.3. Shows the proposed defense scheme

In virtual home-DDOS attack detection mechanism the End-to-End
encryption used to ensure users privacy unless an attacker captured the encryption
key. If any adversary behavior detected, a corresponding flag is set and a message

sent to Remote Home Server RHS to analyze the Home Gateway message. If attack
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recognized, DDOS defense server will countermeasure it. But if not recognize the
attack which means it is strong enough to block the communication between RHS
and home gateway. In such a case, Response Mechanism overcomes the incoming

Low-level attack.

In [46], Authors in this paper provides a novel method for detecting and
defensing a DOS attack on hierarchical WSN topology. They named the method as
Message Observation Mechanism MoM. Proposed method usually installed in
cluster head because of its higher computational capability and residual power than
other nodes. MoM is based on monitoring the messages traveled between nodes and
find the malicious node by analyzing traveled message packets. Proposed MoM
consists of two lists Normal Message List NML, Abnormal Message List AML and

Observation mechanism OM.

Detection mechanism depends on analyzing received messages in cluster
head within certain time interval At. Each new message consists of parameters : <
msg, timestamp, counter and ID>. new messages will compared with AML list, if it
is found then it is DOS attack. If new message compared with NML and get matched
but it appears more than threshold, then it is a reply DOS attack. As a defense
process, when cluster head CH detects a DOS attack, CH broadcast the adversary
node ID to neighboring nodes where in turn, they change the authentication key to
prevent adversary node from communicating other nodes. Furthermore, to ensure
that the adversary cannot copy the new key, a special function been written for that

reason.

4.4 Measurements and Analysis Category

The popups of WSN is to collect date for its field whether it reachable or not,
friendly area or hostile one. The significant issue is achieve highest efficiency within
duty time. Therefore WSN designers and whom in concern of countermeasures of
attacks, have to know information about the normal behavior for WSN and its
behavior under attacks especially when talking about DOS attack where detecting it

IS not an easy job. For that reason, measurements and analysis is very important.
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In [23], Authors focuses analyzing Sensor-Medium Access Control (S-MAC)
protocol which has good energy properties, scalability and collision avoidance. A
study case considered when S-MAC protocol is under DOS attack on
communication. They studied the case without and with authentication and how it
affects the power consumption in each activity while establishing communication
channel between two nodes. The S-MAC protocol consists of four a essentials:
periodic listen and sleep, collision avoidance, overhearing avoidance, and message

passing.

For case of no authentication two situation considered for analyzing, first one
when the adversary node B' in between of two nodes A and B (i.e. r1<r) as shown in

figure below.

Node C O

Figure 4.4. DoS attack by neighboring node in S-MAC

B' replies the clear to send packet CTS to A instead of B. the second situation
with collision attack where B' keep sending fake Sync packet and request to send
RTS to both of A and B and make a collision. The power consumption analyzed and
compared same situation with applying an authentication algorithm. The overall

result shows less power consumption if authentication used.

In [28], Authors aimed to detect flooding DOS attack which exhausted the
energy of sensor nodes. Also they considered the hierarchical topology deployment
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for WSN. Authors tend to achieve desired detection by deploying an Entropy
estimator nodes. The entropy estimation is classification algorithm which normally
used in Data mining and machine learning for distinguishing between normal and

abnormal behavior.

Traditional entropy estimation is a logarithmic formula which costs higher
power dissipation due to higher calculations needed, therefore, authors provides a
simplification for Bayesian entropy estimation formula as a practical approximated
method which aimed to achieve a low processing efforts, high availability, higher

scalability and higher detection accuracy of DOS flooding attack.

The detection process based on simplified Entropy Estimation for key
information that attached to traveling messages where in WSN, is key used for
authentication and encryption of messages instead of collected information because
normal collected information like temperature or light intensity could be regularly
changed with respect to time. The comparison of entropy results between normal
message transmission and the DOS attack transmission case leads detect which nodes

floods a large amount of messages and consider it as attacker.

In [37], authors follow a systematic approach to study the impact DOS attack
on WSN. They tend to find a most effective metrics for checking the behavior of
WSN nodes and can decide whether nodes under attack or not and moreover, these
metrics may be a base for developing an intrusion detection systems IDS. The
authors focuses on jamming attack and black hole attack to test their impact on
WSN. Also they considered two topologies which are central data collection and
mesh multi-hop using collection tree and mesh protocol respectively. To be sure that
chosen metrics are generally applicable, they vary some parameters: Topology
(mesh/collect), Traffic (high/low), Transmission power (high/low) and type of Attack
(jamming/black-hole/no attack).

Metrics can be divided into three categories: elementary metrics, collection

tree specific metrics, and mesh network specific metrics.
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Authors analyzed a 28 different metrics and they are found that The local
metrics are able to detect jamming and black-hole attacks in a lightweight and most

of the metrics are already calculated by the lower network layers.

Also founded that packet delivery rate is the most conclusive metric detecting
attacking behavior. By analyzing the listening time and the number of neighboring
nodes, both of them can detect the attack on all nodes.

In [45], DOS attack on WSN is not easy to detect. Therefor evaluation of
survivability of WSN is very useful information to whom in concern of WSN

designing.

Considered cluster- based WSN consists of base sink node which is safe
against attacks, sensor nodes which if they are attacked or dead don not affect the
cluster service therefor they neglected. So, sink node, major CH and miner CH's are

in consideration as in figure below.

Sink node

Minor node

W/
Figure 4.5. Tree structure of cluster-based WSN

Authors gave a definition for survivability as " The ability to provide basic
services after attacks or system error " and depending on this definition, a method

been followed for survivability evaluation consists of two approaches, the first one is
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the analysis of services offered by network which is communication rate between
CH's and probability of state obtained by Markov Chain which computes the
probability of CH's failure rate especially in case of miner cluster head. The failure
rate is due to exhaustive power consumption caused by DOS attack. Therefore, the
authors based their evaluation upon two criteria, first one is the density of nodes and
the second one is the initial power of nodes.

As a result for their evaluation, they found the survivability will increased if

node density and initial power increased too.

4.5 Authentication Approach Category

Authentication is an important approach for security in WSN. Data collected
from a certain field especially for hostile ones, should be protected from attackers
whom try to capturing a significant information, disturb transmitted data, changing
transmitted data, etc. So authentication aim to make authenticated data available for
only authorized users especially for sensitive applications like military, health care or

environment control.

As an advantage, making transmitted data safe and secure and accordingly,
traffic monitoring will be reduced, preventing data injection attacks. On the other
hand, several challenges also available. The power consumption is the most crucial
factor in WSN's where power will consumed in nodes applying authentication
methods. Secondly, it is applicable for a narrow range of attacks like jamming attack.
In addition, multi-hop communication also a challenge which rises the probability of
attacking communication paths by means of compromised nodes.

In [18], Authors proposed a DoS resilient enhanced two-factor authentication
scheme in WSNSs. It is based on early two-factor authentication which is simply uses
two parameters that nodes in WSN utilize them for identifying the sender side to
others and to verifying sender node at receipting node side. These two factors are any

two elements well known for both sides for example password and digital signature.
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Authors proposed two-factor authentication scheme depending on two
enhancing methods. First, Lightweight pre-authentication using Merkle hash tree. A
Merkle hash tree which established during initializing phase of WSN. Second,
Personalized secret parameters for sensor nodes. Authors concluded that their
modified Two-factor scheme has the ability to resist the Gateway impersonation
attack with node captured and Forgery attack with node captured " with high
efficiency even with 90% to 100% invalid login messages and adapt dynamically to

DosS attacking scenarios ".

In [22], The attackers can compromise sensor nodes and inject false of fake
data to perform false alarms. Also can inject a large number of messages in order to
exhaust the nodes energy through multi-hop communication till data reaches the sink
node. This attack is called Path-based Denial of Service (PDoS) attack (i.e. attacker
compromised nodes along communication path). As solution for these attacks,
multiple nodes can cooperate to produce an authenticated report. False-
Endorsement-Based Denial of Service (FEDoS) is an attack when an attacker
compromises one of cooperated nodes and generate a false endorsement message
(MAC) which cannot verified in report generating node. Accordingly, report
generating node (CH) compresses endorsements and send it to sink node. Sink node
will confused between either FEDOS attack or wrong data injection attack. This
issue solved by making endorsing node after a certain time, send a proof message for

correct endorsement.

Mentioned solution scheme is sensitive to Jamming attack which affect the
communication channel between cooperating nodes and cluster head. so authors
proposed a gray-listing approach where the report generating node CH, will not
excluding jammed endorsement node at once but put it in gray-list and wait for a
proof within next endorsement. The problem with this approach is coasts a higher

energy consumption in comparison with previous solution scheme.

In [34], Communication in WSN may suffers from a kind of DOS attacks
which called resource-draining attack where the attacker floods the WSN with

useless or fake messages leading to higher power consumption and buffer overflow.
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As countermeasure against this kind of attack, authors proposed a Hop-by-
Hop Broadcast Source Authentication Protocol (H?2BSAP) which provides hop-by-
hop authentication of broadcasted messages till reaching Base Station BS. In this
way threats are limited to one-hop neighbors only. Proposed protocol separates into
three phases which are initialization phase where BS generates Key-Chains and load
them into nodes, data broadcast phase where sent data authenticated with the current
key of each key-chain and buffering/verification phase where nodes in level (r-hop)
buffers received data until correct authentication key appears and if buffered data

were authentic then it will forwarded to next hop (r+1)-Hop neighbors.

H2BSAP reduces the time needed for data verification where nodes needs to
buffer received data for short time and for one time interval. The protocol shows an
extra overheads: computation, storage and transmission which are an open issue to be
improved by suggesting implementation MPR-based broadcasting in order to reduce
the transmission overhead on the network. Also this protocol suffers from scalability
issue since it applicable for static WSN's where it can be studied for node/BS

mobility as a future work.

In [38], authors discussed resource-draining DOS attack in time-asymmetry
based BSAP. To countermeasure this attack they proposed to hop-by-hop
authentication of broadcasted messages which leads to limiting adversary nodes to its
one-hop neighbors only. There are several classes of provide broadcast source
authentication is time-asymmetry based BSAPs, authors proposed one of them p-
TESLA to secure broadcast communication. Unlike other Unlike other time-
asymmetry BSAPs, data will buffered in nodes then a verification process leads to

forwarding decision.

Authors proposed a several independent, distinct key-disclosure delays key-
chains where the number of key-chains equals to maximum number of hops. Base
station BS uses the (i) key chain to authenticate data to its in-hop neighbors.
Proposed p-TESLA protocol consists of four phases which they are: initialization
phase, MPR-based broadcast tree formation phase which responsible for

broadcasting (forwarding) data sent by the BS, data broadcast phase and data
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buffering/verification phase. Assuming fixed communication range R, static nodes
and base station, well known max. number of hops (i.e. network depth) and only

subset of nodes are responsible for data broadcasting.

In [43], Authors mentioned that most of anonymous authentication protocols
that designed for WSN-based real-time applications are suffering from missing
synchronization between participants within a WSN. This lets WSN vulnerable to
DOS attack. As a result for missing synchronization, an anonymous authentication
protocol may need to compromise some of the imperative security properties such as
un-linkability especially when external user tends to accessing sensor nodes
information. Authors proposed a system model consists of three parts: set of users U,
a gateway GW and a set of sensor nodes SN where acts in real-time monitoring
manner. The proposed Remedy for DOS attack consists of three phases. Firstly, User
registration in GW legally, secondly, Remedy phase for DOS attack WSN based
anonymous authentication protocol. Successful authentication done by user U
authentication request to GW using temporary ID TID, GW responding with
generating new TID for the user U. new TID lets U to access sensor nodes SN
through public channel and a secret key shared between them. Due to communication
upon public channel, DOS attack may occur disturbing U to GW communication
where U cannot receive new TID and secret key. Therefore as solution U computes
Remedy request depending on unused pair of send ID (sid;) and emergency key (Kem)
and send it back to GW, once GW recognize Remedy it regenerates new sidj and Kem
and sen it to U; in this way synchronization will established again. Third, Re-Loading
Phase where Before running out of all the shadow identity and emergency key pairs,
a user needs to re-load with the new pairs within four steps mentioned in the paper.
This solution can easily integrated with current protocol and reduce communication

and computational efforts while re-synchronization.
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CHAPTER YV

OREGIONAL AND PROPOSED METHODS

5.1 Introduction

Denial of Service attack DOS to WSN takes different forms, one of these
attack is node compromising. This kind of attack affects messages, which generated
by means of attacked nodes. False alarms, false data injection and high power
consumption are results for that type of attack especially messages needed to pass
several cluster head along the path towards sink node in a certain cluster. This attack
called as Path Based Denial of Service P-DOS attack. To mitigate this kind of attack,
nodes which belongs to same cluster cooperate between teach other to generate
endorsements for a report generated by cluster head CH about a certain phenomenon.
Endorsement achieved when each node sends its Message Authentication Code
MAC. Cluster head compress these messages and forward it to successor cluster head

or to Sink node to be authenticated.
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Figure 5.1. Shows False Endorsement DOS attack FEDOS
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Figure (5.1) shows the case when anode compromised and receives a report

from CH, it responds with false MAC message as a false endorsement. This kind of
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attack called False Endorsement attack FEDOS. When final compressed message
reaches sink node with false endorsements, sink cannot distinguish whether it is an
FEDOS or CH itself compromised and tries to inject false data as a DOS attack. To
solve this problem, FEDOS defense method must followed.

5.2 Original FEDOS Defense Method

Nodes that belongs to a certain cluster send their endorsements to cluster head
CH. To mitigate FEDOS attack, cluster nodes should send the same endorsement
again after a time interval as a proof for the previously sent endorsements. If proof
endorsements did not reach cluster head within time interval, delayed node CN will
excluded from further endorsement. Therefor Christoph Kraul3, Markus Schneider
and Claudia Eckert in their paper [22], considered two scenarios first, CN did not
sent any endorsement. In this case, this node cannot affect the final endorsement
result. Second, if cluster node sent first endorsement but proof endorsement cannot
reach cluster head CH because of Jamming attack that affects the communication
channel between cluster node CN and cluster head. In such a case authors previously
mention proposed an enhancement by adding delayed nodes to a Grey-List instead of
excluding an innocent node till node’s proof of old endorsement reaches CH with

new report endorsement. The method steps explained in below.

5.2.1 Initialization Phase

Initialization phase consists of two parts, before deployment, which configures
the WSN nodes to by deploy as a hardware devices and after deployment immediately,
which contains executing some routines for one time for security purposes. These
retains like giving each WSN node its own unique ID, initial Hash chain value and a
key to be use while neighboring nodes communicating between each other.

5.2.2 Report Generating Phase

Generating a report is cooperative effort between cluster head of a certain
cluster and cluster nodes belong to it. First, cluster head CH initiate a list for trusted
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nodes named as F-list which contains nodes ID’s. In the beginning of deployment all
cluster nodes will includes in that list. Second, depending on collected information
about a certain phenomenon, CH generates a report about it as R and then broadcast it
to all nodes belongs to its cluster. In addition, CH also broadcasts the time of
generating the report, which named as Tm. Third, when cluster nodes CN’s receive R
and Tw, they check the Twm if it matches the time of phenomenon occurrence or not. If it
is TRUE, CH’s check the report R itself weather it matches the occurred phenomenon
or not. If both verification pass then CH’s generate their endorsements, which are

Message authentication code MAC and send them to CH with their Hash values.

When CH receives nodes messages, it regenerate a new Hash value of
received endorsement for each node and compare it with old (received) one. If
described authentication process result is true, depending on this result, CH generates
its own endorsement and send it together with compressed CN’s received correct
endorsements, CH ID, number of participant nodes, the regional report R and
Occurrence time Tm to Sink node to be verified again as a higher level of

authentication. Sink authentication not in the scope original scheme interest.

5.2.3 Considering of Jamming Attack

Christoph Krauf3, Markus Schneider and Claudia Eckert mentioned in their
paper [22], that jamming attack may detected via certain algorithms but it cannot
prevented. Therefore, they considered the effect of jamming upon communication
between endorsing node CN and cluster head CH. The considered type of jamming
attack is the one that prevents or delays CN messages from reaching cluster head but
not destroy the message itself.

Attacked Node Endorsement Jamming source Report
@l\ B (@@ Final Endorsement of CH

— i
Report

&
@ Report
Report

Figure 5.2. Shows Jamming attack model
40



Figure (5.2) represents the original method while considering jamming attack.
The attacked node message prevented or delayed by more than a certain threshold
time from reaching cluster head CH jamming source while other nodes messages
reached correctly. As a defense solution for such attack, Grey-List enhancement
considered. When a node endorsement message don't reach CH, the cluster head
instead of excluding that node from further report endorsement, CH remove it from
trusted list (F-list) and add it to G-list. With this method, attacked node has a chance
to send unreached endorsement for last report with next report endorsement process.
In next report endorsement, CH checks if the endorsing node in G-list or not, if in G-
list and previous endorsement verified correctly, CH removes node from G-list and
return it back to trusted list F-list. Otherwise, if node still under jamming attack or G-

list filed, attacked node will excluded in further report endorsement.

5.2.4 Original Method Analysis

Original defense method was succeeded in mitigating False-Endorsement
Based DOS attack because of re-computing the Hash values and compare it with
received ones. But it has a serious pitfall when considering Jamming attack. If the
last endorsement Hash value didn’t reach CH at all or delayed more than threshold,
in both cases this node will suffer from False-Exclusion while it still functioning
correctly. That is mean if jamming attack continue preventing messages, more

innocent nodes will excluded.

5.3 Proposed False-Exclusion Mitigation

Previously mentioned FEDOS method, has a pitfall of false-excluding nodes
that their proof endorsements cannot reach CH to be authenticated because of effect
of jamming attack. Therefore, an enhancement is needed to fix the problem of
excluding well-functioning nodes from further report endorsement. The proposed
enhancement provides a solution for multi path endorsement message delivery and
do not let communication between attacked node and the cluster head be limited with

direct path for transferring messages towards CH.
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5.3.1 Assumptions for Proposed Method

To achieve the desired results with propose enhancement, the system model of
WSN that proposed method applied on, should well-defined. Several assumption were

taken in consideration while designing proposed model as following illustration:

e The cluster head is safe.

e Cluster head has higher energy, storage and computational capabilities.
e The deployed sensor nodes is not movable.

e Nodes deployed randomly.

e Cluster head has information about what nodes functioning correctly,
doubtful nodes and nodes under Jamming attack.

e Jamming attack causes message delay but not destroy it.
e Node under jamming attack still alive and functioning correctly.

e Cluster head control communication between nodes.

5.3.2 Structure of Proposed Model

Figure 5.3. Shows the structure of a cluster
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Figure (5.3) shows the structure of a cluster with its nodes and cluster head
CH and their links. The link between CN and CH formed as a continues and dotted
line to represent the Jamming attack, which prevents message from reaching CH.
Red arrowed line, represents communication between CH and nearest neighbor node
to attacked node CN. Moreover, the blue arrowed line represents the controlled
communication between attacked node CN and nearest node. The other thin blue

lines represents distances from CN to each other nodes.

5.3.3 Proposed Enhancement
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Figure 5.4. a) Nodes distribution, b) Distance table to node CN, c) Sorted Distance
table to node CN

Figure (5.4), shows the cluster head behavior when node CN's second
endorsement failed in reaching to it as a verification for last received endorsement. In
phase, CN ID located in Gray-list and might excluded because jamming attack still
acting. First, as in figure (5.4-a), cluster head CH collects the deployed nodes
locations, where the locations is stored while deployment process occurred in WSN
initialization phase. Second, as in figure (5.4-b), cluster head computes the distances
between each node to other nodes and save results to a distance table, each node has
its own distance table to others. Third, as in figure (5.4-c), CH sorts distance table in
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ascending manner. The benefit of sorting is to pick the nearest neighbor to attacked
node CN to communicate with between each other where real life, distance is an

effective coefficient in reducing consumed energy.

Cluster head CH also collects information about the doubtful nodes and save
them to a certain table. Those nodes may be compromised or acts as an adversary
tries to inject false endorsement messages. As in cluster structure that represented in
figure (3), node number (6) for example, represents a doubtful node. Therefor when
CH selects a nearest safe neighbor node to attacked one CN, doubtful table contents
(i.e. doubtful nodes) been taken in consideration. So, node (6) will bypassed even it
has nearest distance to CN. The benefit of this process is to protect CN from giving
its critical information to malicious node may use them to act as legal node. In our

example, node (2) will selected as a nearest neighbor safe node to CN.

After selecting nearest safe neighbor to attacked node CN, CH send it a
message with contents of (ID number of attacked node and a request for
endorsement). This message tells selected nearest neighbor node (2) as in figure (9)
to ask attacked node CN for its endorsement, which prevented from reaching CH
because of Jamming attack and forward it back to cluster head CH. In figure (9),
request message represented with a Red arrowed line. Next step, the selected
neighbor communicates with the attacked node CN and send it CH’s request. This
communication represented as a blue arrowed line in figure (9). In this process,
timing is very important factor to check out whether the transmitted and received
messages will done in expected threshold time or not. Therefore, selected neighbor

saves the time of sending request to attacked node CN.

When CN receives the request message, it responds by replaying selected
neighbor node with its endorsement, endorsement hash value, node ID and time of
replaying. As soon as selected neighbor node receives CN endorsement, it forwards
the message to CH with the following information: first, selected neighbor node ID,
which is an important information especially if CH manipulated multiple jamming
attack cases. Second, attacked node ID to inform CH that this endorsement belongs

to specific attacked node and to make sure that nearest node requests the correct CN.
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Third, the CN endorsement message and its Hash value. Forth, requesting time of
sent message to CN and replay time to nearest node.

When CH receives selected neighbor node message, an authentication process
will starts at once. First, CH checks the time difference between requesting and
replay time. If it is more than threshold time then CH realize that the link between
nearest node and CN also affected by jamming attack. If time difference is within
acceptable range, CH will re-computes the Hash value for received endorsement and
compare it with saved one. If comparison result came true the CN ID will removed
from gray list and CN permitted for further endorsement. If it is not, that is mean CN
suffers from another kind of attack in addition to jamming attack like compromising

by another node.

©

Figure 5.5. Shows case of first neighbor node failed

Figure (5.5) shows that in case of nearest neighbor node (2) fail with
communicating with CN, or in other words, the authentication of CN endorsement
forwarded by nearest neighbor failed. As a response of cluster head towards such a
case, it selects another neighbor node from sorted distance table which belongs to
attacked node CN and send the same request message previously mentioned. As in
figure (11), this case happened and node (2) failed to communicate correctly with
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CN, therefor next safe neighbor node in sorted distance table (node (4)) selected. The
dotted arrowed line represents the failed authentication path but the solid one
between CH and node (4) represent the second attempt CH to reach attacked node
endorsement. The cluster head CH keep trying different neighbor nodes till first
correct endorsement authentication occurs. If so, the attacked node will be trusted
again for further endorsement and removed from grey-list.

5.3.4 Analysis of Enhanced Method

The main advantage of proposed method is preventing False excluding
innocent nodes from being a participant from further report endorsement while it
alive and functioning correctly. The other major advantage is detecting double
attack on same node, as a Jamming attack prevent its message reaching CH and also
may be compromised by another node. Also this proposed algorithm give the cluster
head a good chance to receive the attacked node endorsement via different paths in
order to mitigate the chances of excluding a node which is alive and still functioning.
And CN can find at least one node of neighboring nodes can communicate with

attacked one.

Delivering attacked node's endorsement under full control of CH is very
important for enhanced algorithm to be success because communication prevention
Jamming attack affects communication channel between CN and CH directly.
Therefore attacked node do not know that it been under attack due to no
acknowledgment replayed to it from CH. For example, if attacked node has
acknowledged and it tends to broadcast its endorsement to neighboring nodes
without CH control, the attacked node cannot make sure that whether neighboring
receiving nodes were safe or not. If some of neighboring nodes were compromised,
they will capture sensitive information like node ID and HASH value of endorsement
and use them with injection false data via legal ID. In addition, broadcasting costs

higher power consumption and node will die very soon.

The disadvantages represented by consuming more energy due to more

communication activates.
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5.4 Algorithm Notation
5.4.1 Algorithm for Cluster Head CH

If CN € Grey_list then
CH collect nodes locations in Loc_Table
For each node do
CH calculate the distance to neighbor nodes
Save distances in Dist_table
Sort Dist_table in ascending manner (shorter distance first)
End
CH collect doubtful node ID’s in a table
CH get attacked_node 1D
CH extract safe and healthy nodes to Neighbor_table (sorted)
For each nodei in Neighbor_table do
CH(attacked_node_ID, endr_request) — neighbor_node;
CALL Query_endorsement function
neighbor_nodei (CN endorsement, request_time, replay_time) - CH
CH do authentication
CH(time_difference) = CH(replay_time) — CH(request_time)
If CH(time_difference) <= threshold Then
CH(new_hash)= Hash(CH(endorsement))
If CH(old_hash) == CH(new_hash) then
Grey_list(CN_ID) =]
White_list « CN_ID
End For loop (endorsement correct)
Else
Doubtful_list <« CN_ID
End
Else
CN still under Jamming attack
Return an apply next neighbor_nodei+1
(till first correct endorsement occur)
End
End
End
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5.4.2 Algorithm for Query_Endorsement Function

Neighbor_node; « request time

Neighbor_node; (Neighbor_ID, query_request) - CN

CN (CN_ID, endorsement, Hash(endorsement), replay time) -

Neighbor_node;

Neighbor_node; (ID, CN_ID, endorsement, Hash (endorsement), replay_time,

request_time) - CH
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CHAPTER VI

ORIGINAL AND ENHANSED ALGORITHMS IMPLEMENTATION
(RUNNING AND TESTING)

6.1 Introduction

In this chapter, original and enhanced methods implementation will discussed
from a practical side of view. Also, what simulation and implementation
environment been used. After implementing models, some testing scenarios followed

to ensure that enhancement method whether achieved its purposes or not.

6.2 Simulation Environment

Among large number well-known simulation platforms for simulating
Wireless Sensor Network like Omnet++ or Network Simulator 2, MATLAB chosen
to implement the original and enhanced algorithms because of several reasons. First,
in both models it is not needed to monitor the traffic between nodes which other
simulators designed for but what needed mostly coding capabilities that MATLAB
provides especially authentication method improvements. Second, MATLAB
programming language is simple code, tracking bugs and trouble shooting.
MATLAB ver. R2013a used for that purpose. It installed on laptop under windows

system with hardware specification of 8 GB RAM and core i7 processor.

6.3 WSN configuration

Since the purpose behind needed implementing an authentication

enhancement, the proposed WSN topology chosen to be simple but sufficient to get
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the desired results. No algorithms for clustering and self-organizing applied because
they are not in the scope of problem to be solved. Therefore, sink node, sensor nodes
were selected randomly. The cluster head CH chose to be in the middle of sequence

of generated nodes.
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Figure 6.1. a,b shows randomly distribution of nodes

As shown in figure (6.1), the field dimensions selected as 100m X 100m
square shape for nodes to be randomly deployed. Figure(6.1-a,b) shows the
randomness for two different execution iterations. Since cluster head node in the
middle of nodes sequence, it also randomly selected. Initially, selected topology
consist of 20 nodes with ID's of 1..20. the cluster head selected accordingly as node
number 10. Timing also is very important variable to configure. Its importance came
from its effectiveness while authenticating received messages from node CN to
cluster head CH and distinguishing between delayed nodes i.e. under jamming attack
and safe ones. Because of simulation environment is high speed, threshold
configured as 50ms. Power consumption also considered for nodes where CH has
initial energy of (1) Joule and sensor nodes as (0.5) Joule to ensure that CH has
higher energy specification. Power dissipation values also configured as 5x107° Joule
per message. Power configuration is for future work improvement. Previously

mentioned configuration is valid for original method and its improvement.

6.4 Running Algorithms

In order to understand the overall behavior of original and enhanced methods,
it is necessary to separate them and study them individually. It is also needed to
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evaluate their behaviors with and without jamming attack. It is worthy of mention
that with each running iteration, internal table and data structures will rebuilt to make

changing variable easier to track and understand.

6.4.1 Original Method Without Jamming Attack

When no jamming attack available, program configured to run with normal
entries to observe whether expected results achieved or not. It is expected from CH

to generate a report and broadcast it to all nodes.

After running it is seen that report generated correctly with values:

'FEDOS_REPORT

[2017,12,12,19,56,51.870]
as report value and time stamp for report generating respectively. The report reaches
all nodes after broadcasting process. In return, each cluster node responds by

replaying its endorsement values as shown below:

'MAC message'
‘8edeel1d50d6af0a9ef1944b416e6a92a’
[2017,12,12,19,56,51.915]

Where first value is the Message Authentication code MAC, second value is
the MD5 encryption Hash value for endorsement message and time stamp for
endorsement replaying. In authentication phase, CH compares endorsement time
stamp with report time stamp for each cluster node CN;. If time difference more than

200ms then CH realize that corresponding node is under attack.

51.915 - 51.870 < 50ms
Therefore CH re compute endorsement and compare them to check if there is

a false data injection data changing.
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6.4.2 Original Method With Jamming Attack

In this case, configuration is as previously mentioned accept activating
jamming attack routine which responsible for delaying endorsement replaying from
certain attacked node towards CN. As a configuration, cluster node 5 been selected
as attacked node. Generating report is same as in (6.4.1) so the difference will appear

in endorsement replaying time stamp. The report as follows:

'FEDOS_REPORT
[2017,12,12,20,49,14.870]
A safe node like node (1) endorsement as follows:

'MAC message',
'‘B8edee1d50d6af0a9ef1944b416e6a92a’,
[2017,12,12,20,49,14.916]

Endorsement for attacked node (5)

'MAC message’,
'8edee1d50d6af0a9ef1944b416e6a92a’,
[2017,12,12,20,49,14.932]
In authentication process it is noticed that for node (1)
14.932 - 14.870 <= 50ms
While for node (5) the comparison as follows

14.932 - 14.870 > 50ms

As a result authentication process decided to transfer node 5 to Grey-list to
receive it endorsement with next report endorsement and remove it from trusted list.
In below, a table shows trusted list and grey-list
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Table 6.1. Authentication failure due to jamming attack

Trusted list

1 [2 J3 [« IOMs [7 s o [ur [12 13 [1a J15s J16 Ja7 [18 [19 |20

Grey-list

0 [o oo |Eo [o ofofo Jo Jo Jo Jo Jo Jo Jo Jo Jo

6.4.3 Original Method Second Endorsement

Second endorsement as a proof for last one, is very important to reallocating
nodes that transferred to Grey-list due to jamming attack as a trusted nodes. To do so,
grey-listed nodes should send their last endorsement with next report endorsement.
Continuing same example, to simulate such a case, system configured with node (5)
located at grey-list Advisedly, set the jamming attack state as NO-Attack and run the
simulation. The experimental results matches the expected one where node (5)
authenticated correctly exactly as explained previously, it removed from grey-list and

added to trusted list as shown in table below.

Table 6.2. Correct authentication after jamming attack

Trusted list

T T2 15 [« BBs 17 [s [5 [u (v 6 [u 5 [ [ 5[5 [=

Grey-list

0 [o oo Mo o ofofo Jo [o Jo Jo Jo Jo [o Jo Jo

The most important case in authentication process for original method when
node (5) tend to resend its previous endorsement with new one towards cluster head
CH while jamming attack still effective and prevents node (5) messages to reach CH.
In this case system configured node (5) grey-listed, jamming attack is still
functioning upon node (5). The obtained results came as theoretically expected as

shown in table (6.3) below.
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Table 6.3. Second endorsement authentication failure due to jamming attack

Trusted list

1 [2 (3]s IOMs [7 [s o [ur [12 13 [1a [15 J16 J17 [18 J19 |20

Grey-list

0 [o Jo o Mo Jo o o o Jo [o Jo [o [o Jo Jo Jo Jo

As seen in table (6.3), node (5) still suffering from jamming attack while
second endorsement generated. So as a reaction from authentication routine towards
such situation, is to remove node (5) from both trusted list and grey list and excluded

from further report endorsement.

As an analysis for this issue, it is useful to give nodes under attack a second
chance to be trusted again for further endorsement processes. But on the other hand,
it is a serious problem when jamming attack has continue acting on same node or
region. It is wasting of effort, cost, time and monitoring capabilities to lose innocent
nodes while they still well-functioning with ability of further endorsing actions.

To solve this issue, enhanced method designed for mitigating innocent nodes
excluding and give a higher degree of flexibility for endorsing nodes under attack to
forward their endorsements towards CH correctly via different paths without keep

trying a direct path contact to cluster head.

6.4.4 Running Enhanced Method

The enhanced method starts acting from limitation point of original method
which is the false excluding of an innocent nodes due to continuous jamming attack
effect. The situation that enhanced method manipulate is when a node (e.g. node (5)
as same as previous example) still under attack and instead of excluding it after
second endorsement sending failed attempt, cluster head tries to find another path to

deliver attacked node's second endorsement. The enhanced method is as follows:
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As a configuration for the system, node(5) in grey-list, jamming attack still
affects attacked node, odd node ID's [1,3,7,9,11,13,15,17] are untrusted nodes due to

any other problem and total number of nodes are 20.

First, Cluster head collects the locations of all nodes related to same cluster

and gather them in a table.

Table 6.4. Shows nodes location

Node ID X- position Y-position
1 81.4723686393179 90.5791937075619
2 12.6986816293506 91.3375856139019
3 63.2359246225410 9.75404049994095
4 27.8498218867048 54.6881519204984
5 95.7506835434298 96.4888535199277
6 15.7613081677548 97.0592781760616
7 95.7166948242946 48.5375648722841
8 80.0280468888800 14.1886338627215
9 42.1761282626275 91.5735525189067
CH 79.2207329559554 95.9492426392903
11 65.5740699156587 3.57116785741896
12 84.9129305868777 93.3993247757551
13 67.8735154857774 75.7740130578333
14 74.3132468124916 39.2227019534168
15 65.5477890177557 17.1186687811562
16 70.6046088019609 3.18328463774207
17 27.6922984960890 4.61713906311539
18 9.71317812358475 82.3457828327293
19 69.4828622975817 31.7099480060861
20 95.0222048838355 3.44460805029088
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Second, for each node CH computes the distances from a certain node to
other nodes and save results to a node related table. Table below shows from

attacked node (5) to other nodes. The formula used to find distance is

Dist=/(x2 —x1)2 + (y2 —y1)?2

Table 6.5. Shows other nodes distance to attacked node

Other Node ID Distance to other node Description
1 15.4529723871776
2 83.2116012523245
3 92.6290307479009
4 79.7359747412059
5 0 Distance to itself
6 79.9914092717396
7 47.9513006935438
8 83.7885878804230
9 53.7995646587068
CH 16.5387558881206 Distance of node(5) to CH
11 97.6950578018999
12 11.2695198215506
13 34.7309820518311
14 61.1471651741237
15 84.9225592124714
16 96.6346431634733
17 114.334402926180
18 87.1921945321538
19 69.9021103585224
20 93.0470971936874

Next step, sorting distance table related to attacked node in ascending manner

as table shown below.
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Table 6.6. Sorted distances to attacked node

Other Node ID Distance to other node Description
5 0 Distance to itself
12 11.2695198215506
1 15.4529723871776

CH 16.5387558881206 Distance of node(5) to CH
13 34.7309820518311
47.9513006935438
53.7995646587068
14 61.1471651741237
19 69.9021103585224
79.7359747412059
79.9914092717396
83.2116012523245
83.7885878804230
15 84.9225592124714
18 87.1921945321538
3 92.6290307479009
20 93.0470971936874
16 96.6346431634733
11 97.6950578018999
17 114.334402926180

Next step, CH bypasses the untrusted node ID's [1,3,7,9,11,13,15,17] from
possible communication with attacked nodes. Also attacked node distance to itself

and distance to CH.

Table 6.7. Sorted nodes left to communicate with attacked node

Other Node ID Distance to other node
12 11.2695198215506
14 61.1471651741237
19 69.9021103585224

79.7359747412059
79.9914092717396
83.2116012523245
83.7885878804230
18 87.1921945321538
20 93.0470971936874
16 96.6346431634733
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Table (6.7) shows the nodes left as authorized ones to communicate with
attacked node CN. The next step, is to select the nearest safe neighbor to attacked
node which in our example node (12) with distance of (11.269) meters to
communicate with CN.

Cluster head sends a request message to node (12) with content of attacked
node ID which is (5) in order to know with which node should communicate and
request message as 'Request Endorsement’. Node (12) utilize these information and
send to attacked node CN an endorsement request message to inform it that cluster

head requests unreached last endorsement. The message is as following:

querying nodes is 12

querying message is 'Request Endorsement'

querying time stamp is [2017,12,13,20,6,5.699]
cluster node has informed that its last endorsement did not reached CH and it still grey-
listed. And moreover, CH requests its last endorsement via node (12). This information
helps node (5) to know to which node should respond. Also attacked node informed that
it requested at querying time stamp. As a response, attacked node (5) responds by
replaying its last endorsement to querying node (12) with these information:

responding node is 5
responding message is 'MAC message'
responding Hash value '8edee1d50d6af0a9ef1944b416e6a92a’
responding time stamp [2017,12,13,20,6,5.699]
as soon as node(12) received attacked node's endorsement, it forward the message to
cluster head with following contents:

querying node is 12

attacked node is 5

endorsement message 'MAC message'

endorsement Hash value '8edee1d50d6af0a9ef1944b416e6a92a’

querying time stamp [2017,12,13,20,6,5.699]

responding time stamp [2017,12,13,20,6,5.699]
cluster head compares time stamps if difference less than or equals threshold time
message accepted and that is mean the path between node (12) and attacked node is

clear. If so, CH recalculate a new Hash value from received one and compare theme.
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If they were matched, then endorsement completed and node (5) removed from
Grey-list and added to trusted list. Otherwise, CH realized that it detects a double
attack on same node and add node (5) to untrusted node list.

If jamming attack also affects path between querying node and attacked node,
time stamp comparison will fail. So, CH picks next node in distance table and repeat
querying process till first correct endorsement received.

6.5 Test Case Scenarios

In order to proof the enhanced algorithm ability of mitigating false exclusion
node DOS, several test case scenarios applied. In each scenario, some assumptions
considered as an initial conditions to apply that scenario. Testing scenarios
considered a variation of six different factors in order to put enhanced algorithm
under wide range of testing possibilities. These factors were:

e Number of deployed nodes (size of network) and their positions selected
randomly.

e Is it under attack or not. It takes values of "YES' for active jamming attack
or 'NO' for inactive jamming attack

e Number of attacked nodes as a percentage of total deployed nodes.

e Level of authentication, where level ' 1 ' means a authenticating grey listed
nodes without jamming attack. While level ' 2 ' means authentication
process for grey listed nodes under active jamming attack.

e Number of doubtful nodes around attacked nodes. Where these nodes
under other kind of attacks making them unsafe to deliver endorsement.

They were selected as a percentage of total node number.

e Number of nodes that inject false data. They are a percentage of attacked
nodes where represent double attacked nodes.

These factors varied individually or combination of them to ensure false node

exclusion DOS mitigation efficiency. Test case scenarios illustrated in below.
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6.5.1 Scenario (1)
In this scenario it is needed to test the ability of original algorithm to
authenticate various percentage (number) of attacked nodes in grey list while no

jamming attack acting.

Testing scenario inputs

num_of_nodes = 100; % number of nodes to be deployed
jamming_state = 'no"; % working state of jamming attack Yes or No

attack_percentage=5; % setting of percentage (%) of
attacked nodes from total nodes number
defense_level =2; % if =(1) no nodes in G-list previously
% if =(2) previously attacked nodes in G-list

doubtful_percentage = 0; % setting of doubtful
percentage (%) of total nodes around attacked nodes
causes endorsement delay

fals_injecting_node_percentage = 0; % percentage
of double attacked nodes among total attacked nodes

Testing scenario results

causes false data injection
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Figure 6.2. Scenario (1), shows 100 nodes and 5% attacked

Figure (6.2) shows the results for scenario (1) where (6.2-a) presented the
whole assumed cluster structure with sink node, cluster head nodes. While (6.2-b)
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shows in addition, attacked nodes randomly selected which they are in CH's grey-list
to be authenticated. Since no active jamming attack assumed, (6.2-c) shows empty
grey-list with no red circles after successful authentication and all attacked nodes
removed from grey-list then added to trusted-list as in (6.2-d) where no empty circles
appears. To ensure this test, new assumption will assumed with higher number of

nodes and higher percentage of attacked nodes as follows:

num_of nodes = 500 nodes
jamming_state = 'no’
attack_percentage = 10 %
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Figure 6.3. Scenario (1), shows 500 nodes and 10% attacked

Figure (6.3) shows that the original algorithm has also successfully
authenticated attacked nodes even in case of increasing number of nodes in cluster

and number of attacked nodes five times.

6.5.2 Scenario (2)

In this scenario it is needed to show the behavior of original algorithm when
jamming attack keep acting on communication channel between attacked node and

cluster head. As in input parameters below.
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Testing scenario inputs

num_of nodes = 100 nodes
jamming_state = "Yes'
attack_percentage = 10 %
defense_level =2

Testing scenario results
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Figure 6.4. Scenario (2) attacked nodes, Jamming attack

attacked nodes for second proof endorsement. So, figure (6.4-a) represents assumed
cluster structure and figure (6.4-b) shows attacked nodes that selected randomly and
their places among the structure. Figure (6.4-c) shows grey list after authentication
process where attacked nodes still in there because of jamming attack prevents their
second endorsements to reach cluster head CH. Accordingly, figure (6.4-d) shows

trusted node list with empty circles representing same count ad location of attacked

Figure (6.4) shows that the original algorithm has no ability to authenticate

nodes in grey list that algorithm didn't authenticate.

62




6.5.3 Scenario (3)

In this scenario the parameter configuration will be as same as scenario (2)
but it will applied on enhanced method to show the compare between both

algorithms for same initial conditions.

Testing scenario inputs

num_of nodes = 100 nodes
jamming_state = "Yes'
attack_percentage = 10 %
defense_level = 2

Testing scenario results
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Figure 6.5. Scenario (3) Jamming attack and enhanced algorithm

Scenario (3) shows that enhanced algorithm has the ability of authenticating
attacked nodes placed in grey list (6.5-c) and transferred them to trusted list as shown
in (6.5-d) using neighbor nodes list to each attacked node. Therefore it is clear
difference between figures (6.4-d) and (6.5-d).
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6.5.4 Scenario (4)

In this scenario a further parameter added to previously mentioned ones

which is doubtful node percentage parameter that represents number of neighboring

nodes selected randomly as a percentage of total node number. The communication

channels between attacked node and Those nodes also affected by jamming attack so,

they cases a delay. The aim of scenario (4) to proof that enhanced algorithm is able

to bypass those nodes if they lies in sorted neighboring list.

Testing scenario inputs

num_of_nodes = 100 nodes
jamming_state = "Yes'
attack percentage = 10 %
defense_level = 2
doubtful_percentage = 10 %

Testing scenario results
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Figure 6.6. Scenario (4) Jamming attack and doubtful neighbors for enhanced algorithm

Fig (6.6-a) shows assumed cluster contents sink node, cluster head, nodes

represented by empty circles, attacked nodes represented by red circles and solid blue

one are the randomly selected doubtful nodes around attacked nodes. Doubtful nodes
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may lies in ahead of distance lists that related to attacked nodes. If so, when CH tries
to utilize nodes in distance lists, it takes first and nearest neighbor to a certain
attacked node. If doubtful node selected to communicate with attacked node, proof
endorsement also delayed due to active jamming attack. Therefore enhanced
algorithm will bypass that doubtful node and select another one in distance list. This
process keep continuing till safe and trusted node selected to complete a successful
data transfer and not affected by jamming attack. As an expected result, as in fig(6.6-
c), after a complete authentication phase grey list is empty and all attacked nodes
been authenticated correctly for further report endorsement by transferring them to
trusted list which shown in fig (6.6-d).

6.5.5 Scenario (5)

In addition to previously tested parameters, another one will added to test the
ability of enhanced algorithm to detect double attacked nodes. Double attacked nodes
mean that certain node is under jamming attack and while authentication process it
detected as attacked with other type of DOS attack like compromised by other node
and injects false endorsement. This facility gives an extra advantage to enhanced

algorithm in addition to its proved and tested abilities.

Added parameter represents a percentage of attacked node considered as
double attacked. These nodes changes the contents of endorsement and provides

false Hash value for that endorsement.

Testing scenario inputs

num_of _nodes = 100 nodes
jamming_state = "Yes'
attack_percentage = 10 %
defense_level =2
doubtful_percentage = 10 %

fals_injecting_node_percentage = 40% (of attacked nodes)
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Testing scenario results
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Figure 6.7. Scenario (5) Jamming attack and doubtful neighbors for

that proposed in six previously mentioned input parameters. In this scenario, fig(6.7-
a) shows the cluster structure with nodes under jamming attack that algorithm tries to

authenticate them. Fig(6.7-b) combines between attacked nodes and doubtful nodes

algorithm

Figure (6.7) shows the behavior of enhanced algorithm against all situations
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around attacked ones before authentication process, while fig (6.7-c) shows the
results after authentication process completed where doubtful nodes were allocated

and bypassed if they were appeared in distance list of a certain attacked node.

Fig (6.7-d) shows the compromised list contents which were the nodes
affected by both jamming attack and other kind of DOS attack. In this theses,
injecting false Hash values considered as a second type of DOS attack. These nodes
removed from grey list then added to compromised list for further attack defense

techniques to be applied.

Fig (6.7-e) and fig (6.7-f) shows the final expected results where grey list
should be empty and all healthy nodes are in trusted list and prepared for further
report endorsements.

6.5.6 Scenario (6)

Another test to find the ability of enhanced algorithm to authenticate attacked
nodes collected in a regional form with a certain radius of jamming attack effect.

Testing scenario inputs

num_of_nodes = 500 nodes
jamming_state = "Yes'
attack_state = 'region’
defense_level = 2
doubtful_percentage =0 %

fals_injecting_node_percentage = 0% (0of attacked nodes)
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Testing scenario results
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Figure 6.8. Scenario (6) Jamming attack and regionally attacked nodes

68



Figure (6.8) shows the behavior of enhanced algorithm against attacking form
of a regional attack that makes attacked nodes collected in single region assuming
that cluster head is far away from that region. In this scenario, fig(6.8-a) shows the

structure of tested WSN which consist of 500 nodes.

In fig(6.8-b), a region of attacked node appears among trusted nodes. This
region selected by electing a node randomly to be the center of attacked region with a

certain radius of jamming attack effect.

Fig(6.8-c) shows the contents Gray-list after authentication process. It is
clearly appeared that the algorithm authenticated only nodes lies on the boundary of
attacked region which have safe neighbors with no barrier prevents sending proof
endorsement to them. On the other hand nodes that lies inside the region did not

authenticated depending on same authentication strategy.
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CHAPTER VII

CONCLUSION AND FUTURE WORK

7.1 Conclusion

Among wide variety of WSN research fields like deployment techniques,
construction of topologies methods, the focusing point of this thesis is upon security
field of WSN. Security has also a wide range of issues to be treated. So, DOS attack
selected to study it depending on several previous studies. This thesis interested in
mitigating the False Node Exclusion DOS (FNEDOQOS) due to continues effective
Jamming attack that prevents transferring messages between nodes and cluster head.
The proposed enhancement method provides a solution for original False
Endorsement DOS (FEDOS) method limitation which caused false excluding
innocent nodes from being participant of endorsing cluster head broadcasted reports.
The enhancement done by developing an algorithm helps cluster head to deliver
attacked node's endorsement via safe multi path possibilities by utilizing safe nearest
neighboring nodes under full control of cluster head CH. If attacked node tries to
broadcast it's endorsement as alternative solution, this method is not applicable due
to system assumptions by original and enhanced algorithms because attacked node
do not know that it under jamming attack, broadcasting causes a sensitive data
disclosure especially for other adversary nodes and this broadcasting causing higher

power dissipation which leads attacked node to reach die state faster.

The obtained results of testing enhancement algorithm functionality matches
the expected ones, via applying several test case scenarios to proof enhancement
algorithm ability of mitigating False Exclusion of nodes under jamming attack

against original one as illustrated in chapter (6). Therefore mitigation is achieved
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successfully except in case of attacking a region of nodes as in testing scenario(6)

which is an open issue.

7.2 Future Work

As a future work, there are several possible approaches to develop the
enhanced FNEDOS algorithm. First possibility is to develop an energy balancing
method which is needed to reduce power consumption due to extra communication
processes to keep cluster nodes functioning as longest time as possible. Secondly,
utilizing Al algorithms to develop optimum path selection between attacked nodes
and cluster head especially when multi hop path considered. Third possibility is to
apply the same enhanced algorithm to movable sensor nodes. To avoid the effect of
regional attacking possibility, a combination of Artificial Intelligent algorithms and
consideration of multi-channel communication may be taken as a future work to

solve this open issue.
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