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ABSTRACT

SMART HOME DESIGN WITH IOT (HOME AUTOMATION)

AL-SAMARRAEI, Yasser Samir Hadi
M.Sc., Department of Computer Engineering
Supervisor: Dr. Sibel TARIYAN OZYER

July 2018, 50 pages

Smart home’s conception has been growing topic in our modern community. The
content of smart automated items, such as home electronic devices, communicate
together with users. These devices are quite expensive when compared to non-

intelligent devices.

In this thesis, a Home Automation system has been studied and developed to
automate existing appliances by supporting them with modern smart technology. In
this effective way, the cost can be lowered with upgrading the automating system

instead of replacing entire the items.

A Home Automation System has been implemented and designed to solve several
common issues in this thesis. 10T security items have been investigated with the
smart house (Home Automation) and clarified to become a basic stage of the Home
Automation system. Smart home (Home Automation) application is designed to
monitor and secure the home security sensors. An application has been performed to

monitor and control the smart home system.
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The system is based on hardware and software components (such as Arduino Mega
2560) and can be acted as a security guard of the home. The system has been
designed to monitor the humidity, temperature, light, gas, fire, burglar alarm in the
house and has a passive-infrared sensor to make sure that the family in safe. Sensors
have used on windows and doors to monitoring any an unauthorized intruder or in
case of forgetting to close it. In addition, the system is also connected with GSM
system (Global System for Mobile communication) to send notification SMS
message (Short Message Service) to specific destinations in case of detecting
something from sensors while “the system activated” mode on. The system
(equipment of the home design) also has been controlled by using android

application via Bluetooth.

Keywords: Home Automation, Smart Home, Arduino Mega 2650, GSM (Global
System for Mobile communication), SMS (Short Message Service), Bluetooth.
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NESNELERIN INTERNETI iLE AKILLI EV TASARIMI
(EV OTOMASYONU)

AL-SAMARRAEI, Yasser Samir Hadi
Yuksek Lisans, Bilgisayar Mithendisligi Bolimii
Tez Yoneticisi: Dr. Sibel TARIYAN OZYER

Temmuz 2018, 50 sayfa

Akilli ev kavrami modern toplumumuzda gelismekte olan bir konudur. Ev elektronik
cihazlar1 gibi akilli otomasyon bilesenleri kullanicilarla iletisim kurarlar. Bu cihazlar

akillt olmayan cihazlarla karsilastirildiginda oldukga pahalidirlar.

Bu tez calismasinda, bir ev otomasyon sistemi calisilmis ve varolan cihazlarin
otomasyonu modern akilli teknoloji destegi saglanarak gelistirilmistir. Bu etkili
yonetemle, varolan cihazlar1 degistirmek yerine otomasyon sistemini giincelleyerek

maliyet diigtirtilebilirmistir.

Bu tezde, ev otomasyon sistemi bircok genel problemi ¢ézmek i¢in uygulanmis ve
tasarlanmistir. Nesnelerin interneti giivenlik 6geleri akilli ev (ev otomasyonu) ile
arastirilmistir ve ev otomasyon sistemi temel asamasi olarak aciklanmistir. Akilli ev
(ev otomasyonu) uygulamasi ev giivenlik algilayicilarini izlemek ve giivenlik i¢in

tasarlanmistir. Akilli ev sistemi izlenmesi ve kontrolil i¢in bir uygulama yapilmstir.

Sistem donanim ve yazilim bilesenlerine dayalidir (Arduino Mega 2560) ve evin

giivenlik gorevlisi gibi davranabilir. Sistem nem, gaz, 151k, yangin, hirsiz alarmim
viii



izlemek lizere tasarlanmistir ve giivenlik icin pasif kizilotesi algilayiciya sahiptir.
Kap1 ve pencerelerde kapatilmasinin unutulmasi durumunda herhangi bir yetkisiz
davetsiz misafiri izlemek i¢in algilayicilar kullanilmistir. Bunlara ek olarak; sistem,
0zel hedeflere algilayicilardan “sistem aktive modunda” iken GSM sistemi ile
bilgilendirme SMS mesaji gondererek baglanti kurabilir. Sistem (tasarimdaki ev
ekipmanlar1))  Android uygulamasi kullanilarak bluetooth araciligiyla kontrol

edilmistir.

Anahtar Kelimeler: Ev otomasyonu, Akilli ev, Arduino Mega 2650, GSM (Mobil
fletisim icin Kiiresel Sistem), SMS (Kisa Mesaj Servisi), Bluetooth.
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CHAPTER 1

INTRODUCTION

1.1.Internet of Things (l1oT)

From the beginning of the Internet’s establishing in 1989, was linked Things with the
internet over a wide area. The first implementation of this type can possibly be
Trojan Room Coffee Pot. In 1990 the first Internet ‘device’ was founded by John
Romkey, also over the internet, a toaster could have controlled by turning this device
on and off. In 1994, the Wear Cam has been created by Steve Mann. In 1997, the
first brief acknowledgment related to the sensors and sensors’ future was given by
Paul Saffo. The term of Internet of Things (1oT) was named by Kevin Ashton (K.A.
Executive director of the MIT Auto-1D Centre). In the same year of giving the name
(1oT) in 1999, the global RFID (Radio-Frequency Identification) was invented based
on the object of identification system by staff of the Auto - ID Centre. In 2003, RFID
(Radio-Frequency ldentification) was developed at a high level in US army with a
special program (called Savi). In 2008 a several of companies released the IPSO
(Alliance) to increase the use of Internet Protocol (IP) in networks of Smart Objects,

the purpose of working together is to activate the Internet of Things(loT) [1].

The Internet of Things (1oT) technology can be easily described as a linking between
humans, computers and things. All the objects (electronic devices) that we use in
whole life possible to be controlled and monitored by implementing the items of
Internet of Things (IoT). Most of the operation is processed with the sensors’ assist
in Internet of Things (l1oT). In daily life, sensors are designed in every place in the
world, and these sensors’ work is to change the physical information into digital data
and send these data to central control unit (CCU). In this case, any device can be

monitored and controlled remotely from any place in the world via Internet.



The architecture of such a system is based on specific of operations and processes in
scenarios of real-time [2].

The Internet of Things (IoT) is defined in several ways. Widely, it’s possible to be
used like this definition:

“A dynamic global network infrastructure with self-configuring capabilities based on
standard and interoperable communication protocols where physical and virtual
‘things’ have identities, physical attributes, and virtual personalities and use

intelligent interfaces, and are seamlessly integrated into the information network”

13].

Wide field of challenges is appeared due to the huge number of connecting devices
to the internet. By 2020, several billions of smart objects or devices will have

connected with the internet according to the researchers’ expectation [4].

With IoT technology, the users are provided better and high-quality services via real-
time data processing, communications and visualization. 10T devices can be involved
with almost every electronic device to be controlled and monitored remotely such as
refrigerator, washing machine, hand watches, smart phones, home security, alarm
system, etc. In close time, Internet of Things (loT) will be able to link between
connected systems with other groups of connected systems (applications, services
and basic devices) and work all of them together via internet. In our time, the
processing of all these services and electronic devices are done on their own
architectures, protocol stacks and data structure. 10T still in primary levels of
development until now, however the security of communication between items and
devices are facing a weakness, interoperability and integration problems. In addition,
these devices are required to be provided by a power, and sources of energy are too
precious due to the fact that most of the energy provided by a battery or by
harvesting energy [5].



Throw the previous decades, humans have inspired in intensive way and taken their
attentions by Internet of Things (10T) due to a huge area of applications in factories,
biomedical controlling, cultivation, smart cities, environmental observation and

another fields Figure. 1.

Storge Center

Devices / Sesors

Real Time Processing

Factories

Network
Control

Data

Figure. 1: Internet of Things (1oT) architecture.

Internet of Things (10T) is the communications with physical devices are used in our
world that use fix communications architectures to supply new facilities and services

to serve the humanity.

From a concept of IoT, the [oT’s elements can be summarized into a simple form of

the equation as follow:

IoT = Human (users) + Physical items (devices, sensors, controllers, storages) +

Internet connections [6].



1.2. What is Home Automation

The concept of Home Automation (Smart Home) means automating and controlling
the electronic devices and electrical items are used in our homes, like house lamps,
humidity and temperature, fans, locks of door, etc. The subject of Home Automation
(Smart Home) is not something founded recently, actually this topic was build and

developed since the 1960s, based on Computer-Based System [7].

The topics of Home Automation (Smart Home) and Internet of Things (IoT) have
closely related and tied to each other. Items of loT, such as; smart temperature
sensor, can be possibly controlled and monitored by smart devices (such as; smart
phone, tablet, etc.). As a result, these can be expanded the range of worldwide due to
ability of providing thus facilities via Internet. With the rising of smartphones’
popularity together with 10T tools can be considered one of the important factors of
separating Home Automation quickly and wildly these days [8]. 10T items with
Home Automation devices are supplied and provided excellent optimization for
energy-consuming by, for instance, activating a mode (Automatic Energy Saving) or
giving brief details about energy-consumption in real-time to users. Furthermore, the
cost can be high if classic electronic devices were to be changed by an 10T smart
items. However, during changing to a smart-home, the biggest problem is by making
compatibility between non IoT items with smart home system and make it work in an
appropriate way [9].

One of the problems that obstacle people from adopting on the technologies of Smart
Home is the installations of items (loT smart devices). Continuously, the non-loT
items should be converted into smart items, and these operations have supposed to be
done simply and easily manner. In this case, the users will be able to install the
system without needing to make changes in hardware in the home. The item of it also
has disadvantages, the main one is the communications between each other. The
cooperation between technologies of smart home, like the diversity of
communications protocols have been used, and that would be one of the important
factors that hold back the customers from adopting with Home Automation systems.

However, in order to achieve or provide maximum compatibility of communications

4



between the 10T items or trying to reach the ideal system of Home Automation, the
communication protocols that supported the common customers' devices should be

highly recommended [10].

Home Automation (smart home) is one of the important parts of 10T, smart home
system has served customers in magnificent ways by communicating with different
electronic items of 10T. People life has been changed, by the technology of smart
home based on Internet of Things (loT), through supplying connectivity to
everybody without considering place and time [11] [12]. Recently, smart home
systems have become growingly developed. Smart home systems have suppled
methods and protocols to switch all kinds of items’ information and services. Home
Automation is a field of Internet of Things (1oT). At the same time, it is a group of
hardware items that provide sensors, electronic objects, software, and network
connection inside the house [13].

Smart home means that the building has automated by installing detections and
control devices such as; lighting, humidity and temperature, security systems.
Modern smart home systems are contained of smart sensors and switches the can be
connected with central unit usually called Gateways. The user interface with
Gateways together are interacted with smart-phones, tablets, or computers to control
the smart home systems; the connections of a network of these systems are controlled
and managed by Internet of Things (10T) [14].



1.3. The Home Automation’s Advantages

This section contains several important advantages related with Home Automation
systems based on priority for our life reported in the literature and arranged into

groups according on similar advantages see Figure. 2.

Saving Energy

Healthcare

Home Automation
Advantages

Comfort and Entertainment

Figure. 2: Home Automation’s advantages based on IoT.



1.3.1. Saving energy with Home Automation

Saving energy considered one of the most important features in Home Automation.
Internet of Things (loT) items in smart home has used to supply a technology
(advance technology) to decrease losing the energy and control systems. These items
have increased the efficiency and improved the power factor during saving energy
[15]. For instance, automated light control is supplied by a light - system in a smart
home, in this case the systems have automate ability to turn the lights on and off
[16].

During the daylight, electricity of self-produced possible to be activated and turn on
the devices. After the sunset, standby mode can be activated and turn off the devices
automatically. As a result, this operation can be reduced the energy consumption
[17].

Smart lights of the Internet of Things (l1oT) items in smart home can be switched off
and on automatically when someone gets in or out of the room or even the house to

reduce the energy consumption [18].

Conservation the energy is an important problem. Inside or outside the house the
temperature degrees are continuously changing, and the consumption of energy’s
amount can be raised at certain times. For instance, systems of air conditioner can be
adjusted the medium inside the house and supplied comfortability for the

environment with minimum energy consumption [19].



1.3.2. Healthcare with Home Automation

Smart home applications are also increased the benefits of home care for older
people and the people who have disabilities. These homes are designed to look for
these individuals’ health and block the feeling of loneliness. A city has been
established with smart home systems to support the older people with opportunities
to provide suitable living, healthy, and successful, that call had been made by the

government of north western Italy [20].

In smart homes, older people and people who have disabilities are helped and
assisted to reach a healthy and long life by the robotic devices. Smart homes are also
supported immediate clinical health care and enhanced reaching to medical services
by monitoring the people’s health from a distance, these services are usually not
provided in ordinary homes. The needs of older people can be expected without any
interference from human. Furthermore, the older people are checked if they take their

prescribe medicine on-time, follow the treatments well or they do not [21].

Generally, in Japan, China, Europe, and the United States the older parents are living
with their children, but the adult ones cannot always take care of older parents. The
older parents who have no one to take care of them, the mobile smart home can
provide enough help and a good life for them. The CCTV is used for monitoring the
condition of an environment inside home by the medical staff via smart home [22].



1.3.3. Low cost with Home Automation

A lot of appliances are used in a smart home for the purpose of covering basic needs
to save money by users. The access of older people and the people who have
disabilities to health care have increased. At the same time, the cost of health care
delivery is decreased by the health monitoring from a distance. Such as smart system,
which is usually not exist in the clinics and hospitals, can decrease the cost and
increase access to medical services. In smart home, wireless network technology is
used instead of wires network to decrease the cost and increase fluently and
flexibility. In addition, the energy conservation decreases the cost. Furthermore,
failure of any appliances has avoided that cause energy conservation by the security
system. Without avoiding that failure in devices, a confusion in the energy used will
appear, that’s led to a significant consumption of energy [23] [24]. By connecting the
loT devices in smart home with networks of healthcare, the frequency of visiting the
doctor with older people or the people who have disabilities will be lower and also,

reduce the cost medical [25].

1.3.4. Comfort and entertainment with Home Automation

The smart home supply a comfortable life to users and make sure the users is safe
and secure. All the devices in the system of smart home can be worked at any time
[26]. All of these appliances are supplied with sensors and every sensor has different
function, connected through wireless based on 10T technology [27]. For instance, the
appliances are used inside the smart home can automatically turn off, when the user
goes out of their house. Also, the users can pay their bills conveniently with smart
home. Smart home with mobile devices are suitable for users, and these mobile
devices can be used to turn the devices on and off remotely instead of physical key
[28].



1.4. Background and Motivation

In this thesis, the history, definition, and the use of the Home Automation (smart
home) system. And also, the benefits of smart home have studied. More details and
description of the latest systems that have built and electronic materials that have
used in the Home Automation system can be founded in Chapter 2. Home safety has
provided for dwellers by the Home Automation. The lights can be turned on
automatically in compartments, stairs, and other dark places. Devices that have
installed in the Home Automation consumes low energy. That’s mean, it saves
power. Thus, Home Automation technology is too suitable for the environment.
Besides, the technology is keeping the mind in peace [2]. The major motivating

factor behind this thesis is the Smart Home (Home Automation) system.

The aim of this thesis is to build a system based on Arduino Mega 2560 and
connecting it with several sensors, components. And also, to control home items
remotely by smart devices in addition to link the system with GSM network. The
system should introduce flexibility and extensibility with low cost and low energy as
possible as it can for users’ needs with concern on easy using, reliability, and

security.
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1.5. Thesis Organization

This thesis contains of 4 chapters. All of the important information about Internet of

Things (loT) and Home Automation (Smart Home) can be founded here.

Chapter 1 is an introduction, a brief review of the history and the main definition of
loT (Internet of Things), review and benefits of Smart Home (Home Automation) all

of these have been mentioned.

Chapter 2 is a literature review, describe the main components and materials that

have been used to build the Home Automation system.
Chapter 3 is an implementation, shown how the smart home system has been built,
developed, and combined the materials together and to describe the new Home

Automation system.

Chapter 4, in this chapter the conclusion part and limitation of the system are
described, and the future works are suggested.

11



CHAPTER 2

LITERATURE REVIEW

2.1. Previous Studies

Billure. R., Varun. M., Tayur. V. M., and Mahesh V., (2015): In this research, the
authors show state of (10T) security by investigating and classifying present direction
in securing environments of 10T. Besides, challenges have opened as study case. The
Internet has converted the world in diverse ways and also linked the modern devices
to the Internet. The interconnection of the appliances has helped to improve people’s
living over both development and automation. All the communications, that have
happened on the public networks, have wanted a secure channel of communication
while, private information is transformed. Also, the authors in this research try to

show the challenges in (1oT) that related to security [29].

Patru. L. I., Carabas. M., and Barbulescu. M., (2016): In this paper, a concept’s
proof for easy adapting to a real home for a smart home system has been suggested
by the authors. A small house has presented in this research and given a suggestion
and solution for using a security mechanism that possible be controlled remotely.
Furthermore, two smart devices’ functionalities have been integrated to change the
power magnitude of lights and room’s temperature degree through a single interface.
In addition, the mechanism of smart home (Home Automation), the communication
between devices, has described and applied, and also the architecture of the
application and deletes of applying the mentioned functionalities in this research.
Moreover, the authors suggest a solution for connecting several appliances into a
signal entity that can be used easily at any time. The functionalities of several Home

Automation devices are integrated and implemented into a one application [30].

12



Manikandan J. (2016): In this research, a Home Automation system has designed
by using deferent technologies and explained along with their functionalities and
requirements. Also, the details about the hardware design for all the suggesting
systems have been evaluated and discussed. Besides, smart industries, smart offices,
smart homes, and many more systems that has huge potential are proposed in this
paper. A various technology has considered in this research including the Ethernet-
based, IR-based, Bluetooth-based, RF-based, GSM-based and voice-based Home-
Automation systems. The above systems of Home-Automation that have mentioned,

have their own advantages and disadvantages [31].

In addition to the analysis and conclusion of the previous cases that has been studied,
the idea of using the Bluetooth and RFID devices is included in the system that has
been designed in chapter three. Also, increasing the security of the Smart Home
system has considered. These ideas have been taken from the first case. However, the
idea of using and designing the mobile application. And from that application, the
devices of Home Automation can be controlled and monitored. In addition to that,
the idea of connecting and functioning all the items of Home Automation together at
the same time has been provided. These suggestions have been taken from case study
two. Finally, from the third case study, GSM module and Bluetooth also have been
provided and included with a Home Automation system for controlling home
devices. Furthermore, all the suggestions for solving and avoiding the problems for
previous studies has been taken.

13



2.2. Arduino

Arduino is a physical processing and open source at the same time that’s based on a
microcontroller board and a united development for the board to be programmed.
Arduino has a several inputs (for example; switches or/and sensors) and control a
several multiple outputs (for example; lights, engine, and others). The program of

Arduino can be worked on Windows, Macintosh, and Linux operating systems (OS).

Programming of Arduino is simple to learn and apply for everyone including the
beginners. Arduino can be used to make interactive appliances, taking inputs from a
different collection of switches or/and sensors, and to control a set of lights, engines,
and other physical outputs. Arduino activities can be remained individually, or they
can be connected to programs working on a specific device (e.g. Flash, Processing
and Maxmsp.). The board can be gathered piece by piece by hand or buy pre-
assembled. Also, the open-source IDE can be downloaded for free (free of charge)
[32].

In Figure. 3 are shown the picture of the Logo of Arduino company.

ARDUINO

Figure. 3: Arduino company logo [32].
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Arduino board has built in the Ivrea Interaction Design Institute proposed for
students who do not have a knowledge in programming and electronics concept. In
the beginning, the Arduino board has started to get use to new demands and
challenges. And changing from simple 8-bit boards to appliances that involved with
applications of 10T (Internet of Things). Every Arduino board is entirely open-
source, that means the users are allowed to design them separately and, in the end,

Arduino should be adapted to their exact needs [32].

2.2.1. What is the Arduino board?

Arduino board is an open-source stage utilized to build electronics projects. Its
content of two parts, a Microcontroller part and the software part or IDE (Integrated
Development Environment). IDE functions on a PC that has used for writing and
uploading the computer code to the physical Microcontroller. Unlike most of the
other circuit board can be programmed; the Arduino does not need to disconnect a
hardware parts for programming a new code and install it on board instead of that a
USB cable can be satisfied for this purpose by making a connection directly. For the
purpose of making the Arduino IDE simpler, the basic version of C++ is used to
simplify the software. Finally, a standard form factor has offered for breaking out the

Microcontroller’s functions into several extra packages [32].

2.2.2. Why Arduino boards

For making different projects and applications of engineering, Arduino boards have
utilized. The software of Arduino is quite simple for beginners and also flexible
enough for professionals. The software of Arduino is compatible with Windows,
Linux, and Mac OS.

In the term of the cost, Arduino boards are quite cheap comparing to other
Microcontroller’s boards. The version of the Arduino module that has lowest
expensive can be assembled by hand, while the Arduino module of pre-assembled

can cost approximately fifty dollars.
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The Arduino software has been released as open-source tools, and also available to
be extended by programmers who have experience. The language of software can be
extended by C++ libraries, and the people’s seeking is to understand the details how

to improve from Arduino to advance language programming.

The ideas of Arduino boards are published under a Creative Commons license, is to
give the opportunity for designers to build a version that they are looking for with
improvement and extending it. Even the user how doesn’t have more knowledge can
build their own version for the purpose of understanding how the board works and
saving money [32].

2.3. Arduino UNO R3

To initiate an Arduino, the UNO is a huge choice to select. This Arduino (UNO) has
a 14-digital Input and Output pins, where 6-pins can be utilized as PWM (pulse
width modulation outputs), a power jack, a reset button, a USB connection, 6-analog
inputs, and other things. UNO Arduino has all the needs that required to support the
Microcontroller; easily connect it to a PC via a USB cable. And that UNO Arduino
can be given the power to start by AC-to-DC adapter or battery [32].

In Figure. 4 are shown the picture of Arduino UNO R3 board.

Figure. 4: Arduino UNO R3 board [32].
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2.4. Arduino Mega 2560

The Arduino Mega is alike to the Arduino UNO with more features. Arduino Mega
has too many of digital Input/Output pins (start from, 14-pins can be utilized as
PWM O/PS), 6-analog inputs, a reset button, a power jack, a USB connection. The
big number of pins make the Arduino Mega board very powerful for building the
projects that seek for a lot of digital I/PS or I/PS like more buttons [32].

In Figure. 5 are shown the picture of Arduino Mega 2560 board.

Figure. 5: Arduino Mega 2560 board [32].
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2.5. Arduino Shields

The Arduino shields are considered as pre-design circuit boards that utilized to link
the Arduino boards with appliances. The Arduino shields stick on the top of the
Arduino compatible boards to support an extra capability such as connecting to the
internet, providing wireless communication, LCD screen controlling, motor

controlling, etc...

The kinds of an Arduino shields are:

e Ethernet Shield.

e GSM Shield 2.

e Wi-Fi Shield 101.

e Wi-Fi Shield.

e Wireless SD Shield... [32].

In Figure. 6 are shown the picture of Arduino Ethernet shield.

Figure. 6: Arduino Ethernet shield [32].
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2.6. Arduino Programming Environment IDE

The Arduino Software or Arduino Integrated Development Environment (IDE) has a
text editor for writing code, a message area, a text console, a toolbar with buttons for
common functions and a series of menus. The Arduino Software (IDE) is supposed
to be connected to the Arduino hardware to upload codes (programs) and to link

between each other [32].

In Figure. 7 are shown the picture of Arduino software IDE.

Figure. 7: Arduino software IDE [32].
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2.7. Sensors

A sensor is an item that detects and responds to several types of input from the
physical things in our life. The sensor’s input possible to be light, heat, motion,
humidity, pressure, or any one of a huge number of other phenomena of the
environment. The output of sensor is usually a signal that is changed to be readable
for human and display at the sensor location or sent a signal over a network for

controlling or other tasking.

2.7.1. RFID sensor

RFID (Radio-Frequency ldentification) support simple, low power, and many with
several options for identity and access points. RFID technology are utilized two
methods radio TX (transmitter) and RX (receiver) to determine and tracking marks

that get engaged with objects [33].

In Figure. 8 are shown the picture of RFID-RC522 sensor.

Figure. 8: RFID-RC522 sensor.
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2.7.2. Gas sensors

The M-Q6 series of gas sensors are used with a small heater inside that named as
electrochemical sensor. The sensitivity of these sensors has limited range of gasses
and utilized indoors only. The output of this sensor is an analog readable signal that
can be read by an analog input of the Arduino.

In Figure. 9 are shown the picture of Gas sensor type MQ-6.

to analog input pin
GND

&~
= WIRING DIAGRAM
r1 (10K ohm)

GND

Figure. 9: Gas sensor MQ-6.

2.7.3. Humidity & Temperature sensor

The DHT22 sensor is a low cost and energy digital temperature and humidity sensor.
This sensor uses a capacitive humidity sensor and a thermistor to measure the
environment and transmit a digital signal on the data pin (it can be connected to
digital or analog pins). It's quite simple to use but requires carefully with the time

that need to collect data.

In Figure. 10 are shown the picture of Humidity & Temperature Sensor type DHT22.

Figure. 10: Humidity & Temperature sensor DHT22.
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2.7.4. Motion sensor PIR

The PIR sensor (motion sensor) is designed to detect movement. PIR known as
Passive Infrared. In addition, the purpose of the PIR motion sensor is to measure
infrared light from bodies in the area of vision. The sensor detects a motion based on
changes in infrared light in the environment. At the sensor’s range, the sensor’s
function is to detect the movement of the human when it goes inside and outside. The
sensor is designed into two parts of potentiometer, the first part is the left side to
adjust the delay time, while the second part is the right side to measure the
sensitivity.

In Figure. 11 are shown the picture of Motion sensor PIR type HC-RS501.

Figure. 11: Motion sensor PIR HC-RS501.

2.7.5. Flame sensor

The flame sensor module work on detecting the flame, and also has a sensitivity to
ordinary light, for this reason the sensor is usually utilized as flame alarm. The
sensor can detect only a flame or a light that has a wavelength in the range from

760nm to 1100nm with an angle of 60 degrees.

In Figure. 12 are shown the picture of Flame sensor are used for Arduino.

Figure. 12: Flame sensor for Arduino.
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2.7.6. Reed Switch sensor

The Reed Switch sensor is a type of passive electronic switch, that communicates to
a simple structure, easy to control and small size. Furthermore, this sensor is a device
of circuit switching that has controlled by a signal of magnetic field. Also, the Reed
switch sensor can be utilized to limit and count a specific area, etc... (can used also in

the security systems, mainly utilized to protect the doors and windows).

In Figure. 13 are shown the picture of Reed Switch sensor are used for Arduino.

Figure. 13: Reed Switch sensor for Arduino.

2.8. Keypad 4x4

A keypad is one of the most widely utilized input tool with microcontroller
applications. In ordinary keypad that designed as an X-Y switch matrix, generally

open switches are linked to a row and a column when one of buttons be pressed.

In Figure. 14 are shown the picture of Keypad 4x4 are used for Arduino.

Figure. 14: Keypad for Arduino 4x4.
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2.9. Servo Motor

The ordinary term of the servo motor is a standalone electric motor, that works on
pushing and rotating parts in the item (servo motor) during a specific task and
position that need to be done and defined. When a servo motor is given an order, a
specific part of the motor will be moved to a specific position and holds there until a
new task given. A servo motor is used either a rotation or a linearly move to control
an angle or linear position through velocity and acceleration. The function of servo

motor normally needs power between 4.5V—-6V, ground, and wires for controlling.

In Figure. 15 are shown the picture of Servo Motor are used for Arduino.

Figure. 15: Servo Motor for Arduino.
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2.10. Relay

Normally, relays are mechanically functioned as switch utilizing an electromagnet,
while these kinds of relays are called as solid-state relay. There are several kinds of
relays that classified based on different criteria such as based on operating voltage,
based on operating technology, and etc...

In Figure. 16 And Figure.17 are shown the picture of two type of relay.

BN

Figure. 16: Relay for Arduino 2 channel.

bl
Ll

Figure. 17: Relay for Arduino 4 channel.
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2.11. Buzzer

Buzzer module is a suitable thing to add a tone alarm or notification to your Arduino
system. Note that, a buzzer is operated by supporting with an oscillating signal. The
notes and tunes can be changed or created by the tone () function in the Arduino. The

Voltage that makes the buzzer work is between 3.3-5V.

In Figure.18 and Figure. 19 are shown the shape of two types of buzzer.

®

Figure. 18: Regular Buzzer for Arduino.

Figure. 19: Passive Buzzer for Arduino.

2.12. LCD 16x2

LCD (Liquid Crystal Display) screen is an electronic display component that can be
used with a wide range of uses. One of the common screen that is used in different
circuits and devices and also very basic module is a 16x2 LCD display.

In Figure. 20 are shown the picture of LCD 16x2.

Figure. 20: LCD 16x2 for Arduino.
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2.13. 12C LCD Expansion

I2C Interface Board is normally an Input/Output expander board that minimized the
usage pins number (Input/Output) with the Microcontroller Arduino. This 12C
module, sticks to the back of an LCD Module, and because of this expansion board it
is possible to use only two pins (SDA and SCL) to the LCD modules.

In Figure. 21 are shown the picture of Expansion for Arduino LCD.

Figure. 21: 12C expansion for Arduino LCD.

2.14. Low-Energy Bluetooth

This technology is using a low-energy, and also longtime processing for the needs of
(10T) operating, while fully utilizing a typical technology with native support during
the system’s work [34].

In Figure. 22 are shown the picture of Bluetooth type HC-06.

Figure. 22: Bluetooth HC-06/ZS-040 Device.
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2.15.RGB LED

RGB LED module is designed for a patch full color by R, G, B. These three pins of
the PWM input voltage can be controlled and adjusted in three main colors (Red,

Blue, and Green) intensity in order to reach and combine fully color effect.

In Figure. 23 are shown the picture of RGB LED.

Figure. 23: RGB LED for Arduino.

2.16. SIM800L

The SIM80OL device is a Mini GPRS/GSM advance module that supports quad-band
GPRS/GSM network. And also, this device supports for GPRS and SMS message
data remote transmission. The features of SIM80O0L device have a compact size and
low energy consumption.

In Figure. 24 are shown the picture of Sim800L GSM.

Figure. 24: Sim800L GSM for Arduino.
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2.17. MIT APP INVENTOR 2

The MIT App-Invertor 2 web application is considered as open source web
application. This web application content of the two parts to build android
application. The designer part is the first part that has been customized to design the
GUI of android application. The tools of this part can be located by “Drag” and
“Drop” method onto the screen supported. The Blocks Editor is the second part of
the App-Inventor 2 web application that is used to describe the suitable behavior of

the designer part (First part) that has been programmed [35].
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CHAPTER 3

IMPLEMENTATION

In this thesis the Home Automation system has been designed and implemented in
two major parts and every part is a separated system based on Arduino Mega 2560

Microcontroller.

In power supplying section, UPS has been used (Uninterruptible Power Supply) to
make sure that the system is still working under any problem related to electricity
from outside of the home (for example, cutting the main cable that supply the home
by electricity) and avoiding any failure on the system or shut it down accidently or

on purpose.

3.1.Front Door Security System (FDSS)

3.1.1. System description

The purpose of designing this system is to secure the front door that called FDSS
(Front Door Security System). The FDSS system has two types of authorizations
entry; the first type of authorization entry has a technique called RFID (Radio
Frequency lIdentification) sensor, while the second type of authorization entry has a
Keypad with 4x4 buttons that used to enter password. And also, the system has two
types of lock setup on the front door; the first one has a Servo-motor while the
electric lock (the second one) is connected to a relay for controlling the lock.
Furthermore, the system has a PIR sensor, PIR sensor is connected to a relay for the
purpose of turn on the light automatically in front of the home’s door. In addition to

that, the system also has a push button to open the front door from inside.
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The relay that is used in the FDSS system contents of two channels; first channel is
connected to a light and the second channel is connected to the electric lock. Finally,
the system also has several other components such as; LCD 16x2 screen, RGB led,

and Buzzer device to monitor and control the system.

According to amazon store all components and materials cost approximately less
than 100$ American dollars. In Figure. 25 The block diagram of the FDSS system
(Front Door Security System) giving more details and explain how the connection of
the Microcontroller (Arduino Mega 2560) with sensors and input/output components
has designed. In Figure. 26 and Figure. 27 see how all components and materials of

the system have been connected.

LCD 16x2

il

Figure. 25: Block diagram for Front Door Security System (FDSS).

KEYPAD [ —> RGBLED
RFID [ ARDUINO [—) 2CH Relay
MEGA 2560
PIR — —> Servo Motor
Push Button [—) —>  Buzzer
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Figure. 26: Front Door Security System (FDSS) architecture.
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Figure. 27: Front Door Security System (FDSS) real components.
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3.1.2. How Front Door Security System (FDSS) works

FDSS system is designed to be secure, open, and close the lock of the home’s front
door. In the beginning, when someone stands in front of the door (from outside), the
PIR sensor should be detected a motion and sent the signals to the microcontroller.
After that, the light will be automatically on by the instruction from microcontroller
through the relay for a limited time. And that will be the first operation of the system.
The first method to unlock the door is by using an RFID sensor with a unique card. If
ok (matching card ID) the door will be unlocked for a limited time and displayed on
LCD screen “Authorized Accesses”. Else if not ok (not matching card ID), in that

case the door will be still locked and displayed on LCD screen “Access Denied”.

The second method is by using a password, when someone press button “A” on a
Keypad it allows him to enter a password and that password should be content of 4-
digit numbers. If the password is correct, the door will be unlocked for a limited time
and displayed on LCD screen “Correct Password / Door is Open”. While in case of

entering the wrong password, the door should be still locked and blinked red led.

These pervious two methods are to unlock the door from outside, while the third
method is designed to unlock the front door from inside the home by using Push

button.

Microcontroller (Arduino Mega) are connected to the items of the previous three
methods from one side and to Servo-motor and relay form the other side for the

purpose of unlocking and locking the front door of the home.

The password of the FDSS system can be changed. When a user is seeking for
changing the password of FDSS system, first, the “A” button should be pressed on
Keypad for the purpose of entering the password than directly the “C” button should
also be pressed to change the password. After that, the old password will be asked. If
the old password is correct, then “Enter new password” will be displayed on LCD
screen. Else if the password has entered wrong, ‘“Password is Wrong” should be

displayed and returned to the previous step (“Enter new password”). After entering

34



the correct old password, the new password should be written plus “*”. To confirm
the new password, “One More Time” will be displayed on the LCD screen and asked

to enter the new password again to avoid any mistake with the new password.

In order to make the FDSS system work in a appropriate way, all the items such as;
RFID sensor, Keypad, Relay, Push button, PIR sensor, LCD 16x2 screen, RGB led,
Servo-motor, and Buzzer device are connected with each other though Arduino
Mega 2560 Microcontroller and programmed with a C and C++ programming
language for Arduino as shown in Figure. 26 and Figure. 27.

In Figure. 28 shows how, the system works exactly and explain in a flow chart.

3.1.3. Most challenges that fixed in Front Door Security System (FDSS)

The most challenges that have been fixed for building this system is to make all
sensors and components work together in parallel way at the same time by using
(Arduino Mega).

The most problematic section that has to be fixed is the part of writing the code and
programming the system to make all sensors and components work perfectly and

identically way at the same time by using many functions like “Millis () function”.
The cost also has been fixed and managed by using modern components and sensors

from one side and balancing the cost with quality from the other side to build this

system.
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Figure. 28: Front Door Security System (FDSS) flow chart.



3.2.System Alarm and Control Unit (SACU)

3.2.1. System discerption

The SACU system has built and improved to secure and control inside section of the
home by using several types of sensors and components based on Arduino Mega
2560 via Bluetooth and GSM network (Global System for Mobile communications)

connection.

The main purpose of this system is to detect and warn if there is a fire (by using
flame sensor), gas leaking (by using gas sensor), any unauthorized motion (by using
a motion sensor and Reed-switch to protect doors or windows) and to send an SMS
message to specific destinations (mobile numbers) to inform about any unnormal

situation inside the home.

This system has keypad 4x4 to active the system in a specific time and deactivate the
alarm with a password that contain of 4-digit number. Also, the humidity and
temperature degree for the environment inside the home can be displayed on the
LCD screen via a physical sensor. Furthermore, the SACU system uses Bluetooth
connection technology to connect with android devices (Mobile, Tablet and etc..). By
using android application, it’s possible to control the electric devices (Such as; Light
bulb, Fan, TV and etc..) and turn on/off these appliances remotely.

And also, the system has an LCD screen type 16x2, RGB LED and passive Buzzer
device for monitoring and controlling the system. With these items, the interaction
between users and the system should be easy and simple. The cost of SACU system
according to amazon store approximately 110$ American Dollars.

In Figure. 29 the block diagram of the system has given more details and explained

how the connections between the Microcontroller (Arduino Mega 2560), sensors,

and input/output components.
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In Figure. 30 and Figure. 31 are shown the connections of all components and
sensors in the ideal SACU system and real component of SACU system.

LCD 16x2
KEYPAD > —> RGBLED
Gas Sensor  [—> > 4CH Relay
ARDUINO
PIR — D MEGA 2560 [N Buzzer
Flame Sensor j:> <:| DHT22
Reed Switch <:>: Sim800L

¢

Bluetooth HC-06

Figure. 29: Block diagram for System Alarm and Control Unit (SACU).
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Figure. 30: System Alarm and Control Unit (SACU) architecture.
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Figure. 31: System Alarm and Control Unit (SACU) real components.
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3.2.2. How System Alarm and Control Unit (SACU) works

The main purpose of designing and building the SACU system is to monitor and
guard the internal environment of the home. The SACU system has several types of
sensor work with each other at the same time to make the system more functional.
The system has been designed with two types of mode (idle mode and active mode)
to work. The first mode is named the idle mode. When the system turns on, the
system will be directly entered to idle mode. Some sensors in idle mode are kept
working without activating the system alarm. Furthermore, in this mode the flame
sensor, gas sensor, and humidity & temperature sensor should be kept working and
ready for any detecting. The second mode is called the active mode when the “A”
button be pressed on the Keypad; the system alarm will be activated after a specific
time. Also, the SACU system can be deactivated the system alarm by pressing “D”
button on a Keypad and writing the password. For information, this password should
be contented of 4-digit number. In this mode (active mode) all sensors and
components have worked together at the same time. In addition, in the SACU
system, the mode can be changed from active mode to idle mode by pressing “D”

button to deactivate the system alarm and 4-digit number password.

While pressing “B” button on the Keypad, the system should be displayed the
humidity & temperature degree for the environment inside the home on the LCD
screen via physical sensor (DHT22).

The password of SACU system can be changed by pressing “C” button on the
Keypad. The LCD screen should be displayed “Old Password” to ask for entering the

current password.

When the current password be entered wrongly, the main menu of the system must
be shown directly on the LCD screen. On the other side, if the password be entered
correctly, the system should be asked to enter the new password and displayed on
LCD screen “New Password”. After that, when the new password be entered, the

system returns to the main menu (when the new password accepted).
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In this part, a timer has been used to quit from changing the password’s operation
and returned to the main menu of the system. The purpose of using a timer is to
avoid any hang or delay in the system and ensure of working the system in a right

way.

In the SACU system, the light-bulbs and fans inside the home can be controlled
remotely (turning them On / Off) by using android application via a Bluetooth
connection. And also, the light-bulbs and fans are linked to a Microcontroller
through a relay device. While, this relay device has four channels, each two channels
are linked to a specific room inside the home (2 channels for living room and 2
channels for bedroom). For more information, each channel has linked to one device.
The GSM network system has been connected to the SACU system for the purpose
of sending a warning SMS message to specific destinations (mobile numbers), when
unnormal situation are detected by the sensors of the system (Flame sensor, Gas
sensor, PIR sensor, and Reed Switch sensor). To do this operation, a SIM800L
device has connected to the Microcontroller (Arduino Mega) in the SACU system.
Figure. 32 is shown flow chart of SACU system and to clarify and simplify the

understanding of system’s working.

3.2.3. Most challenges that fixed in System Alarm and Control Unit (SACU)

Microcontroller (Arduino Mega) are used in the SACU system to contain and
manage several types of sensors and components together (parallelly). And also, this
type of Microcontroller can be worked with a satisfy number of sensors and
components at the same time. In this way, the system should have functioned in an

effective way.

In the coding part which is the hardest part of building and programming the SACU
system. Besides, all of the obstacles and problems have been solved by writing the
system’s code in a specific way to ensure that all sensors and components are worked
at the same time (parallelly and synchronously) in a right way. In a result, the sensors
and components should be worked with maximum ability that makes the system

work with perfect way.
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The SACU system has been designed to detect and notify if there is a broken-down
(failure) sensor or a problem with the connection and insure these sensors are
working in a right way. This feature has been made in a code that insert to the
system. For example, if the gas sensor failed in functioning for any reason, the
system will give a warning of “gas leak” on the display screen and send SMS to a

specific destination at the same moment of activating the alarm mode.
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Figure. 32: System Alarm and Control Unit (SACU) flow chart.
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3.3.Home Automation Android Application

3.3.1. Application description

Home Automation android application has been designed to control the electric
devices (Such as Light-bulb and Fan) via Bluetooth connection. This application has
been built by “MIT app invertor 2 application. Also, the application has designed to
be easy and simple for the users by simplifying the GUI (Graphical User Interface).
The application has one expression (“Bluetooth” Button) for a Bluetooth connection
and can be shown the condition of Bluetooth if it’s “connected” or “not connected”.
Furthermore, In the main page of the application, the screen has been divided
horizontally into two sections: first one (upper side) for the “living room” and second
one (lower side) for “bedroom”. Each section has 4 buttons, and each 2 buttons have
designed for a specific device (first button for “on” and the other for “off”). The
electrical devices can be managed and controlled all of them at the same time (by
turn them on / off) by the Home Automation android application. The GUI design,
block code, and the main page of the application can be shown in Figure. 34, Figure.
35, And Figure. 36.

3.3.2. How Home Automation Android application works

The main purpose of Home Automation android application is to control the light-
bulbs and fans in the living room and bedroom. The first step should be made a
Bluetooth connection to any smart device that use android operator. By pressing on
the “Bluetooth” icon and choosing the name of the Bluetooth in the system which
named “SmartHomeBT”, after that the password should be entered. For living room
and bedroom, the lights and fans can be turned on / off by pressing on icon of the

buttons which can be founded on the main page of the application.
When pressing on the buttons, the application should have sent specific text word

through Bluetooth to the main system, to give specific orders, and to turn on or off

these devices. For example, if light button has been pressed “on” for living room to
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turn on the light, the application will send a text word (ON1) to the main system and
give the order to turn the light on.

In Figure. 33 the flow chart of the application is shown and explained for the purpose
of how the application work.
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Figure. 33: Home Automation application flow chart.
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Figure. 36: The main page of Home Automation application.
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3.4. Novelty and Comparison with other Similar Systems

The TEPE or PRONET Home Alarm Systems have been designed with Burglar
alarm, Fire alarm, Gas alarm, Flood alarm, and Medical Panic alarm. The system’s
work is activated when there is a condition or sensors detect something such as a
burglary attempt, panic, fire, gas leak, flood or in case of a medical interference is
required, the Alarm Monitoring Centre is receiving a signal through the sensors or
detectors and/or Medical Panic buttons in the customers home. TEPE or PRONET
Alarm Monitoring Centre employees directly call the house owner to define and
locate the problem and to act accordingly. After knowing the situation, law
enforcement, fire service, police and medical units are been called to go directly to
the house address without losing any time. TEPE and PRONET Alarm Monitoring
Centre end the alarm status by giving feedback from specefic units guided by the
employees [36] [37].

The novelty of FDSS and SACU systems is to design a system alarm and to automate
the devices inside the home via Bluetooth connection and also to include a GSM
module to send warning message SMS contents type of the detection from sensors.
Besides, these systems are used RFID to access to home in addition to a password
which are included. The TEPE and PRONET Home Alarm Systems has not used a
Bluetooth connection for controlling the devices (Lights and Fans) or GSM module,
while Monitoring Center is used to notify in case of any detection from sensors and
definitely most pay monthly amount of money for these services. The TEPE and
PRONET Home Alarm Systems have two more features like Flood sensor and Panic

alarm and these features is not included in FDSS and SACU systems.
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CHAPTER 4

CONCLUSION, LIMITATION AND FUTURE WORK

4.1. Conclusion

Smart Home (Home Automation) with loT devices has become one of the important
things for people interest in our life. Lately, the possibility of intrusion to Smart
Home has increased day by day. Protection from intruders, gas’s leaking, and fire are
the most important things that the people have looked for in the smart home system.
A normal Home Automation system is given the signals by activating the alarm and
sending an SMS the specific destinations. Also, in addition to the fast development
of Internet and communication technologies, homes these days have powerful
abilities of communication. Improving security, comfortability, living standard, and
safety that was the main purpose of developing and using the smart home as well as
the energy and resources have been saved by controlling the devices remotely or by a
timer to turn off the devices in a specific time. The smart home has been playing one
of the important roles in developing of community.

In this thesis, two separate systems are built based on (Arduino Mega 2560). First
system has designed to secure the front door of the home called FDSS (Front Door
Security System) and the second system called SACU (System Alarm and Control
Unit) has built to work as an alarm system with monitoring and controlling the
environment of inside the home by using several types of sensor and components.
The FDSS system is working with two types of authorizations entry, first by using

RFID technology and second by using a password with Keypad 4x4.

The SACU system is working based on GSM network technology to send SMS
warning message to a phone number. That SMS content of text that tell which one of
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these sensors (fire, gas leak, motion, and intruders) detects something. And the
Bluetooth connection for controlling the light-bulbs and fans inside the home by
turning them ON/OFF. The two systems are presented a highly flexible and

extensible with low cost and energy for users’ needs with security concerns.

4.2. Limitation

First, the Bluetooth device has used to be the communication medium for controlling
the lights and fans, and that device has a limited range which is 10 Meters
approximately. Second, the GSM unit has used in the SACU system module and this
component should have a good signal of communication from cellular tower, and
also enough credit to make sure of sending the warning SMS. Third, the humidity
and temperature degree can only be displayed on the screen of main system (SACU)
by pressing B button on the keypad (can’t display the humidity and temperature

degree remotely on the app’s screen).

4.3. Future Work

In future work, we propose to control more home appliances (Such as; air
conditioner, heater of water, TV, and etc..) and can increase the distance of the

Bluetooth range by using Wi-Fi for controlling the home electrical devices.

Besides, we can use Wi-Fi technology via internet connection to send E-mail
warning messages beside the SMS message in order to make a backup path in case of

error or failure appear in one of these paths.

Also, the finger print device can be used with FDSS and SACU systems to make
these systems, multi-optional and more security for the entire home. And we suggest
also to install several cameras inside and outside the home. These cameras can be
programmed and connected to the smart home to be activated when the alarm
worked to take multi-screen shots and sending the images via MMS by GSM

network or/and E-mail by internet.
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