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ABSTRACT

ACTIVE PACKET FILTERING AGAINST DDoS ATTACK

Distributed Denial of Service (DDoS) attacks are one of the dominant and per-
sistent threats to the security of the Internet nowadays. The aim of these attacks
are mainly resource or the bandwidth consumption with enormous number of normal
packets. Their target are at layer three or four of the network which are network and
transport layers, where distinguishing a normal packet from a malicious one is an ardu-
ous task. However, these are not the only precarious aspects of DDoS attacks. A DDoS
attacker may easily spoof its source IP address, to hide the origins of the attack. There-
fore, developing a distributed defense filtering strategy which can efficiently detect and
drop attack packets with the least possible false negative probability is crucial. In this
thesis, we propose an incorporated filtering scheme in victim host and edge routers,
which detects and drops the illegitimate packets while mitigating the huge amount of
data coming toward the victim in edge routers. First, a novel anomaly detection based
on feature statistical behavior and payload characteristics of normal and attack traffic
is proposed. In the second step, a host-based filtering strategy that detects spoofed
packets with a combination of IP history based and hops counting filters, is applied
in victim side by means of an advanced matrix bloom filter. Along with this filter,
the defense and availability of the service on the target is guaranteed by turning off
several edge routers by optimization system. This optimization, selects edge routers
to be turned off for the good throughput to reach to the victim via two optimization

algorithms, (i) Genetic evolutionary algorithm and (ii) linear programming algorithm.



OZET

DDoS ATAKLARINA KARSI AKTIiF PAKET FILTRELEME

Dagitik servis engelleme (DDoS) saldirilar: Internet giivenligini tehdit eden ve en
¢ok karsilagilan saldirilardan biridir. Bu saldirilarda amac, kaynak ve bant genisligini,
yiiksek sayida normal paket gondererek tiiketmektir. Saldirilarda, kotiiciil olan veya
olmayan ulagimin ayirt edilmesi gii¢ olan, tagima ve ag katmanlari hedef alinir. Bun-
larin yaninda DDoS saldirilarini ciddilegtiren bagka mekanizmalar da mevcuttur. Bir
DDoS saldirgani, saldirinin kaynagini maskelemek icin sahte bir adresi kaynak adresi
olarak gosterebilir. Bu sebeple, DDoS paketlerini en az sezim hatasi ile verimli bir
sekilde tespit edip engelleyecek filtrelerin gelistirilmesi ¢ok onemlidir. Bu tezde, hedef
yonlendiricilere gelen biiyiik miktardaki veriyi azaltarak, saldir1 paketlerini tespit edip
diigtiren, u¢ yonlendiriciler i¢in bir filtreleme yontemi onerilmistir. Oncelikle, yararl
yik karakteristigi ve ag trafik 6zniteliklerinin istatistiksel davraniglarina dayanan yeni
bir anormallik tespiti 6nerilmistir. Ikinci bir adim olarak, uc-tabanh filtreleme stra-
jesi ile geligtirilmig bir bloom filtresi, hedef tarafinda kullanilmigtir. Bu filtre, sahte
IP paketlerinin tespiti i¢in IP gecmisi ve hoplama sayisi degerlerini kullanmaktadir.
Bu filtrenin yanisira, hedefin Internet kullanilabilirligi ve gilivenligi, eniyileme sistemi
yardimiyla ug¢ yonlendiricilerinin bir veya birkagi kapatilarak saglanir. Bu eniyileme,
hedefe istenilen paketlerin ulasmasi i¢in kapatilacak u¢ yonlendiricileri, iki eniyileme
algoritmasi ile seger, (i) Genetik evrimsel algoritmasi ve (ii) dogrusal programlama

algoritmasi.
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1. INTRODUCTION

The Internet, with over billion users today, has revolutionized the computer and
communications world into an unprecedented integration of online servicing in aca-
demic, military, government, business and commercial fields both locally and globally.
Nevertheless, the original Internet [1] was designed for scientific purposes, not as a
commercial environment. The policies were based on openness and resilience and se-
curity generally was built on mutual respect and honor which was appropriate in the

time but no more applicable with today’s applications of Internet.

By commercialization of Internet [2] in the early 1990s, the Internet has become
a popular target to attacks. With the growth in security incidents, the vulnerability
of network infrastructure to failures caused malicious attacks become ever more ap-
parent. Considering the expenses of recovering from such failures which often costs
more than prevention, an automated, robust and easy operable defense system is of
significant concern. Malicious users are often able to steal information or halt nor-
mal computer operation, with motives ranging from financial or political objective to

personal hostility.

1.1. DoS attacks

Any attack which leads to unavailability on an online service is considered as a
Denial of Service (DoS) attack [3]. The targets (victim) in a DoS attack, depending on
the goal of the attack, might be a specific computer, the whole network, a service or even
a port on the victim system, firewall or to any other system ability. The attack may be
comprised of a single packet exploiting software bugs in a server Operating System (OS)
and insert a malformed packet to subvert the legitimate communications. Such attacks
are known as Vulnerability attacks or Semantic attacks. On the other hand, it can
involve sending traffic streams with an immense number of packets higher than target’s
provisioned to manage, that congests the target’s server or network and results in

denial-of-service to the victim’s legitimate clients. These attacks are called as flooding



or Brute force attacks. With the success of these attacks, the system may fail to reply to
any request comparing to normal state, and consequently the legitimate client’s access
to some expected services might be denied or limited. Vulnerability attacks are usually
performed by a few packets with specific type or content to elicit the susceptibility of
the victims thus they can be handled simply by patching the corresponding bugs of
the protocol or application and detecting the special types of packets and drop them.
Nevertheless flooding attacks are not easy to analyze and counter; they overwhelm the
victim’s resources by extreme volumes of data while the packets can be any type with
any content limiting the capability of any defense mechanism toward such attack. In
DoS attacks, although the attacker rarely uses her own machine to execute the attack,
it usually involves only one attacking machine and Internet connection. Figure 1.1
depicts a simple DoS attack from three attackers. Although it is possible that different
attackers perform the attack on one victim in parallel, each attacker use only one

machine to employ the attack.

Attacker 2

‘)

=

Attacker 1 Attacker 3

<’ <’

< ~N

=y \ / ~=

[

Victim

Figure 1.1. A simple DoS attack with three parallel attackers.

1.2. DDoS attacks

Distributed Denial-of-Service attacks [3] are simply DoS attacks performed from
multiple depraved machines by the attacker, generate and send malicious packets to-
ward a victim simultaneously in an attempt to inflict damage on victim by exhausting
its resources which can be bandwidth, CPU, RAM, CRAM, and all parts related to
compositional ability of the system. A DDoS attack is typically implemented via a



network of two series of compromised machine infected by malicious codes as Master
zombies and Slave zombies. A small DDoS attack scenario of an attacker with Master
and Slave zombies is shown in Figure 1.2. These hosts are vulnerable systems found by
an automated scanning and then attack tools installed on them. The attacker sends
the attack command to Masters which are hibernated. Then, the Masters trigger Slave
zombies, ordering them to forward large amount of useless data to the target to deplete

it’s bandwidth or resources.

Attacker

a A

<

Maste\rs ‘ ) ‘ )

ADATERAN

Slaves ‘ ) . ) ‘ ) ‘ ) ‘ }

Victim

Figure 1.2. A simple DDoS attack scenario with Master and Slave hosts.

1.3. Method of application

The Process of a DDoS attack consists of four major steps: scanning to recruit
vulnerable systems, compromising the machines with malicious codes known as attack
tools, deployment and propagation of the attack from compromised Handlers (Masters)
and Agents (Slaves). In the earlier days of DDoS technology development, all phases
(scanning, compromise, deployment and propagation) would be done manually by the
attacker. Over time, more and more automation has been brought into each of these

steps which give the possibility of launching such attack to any normal user.

The first step which is the process of recruiting of the attack network (army) is



usually performed automatically; the attacker downloads a scanning tool and deploys
it from other compromised machines under its command namely Masters. There are
plenty of techniques for scanning tools to find and infect vulnerable systems in the
network. These machines are scanned by scan probes to find security glitches. The
infection process with the attack software will be done through these security holes
automatically. Each machine will be used for further deployment of new slaves after
first infection phase. In the second phase, when the vulnerable system are found, they
will become one of the zombies and attacker will give the instruction of copying and
installing attack toolkit on selected vulnerable machines by Masters. During and af-
ter attack attempt, all logs showing malicious activity are erased to destroy evidence.
Furthermore attack scripts under system directories are hidden with obscure, non-
suspicious given names so they will not attract a user’s attention. Sometimes they fix
the bugs used for the exploit, to prevent other hackers from subverting the machine.
Afterwards, the attacker uses masters to control the attack by specifying desired type
of attack, the IP address of the victim and the time and duration of attack and they,
subsequently, command the slaves to launch the attack with victim IP address as their
packet’s destination address and other commanded details. Further detailed informa-

tion on operation can be found in [4] and [5].

1.4. Drawbacks of defense against DDoS attacks

DDoS attacks are inconveniently difficult to detect and complete prevention or
defense against them is extremely hard to achieve. According to [6] and [7] there are two
major drawbacks concerning defense against DDoS attack: One is the insecure design

of Internet architecture in mind and second is the characteristics of DDoS attack.

1.4.1. Insecurity of Internet architecture

The Internet was designed for easy access and openness, not security, and it was
indeed successful in its goal at the start. It provides its users with fast and effortless
communication mechanisms, accomplished in higher-level protocols to ensure reliable

quality of service. Because of the distributed characteristic of Internet, there is no



possibility that common policies could be applied among its users. Such design, though
successful in its goal sense, costs in several security issues such as proneness to DDoS.
First of all, the connotation of security on the Internet is eminently interdependent.
It means, even a victim with a high level of security is susceptible to a DDoS attack
through insecurity of networks and host connected to it. Limitation in resources is
another problem which is a target of depletion for DDoS attackers. Furthermore,
accessible high bandwidth presents a good field for malicious users to misuse it as a

path to deliver excessive data to victim.

1.4.2. DDoS attack characteristics

The premier obstacle against DDoS attack is its similarity with normal traffic
patterns. Attack traffic is usually legitimate packets forwarded from slaves in high
quantities, thus distinguishing these packets among normal client packets is almost
impossible in packet basis and further classification is essential in detecting a DDoS
attack. The distributed nature of the attack is another problem causing difficulties in
both detection and mitigation of such attacks. Attacking packets are generated from
numerous illegitimate machines distributed all over the Internet while it is mingled in
edge routers of the victim. The defense system must control a large portion of the
total attack to alleviate the denial-of-service effect on the victim. This indicates that
a system must either be a single-point system located near the victim or a distributed
system whose defense nodes cover a significant portion of the Internet. Moreover, the
attackers usually alter the source IP address to masquerade themselves as legitimate
users, which makes the detection of attack packets from normal ones even more trou-
blesome. This method, known as “IP address spoofing”, has been used in most of
preceded DDoS attacks which makes the task of trace back almost impossible besides

making the detection difficult.

1.5. Defenses against DDoS attacks

To negate DDoS attacks, there are two distinct approaches: router-based and

victim-based. Router based approaches are embedded in routers structure far from



the victim to detect and mitigate the attack in early stages, while the victim based
defense systems enhance the stability and resistance of Internet servers close to po-
tential victims. Although it is very efficient to detect attack in early stages and close
to their sources but these methods are usually costly and needs a distributed filter-
ing deployment in upriver routers and network. The victim-based approaches, on the
other hand, are immediately employable. Detection is much easier since the victim
can observe the behavior of the normal traffic closely and distinguish any anomalies.
Furthermore since the victims suffer the largest damage from DDoS attacks, it is more
likely for them to have stronger motivation to invest and set up defense mechanisms
compared to network service providers [3]. The defense mechanism should detect and

discard spoofed traffic.

In this thesis, we propose a victim-based filtering strategy which detects spoofed
packets and filters them by IP history based [8] and hop counting [9] distinguish filters.
First, detection is done by selecting specific features extracted and calculated from the
behavior of traffic in host’s server router to calculate the probability of occurrence of
an attack. This Section determines the state (alert or active) of the filter. When there
is no attack, the database of the filtering system is trained which is explained in detail
in Chapter 3. Chapter 4 contains the details and experimental results of the filtering
in victim’s end. When an attack is detected, filter starts to compare the source IP and
Hop count value (Hc) of the packets with the data base (white list), if it belongs to
the list the packet may pass, if not it will be dropped. While a router in victim side
can detect and filter attack packets, the availability of the service and even defense
mechanism is not guaranteed. To overcome this problem we apply some optimization
on the good traffic coming toward the victim router by turning off some of the edge
routers. This optimization system is applied by two methods: Genetic algorithm and

linear programming which are evaluated in Chapter 5.



2. METHODOLOGY

As a consequence of remarkable damage that DoS and DDoS has cost to networks
and Internet, a great deal of research has been performed on detecting and finding a
suitable defense strategy against them. The large scale of the attack and usage of 1P
spoofing in different levels, makes trace back almost impossible and since DDoS tools
use legitimate packets for attack, characterization of attack is a hard confusing labor
which respectively makes detection difficult. The distributed nature of attack needs
distributed cooperation between administrative domains which is costly to achieve.
Thus a thorough filtering system which meets the security requirements of network
while alleviating the drawbacks is necessary. According to [10] general class of filters

against DDoS attacks are generally consist of three parts:

e Detection of attack
e Identification of the attack source

e Filtering of suspicious packets

However, since the second part which is known as trace-back is a cumbersome task and
out of the scope of this thesis, our filtering scheme consists of the detection and filtering
parts. Figure 2.1 represents the outline of our filtering scheme. In detection section, a
combined method of feature selection introduced in [11] and a payload analysis is used
to reduce the false alarm in detection of the DDoS attack. In the payload checking
part, the characteristics of the length of packets in an interval of time is modeled for
different protocols. The incoming packets are compared to those models for abnormal-
ities based on a distance metric and threshold. Filtering parts activate when a DDoS
attack is detected and Filtering policies are applied on two points of victim’s network,
one in the victim’s router and in edge routers. Two optimization methods, Genetic
algorithm and Linear programming, are performed and compared to enhance the good
traffic low toward the victim avoiding a crash down of victim server in edge routers.
Furthermore, an improved adaptive Bloom based Filter, drops the packets in victim

router by considering two features of packet’s information i.e. the Hop Count value



and source IP address.

Detection
»  Feature defined by Fang et al
= Payload check based on length of packets
Filtering
= Inedge routers
*  Genetic Algorithm based
optimization
*  Linear Programming optimization
= In Victim’s router (matrix Bloom Filter)
*  Hop counting based filtering
* |IP history based filtering

Figure 2.1. Principal outline of our filtering scheme against DDoS attack.



3. DETECTION AND FEATURE SELECTION

Feature selection is the process of extracting a subset of features from information
in the IP heathers of packets, analyzing and comparing them to the characteristic of
such features in normal traffic to detect the possibility of existence of an attack. It is
important to select a correct and optimal subset of features which have the advantage
of processing less data while obtaining more accuracy on attack detection. There are
two types of anomaly based detections. One is based upon a set of rules relying on
human expertise and manual intervention to define a normal behavior while in the other
one, the properties of a normal behavior is learned automatically through a training
of the system. In this chapter, a detection system based on feature characteristic of
traffic is explained. All the data in this section is extracted from DeterLab [12] and
the topology of the test-bed of our experiment is displayed in Figure 3.1. The network
comprises of 10 clients, 5 routers, and one server. The clients include both attackers
and legitimate users. Clients ng, ng and ny; contribute in an attack to the victim,
and the rest of the computers are normal users. we gathered data from n;y which is

the last router connected to the victim. All the codes and programs are written in

MATLAB-R2010a [13).

3.1. Flow based feature selection and detection

Feng et al. [11] introduced statistical features based on five keys (Source IP,
Destination IP, Source and Destination ports and protocol) and the concept of Micro
and Macro flows. They defined a Micro-Flow as a group of packets with the same
time interval of Internet where all packets have the same specific characteristics in
mentioned key features while a Macro-Flow is all the packets belonging to one time
interval. There is no necessity that the packets would be in sequential order to be in
the same Flow but they should be in same interval. To have a more comprehensive
notion of the concept of Micro-Flows, Table 3.1 depicts an example of a short time
interval data of packets with distinct Micro-Flows. Packet 1 and 2 are considered as

one Flow and Packet No. 3 with packets 5 and 6 is another Flow. Each flow consists
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control

ni6

Figure 3.1. Topology of test-bed in DeterLab with three attackers ng, ng and nq7.

of the packets with similar keys that for less computing time and effort we use three

most reliable features (source IP, Destination IP, and protocol).

Table 3.1. Micro-Flows in an interval of time of data information.

No. Time Source 1P Destination IP | Protocol | Length
1 0 10.1.11.2 10.1.1.2 TCP 68
2 | 1.10E-05 10.1.11.2 10.1.1.2 TCP 68
3 10.001004 | 192.168.1.184 | 192.168.253.1 TCP 204
4 10.001478 | 192.168.253.1 | 192.168.1.184 | STUN 192
5 10.001501 | 192.168.1.184 | 192.168.253.1 TCP 68
6 | 0.001573 | 192.168.1.184 | 192.168.253.1 TCP 216
7 | 0.002976 10.1.14.2 10.1.1.2 TCP 1516
8 | 0.002987 10.1.14.2 10.1.1.2 TCP 1516
9 |0.007193 Source IP 10.1.14.2 TCP 80
10 | 0.0072 Source [P 10.1.14.2 TCP 80
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3.1.1. Average number of packet in each Micro flow

Average number of packet in each Micro flow [11] is the first feature which differs
significantly when an attack is going on. During attack the number of flows in an
interval becomes close to the number of packets. In another words, flows with same
keys would consist of just packet. This is mostly because by the means of the IP
spoofing. The source IP addresses change so frequent and there would be fewer packets

with similar IP addresses. Equation 3.1 is the mathematical formulate of this feature:

Number of Packets in a Macro Flow
ANP = Number of Micro Flows (3.1)

This feature helps us to distinguish between a flash crowd and attack. Although both
the number of flows and the number of packets in each interval rise when an attack is
going on, growth rate of number of flows is much more than the increase in number
of packets. Figure 3.2 gives a preview of these to features over time intervals of 30

seconds where attack starts at 11%* time interval.

An experimental comparison of ANP (Average Number of Packets in each flow)
between normal traffic and DDoS traffic is depicted in Figure 3.3 for 7 different intervals

of time in normal and attack traffic.

3.1.2. Correlative packet flows over number of flows

Proportion of number of correlative packet flows (CFN) to number of flows (FN)
in each interval of time [11] is another feature which is useful to detect the attack. This
is an index of correlativity of the source IPs and Destination IPs and the ability of the
victim to reply to receiving packets. During attack, since the source IP addresses
are spoofed, even though the victim is still capable of answering attacking packet’s
requests, the replying packets cannot reach the attacking machines. To extract this
feature, we need to find those flow number whom are answered by the victim. For more
illustration, in Table 3.1 two correlative flows can be seen where first flow is packet 7

and 8, and the other flow is consists of packet 9 and 10. The second flow packets are
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Figure 3.2. Number of packets versus number of flows in each time interval.

sent as an answer to the first flow source IP. The Proportion of CEN to FN is defined

as

Number of Correlative flows
PCF = Number of Micro Flows (3:2)
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Figure 3.3. Average number of packets per Micro flow in attack and normal traffic.

To find the number of correlative flows in each interval, we defined two vectors for each

interval; one with Source IP addresses and Destination addresses in sequence, and for

the second one the place of the source and destination IPs were changed. Afterward,

A Bubble Sorting Algorithm [14] was applied to find the similar elements in the first

vector with the whole second vector. The similar elements were sorted and deleted from

the list after counting. This process goes on recursively until all elements of vectors

are analyzed to find CFN.
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Figure 3.4. A comparison of CFN and FN where attack starts at 11** till 17 time

interval.
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As it can be seen in Figure 3.4, when an attack is going on, the change in number
of correlative flows is negligible while the number of flows rises dramatically. Con-
sequently, PCF in attack times decreases which can be used as an alarm for attack
detection. Figure 3.5 is the result of PCF in each interval of time in both attack and

normal traffic.
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Figure 3.5. PCF in each interval of time for both attack and normal traffic.

3.1.3. One direction flow generating speed

One Direction Flow Generating Speed (ODGS) [11] is the last Micro flow based

feature which is defined as in Equation 3.3.

ODCS — Number of Flow — Number of correlative Flow (3.3)

Time interval duration

Flow generating speed increases considerably in attack or flash crowd situations. We
use ODGS which is an indicator of number of one-directional flows generated in an
interval of time traffic which is a small value for normal traffic to segregate these two
different conditions. As it is obvious in Figure 3.6 This value increases significantly

during a DDoS attack.
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Figure 3.6. A comparison of ODGS in normal and attack traffic.

3.2. Payload length based detection

The described features are defined based on the Micro flows which give us a
great measure of statistic attitudes of the traffic passing throw the routers close to
the server that Intrusion Detection System is applied on. However the payload of the
packets in Macro flow scale is another valuable feature. Attacking packet’s contents are
usually left empty or only filled with small futile bytes. As a consequent, the number
of abnormal packets in payload sense increases during the attack. To achieve a self-
regulating detection system, we propose a detector which analyze and model the length
of payload of normal traffic in an interval of time. More specifically, The system first
learns a profile of the expected payload length of packets delivered to a server during
an interval of normal operation of the network where each model is the frequency
distribution of packets length in a specific time interval. This modeling method is
applied for three protocols; TCP, UDP and ICMP separately for more consistency.
According to the characteristic of DDoS attack, the range of length distribution differs
from normal traffic. Therefore, the incoming traffic is captured by the detector and
modeled in each interval to be compared with the corresponding model. A distance
metric and a threshold is employed to verify the propriety of flow of data in each

interval of time.
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3.2.1. Payload length model

The minimum length of a packet is 20B (20 bytes of header plus 0 byte data) and
the maximum value is around 64KB. Since there is no specific limitation for the length
of the payload, to detect abnormality in the behavior of the traffic without manual
intervention a modeling structure is convenient. We propose to model the length of
payload frequency distribution in an interval of time and then use a comparison metric
to detect an attack. Figure 3.7 represents models of three protocol (TCP, UDP, ICMP)
in both normal and attack situations. Each model is in fact the distribution of packets

regarding their length for that specific protocol.
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(b) Attack traffic payload length histograms

Figure 3.7. Payload length distribution of packets in an 30s time interval for TCP,
UDP and ICMP protocols.

The number of packets increases dramatically during a DDoS attack which makes
the comparison of its distribution with normal mostly based on the number of packets
instead of its distribution. For example Euclidean distance may give us a remarkable
difference between two histograms but the divergence is greatly dependent on the
difference of number of packets in one bin of the histogram instead of the distribution
of the histogram. To avoid encountering this problem, a normalization is utilized

to adjust the distribution for comparison. In Figure 3.8 normalized models of TCP
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protocol is represented where Figure 3.10a and Figure 3.10b are the normal and attack

situations respectively .

1.2 1.2
1 1 4
0.8 - 0.8 1
06 1 06 -
0.4 - 0.4 -
0.2 - 0.2 -
0 - 0 N
LWL LWOLWOLWLWLW0LWLWLWLWLWwLWLWw LOUOWOWOLWOLWOLWOLWLWLWLWLWLWLWLWLWLWw
N OOONTTOOVOANT OO N N OOONSTOOONST OO N
AN MTOMNMNOITONMS O O© oD AN MTOMNMNOOODONMSTL OO
Ll B B B B B B | L B B B B B I |
(a) TCP normal traffic (b) TCP attack traffic

Figure 3.8. Normalized payload length distribution of packets in an 30s time interval

for TCP protocol.

3.2.2. Distance metric

There are several measures to compare histograms which can be categorized in two
major classes. Bin to Bin dissimilarity measures which assume that histogram bins are
aligned and they only compare contents of corresponding histograms bins. The second
class is Cross bin distances that also compare non-corresponding bins of histograms
by the means of ground distance, defined as the distance between the representative
features for different bins of histogram. The first group of distances are sensitive to
bins boundaries. Furthermore, cross bin distances are more appropriate for the purpose
of finding and comparing the characteristic of length of packet generation in a DDoS
attack. Quadratic Form distance [15] is one of cross bin class measures which is defined

as

Dy= /(X =Y)TA(X —Y)
XeR"

Y e R™

A e RM™

where X and Y are the histograms with ¢ = 1,2,...,n and j = 1,2,...,m bins

respectively and A = [a;;] is a positive-definite bin similarity matrix where a;; denotes
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the similarity between bin ¢ and j. To make a proper metric from this distance, we
consider a;; = 1 — (d;;j/dmaz), where d;; is the Euclidean distance between ¢ and j bins

of the histograms and d,,,, is the maximum value of d;; [15].

To accomplish the detection, the incoming traffic is captured by the detector in
every 30s (time interval)and analyzed the packet length distribution for each proto-
col. In our experiment each histogram is consisting of 400 bins and A is 400 x 400
matrix. Then, the detector compares the distribution with corresponding profiles via
the quadratic distance mentioned in Equation 3.4. A threshold is defined for each
protocol based on empirical results. Figure 3.9 displays a plot of the distance values
of the normal traffic against the attack traffic in each protocol from a normal model
histogram. As illustrated, the difference between normal intervals with normal models
are remarkably small (around 0.00001) and by choosing a proper threshold, detection

is prosecutable.
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4. FILTERING SCHEME IN VICTIM’S ROUTER

Defense mechanism and filtering system majority have been designed on victim
end. There are two main reasons for this matter: first, it is easier to model and inspect
traffic in victim side. Second, victim suffers the largest damage from a DDoS attack and
therefore, it is more motivated to invest in a defense system in comparison of other side
of network. In this chapter, a filtering mechanism in victim part is explained including

background information in regard with the filtering system.

4.1. IP history based filtering

The source IP addresses of normal traffic of a specific network can be used to
make a white list table of IP addresses that each of which represents a regular legitimate
client of the network. Around 82.9 percent of all IP addresses in observed flash crowds
have been seen at least once before [16]. Therefore, the IP addresses that had been
seen with a router or web server can be considered as a IP history database to detect
attack traffic. Peng et al. [8] proposed to save all the IP addresses of the previous safe
network connections to make an IP address database namely an IP address white list.
They designed their detection mechanism based on this hypothesis, called History-
based IP Filtering (HIF) for the victim router to filter incoming packets according
to a built IP address white list. When network experiences a blockage of traffic, it
discards packets whose source IP addresses have not restored in IP address database
yet. In their method, a frequent IP address is defined under two specific criteria. The
number of days which an IP is observed is the first criterion. Normally, clients use the
Internet at regular times. Thus, an IP address can be considered to be frequent based
on the number of days it has appeared in the network which is the basic idea behind
rulel. More specifically, P;(d) represents the collection of IP addresses that each has
been recorded in at least d days. The second rule is the number of packets per IP
addresses. In normal states, frequent IP addresses send a certain number of packets
to the network. Ps(u) represents a group of IP addresses that the server received at

least u packets from them. By combining all these two rules, which can be shown as
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F. = Pi(d) N Py(u) where F, is the collection of all IP addresses under these two rules

an accurate and efficient IP address database (IAD) can be made.

4.2. Hop-count based filtering

Although IP History based Filtering gives acceptable accuracy in dropping illegit-
imate packets with spoofed source IP addresses, if the attacker use IP addresses same
as the legitimate ones of the network, false negative may arise dramatically. Hop-Count
Filtering [9] can be a solution to such inefficiency. There is a value in IP header of each
packet named Time-to-Live (TTL). Under the Internet Protocol, TTL is an 8 — bit
field. In the IPv4 header, TTL is the 9"* octet of 20 and in the IPv6 header, it is the
8 octet of 40. The maximum TTL value is 255 which is the maximum value of a single
octet. This value is decreased by one when the packet passes through an intermediate.
When a packet reaches its destination, the number of intermediate hops ,known as Hop
count (Hc), can be obtained by subtracting final TTL value from the initial TTL. An
attacker may alter everything in an IP header but the number of hops that a packet
passes to reach its destination can not be changed. Therefor, Hc can be used as a
good measure for detecting spoofed IPs. The problem in hop-count computation is
that initial TTL values varies for different operating systems (OS) and the destination
router can only check the final TTL value. To tackle this problem, they considered
alternative static initial T'TL values for each IP address under consideration that most
Operating systems use only a few selected initial TTL values: 30,32, 60, 64,128 and
255. They selected the smallest initial value in the set that was larger than its final
TTL as the initial TTL value of a packet. In the cases of {30, 32}, {60,64}, and {32,60}
they computed a hop-count value for each of the possible initial TTL values, and if
there was a match with one of the two possible hop-counts the packet was considered
as legitimate. In their work, the source IP address and the final TTL value of each
IP packet is extracted. After deriving the initial TTL value, the hop count value is
inferred by subtracts the final TTL value from initial value. The source IP address
is then used as the index to find the correct hop-count for this IP address. If the
computed hop-count matches the saved hop-count in the table, the packet is detected

as a normal packet and if not, then the packet is spoofed and will be discarded. There
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is a small possibility that spoofed IP address has the same hop-count as the one from
a zombie to the victim where HCF will not be able to identify the spoofed IP packet.
Otherwise, HCF is highly effective in identifying spoofed IP addresses even though the

the range of Hc values are limited.

4.3. Filtering scheme with modified Bloom Filter

Although both HIF and HCF may lead to reasonable results by themselves but
they are not without inefficiencies. Skilled attackers may conduct attacks with subnet
spoofing, using the same IPs as normal traffic which can causes dramatic flaws in the
performance of HIF. Furthermore there are spoofed packets with the same TTL values
that can pass HCF filter easily. To avoid such predicaments, we propose a new filtering
scheme by utilizing the advantages of previous works, stand on the relation of Source
IP address and T'TL value of normal packets. With our method there would lie a very
small probability that a spoofed IP address happen to be in our IP data space with the
same hop values. The attacking packets with random IP spoofing would be discarded
for their source IP addresses. Moreover, by considering the packets hops the attacking
packets with subnet IP spoofing would also be filtered out since their hop values would
not accord with normal packet’s hop values. To accomplish such purpose, we need a
table of information about all legitimate IP addresses with their established hop values
regularly appeared in a server. However administering such a table is costly not only
due to the huge memory space that it needs, but also in the time which takes to look
up in such space. To override this obstacle, we may employ a modified Bloom Filter.
Bloom filter has been used in defense against DDoS attack repeatedly e.g. in [17-19].
Nevertheless, even though the memory usage reduced considerably, but still there are
many parameters configured manually in most of the methods which is not satisfactory
regarding the adaptive model needed in this application field. Usually these filters
were deployed in routers with massive amount of data to be saved which may lead to
overflowing of the filter without manual supervision. Our filtering model, besides time
and memory efficiencies is applied in victim server with bounded information limited
to IP address and Hop values. The filter consists of a matrix database which each

column is an enhanced Counting Bloom Filter, a look up algorithm with specific hash
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functioning method and a renewal algorithm to make the filter adaptive. Each part

will be described in the following sections in detail.

4.3.1. Basic Bloom filter

Bloom Filter (BF), introduced originally at by Bloom (1970) [20] for the purpose
of spell checking, is a vector-structure utilized to represent a set in a space efficient
manner in order to check membership queries with some probability of error. In other
words, space efficiency is obtained at the expense of small probability of false positives.
This probability of error means that a Bloom filter could consider some entries even
if they do not belong to the set. However Bloom filters have such space and time
advantages over other data structures in data structuring, such as self-balancing binary
search trees or hash tables that this false positive can be negligible. Regarding the
time efficiency Bloom filters also have the property of independence from number of
elements in the set so the time of adding or checking entries is constant. A basic BF is
a vector,V, of m bits all initially set to zero to exhibit a set S = {x,z9, -+ ,x,} with
n elements. k independent hash functions hq, ho, - - - , by are used to map each elements
of S into the bit vector and set the locations to 1s. These k hash function are assumed
to be uniformly distributed over the range of m which is the size of BF vector. The

probability that a certain bit is not set to one by a hash function is:

1— = (4.1)

Where m is the size of the BF vector. Then since there are k hash functions, the

probability of any of them not having set a specific bit to one is given by:

(1——)k (4.2)

m

When an element is inserted, the probability that a given bit is still zero is:

(1——)~n. (4.3)

m
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The probability that a certain bit b in V is still zero can be calculated as in Equation

4.4:
P0)=(1— =) ~em. (4.4)
Therefore, the false positive probability is the product of the probabilities that k dif-
ferent bits would be all set to ones. The approximation of this probability can be seen
in Equation 4.5.
ks —kn
P,(false_positive) = (1 — P.(0))F = (1 — e%)k A ehn(l=emm) (4.5)
Considering g as an approximation of the probability of false positive in Equation 4.5,

we can calculate the optimize number of hash function £ to minimize the probability

equation by differentiate it with respect to & .
—=h(l-em)+———pr (4.6)

Considering Equation 4.6 equal to zero, the optimized k is calculated as:

m 9m
ot — — IN(2) =~ — . 4,
This k£ guarantees having the minimum possible false positive which is equals to:
" 1. m
Pin(false_positive) = (5) = (0.6158) ~ . (4.8)

Therefore, the probability of error will remain constant, if the length of a bloom filter
linearly increases with the number of elements fed to the filter. The size of the vector

m for the desired number of elements n and false positive probability p, is then as:

nlnp

(In2)2"

m =

(4.9)
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In practice, a balance should be found between minimization of false positive probabil-
ity and the time of hash function computations which are inversely proportional. The
possible operations in basic BF involves mapping elements to the set, which means
making the database of our method, and querying for element membership in the filled
vector. Unfortunately basic BF does not support deletion of elements or it results in
false negative while having no false negative is the main advantage of BF. However,
a number of extensions have been developed on basic BF that also support removal

which is explained later as Counting Bloom Filter (see Section 4.3.2).

An element x € S can be inserted into the filter by setting the bits h;(x) to one
where i is between zero and k. These Allocations can be set to 1 multiple times, but
only the first change has an effect for each h;(z). Figure 4.1, presents a pseudo code
for the insertion operation in Algorithm 1. Conversely, as shown in Algorithm 2, For
the membership query if y € S, we check if Vi, h;(y) = 1. If Jhi # 1, theny ¢ S. If

Vi, h; = 1 is true, we can assume y € S with the mentioned false positive rate.

Input element x
Find all hash function h, to h,
For i=1:k
If Vi==
then V=1 ;
else
do nothing;
end

Algorithm 1 : pseudo code for element insertion

Input element x
Find all hash function h, to h, for x
If Vi==
For all i=1:k
thenx € S;
else
XE&S;
end

Algorithm 2 : pseudo code for element query

Figure 4.1. Bloom filter insertion and query pseudo-codes.
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4.3.2. Matrix Bloom Filter

Counting Bloom filter (CBF), introduced by Fan et al. [21], are simply standard
bloom filter with the ability of counting the inserted elements which also provides the
delete operation on a Bloom filter without repeating the filter construction. In counting
bloom filters the array positions (buckets) are changed to a n-bit counter instead of a
one bit binary value. In other words, Bloom filters are in the family of counting filters
with a bucket size of one bit. In the insert operation, the value of the buckets can be
added up until the bucket size is full and in the query operation each required buckets
is checked to be a non-zero value instead of one. The delete operation, consists of
decreasing the respective buckets value. One of problems in CBF is overflowing of the
buckets. If this occurs, adding and deletion operations should not change the buckets
set to the maximum possible value. The size of counters is usually 3 or 4 bits and
consequently the use three or four times space more than normal bloom filters. Since
we are interested in deleting IP addresses which had been seen less than two times in

one week, a two-bit bucket is enough for our purpose of deletion.

Based on our definition of calculating a hop count value, selecting the smallest
initial value in the set that is larger than its final TTL, this value will be between 0
and 31. Referring to this matter we built our data base as a cell matrix with 31 rows
and m columns where m is the size of the standard CBF. The first column are the
Hes possible and the rest m columns are buckets of the CBF related to that He value.

Equation 4.10 is our cell matrix which is, in fact, the data base of our filter.

Toa1 To2 0 Tom
11 12 0 Tim

' ' ’ (4.10)
31,1 T31,2 0 T31m

After acquiring set of regular legitimate source IP addresses, based on rulel and rule2
mentioned before, the possible Hc’s of each element is calculated and hashed through

our hash functioning system. The corresponding values of these hashes are decreased in
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related row vectors of each hop count. It is important to consider that we may have to
increment more than one element in our matrix due to the fact that different Hc values
were taken in to account for close initial TTLs to avoid ambiguity. After training the
data with all the elements of our frequent IP addresses in their corresponding Hes row,
the system is ready to check the new incoming packets. The possible Hc is calculated
for each packet, the source IP address is then hashed and checked in the corresponding
buckets of each He. If any of the elements would be more than zero, the packet can

pass, and if not the packet would be discarded.

4.4. Statistical analysis and optimization of matrix Bloom Filter

An IP address is a 32 bit number in IPv4. To make a table and address all
the existing IP addresses in, we need a table with 232 bisections which needs immense
memory to compile. However we can consider the IP addresses as strings and apply
Hash functions on them. Any algorithm that maps data of variable lengths to one
fixed length data is considered as a Hash function [22]. It is necessary that the hashes
we use be deterministic, uniform and reliable on uniqueness as much as possible. The
major performance metrics of Bloom filters are: computation time which depends
on the number of hash functions k, size of the filter or elements which are m and n
respectively and the probability of error which is the false positive probability of the
filter calculated by Equation 4.5. This probability counts as the false negative rate of
our filter against DDoS attack. With a constant array size, as it can be seen in Figure
4.2, more elements cause more false positive probability. However, we suppose the IP
addresses that a server receives would alter only on their last 16 bits, we are faced with
216 different IP addresses. This is the maximum possible number of the elements of our
CBF design, n = 65536. the false positive can be attenuated in the cost of additional
memory; the bigger the size of array, the less false positive probability which is far
more obvious in log scale of the graphs in Figure 4.3. In the case of number of hash
functions (k), there are two competing forces ; using more hash functions leads to a
better chance of finding a 0 bit in checking an element existence. However this property
holds to an extent which is optimum k computed by Equation 4.7. After this value any

increase in k would lead to higher probability of false positive as it boosts the fraction
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Figure 4.2. A comparison of probability of false positive with different elements num-

bers where array size is constant.

of 1 bits in filter’s array. The affects of number of hash functions (k) and the size of

the array (m) on false positive probability of the filter is depicted in Figure 4.3.

4.4.1. Optimization of Matrix Bloom Filter

4.4.1.1. Time and size optimization of filter. As mentioned before, we consider IP ad-

dresses that a server receives would alter on their last 16 bits. Therefor we encounter
at most with 26 different IP addresses n = 65536. According to Equation 4.11 and
4.12, holding to probability of false positive around 0.01, we need 8 hash functions and
a 620Kb sized vector as our BF. Since our Bloom Filter is Counting Bloom Vector with
buckets of 2 bits and we have 31 vectors the memory that our Filter requires is about

SMB.

nlnp
(In2)?

m = —

— 623029 ~ 620Kb. (4.11)

ho = 2 1n(2) & 0~ 8. (4.12)
n
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Figure 4.3. A comparison of probability of false positive with different array sizes and

hash function numbers where number of elements is constants n=65536.

In order to have a robust hashing system, we submit two enhancements over
the process of standard hashing. First, to reduce time consumption for hashing an IP
address and make our hash function as uniform as possible, we propose to use one hash
function SHA-1 [23] and divide it into eight parts and consider each as a distinct hash
value instead of going through the process of calculating 8 different hash functions. It
may seem this method causes collision in our bloom vector. On the contrary, it has no
effects on the result of false positive when the number of divided hashes are more than
four. Thus we can improve our training and look up algorithm regarding the time it

takes to search the table with this method. Second, since SHA-1 gives a hash value
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with 160 bits, by partitioning it to eight parts, each subdivision would have 20 bits
and addressing all these needs a vector with 2?° lengths. To adapt this hashes with
the size of our filter which is around 620Kb, we use a modulo function with m as the
divisor. This not only helps to qualify our hash values with the filter but also, if we
consider the modulo function as part of hash function, make the hash function more

uniform over the size of the vector m.

4.4.1.2. Adaptivity of filter with time deletion algorithm. So far, we tried to take all

advantages of BFs and filling gaps of its deficiencies in our method. However, our
Filtering scheme is prone to overflowing with IPs, leading to the failure of Bloom Filter
in performing dramatically. To avoid such ill behavior, we propose a flag based method
so the data structure of the filter has a regular deletion mechanism over certain period
of times. Our filter is consisting of 2-bits cells, each of which capable to count till four.
We consider a matrix with the same size of our filter’'s matrix, with flags all set to
zero. For each cell, which is higher than 2, the corresponding flag element becomes 1.
Afterward, all the elements corresponding to that zero flags are deleted in the filter.

An example of such mechanism in a vector scale is given in Figure 4.4.

Fag |o]1]o]o]of1]1]o0]1
Counting Bloom Vector |O|3]1]J1|0|2]3]J0]J2|1

l

Flag |0]o]o]o]o]ofofo]o]o

Counting Bloom Vector |0[3]0]0]0|2|3]0]2]0

Figure 4.4. An example of flag deletion mechanism in vector scale.

Applying this deletion mechanism weekly, we delete the source IP addresses in

white list which has been seen less than two times.

4.5. System accuracy evaluation

To evaluate the performance of our filter, we conduct two different analysis meth-

ods. In the first one, we consider a constant value for array size of the filter (m=1000)
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to evaluate the system performance for different numbers of elements (n) and num-
ber of hash functions (k). To perform this experiment, we trained the filter with 100
random IP addresses in Figure 4.5a. Then we examined the filter performance with
1000 random IP addresses. Same experiments are conducted for n=200, 400, and 800,
and the results are shown in Figure 4.5b,c,d respectively. Probability of false nega-
tive is compared with the theoretical expected probability of false negative. As it can

be inferred from Figure 4.5. with higher number of hash functions the error reduces

considerably.
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Figure 4.5. Probability of false negative considering m is constant at 1000b.

In the second analysis, four different sizes are considered for filters vector (m),
while number of elements are kept constant (n=1000). This experiment is conducted
over four different filter sizes m = 5Kb, 10Kb, 100Kb, and 1Mb. Figure 4.6 displays
comparison results of theoretical values and tentative measurement of the probability
of false negative for different numbers of hash functions. Although for small k, the
difference between theoretical and experimental false negative is high, However by in-
creasing the number of hash functions, this value reduces significantly, and they almost

overlap with k’s higher than four. Considering k is bigger than four, by increasing the
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size of the filter the false negative approaches to zero (Figure 4.6).
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Figure 4.6. Probability of false negative considering n is constant at 1000.

To evaluate our matrix filtering system, we train the database of the filter with IP
addresses with known TTLs, and then the filter is examined to determine the accuracy
of filter in regard with attack packets and legitimate ones by calculating the false
positive and false negatives. As it was mentioned before, the probability of error of
Bloom Filters which is named as false positive is the probability of accepting a packet as
part of the set while it is not. However, in filtering DDoS attack, this means considering
an attack packet as a legitimate one which is the definition of false negative. Therefore
we use the notion of false negative instead of probability of error in our Matrix Bloom
Filter. With the new definition, the false positive means the probability of dropping
a packet which belongs to our white list that should had been zero in Bloom filters.
To be able to examine the filter accuracy, we apply our experimental assessment on
small scale. In 5 days there were around 1700 IP addresses fed to filter from DARPA
data set [24] as the legitimate addresses with their TTL’s. These are the union of
source IP addresses of training data in the dataset (attack free) of one week. Then

the filter is ready to be evaluated toward attack packets. IP addresses of one of the
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same day were examined with the filter and the probability of false positive was zero as
expected. However, there can be a small amount of false positive which is not related
to the accuracy of our filter but the TTL differences of the new data. With a randomly
made DDoS IP addresses, the contribution of the filter in encountering with randomly
spoofed IPs and subnet spoofed IPs is summarized in Table 4.1. MBF works best when

a subnet spoofing used in attacks because of Hec checking method in the filter.

Table 4.1. A comparison on filtering efficiency of normal bloom filter and matrix bloom

filter in respect to different DDoS attacks.

Attack type P;_,, with BF | P;_,, with MBF
Random IP spoofing 0.016 0
Subnet IP spoofing 1 0.002
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5. FILTERING SCHEME IN EDGE ROUTERS

Although our filtering mechanism drops most of the DDoS packets in victim
router, there is no guarantee that victims bandwidth or resource is secure from con-
sumption with unwanted traffic. Moreover, to have the filter work properly there should
be another filtering system in edge routers of the victim (victim router) to avoid any
depletion in victim side. This filtering system should block part of the traffic, which is
more likely to be from attackers by deciding on turning off some edge routers. When
bandwidth depletion of DDoS happens, the traffic quota of edge routers can be observed
via ISP. Meanwhile the filter calculates which routers are forwarding attack traffic and
should drop the traffic ratio to zero. In the next step, the victim alarms its own ISP
so the traffic blockage be applied on identified routers. In fact, the filtering problem
can be considered as an optimization problem of receiving maximum good throughput
in victim server with discarding maximum possible attack packets. Throughput of
each upriver router can be considered as a weight of each router and our aim is then
to maximize good put, with the weight that we measure in normal traffic as known
variables of our problem [11]. We can identify our filtering model as an optimization

problem as follows:

Maximize > | P,X;
subject toy i, W, X; <C (5.1)

withP, > 0,W; > 0,C >0

where n is the number of edge routers and C' is the maximum throughput that our
victim router can handle. W; is the traffic weight transmitted from router ¢ and P; is
the profit we assume for that router regarding its normal traffic quota and clients. If

a router routes traffic to victim server, we define X; = 1 and if not, we define X; = 0.

Computational optimization techniques to solve such optimization problems dif-
fer in regard of problem classes. Classical exact methods generally take the form of

exhaustive search in the space of restrains, while heuristic methods are usually a model
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of evaluation in a natural process. The latter solutions do not guarantee ideal opti-
mal but an approximate solution which is desired mostly because of restrictions on
computing power and time. In this thesis, we apply two optimization algorithms from
cach group, Linear programming (LP) and Genetic Algorithm (GA), and assess the

advantages of each in our specific maximization problem.
5.1. Linear Programming optimization

Linear programming refers to a class of optimization problem (minimization or
maximization) of a linear function with respect to a set of inequalities or equalities
as its constrains. This method finds a point in which the function has maximum or
minimum value by searching through a poly-tope made from the constrains, and a real-
valued affine function defined on it. The linear programming problem stated as follows
in [25]: “Among all feasible solutions, find one that minimizes (or maximizes) the ob-
jective function.”. A set of feasible vectors, those meeting the criteria of corresponding
constraints, is known as constraint set. If a constraint set of a linear programing func-
tion is a non-empty set, the problem is said to be feasible [25]; on the hand it is an

infeasible one.”. The general form of a linear program is:

maximize ¢, + Coxo + ... + Cp Ty

a1 Ty + ...+ apr, < by,

subject to : (5.2)

11+ o ATy S bm

where 1 > 0,...,2, >0

and its canonical from is:

maximize CTX
subject to AX < B (5.3)

where X >0
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where C' and B are vectors while A is a matrix, all with known coefficients. X is
a vector of variables whose values are to be determined to maximize the objective
function. B is a vector of size where m emphasizes the number of constrains plus n
non-negativity restrictions of the variables. Other forms of minimization problems,
alternative constrains forms or problems with negative variables can be rewritten in
standard form. For instance, multiplying a minimum problem by —1 will change it to
a maximum problem. Evidently, we can fit our model of optimization into this model
by considering C as the Profit vector; A is the Weight vector while B is maximum

throughput. X vector is the variable of our problem, which gives the routers status.

5.2. Genetic Algorithm optimization method

Genetic Algorithm (GA) [26] is a class of adaptive heuristic search algorithm
based on the evolutionary principles of natural selection and genetics that was first
laid down by Charles Darwin. It simulates the survival of the fittest among individ-
uals, based on a fitness function, over consecutive generation for solving a problem,
which can be an optimization problem. The Algorithm usually starts with a set of
randomly selected solutions (represented by chromosomes) called population. Then
it evaluates the fitness of each chromosome in the population. A new population is
created by the means of selection, recombination and mutation. Selection is the pro-
cess of selecting parent’s chromosomes from the initial population according to their
fitness values. Recombination with crossover represents crossing two parents to make a
new offspring population with combining chromosomes from each parent and mutation
introduces random modification in the chromosomes of each new offspring. Although
this algorithm is modeled after natural processes, we can design our own encoding of
information, our own mutations, and our own selection criteria. The genetic algorithm
can be modeled by defining arrays of bits or characters that represent the chromo-
somes in GA. Figure 5.1 shows the chart of a genetic algorithm optimization in which
a constrain is a stop criteria. The details of genetic algorithm steps are tabulated in

Appendix A.
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Initialize a population
Determine the fitness of the population
While the constrain is not met
Select parents from population (selection)
Perform crossover on parents to create new population
(crossover)
Perform mutation on new population (mutation)
Determine the fitness of the new muted population
Check if the constrain is met with new fitness value
End

Figure 5.1. Steps of Genetic Algorithm in optimization problems.

5.3. Experimental results of LP and GA optimization methods in DDoS
filtering

To evaluate Genetic Algorithm and Linear Programming accuracy in solving the
problem, we consider a network with 20 routers with different numbers of nodes con-
nected to our victim server. The detailed information of the routers, clients and
throughput is given in Table 5.1. Second column shows the number of users con-
nected to each router while two next columns represent the number of normal users
and attackers from the number of nodes. We considered 0.2 Mb throughput for each
normal client and the Good throughput (Gt) is calculated in regard with this value and
the number of normal clients. The last column displays the traffic weight (W) passing

from each router. Maximum throughput that our victim server can handle is 10Mb.

The evaluation process consists of two experiments with both algorithm applica-
tions on mentioned network. The first experiment is based on uniformly distributed
priority. In other words, there are no specific priority on status of any routers. Table
5.2 shows the state of each router while in Table 5.3 the number of attackers and per-
centage of the good throughput the victim receives after applying each GA and LP is
summarized. As it is evident, not only GA gives a better result in blocking attackers
but also it is faster than LP. This is mostly because LP is an exact optimization algo-
rithm, which without priorities it tries to maximize the whole throughput no matter
of attack or normal traffic under specified constrains while GA technique, models this
problem in a way that cannot be modeled as accurately as with other approaches, which

makes it more potentially useful in this problem. As mentioned before, GA is faster in



Table 5.1. Network information with 0.2Mb throughput from each normal client.

router | nodes | normal clients | Attacker | GT(Mb) | W(Mb)
R1 4 4 0 0.8 0.8
R2 2 0 2 0 1.2
R3 3 2 1 0.4 1
R4 3 3 0 0.6 0.6
R5 5 2 3 0.4 2.2
R6 2 0 2 0 1.2
R7 1 1 0 0.2 0.2
R8 5 3 2 0.6 1.8
R9 3 0 3 0 1.8
R10 1 1 0 0.2 0.2
R11 1 0 1 0 0.6
R12 2 0 2 0 1.2
R13 3 3 0 0.6 0.6
R14 1 0 1 0 0.6
R15 1 0 1 0 0.6
R16 5 4 1 0.8 1.4
R17 2 1 1 0.2 0.8
R18 1 1 0 0.2 0.2
R19 5 0 1 1
R20 3 0 3 0 1.8
total 53 30 23 6 19.8
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finding an approximation of optimized answer because of its stochastic characteristics.

Table 5.3. Accuracy evaluation of LP and GA with uniform distributed priority.

Algorithm | blocked attackers | GT percentage
LP 12/23 66.6%
GA 15/23 93.3%
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Table 5.2. State of routers after applying LP and GA algorithm where 1 means “on”

and 0 means “off” with uniformly distributed priority.

Algorithm | x1 | @9 | @3 | @4 | x5 | g | T7 | X3 | Tg | T10
LP 1 1 1 1 0 1 0 0 0 1
GA 1 0 1 1 0 0 1 1 0 1

Algorithm | @11 | 12 | @13 | 14 | T15 | T16 | T17 | T1s | T19 | T20
LP 1 1 1 1 1 1 0 0 0 1
GA 1 1 1 0 0 1 1 1 1 0

In the second experiment, by considering 20 points for each normal client con-
nected to router, we try to optimize our result by choosing proper priorities P; . In
fact, we can define our problem as a conditional problem with specific expectations
from the behavior of both optimization approaches and apply constraints on the status
of specific routers. For more illustration, consider a router which in normal situation
has 4 normal nodes attached to it which can be estimated in real networks. By giving
proper priority points to such a router we oblige our optimization algorithm to keep
this router 'on’ with most probability in solution (see Table 5.4). LP optimization
algorithm gives the maximum possible good throughput with given priorities which is
about 5.8Mb of total good throughput of 6Mb. As it is obvious in both Tables we
gained same accuracy with both algorithms. However, GA takes less time for finding
the solution, which is explicable with randomness attributes of GA. In other words, LP
goes through each possible points in the polytop of constrains while GA uses random

points on the same polytop which at most will take the same time as LP.
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Table 5.4. State of routers after applying LP and GA algorithm where 1 means “on”

and 0 means “off” with designated priorities.

Algorithm | x1 | @9 | @3 | @4 | x5 | g | T7 | X3 | Tg | T10
LP 1 0 1 1 1 0 1 1 0 1
GA 1 0 1 1 1 0 1 1 0 1

Algorithm | @1y | X1 | Z13 | T1a | T15 | T1e | T17 | T1s8 | T19 | T2o
LP 0 0 1 0 0 1 0 1 1 0
GA 0 0 1 0 0 1 0 1 1 0

Table 5.5 demonstrates the result of such priority designation with 20 points for

each normal client.

Table 5.5. Accuracy evaluation of LP and GA with designated priorities.

Algorithm | blocked attackers | GT percentage
LP 16/23 96.6%
GA 16/23 96.6%




41

6. CONCLUSIONS

A DDoS attack is a distributed, large-scale attack made by malicious users to
deplete the victim’s resources with an enormous volume of data traffic, which con-
sequently exhausts the victim’s network of resources such as bandwidth, computing
power or RAM. DDoS tools provide several spoofing levels, e.g. IP address spoofing, in
order to open the path for malicious packets into victim. Characterization and filtering
attack traffic major difficulty is because disguised legitimate packets are used for at-
tacks. The distributed description of the attacks needs a distributed filtering scheme,
but administrative domains cooperation is costly and a troublesome task. The main
mechanisms against DDoS after detection, is filtering, which stops DDoS attack pack-
ets from reaching the victim in proximity of victim (victim based) or in upriver routers
(edge router based). In comparison to the router-based method, the victim-based ap-
proach is employable immediately and it has more potential to invest on a defense
mechanism rather than a network provider. In this thesis, we proposed a host based
filtering approach, which selects specific features from the behavior of traffic in host’s
server router such as payload statistic behavior to detect the probability of occurrence
of an attack and consequently determine the state (alert or active) of the filter in next
step. Furthermore, it is used as an alarm mechanism for filtering mechanism in edge
routers to mitigate the traffic flowing to victim’s router, to avoid filtering process from
getting overwhelmed by the huge amount of traffic passing throw it. However, if the
detection mechanism does not detect the spoofed packets and discard them, they can
easily reach the victim server as a legitimate packet. To have a fast, memory efficient
look up process, we utilized an advance Bloom Filter to train and build the database
of source IP addresses. Filter outlines are improved by combining two packet filtering
methods, IP history based and Hop Counting filtering method. The filter consists of a
matrix data-base where each column is an enhanced Counting Bloom Filter, a look up
algorithm with specific hash functioning method and a renewal algorithm to make the
filter adaptive in time. The probability of false alarm is reduced from 0.016 to 0.002
in subnet spoofed attack case. While a filter can detect and drop attack packets , it

may not be able to preserve the availability of the service. To overcome this problem,
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optimization based data mitigation is done in edge routers of the victim server after
detecting an intrusion. In that section two optimization, Genetic Algorithm and lin-
ear programming is used to optimize the good throughput under the constraint of the
maximum throughput that the victim router can manage and with appropriate priority
acquisition, we obtained up until 96.6% of good throughput where GA was relatively
faster due to randomness characteristic of substructure steps of genetic evolution such

as crossover and mutation which leads to an estimated optimization of the problem.
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APPENDIX A: GENETIC ALGORITHM STEPS

A.1. Encoding

To use genetic algorithm for optimization purposes we need to define our model,
our chromosomes, selection, crossover and mutation rules and also what we want to
optimize in a function model which is named fitness function f(x) where z is the
chromosome. This process is called encoding. Encoding parameters of optimization
problem to chromosomes is the first step of solving it with GA. There are several dif-
ferent methods to encode the chromosomes which depends on the problem. Among
different encoding methods, the binary encoding is the most popular one. In this
method all chromosomes consist of just one binary string. One or more characteristics
of the problem is presented by the bits inside the string. Moreover, the string can be a
number by itself. An example of binary encoding is given in Table A.1. Permutation
encoding which is usually used in ordering problems, such as traveling Salesman Prob-
lem, is one of the encoding methods in which every chromosome is defined as a string
of numbers. There are other methods such as value encoding or Tree encoding, that

can be chosen regarding the problem one may face.

Table A.1. Binary encoded chromosomes examples.

Chromosome 1 11100101

Chromosome 2 | 10001101

A.2. Selection

When chromosomes are encoded, they should be selected from the initial pop-
ulation as parents and then left to the process of Crossover. The individuals with a
higher fitness must have a higher probability of having offspring. To obtain the best
chromosome modeling, there are several methods i.e. roulette wheel selection, Boltz-
man selection, tournament selection, rank selection, steady state selection. In roulette

wheel selection, the probability of parenthood is considered proportional to their fit-
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ness value and then parents are randomly chosen for making the next generation like
a roulette wheel. This method would lead to unfit selection if the fitness values have
huge differences. Individuals, who have a much higher fitness, could be the parents for
every child in the next generation. Another selection method is tournament selection,
which selects four or more individuals, and their fitness values are compared two by
two and ones with higher values are selected as parents. This selection continues until

a new population is created.

A.3. Crossover

After encoding the chromosomes and selection, there is the matter of recombi-
nation which is done by cross over. Crossover can be done randomly or uniformly
over the range of chromosomes. An example of one point crossover can be seen in
Table A.2. The line shows where two parents are passed through crossover and two

offspring are made by combining the parts of parents. Crossover probability is one of

Table A.2. One point crossover in chromosomes which leads to two distinct offsprings.

Chromosome 1 [ 11100101

Chromosome 2 | 10001101

Offspring 1 11101101

Offspring 2 10000101

the parameters of GA, which is an indication of how often the crossover is performed
on the chromosome. If it is 0 percent, it means the new generation is made from same
chromosomes of old population. However it does not mean that the new generation is

exactly a copy of the last population which is mainly because of mutation.

A.4. Mutation

The mutation is performed after cross over in GA. It is mostly performed to

prevent the solution on falling into a local maximum or minimum. Mutation is in

fact a slight random change in the new offspring. In binary encoding it can be a
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randomly chosen bits changes from 1 to 0 or vice versa. For better illustration see

Table A.3 Mutation probability indicates how often parts of chromosome are mutated.

Table A.3. Example of mutation in Offsprings.

Offspring 1 11101101
Offspring 2 10000101

Offspring 1 after mutation | 10101101

Offspring 2 after mutation | 10010101

0 probability of mutation means there is no mutation and offspring is taken directly
after crossover directly. If mutation probability is 100 percent, then it means all the
bits of chromosome is changed. Mutation is made to prevent GA from falling into local
extreme, but it should not occur very often, because then GA will in fact change to a

random search.
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