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ABSTRACT

FUEL THEFT DETECTION SYSTEM

Pala Baysak, Asligiil
MSc, Electrical and Electronics Engineering
Advisor: Prof. Mustata GUNDUZALP
August 2019

In today's technology, wireless communication devices with Bluetooth have started to
take an important part of daily lives and is rapidly growing. At this point, researches
are made about the low power consumption of the devices, fast and secure
communication. Bluetooth Low Energy (BLE) ensures these requirements and is
developing day by day to provide a low-energy and low-cost solution for the Internet
of Things (loT). Nowadays, in-vehicle electronics technology is becoming essential
with respect to customer needs. According to the claim report results of one of the
reputable automotive manufacturers indicates that the crucial expectation of prospects
and customers is to have safety electronic systems and following up the status of the
car remotely. Due to this reason consumer electronics and internet of things (1oT)
technologies are depending on the assessment of needs. In order to follow up the status
of the car remotely, Bluetooth Low Energy technology (BLE) and acceleration sensors

are widely used in vehicle electronics.

In this study, a prototype fuel level control system is implemented using wireless
sensor networks via BLE. The fuel level sensor is placed into the fuel tank to collect
the data. Fuel levels are measured inside the fuel cap for different scenarios. If an
abrupt change occurs in the fuel level, the users are informed via a vehicle tracking
system. The data set was generated according to the variation of fuel height and
currents. "Current” is the dependent variable and "height” is the independent factor.
For this reason, to compare the values, one-way analysis of variance (ANOVA) was
implemented. At first, the hypotheses of homogeneity and ANOVA were established.
The significance level was chosen as a =5% (0.05). It means that the results have a

95% chance of being true and have a 5% chance for being false. The SPSS results



represent

95% confidence intervals. As a result of the ANOVA test, it is obtained that the

different hole diameter has the same effect to generate the R (ohm).

The current work aims to process data locally, transmitting via Bluetooth Low Energy
and reporting the output data. The results/outputs of the system implementation are

evaluated statistically with experimental design.

Key Words: 10T, Bluetooth Low Energy (BLE), Smart Sensor, Digital Fuel Level,
Fuel Security System
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FUEL THEFT DETECTION SYSTEM

Pala Baysak, Asligiil
Yiiksek Lisans, Elektrik Elektronik Miihendisligi
Danisman: Prof. Dr. Mustafa GUNDUZALP
Agustos 2019

Giliniimiiz teknolojisinde Bluetooth ile kablosuz haberlesen cihazlar giinliik hayatta
Oonemli bir yer almaya ve siklikla kullanilmaya baglanmistir. Bu kapsamda cihazlarin
diisiik giic tiiketimi, hizli ve giivenli bir sekilde haberlesmesi {izerinde arastirmalar
yapilmaktadir. Bu ozellikleri saglayan ve giin gegtikce gelismekte olan Bluetooth
Diistik Enerji teknolojisi (BLE), diisiik enerji tiikketimi ve diisiik maliyetli bir ¢oziim
sunmaktadir. Giiniimiizde, arag¢ i¢i elektronik teknolojisi miisteri ihtiyaclarina goére
degiskenlik gostermektedir. Saygin otomotiv iireticileri potansiyel miisterilerin istek
ve ihtiyaglarini inceleyerek en 6nemli beklentilerinin emniyetli elektronik sistemlere
sahip olmak ve aracin durumunu uzaktan izlemek oldugunu gostermistir. Bu sebeple
aracin uzaktan durumunu takip etmek i¢in, arag elektroniginde Bluetooth Low Energy

teknolojisi (BLE) ve hizlanma sensorleri yaygin olarak kullanilmaktadir.

Bu ¢aligmada, BLE yoluyla kablosuz sensor aglari kullanilarak yakit seviyesi kontrol
sistemi kurulmustur. Ara¢ park pozisyonunda ve kontak kapali iken belirli zaman
araliklarinda devreye giren sensor ile yakit seviyesi Ol¢limiinii saglayan yakit 6l¢iim
sensOriiniin haberlesmesi saglanarak verinin arag¢ takip sistemi ile haberleserek arag
sahiplerine iletilmesi hedeflenmistir. Veri seti yakit seviyesi degisimine bagli yakit
seviye sensorii lizerinde olusan direncin dl¢limii ile elde edilen akim degerlerinden
olugsmustur. Akim bagimli degisken olarak segilirken, yakit seviyesi yiiksekligi
bagimsiz degisken olarak belirlenmistir. Yakit tankindan yakit alinmasi ¢esitlerinden
birisi olan tankin alt tarafindan delinerek bosalmasi senaryosu baz alinarak ii¢ farkl
delik capmin bosalmanin yakit seviye sensorii ilizerindeki etkisi incelenmistir. Bu
nedenle olusan degerleri kiyaslama amaciyla tek yonlii varyans analizi yontemi

(ANOVA) secilmistir. Ilk asamada homojenlik ve normallik testleri yapilarak
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ANOVA analizine uygunluk degerlendirilmistir. Onem seviyesi %95 olarak secilerek
sonuclarda %35 hata pay1 birakilmistir. ANOVA testi sonuglarina gore ii¢ farkli delik
capinin yakit seviyesi sensOrii lizerinde voltaj olusturulmasinda aymi etkiyi
gosterdikleri saptinmistir. Mevcut galisma, yerel olarak veri islemeyi, Bluetooth Low
Energy ile veri iletmeyi ve ¢ikt1 verilerini raporlamay1 amaglamaktadir. Uygulama

istatistiksel deney tasarimi ile analizlenmistir.

Anahtar Kelimeler: IoT, Bluetooth Diisiik Enerji, Akilli Sensor, Dijital Yakit

Seviyesi, Yakit Giivenlik Sistemi
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CHAPTER 1
INTRODUCTION

Nowadays, in-vehicle electronics technology is becoming essential with respect to
customer needs. According to claim report results of one of the reputable automotive
manufacturers indicates that the crucial expectation of some market prospects and
customers is to have safety electronic systems and following up the status of the fuel
level of the vehicle remotely. Due to this reason consumer electronics and internet of
things (IoT) technologies are depending on the assessment of needs. In order to follow
up the status of the car remotely, Bluetooth Low Energy technology (BLE) and fuel
level sensors are widely used in vehicle electronics. Bluetooth Low Energy is one of
the latest developed technologies feeding consumer electronics. The benefits to design
and implement Bluetooth Low Energy technology on low-cost applications are able to

execute and communicate in mobile environments.

1.1 Research Problem Statement

Fuel costs constitute the biggest expense item of the transportation sector. At this point,
automotive companies want to offer innovative and technological solutions to prevent
fuel discharges as a result of fuel abuse and unauthorized discharge from the tank. Fuel
theft is an event that concern to the police and rural communities. Fuel can be stolen
from trucks and their storage tanks by drilling a hole under the fuel tank with using of
siphoning equipment or by cutting off fuel lines (Warwickshire Police, n.d). The
demand of the companies that have faced with this situation according to the
customer’s feedbacks has increased the studies done in this field and has enabled to
shape the test scenario of this project. According to the rise of diesel fuel prices, it has
been observed that fuel theft has increased especially in big vehicles such as trucks.
Especially, it is happening when the vehicle is in the parking position (Senthil, 2017).
As 0f 2008, there are 9.653.546 motor vehicles in Turkey. 2.808.789 of them are heavy
vehicles such as vans, buses, and trucks. It can be said that a truck fuel tank capacity

is 500-700 liters and that fuel theft prevention systems are necessary for such type of



vehicles. On the other hand, the use of the measurement of the fuel on the fuel tank
simultaneously is a subject that has been extensively researched. The new type of
processors are the main elements of such systems. In addition, fuel level measurement
methods are used in vehicle tracking systems. In some of the studies, nonlinear filters
or wave transformations analyze data from sensors. On the other hand, using many
sensors increases the cost and makes the system very complicated (Kdse, et al., 2009).
To overcome the theft problem, researches focus on the combination of the fuel
monitoring system and mobile communication technology which send reports

automatically via SMS to the owner of the vehicle (Senthil, 2017).

It is already stated that the current work aims to process data locally, transmitting via

Bluetooth Low Energy and reporting the output data.

This thesis combines the advantages of the lowest power, and lowest system cost

Bluetooth low energy System-on-Chip with an integrated flash.

The purpose of this thesis is to develop an embedded system, which is communicating
with each other using Bluetooth Low Energy the remote control, which get executed

instantly.

The core concept of the Internet of Things is to enable things to be connected anytime,

anyplace, with anything and anyone ideally using any path/ network and any service.

Goundar et al. (2014) presented a design solution to monitor the fuel level by using a
pressure sensor. An automatic measurement controlling fuel tank fuel level was
designed with BMPO85 pressure sensor. The regression analysis was performed to

calculate the volume according to the pressure sensor readings (Goundar et al., 2014).

Lin et al. (2015) examined the potential of BLE technology for vehicular applications.
Intra-vehicular wireless sensor applications in the automotive industry lead to the
removal of the additional wiring system. For this reason, this new technology has great
potential and accompanies many benefits to car manufacturers. An experimental
platform was realized based on BLE technology to implement a passive keyless entry
system. Due to the experiments, the cost of the existing system was decreased during
the system was worked properly and the car was unlocked every time (Ling et al.,

2015).

Winkel (2016) investigated the performance of BLE in the in-vehicle environment.

The parameters were selected as the message error rate, packet error rate and latency



of BLE wireless links. The static and dynamic test parameters were described then the
experiments were realized with two different vehicles (Opel Corsa and Honda Accord)
on the same parking area. The experiments were conducted different days and it was
rainy during the experiments. However, the influence of rain was neglected. It can be
said that the BLE link delivery system worked correctly and performed with
remarkable success (Winkel, 2016).

1.2 The objective of the Thesis

Based on this problem statement, this thesis consists of five main chapters and subtitles.

Chapter 2 is providing the necessary background information to understand Vehicle

Electronics and Networks, Bluetooth technology, GPRS and acceleration sensors.

Chapter 3 defines the background of the system. Stakeholder engagement and
elicitation of the business needs are listed for the build, design and test purposes. Both
functional and non-functional requirements are prioritized and committed by the
automotive manufacturer. The methodology of the thesis is also described in this
chapter. In-vehicle communication and smart sensor application technical background
are mentioned respectively. It is focusing on introducing the DA14585 low-power
Bluetooth low energy (4.0) and NRF acceleration sensor. The aim was to implement
Bluetooth 5.0 with another sensor. However, due to the lack of unsuccessful

connections and inefficiency, the thesis is redesigned with respect to Bluetooth 4.0.

Statistical analysis is described in Chapter 4. The results/outputs of the system

implementation are evaluated the statistically experimental design.

Chapter 5 is the final chapter defines conclusion and recommendation to move forward

to improve loT usage in automotive electronics regarding customer needs and claims.



CHAPTER 2
BACKGROUND - LITERATURE REVIEW

2.1 Vehicle Electronics and Networks

Nowadays, new features are continuously integrating into vehicles electronics in the
automobile industry (Alam, 2018). Electronic devices used in vehicles are increasing
day by day. This augmentation in vehicles brings the need to communicate with the
central computer of the vehicle. This technology can be divided into two groups as
wired and wireless. The challenges of wired in-vehicle networks have led to alternative
research areas. In order to reduce these difficulties, a solution method is used in which
some part of the wired parts is removed and replaced by wireless connection. Some
parts of the wiring loom can be replaced by Bluetooth, BLE or ultra-wideband link.
Thus, the use of wireless technology provides some advantages such as reduced wiring
loom installation time, reduced vehicle weight, improved fuel economy, and reduced
material costs. However, new challenges are encountered, such as inherent
unreliability, lack of security, and threats to the confidentiality of wireless connections.
The remote keyless entry system or the wireless tire pressure management systems are
examples of existing commercially wireless applications for vehicles. Generally, these

applications need to use proprietary protocols (Winkel, 2016).

2.2 Bluetooth

This section describes the concepts and fundamentals of Bluetooth and Bluetooth Low
Energy (BLE). Bluetooth is a short-range Radio Frequency (RF) wireless
communication technology which provides low cost and low power consumption
(Elhesseawy and Riad, 2018). Ericsson developed Bluetooth technology in 1994 as a
wireless alternative to the RS-232 data cables for close distances and nowadays it has
a wide range of applications today. Bluetooth devices have two different forms: Basic
Rate (BR) and Low Energy (LE). Both systems have main features such as device

recognition and connection generation. The BR systems also include Enhanced Data



Rate (EDR) as an option (Bal, 2015). The BR/EDR systems are classified as classic
Bluetooth, and the low energy system is known as BLE, which will be explained in
the following section. Any device that used Bluetooth technology can operate not only
BR or LE technology but also can operate both systems at the same time. The BR and
BLE have similar bit rate and can support a higher bit rate of 1 Mbps, and the EDR
supports a maximum bit rate of 2 or 3 Mbps (Elhesseawy and Riad, 2018). In order to
use both system features, the communication can only be realized in the same form of
the device which recognizes each other (Bal, 2015). The Bluetooth devices operate in
the Industrial, Scientific and Medical (ISM) band at 2.4 GHz which can be used

unlicensed.

The Bluetooth profile is necessary for communication between different Bluetooth
devices. The Bluetooth profile identifies the characteristics of the core specifications
and depends on the application area. For example, the profile must include
standardization to control TV, Hi-Fi or other types of Bluetooth equipment to realize
an audio remote control. The main factor to perform a successful operation is to

support the same protocol (Elhesseawy and Riad, 2018).

2.3 Bluetooth Low Energy (BLE)

Bluetooth Low Energy (BLE) has become a dominant technology to connect the
Internet of Things (IoT). It is also known as Bluetooth Smart has become essential in
many devices and has a wide usage area which can be seen in Error! Reference
source not found.. It can be operated in medical devices, smart homes, cell phones,
speakers, printers, keyboards, automobiles, etc. This technology provides remote
monitor and control (Lonzetta et al., 2018). It is a short-range wireless standard to
reduce power consumption through faster connections by transferring data with lower
latency (Digi-Key Electronics, 2016). It provides sensor data over a long period of
time by using a small device. The superiority comes from very low power consumption,

fast connection times and reliable data transfer (Ohlson, 2013).

Bluetooth Classic has a short-range communication with the high audio stream. It has

no regard for power consumption (Embedded Centric, 2019a).
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Figure 2-1 Bluetooth Classic and Smart usage areas
Source: (Digi-Key Electronics, 2016)
The devices can be support Classic or BLE or both of them. In Error! Reference
source not found., there is a type called Bluetooth Smart Ready, which includes both
hardware of Classic and BLE. The application areas can be listed as smartphones,
laptops (Embedded Centric, 2019a). The first BLE version 4.0 was introduced in 2010.
The superiorities over the classical Bluetooth technology and the aim were “to design
a radio standard with the lowest possible power consumption, specifically optimized
for low cost, low bandwidth, low power, and low complexity”. BLE has grown rapidly
by showing great improvement contrary to the other wireless standards (Hearndon,
2016). It has a much shorter transmission start, 3ms, than the classic Bluetooth, which
has 100ms (Bjarnason, 2016). BLE and Bluetooth Classic are not compatible with each
other according to diversity in hardware, architecture, specifications or applications
(Embedded Centric, 2019a). The new technology Bluetooth 5.0 is much faster than
the previous versions, with a wide range of domains, battery-friendly and compatible
with future technologies. It provides much faster transfer data times and it saves time.
In addition, the impact area of Bluetooth 5 has increased, thus the Internet of Things
has reached to a new level. Bluetooth technology is very important for faster and more
effective interaction between smart devices. The latest Bluetooth version 5.1 is
released on 2019, which can be seen in the Bluetooth protocol history in Figure 2-2.
Table 2-1 classifies the main differences between Bluetooth Classic and BLE, which

is known as “Bluetooth Smart”.



2019
Bluetooth v5.1
Added Direction Finding to BLE through
Angle of Arrival and Angle of Departure
2017
Bluetooth Mesh Protocol Introduced

2016
Bluetooth vs
Added 2 new PHYs for BLE
2014
Bluetooth v4.2
2010 Enhanced security and MTU for BLE
Bluetooth v4.0+ BLE
Added Low Energy Feature
This feature is Bluetooth Low Energy (BLE)
2009
Bluetooth v3.0 + HS
Added alternate PHY (802.11)
This feature is called High Speed (HS)
2004
Bluetooth v2.0 + EDR
Added 2Mb/s and 3Mb/s data rates.
This feature is called EDR (Enhanced Data Rate)
2002
Bluetooth v1.1
1 Mb/s, first widely adopted version
1999
Bluetooth v1.0
o & & _Embeddedcentric.com 4 & ks
¢ ¢ * A 4 A <

Bluetooth Protocol Timeline

Figure 2-2 The evaluation of Bluetooth
(Source: (Embedded Centric, 2019a).)

BLE works on piconets. Each piconet has a star topology as can be seen in Figure 2-3.
The master node is located in the center of the star of the piconet. The other nodes are

known as slaves (Winkel, 2016).

Figure 2-3 Star typology of a piconet
Source: (Winkel, 2016)



Table 2-1 The main differences between Bluetooth Classic and BLE

Bluetooth Classic Bluetooth Low Energy
Common name Bluetooth Classic Bluetooth Smart
Standard range Short-range Low bandwidth
communication applications
Connection time 100 ms Fast connection (<6 ms)
Power consumption No regard to Ultra-low
Utilization area Traditional wireless

devices, cars, and headsets

Architecture diagram

€3 Bluetooth’

Bluetooth “Classic”
BR, EDR or +HS
1.1-51

€3 Bluetooth’

SMART
Bluetooth Low Energy(BLE)
4.0-5.1

(Source: Embedded Centric, 2019a)

BLE communication is based on the client-server model on a single link. In this

connection, the master takes on the main client role and the slave takes on the role of

the server. The key to the use of BLE is a service concept. A service is described as an

immutable encapsulation of some atomic behavior of a device and is located on the

server. A server can run many services. A service uses one or more attributes. An

addressed bit labeled data bit is called an attribute. The necessary interactions between

the client and the server occur through the attributes (Winkel, 2016).

It is important to note that the nRF512824 chip, which is used in this thesis, is fully

supported only by BLE.



24 BLE Layers

The BLE Architecture is a BLE protocol stack which can be defined with three main
parts: (1) application, (2) host and (3) controller. Each part contains other layers which
can be seen in Figure 2-4. It is called layered because it consists of different layers

stacked to each other (Embedded Centric, 2019a).

User Application

| Jajawowuuay|
| 21y JJeaH
2Iuape) g paads

21Nssald poo|g

uonedddy
11v9 J9A0 dIH

T
2
L2CAP
Protocol Stack

o Host Controller Interface (HCI)

3

E Link Layer (LL) |

o

= Physical Layer (PHY)

Figure 2-4 BLE Architecture
(Source: (Embedded Centric, 2019a).)

2.4.1 Application

The application part is the user interface part in the BLE architecture. It is shaped
according to the needs and constraints of the projects (Embedded Centric, 2019a).
2.4.2 Host

The host interface is between the Controller and Application in the protocol stack
(Embedded Centric, 2019a). The task is to send bilateral data from the user application

to the controller. Two main parts as the logical interface and the physical interface are



the part of the host. Logical interface part includes Application-programming interface
on the controller. The physical interface includes Universal Serial Bus, Secure Digital
Input-output etc. A tablet, PC or any device that has an operating system can be the

host (Kuchimanchi, 2015).

The host involves Generic Access Profile (GAP), Generic Attribute Profile (GATT),
Logical Link Control and Adaptation Protocol (L2CAP), Attribute Protocol (ATT) and
Security Manager Protocol (SMP). GAP layer performs the base functions between all
Bluetooth devices. It works as a transceiver or operates as a transmitter so the role of
the broadcaster comes from this property. It transmits advertising data at periodic
intervals. This device is also a good observer, which periodically scans the channels to
find out any data from any broadcaster. Moreover, if any connection is active, the
device works like a central to manage all necessary settings to realize the data
exchange. GATT profile is used to investigate how to obtain data from different
profiles to exchange between the BLE devices (Elhesseawy and Riad, 2018). L2CAP
defines as a bidirectional data channel and has two tasks as L2CAP channels and
L2CAP signaling commands. ATT protocol supports information about the device. The
rules to access data in any device are indicated by this protocol. It defines the attribute
that expresses a value. SMP is used to pair and to provide the trust with any device

(Kuchimanchi, 2015).

2.4.3 Controller

The controller is the bottom layer of the architecture. It includes the radio. A controller
embodies a physical layer (PHY), link layer (LL) and host controller interface (HCI).
The receiving and transmitting bits of information is provided by the physical layer,
which is situated at the bottom by using 2.4 GHz radio. BLE coding system is the
Gaussian frequency-shift keying (GFSK) which is provided by zeroes and ones, which
are coded onto the radio by slightly shifting the frequency up and down. It provides to
spread out the energy over a wider range of frequencies if a dramatic frequency shift
occurs. The bits are approved in the link layer as a packet of data and it is checked to
send them to the protocols. This layer has advertising, scanning, creation and

maintenance properties of the connection (Kuchimanchi, 2015).

The RF modulation and demodulation is supported by the PHY. The analog and digital

circuitry communication of PHY provides a translation of the digital data over the air.
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This layer can be mentioned as the lowest layer of the protocol stack. This layer
provides the services to the LL. The communication spectrum is divided into 40
channels on 2 MHz spacing between 2.402 GHz and 2.4835 GHz. Among the 40
channels, three of them (channel 37, 38 and 39) are advertisement channels and the
rests are data channels. Figure 2-5 visualizes the data and advertisement channels on
the BLE communication band. Advertisement channels are responsible to discover
devices during establishing the connection and broadcasting. On the other hand, data
channels provide bidirectional communication between connected devices and the

extensions of advertisement (Embedded Centric, 2019a).

Advertisement Channels
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Figure 2-5 BLE communication band
(Source: (Embedded Centric, 2019a).)

The nRF51824 chip includes BLE_ GAP_PHY_ 1MBPS type of PHY, that is capable
of the BLE 4.x standard with a 1 Mbps data rate. The chip can be configured by using
SoftDevice API (Embedded Centric, 2019a).

The Nordic SoftDevice is necessary to implement the wireless protocol developed by
Nordic Semiconductor. It supports hardware and software during the application
development. In addition, it provides program execution. The stack diagram of

SoftDevice can be shown in Figure 2-6 (Lyatuu,2018).
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Figure 2-6 The stack diagram of the SoftDevice
(Source: Lyatuu, 2018)

The LL is related to the physical layer and defines the four main roles and state of the
device as advertiser, scanner, master or slave. The advertiser means sending the
advertisement packets. The scanner is responsible to scan for advertisement packets.
A master starts and manages the connection. A slave accepts the connection request to
follow for the master timing. The roles and the interaction between the roles can be
seen in Figure 2-7. In addition, LL has a role to advertise, scan and maintain the
connections. It encapsulates the data from the upper layers to generate BLE packets

(Embedded Centric, 2019a).

The LL can change its own role during the connection. For example, it can start with
a scanner role and it can become a master. An example can be seen in Figure 2-8.
Device X has a scanner role to connect Device Y. If Device Y is picked by handshaking
than the role of Device X is going to change from the scanner to master. And also the

advertiser becomes the slave (Embedded Centric, 2019a).

12



Adverising

Avertsing
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(Source: Lyatuu,2018.)
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Figure 2-8 Link-layer change example of a BLE connection

(Source: (Embedded Centric, 2019a).)
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BLE discovery phase can be seen if the devices are on advertiser/scanner pairs. When
a device is advertising, the same advertisement packet is sending to 37,38 and 39
channels of advertising. The advertiser sends “Advertiser Advertising Interval” and
this parameter is configured out by SoftDevice API. Contrary, the scanner device also
sends its “Scanner Scan Interval” when it is needed instead of scanning continuously.
During this interval, “Scanner Scan Window” is active. In the discovery phase of BLE,
the bottom of the device is responsible as an advertiser and the top is acting as a scanner.
Figure 2-9 shows this situation of the scan window and scan interval (Embedded

Centric, 2019a).

Device X Side ( Scanner )
Scanner scan window = 25 ms Scanner scan interval = 50 ms
Seanning on channel 37 Seanning on cannel 38 Scanning on channel 39
—_— [ |

i H i !
i ] H i

0 ﬂs 25 ms 50 ms i i 75 ms 100 msi i lZSims 150 ms
; i i 1 i

Al l 1 i 1 i Il 1

Oms 20 ms 40 ms 60 ms 80 ms 100ms 120 ms 140ms

Advertising on channels ©7, 38 and 39 w—/

Advertiser advertising interval = 20 ms

Device Y Side ( Advertiser )

Figure 2-9 BLE discovery phase
(Source: (Embedded Centric, 2019a).)

When the Scanner is full of data from Advertiser, the BLE connection process starts.
The Scanner is getting Master of LL and the Advertiser is the Slave of LL of the
connection. Figure 2-10 demonstrates negotiation parameters between the Slave and
the Master for BLE connection. The responsibility of the frequency hopping scheme
is the reduction of interferences in the account of devices. The aim is to predict the
channel list within the 37 data channels which will be used. Connection interval is the
sequential connection time between the events. Generally, the connection interval is
between 7.5 millisecond and 4 seconds. Low values give high data throughput with

high power consumption contrary to the high values which indicate low power
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consumption. The number of BLE packets per connection event is related to the
Library/OS used in the system. Slave latency is needed to cut the connection events
when there is no data sent. It is an effective parameter which decreases the unnecessary
power consumption on the slave side. Typical values are among 0 and 449. Supervision
timeout is defined as the length of time between the Master waiting time for a response
and the Slave. Usually, this value is between 10 millisecond and 32 seconds. The last
parameter Data-packet length which is related with the BLE version (Embedded
Centric, 2019a).

Frequency
hopping
scheme

Data-packet Connection
length interval

Number of
BLE packets
per
connection
event

Supervision
timeout

Slave latency

Figure 2-10 Slave negotiation parameters
(Source: (Embedded Centric, 2019a).)

2.5 Smart Sensor

Smart sensor technology has a wide range of application area to gather information as
wireless to improve daily life. It transmits wirelessly the measurements to a remote
receiver. Wireless sensor communication network is divided into three; broadcast
networks, point-to-point networks, and mesh networks, which can be seen in Figure
2-11. A broadcast provides one-way communication from a single node. It is called
also a beacon. The data is transmitted to any device without creating a link within the
range. Contrary to the broadcast, a point-to-point network provides bidirectional

communication between the nodes. Every node of a mesh network creates a link
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between the adjacent nodes to transform the information through the nodes that are not
the destination node. Each network topology is more suitable for different applications

and none is superior to the other (Nelson, 2018).

a 0.
(@)) . e 0
=/ o W e

o) o)
Broadcast Point-to-point Mesh

Figure 2-11 Wireless sensor topologies
Source: (Nelson, 2018).
GAP (Generic Access Profile) is responsible to control the Point-to-Point or Broadcast
connection of BLE device. It provides the discovery and connection between the
devices with a secure platform. To perform the data broadcast, it is needed to a
Broadcaster/Observer GAP roles. It is important to notice that BLE is operating on the
same bandwidth (2.4 GHz) as classic Bluetooth or WiFi. It has no restriction on the
number of broadcasters can listen or broadcast within the bandwidth (Embedded

Centric, 2019b).
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CHAPTER 3
MATERIAL AND METHODS

3.1 System Overview

The aim is to perform the communication between the system and fuel level sensor by
using BLE mechanism. The system is designed and tested to control continuously fuel

level against undesirable situations as fuel theft on the parking mode as described in

Figure 3-1.

Fuel Detection System Process Flow

NRF51824 NRF51824-Receiver

Fuel Level Sensor

Vehicle Tracking System

Vehicle in Parked

position?

Check the level of
the fuel / Get the
information from
fuel level sensor

Transmit the
received
information
from Fuel
Level Sensor

Compare the fuel
level of the tank

Enable the alarm
system of the
vehicle

Fuel level

decreased?

A 4

Figure 3-1 Fuel theft detection process
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Three main tasks are satisfied before the evaluation of performance and reliability by
statistical analysis. The first task is the installation of the board based on the user's
manual. This project is a prototype of the real system and the real system will have
many other types of equipment. The application is sufficient to carry out the research.
Secondly, the programming of the sensor nodes to gather the information is established.
It contains continuously measurement of fuel level information. The aim is to clarify
how many times does it take to trigger the alarm system before the discharge of the

fuel tank.

3.2 Devices and Programs

Remotely fuel level monitoring is a challenge to prevent undesired fuel tank cap
openings. For this reason, a monitoring system realized to gather automatically the
necessary data from the fuel tank. The system is proposed with an evaluation board
and a fuel level sensor. In this part of the thesis, the characteristics of the devices used

during the design are discussed.

3.2.1 NRF51824 — Nordic Semiconductor

3.2.1.1 nRF51824 Architecture

nRF51824 based on Nordic semiconductor is used for the application of remote control
mechanism. It has a 2.4 GHz operating band with Bluetooth Smart v4.2 wireless
protocol (Keeping, 2016). Typically, it is suitable for the automotive industry for BLE
connection. It has 2.4 GHz ultra-lower power with a system on a chip (SoC). It gives
solutions with AEC Q100 Grade 2 qualification (Nordic Semiconductor, 2017). AEC
Q100 called, as “Stress Test Qualification for Integrated Circuits” is an automotive
industry qualification. It provides an insight to qualify the electronics of the
automotive (Felding, 2017). The standard has five grades numbered from 0 to 4
according to the testing temperature. The temperature range of Grade 2 varies from -
40 to 105 °C for aluminum electrolytic capacitors (Lawrie, 2015). Gazell protocol is
supported by 2.4 GHz radio. It includes a Programmable Peripheral Interconnect (PPI)
system with an analog or digital peripheral without any CPU intervention. The
connection of interferences digitally between master/slave and UART performs with

flexible GPIOs (Nordic Semiconductor, 2017).
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The development kit consists of lithium battery, samples and development kit board

which can be seen in Figure 3-2 (Nordic Semiconductor, 2017).

Figure 3-3 and Figure 3-4 demonstrate the nRF chip connection of the channels

between 2.4000 GHz to 2.4835 GHz BLE Bandwith (Embedded Centric, 2019a).

® 000000000 0.0 0 9

1 x 3V CR2032 5 x nRF51422 samples
Lithium battery

aRF carent
meassienert

s
2
Zg‘é
. V41

IT"'
oooooooo 100..0., .

l..... @0

1 x nRF51 Development Kit board (PCA10028)

Figure 3-2 The Development Kit content of the nRF51

Source: (Nordic Semiconductor, 2017)
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Figure 3-3 BLE spectrum captured using nRF connection of 40 channels
(Source: (Embedded Centric, 2019a).)
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Figure 3-4 BLE spectrum captured using nRF connection with Advertisement
channels

(Source: (Embedded Centric, 2019a).)

To use the nRF51824, S110 Soft Device is needed to supply the BLE Peripheral
protocol stack by combining low energy controller and host. It is a very useful and

flexible API for BLE and SoC (Nordic Semiconductor, 2014a)
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3.2.1.2 nRF BLE Controller

The nRF BLE Controller is generated from the Nordic Semiconductor to provide
library for nRF52 Series which supports Bluetooth 5. The main responsibility is to
provide a BLE HCI interface. In addition, it implements a multiprotocol through APIs
to access the flash memory by radioactivity. Figure 3-7 demonstrates the nRF BLE
Controller library integration in a real-time operating system (RTOS)-free
environment. On the other hand, Figure 3-8 shows the nRF BLE Controller library
integration with RTOS. While the BLE Controller Library protocol remains the same,
a BLE adoption layer is inserted between the BLE host and BLE Controller library
with the integration of RTOS (Nordic Semiconductor, 2018c¢).

Application BLE Host

_______________________________ e

BLE Controller Library

Multiprotocol BLE Link Layer
API

r

Radio Scheduler

IRQ Forwarding

Hardware peripherals

Figure 3-7 nRF BLE controller architecture diagram for RTOS-free environment

Source: (Nordic Semiconductor, 2018c¢)
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Figure 3-8 nRF BLE Controller architecture diagram for RTOS

Source: (Nordic Semiconductor, 2018c¢)

3.2.2 nRF51 Dongle

The nRF51 Dongle is with the chip to secure the illegal utilization. Figure 3-9 and
Figure 3-10 indicate the Dongle content of the nRF51. At first, the dongle must be
connected with the computer. If it has power, the status light will be lightening. The
nRF51 Dongle block diagram is in Figure 3-11 (Nordic Semiconductor, 2014b).

23



-
=l
.

' ,
%1 Lo f ¥ 5

1 xnRF51 Dongle (PCA10031)

Figure 3-9 nRF51 Dongle content
Source: (Nordic Semiconductor, 2014b)

The dongle is the development platform for all the nRF51 devices. It includes the

function of onboard programming and debugging. Besides the radio communication

tool, it has a feature of communication with a computer through a virtual COM port.

This superiority is supported by the interface of the microcontroller. Figure 3-10 shows

the dongle top and bottom features. (Nordic Semiconductor, 2014b).
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Figure 3-10 nRF Dongle top and bottom
Source: (Nordic Semiconductor, 2014b)
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The dongle includes a boot/reset button, which can be seen in Figure 3-12 to connect
the interface of the microcontroller. It is mainly responsible for two functions as a reset
function for the nRF device and boot loader mode for the interface of microcontroller.
During the normal operation, the button plays a role of reset button. To change the
function of the button for the boot loader mode, the button must be pressed when the

board has power (Nordic Semiconductor, 2014b).

Interface MCU

B =R ==
3BV =55V ®$=
© o J/stcoer
m b Ed 8 g J=LInk ™ Technology
—— gg WWW.segger.com
Enabled é:' %
e

IF BOOT/RESET button

Figure 3-12 The interface of the microcontroller
Source: (Nordic Semiconductor, 2014b)

A multicolor RGB LED is stored in the dongle. The LED connection is provided by
I/Os on the chip. Figure 3-13 indicated the LED configuration of the dongle. P0.21
means the red color, P0.22 signifies the green color and P0.23 denotes the blue color.
The illumination of the lights occur by writing the logical zero “0” (Nordic

Semiconductor, 2014b)

VDD 3V3

Figure 3-13 LED configuration of the dongle

Source: (Nordic Semiconductor, 2014b)
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3.3 Application Overview

3.3.1 Developing With the Mdk-Arm Microcontroller Development Kit

The key features of the nRF51 development kit board supply some parameters as
follow (Nordic Semiconductor, 2017).

nRF51422 flash-based ANT/ANT+, Bluetooth low energy SoC solution

2.4 GHz proprietary radio mode compatible with nRF24L series

» Buttons and LEDs for user interaction

I/O interface for Arduino form factor plug-in modules

SEGGER J-Link OB Debugger with debug out functionality

Virtual COM Port interface via UART

* Drag and drop Mass Storage Device (MSD) programming

mbed enabled

3.3.2 Testing

3.3.2.1 Test using an Android device

nRF Blinky Android app is needed to be installed. The app is installed from Google
Play and the nRF Blinky GitHub repository (Nordic Semiconductor, 2017).

3.3.2.2 Test using a Central Blinky Client

Blinky example can be tested by using the BLE Blinky Client Application. The BLE
Blinky Client Application Example is central to this peripheral example (Nordic
Semiconductor, 2017).

3.3.2.3 Test using nRF Connect

The application can be tested with nRF connect by applying the instructions given.
The first step is based on to compile and program the application. LED 1 must be on
position. This indicates that the application is advertising. In addition, the connection
to the device from nRF Connect must be observed (the device is advertising as
"Nordic Blinky'). When LED 2 is on and LED 1 must be off. This indicates that the

connections are established (Nordic Semiconductor, 2017).
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3.3.2.4 Blinky

To make the Blinky example, at first it is needed to install the SoftDevice program. It
uses the LED Button Server to receive the button modes from nRF development board

(Nordic Semiconductor, 2018a).

The Central and Client roles are assigned to GAP and GATT roles, respectively.
“Nordic Blinky” is searched by the Blinky Client to make the connection. The
responsibility of the Blinky Client is to configure the button characteristics to provide
bilateral notifications. The Button notification has a meaning to trigger the LED1 of
the Blinky Client board to reflect the status of the button press. If Button 1 is pressing,
it is sending the values to the LED characteristics (0x1525). The aim is to stimulate
LEDI on the Blinky Server board to reflect the status of the button (Nordic
Semiconductor, 2018b).

If Button 1 is connected, it assigns the ON/OFF status into the LED characteristics of
the server. For LED assignments, LED 1 indicates the ON status when the scanning
process is in progress. LED 2 refers to the ON status when it has a connection and OFF
status when it is scanning. In addition, LED 3 demonstrates the ON/OFF notifications

from the server if it is connected (Nordic Semiconductor, 2018b).

The UART setup settings include a 115.200 of baud rate with 8 data bits and 1 stop bit
without parity. After the implementation of the necessary conditions, the test is
implemented by using two development board as Client board and Server board. Client
board contains the BLE Blinky Client application while Server board includes the BLE
Blinky application. To initialize the performance, LED 1 on the Client board must be
on status ON. It means that the application implements the scanning process for a
Blinky Server. After this situation, the two boards must be connected to each other. In
this step, instead of LED 1, LED 2 will be on ON mode. LED 3 on the Server board
will be ON status if it is pressed to the Button 1 on the Client board. Concurrently, by
pressing the Button 1 on the Server board, the LED 3 on the Client board will be ON
mode during the press. The disconnection of the system can be observed by pressing

the Reset Button on the Client board (Nordic Semiconductor, 2018b).
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3.4 Fuel Level Sensor

Fuel level sensor is designed for precise measurement in the fuel tank of any type of
vehicle in the automotive industry. This sensor can be used as a subsystem of the fuel
monitoring system or to prevent diesel fuel losses instead of the existing fuel meter

(Apl,2019).

Fuel level sensors provide accurate and reliable data about fuel level in the automotive
industry. The fuel level sensor working principle is manufactured based on magnetic
field effect. A magnetic magnet is installed to the sensor. The magnet rotary movement
is proportional to the float movement (Wekhande and Farakate, 2019). The magnet is
mounted on the magnetic float which involves a magnetic reed switch. Usually, the
reed switch appends and seals to plastic or non-magnetic metal tube. It includes a ring
magnet which is mounted on a float to provide up and down movement based on the
liquid level which can be seen in Figure 3-14. The liquid is completely isolated from
the electrical system and circuit, thus a healthy and long-lasting level measurement
system is established. The magnetic field is formed on the tube where the float ball
moves together upward or downward with the liquid. Reed switch placed inside the
pipe during the manufacturing process is affected by the magnetic field and change to
the electrical value. The obtained electrical value change in accordance with the needs
and system of the user. Figure 3-15 demonstrates the reed switch open and closed
position depending on the liquid level. If the fuel level is low, then the reed switch
open. In contrast, if the fuel level is high, the reed switch will close. The aim to use a
ring magnet depends on the magnet sweeping event by the reed switch (Coto

Technology, 2016).

Figure 3-16 demonstrates the fuel level sensor technical drawing which is used in this
project. BLE wireless sensor is powered by a battery with an operating temperature
range between -40°C and +85°C. This sensor can be resisted for harsh environmental

conditions. BLE wireless sensor sends the gathered data to all BLE compatible devices.
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Figure 3-14 Fuel level sensor working principle

OFF «
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Figure 3-15 The fuel level sensor ON/OFF mode
Source: (Coto Technology, 2016).

Reed switch closed

The technical requirements of the sensor can be listed below (Technoton Engineering,

2018, Nesan Otomotiv, 2018).
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e The maximum operating voltage is 48 V and the maximum operating current is

100 mA. The application of the circuit can be seen in Figure 3-17.

e Ifit is mounted properly to the fuel tank, the fuel sender assembly will withstand

an internal tank pressure of 10 psi without leakage of air.
e Cable pull-out force is min. 90 N.

e The length of the selected fuel level sensor is 800 mm which can be seen in

Figure 3-18. Figure 3-19 expresses the original fuel level sensor.

e Figure 3-20 indicates the installation of the fuel level sensor into the fuel level

tank to monitor the liquid level.

==L

Ve

Figure 3-16 Fuel level sensor on protoype
Source: (Nesan Otomotiv, 2018)

Pin | Red Wire (Signal)—{—
500 mW ) 125 mW

i

Pin 2 Black Wire (Common)

Figure 3-17 Circuit diagram of the fuel level sensor
Source: (Nesan Otomotiv, 2018)
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Figure 3-18 Fuel level sensor section A-A
Source: (Nesan Otomotiv, 2018)
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Figure 3-19 Fuel level sensor

Figure 3-20 Installation protoype of the fuel level sensor into the fuel tank
Source: (bTree Technology, 2012)
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CHAPTER 4
APPLICATION

4.1 System Modeling

The application modeling is started with gathering the required information according
to the customer complaints and business scenarios. The technical design part of the
study includes the communication, software and equipment parts. By integrating all
the information, an application prototype is released. Before to accomplish a result,
tests and statistical analysis are performed. Figure 4-1 shows the product map of the

study.

Requirements Technical Design

Gathering + Communication ... Tests and
+ Gustomer complaints * Software App Application Statistical Product Release

+ Business Scenarios * Equipments Prototype

+ Scope Analysis

Figure 4-1 Product map

The system is developed as can be seen in Figure 4-2, Figure 4-3 and Figure 4-4 to

simulate the system perspective.
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Figure 4-2 Development Kit -top

Figure 4-3 Development kit - bottom
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In this chapter, the experimental design was carried out based on the fuel level sensor
measurements to make a comparison between the different hole diameters. Figure 4-5

summaries the flow diagram which is followed on this thesis. The system is tested for

Figure 4-4 Connections

the communication between nRF fuel level sensor.

Installation of
the system

ANOVA test

Data
monitoring
and recording

Connection for
the test

Experimental

Normality test design set up

Figure 4-5 Flow diagram of the project
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Fuel tank types vary among the truck models. A tank with rectangular geometry is
considered to make the analysis which can be seen in Figure 4-6. The volume of the
fuel tank is selected 600 L. The dimensions of the tank is designed according to the
fuel level sensor height. The experiments were conducted with a height of 800 mm. In
respect to stay on the safe side, the tank cannot be fully filled. The height of the tank ¢
is 0.77 m and the width (b) and length (a) are 0.624 m and 1.248 m, respectively. The
length is twice the size of the width.

c=770mm = 0.77m
axbxc = 0.6 m3
a=2b
2bxbx0.77 = 1.54xb? = 0.6 m3
b =0.624m = 624 mm
a=2b=1248m = 1248 mm

V=600L

PR -

| I —— R

Figure 4-6 Fuel tank of a commercial truck

The length of the fuel level sensor is 800 mm. The tank is filled with diesel fuel up to
the 755 mm, which is the height to fulfill the tank. Three different hole diameter
situation is tested as 3 mm, Smm and 10 mm. This tank leads from a hole of three
different diameters to a place of atmospheric pressure. The problem was solved by
establishing an algorithm based on the fuel level. According to the flow equation,

(Makina Miihendisliginde Sik Kullanilan Pratik Bilgiler, n.d.)

36



dQ = \[2ghC,A 4.1

—S.d.h = \/2gh.C4.A.dt (4.2)
c; =061
_ 1 hq dh/h
fdt = JZgCah fho (=S N ) (4.3)
__ S hiy_1/2
T = ocan fho h~Y%dh (4.4)
T _ S h1/2
~ J2gcqA 1/2 (4.5)

2
T =% Gho —/hy) (4.6)

Here, S is the surface area (axb) and A is the area of the discharge hole (tD?/4). Cq is
selected 0,61 according to the shrinkage orifice coefficient. hy is the fuel level height
of the initial condition which is 770 cm. g is the acceleration of gravity (9.81 m/s?).
Then, T is the discharge time of the fuel in second. The top hole is opened to the
atmosphere and there is a hole in the bottom of the tank to discharge. The question of
how much fuel discharge has been investigated for 3 different hole diameter values in

2 minutes. The hole diameters are selected as 3 mm, 5 mm and 10 mm.

4.1.1 3 mm of hole diameter

Calculations and graphics of 3mm of hole diameter are listed below.
S =1.248m *0.624 m = 0.77 m?
C; =0.61

_m(D)? (0.003)°m
4 4

A = 7.068 * 107® m?

g =981
hyo =0.77m

T = 2 minutes = 120 seconds

1491073 = (V0.77 — /h,)
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h'l = 0.76 m
Volume (V) = (0.77 — 0.767)x0,77 m? = 2.01 x 1073 m3 = 2.01 liter

The total discharge volume in 2 minutes is 2.01 liters. It means that 2.01 liter is

discharged from the 600-liter tank in 2 minutes.

4.1.2 5 mm of hole diameter

Calculations of 5 mm of hole diameter are listed below.

S =1.248m *0.624 m = 0.77 m?

D)2 (0.005)?
A=) _ Q0057 o 1075 m2
4 2
g =981
hy = 0.77 m

T = 2 minutes = 120 seconds

4141073 = (+0.77 — \[hy)
h; =0.763m
Volume (V) = (0.77 — 0.763)x0,77 m? = 5.58 * 10~ m3 = 5.58 liter
5.58 liter is discharged from the 600-liter tank in 2 minutes.
4.1.3 10 mm of hole diameter

Calculations of 10 mm of hole diameter are listed below.

S =1.248m *0.624 m = 0.77 m?

m(D)? (0.01)%m .
A= = =7.85%107°>m?
4 4
g =981

T = 2 minutes = 120 seconds
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0.0165 = (V0.77 — \/h,)
hy =0.74m
Volume (V) = (0.77 — 0.74)x0,77 m? = 0.0288 m3 = 28.8 liter
The total discharge volume in 2 minutes is 28.8 liters from a 600-liter tank.

Table 4-1 Discharge volume of the fuel level according to the hole diameters

D (mm) V (md) V(L)
3 mm 2.01 *1073 2.01
5 mm 5.58 * 1073 5.58
10 mm 0.0288 28.8

4.2 Statistical Evaluation

The aim of this section is to understand the test results effects. For this reason, it is
focused on the Analysis of Variance (ANOVA) factorial design to understand if the
variables are effective by accepting or rejecting the hypothesis. Three diameter holes
were selected as variables and the system is tested. Experiments with three-factor one-
way factor factorial design were evaluated. There are 3 groups (3 mm, 5 mm and 10
mm of hole diameter) in this study. Therefore, ANOVA is selected to make a

comparison between these three groups.

The length of the sensor is 800 mm. Figure 4-7 shows the sensor reading records of
fuel level height. 34 trials were examined to find the resistance value. All the currents
demonstrate a steady increase with decrease in fuel height level. These values is found
out to calculate the current voltage value. This voltage value is important if the current

passes through. This voltage value generates the signal in connection with the device.
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Figure 4-7 Fuel Level Height — R trends for three different hole diameter

The frequencies of the data can be seen in the histogram plot. It displays the data
graphically by using bars. Each bar can demonstrate different heights. Bars splits the
data into the intervals, which represents a 10-ohm increment. Figure 4-8, Figure 4-9
and Figure 4-10 show the histogram plots. These plots indicate in which the current

range are clustered at most.

57 Mean = 43 47
Stel. Dev. = 25 966
N=34
-
& -
| =
1]
=3
o
1]
;™
[
2-
1
0
0 200 400 60,0 50,0 1000
R_ohm

Figure 4-8 Histogram for D=3 mm
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Frequency

Frequency

Mean = 45 52
Stel. Dev. = 25 938
MN=234

R_ohm

Figure 4-9 Histogram for D=5 mm

Mean = 47 27
Stel. Dev. = 26,333
N =34

R_ohm

Figure 4-10 Histogram for D=10 mm
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4.2.1  Test of Normality

To examine statistically meaning of the test results and to compare the differences
between the groups, One Way ANOVA method is selected among the statistical
approaches. There are two basic assumptions in one way analysis of variance. Each
group must be normally distributed and the variances of the groups must be

homogenous (Iset, 2014, SPSS: Test of Normality).

In this dataset, the current conditions of the fuel level sensor are given for 3 different
tank hole diameters. To test the normality of these 3 different groups, first of all,

hypotheses should be established (iset, 2014, SPSS: Test of Normality).

A hypothesis test begins with two types of hypotheses: Zero hypothesis (null
hypothesis) (Ho) and Alternative hypothesis (H1). The purpose of a hypothesis test is
to decide whether to reject the null hypothesis or not. Zero hypothesis demonstrates
that there is no statistically significant difference in the predetermined value of the
parameter is expected. An alternative hypothesis is the opposite of the zero hypothesis

(Celik, 2012).
Ho = The data is normally distributed with 95% of the confidence interval.
Hi = The data is not normally distributed with 95% of the confidence interval.

To make the normality test, SPSS package program is used. “Kolmogorov-Smirnov”
and “Shapiro-Wilk” tests were evaluated to test the normality. The results can be seen
in Table 4-2. Here, the significance (Sig.) values are important to make an analysis. If
these values are greater than 0.05, Ho hypothesis will be accepted. It means that the
data is normally distributed with 95% of confidence interval. So, ANOVA test can be

used to make a comparison between the groups.

Table 4-2 Test of Normality

Tests of Normality

H Kolmogorov-Smirnov® Shapiro-Wilk
Statistic df Sig. Statistic df Sig.
R=3 ,094 34 ,200" ,954 34 ,162
R_ohm R=5 ,084 34 ,200" ,957 34 ,205
R=10 ,069 34 ,200" ,957 34 ,198

*, This is a lower bound of the true significance.

a. Lilliefors Significance Correction
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A Q-Q (quantile-quantile) plot is created to quantify the distribution of the variable. If
the selected variable matches the test distribution, here it is selected the normal
distribution, the points are clustered around a straight line. Figure 4-11, Figure 4-12
and Figure 4-13 present the Q-Q plots for 3 mm, 5 mm and 10 mm hole diameter,
respectively (IBM Knowledge Center, 2019).

3]

Expected Normal

Observed Value

Figure 4-11 Normal Q-Q plot for 3 mm hole diameter

2]

Expected Normal
7

Observed Value

Figure 4-12 Normal Q-Q plot for 5 mm hole diameter
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2]

Expected Normal
T

Observed Value

Figure 4-13 Normal Q-Q plot for 10 mm hole diameter

4.2.2 ANOVA Experimental Design

The prediction of optimum condition between three holes as 3 mm, 5 mm and 10 mm
to start the fastest connection of BLE wanted to describe (Hossain et al., 2019). It helps
to make decisions by comparing the variables of the process parameters (Naik and
Reddy, 2018). It is a method used to test if there is a statistical difference between
three or more group means. To conduct ANOVA, the results must be normally
distributed. For this reason, the normality test was evaluated before ANOVA test
implementation (Celik, 2012).

The data set shows the variation of fuel height and currents. Here "current" is the
dependent variable and "height" is the factor. The height and current values have a
normal distribution, which is done in the section above. Therefore, the most
appropriate test to compare the mean values of the current values is a one-way analysis
of variance. First, hypotheses should be established. The hypothesis to test the
homogeneity and one-way ANOVA are predicted as follows (Iset, 2014, SPSS: One
Way ANOVA).

Hypothesis for testing homogeneity of variances:

Ho = The group variances are homogeneous with 95% of the confidence interval.
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Hi = The group variances are not homogeneous with 95% of the confidence interval.
Hypothesis for one-way analysis of variance:

Ho = There is no statistically significant difference between the means of the groups

with 95% of the confidence interval.

Hi = There is a statistically significant difference between the means of the groups

with 95% of the confidence interval.

ANOVA is used to analyze how independent variables interact among themselves and
the effects of these interactions on the dependent variable. The significance level is
chosen by 0=5% (0.05). It means that the results have 95% chance of being true and

have a 5% chance for being false. The SPSS results represent 95% confidence intervals.

Here, the height of the fuel level is selected as independent variable and R (ohm) is a
dependent variable. If, Table 4-3 is examined which indicates the descriptive statistics;
mean and standard deviation of the model. It summarizes the data meaningful. The
first column demonstrates the dependent variable names. The second column, N,
shows the test size which is 34 for each test. The following columns express the mean
and standard deviation for different hole diameter data set. Last columns signify the
maximum and minimum values of each test. It can be seen from the table that the

highest mean is 47,274 with a 10 mm hole diameter.

Table 4-3 Descriptive statistics

Descriptives

N Mean Std. Std. 95% Confidence Interval for [ Minimu | Maximu
Deviation Error Mean m m
Lower Bound | Upper Bound
R=3 34| 43,471 25,9660 4,4531 34,411 52,531 3,0 90,9
R=5 34| 45,521 25,9377 4,4483 36,471 54,571 3,1 90,9
R=10 34| 47,274 26,3331 4,5161 38,085 56,462 3,6 90,9
Total 102| 45,422 25,8673| 2,5612 40,341 50,502 3,0 90,9

Table 4-4 expresses the test of homogeneity of variances. Since the significance (Sig.)
value is 0.995 which is greater than 0.05, Ho hypothesis is accepted for homogeneity
test. For this reason, it can be said that the group variances are homogenous with 95%

of confidence.
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Table 4-4 Test of Homogeneity of Variances

Levene Statistic

dfl

df2

Sig.

,005

99

,995

Table 4-5 examined the ANOVA results. (Information and Computing Science Lecture
Notes, 2019). The significance value (Sig.) 0.835 is greater than 0.05, so Ho hypothesis
for one-way analysis of variances is accepted. It means that there is no statistically
significant differences between the means of the current which constitutes from

different hole diameters.

Table 4-5 ANOVA

Sum of Squares df Mean Square F Sig.
Between Groups 246,360 2 123,180 ,181 ,835
Within Groups 67334,292 99 680,144
Total 67580,653 101

These results suggest that the drilled hole diameter for fuel theft has not an effect to

constitute the current. The current is occurred in each hole diameter.
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CHAPTER 5
CONCLUSION

In today's technology, wireless communication devices with Bluetooth have started to
take an important part of daily lives and are creating new market trends. At this point,
researches are made about the low power consumption of the devices, fast and secure
communication. Bluetooth Low Energy (BLE) or also known Bluetooth Smart ensures
low-energy and low-cost solution for the Internet of Things (IoT) and is developing

day by day.

Nowadays, in-vehicle electronics technology is becoming essential with respect to
customer needs. According to claim report results of one of the reputable automotive
manufacturers indicates that, the crucial expectation of prospects and customers is to
have safety electronic systems and following up the status of the car remotely. Due to
this reason consumer electronics and internet of things (IoT) technologies are
depending on the assessment of needs. In order to follow up status of car remotely,
Bluetooth Low Energy technology (BLE) and acceleration sensors are widely used in

vehicle electronics.

BLE technology is attracting attention on wireless sensor applications with a
connection of a mobile phone. The new technology Bluetooth 5.0 is much faster than
the previous versions, with a wide range of domains, battery-friendly and compatible
with future technologies. The impact area of Bluetooth Smart has increased and thus
the Internet of Things has reached to a new level. Bluetooth technology is very
important for faster and more effective interaction between smart devices. Thanks to
the Internet of things, Bluetooth is more common in daily life and provides quality,

speed, and battery life.
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The aim was to design and test for continuous monitoring of fuel level control
mechanisms against undesirable situations. A prototype fuel level control system is
implemented using wireless sensor networks via BLE and SMS. The fuel level sensor
is placed into the fuel tank to collect the data. Temperature and fuel levels are measured
inside the fuel tank. If an abrupt change occurs in the temperature and fuel level, the
users are informed via SMS. the current work aims to process data locally, transmitting
via Bluetooth Low Energy and reporting the output data. The results/outputs of the

system implementation are evaluated statistically with experimental design.

One-way ANOVA was conducted to compare the effect of different hole diameter
during the fuel theft. The data set was generated according to the variation of fuel
height and currents. "Current" is the dependent variable and "height" is the
independent factor. First, the normality test conducted if the data is suitable to perform
ANOVA test. The results showed that height and current values have normally
distributed and suitable for normal distribution. For this reason, to compare the values,
one-way analysis of variance (ANOVA) was implemented. At first, the hypotheses of
homogeneity and ANOVA were established. The significance level was chosen as
a=5% (0.05). It means that the results have 95% chance of being true and have a 5%
of for being false. The SPSS results represent 95% confidence intervals. As a result of
the ANOVA test, it is obtained that the different hole diameter has the same effect to
generate the R (ohm).

There are several steps that should be realized in order to further this project. The
connection between the sensor and PC must be improved. To move forward, the factors
that affect the processing time to send SMS must be analyzed. The number of
experiments with the processing time should be increased. Furthermore, the remote
monitoring system which depends on the BLE network should be redesigned in order

to make the system more accurate.
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