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ABSTRACT

A robust wireless Internet service is vital for university campuses. Both students
and staffs expect to have a healty wireless Internet service in all parts of the campus
area. Users want to be able to use many types of devices such as smart phones, tablets
and laptops to connect to the wireless Internet. In addition, there are many types of users
with various expections and requirements on the campus. Students, academics,
administrative staffs and guests have different security and quality of service
requirements. Furthermore, there are many buildings and hundreds of access points
distributed around the campus. It is very important to securely manage and maintain
these devices. In this thesis, we design a wireless network infrastructure for a university

campus in which we expect to support upto 4000 students and 300 staffs.

We determined five main criteria to guide us through the network design:
security, capacity, performance, user-friendliness and manageability. We tried to
address the requirements for all these criteria and provide the necessary solutions. We
provided performance tests for some of these criteria. For others, we investigated the

available technologies and employed them in our solution.



This thesis should provide helpful insights to network administrators of similar
size universities and comparable size institiutions. Employed security mechanisms,
deployed solutions for monitoring and management of the network, and the ease of use

provided may be helpful to other network designers.



UNIVERSITE KAMPUSU iCIN KABLOSUZ AG ALTYAPISININ
TASARIMI

Serdar ERGEN

Yiiksek Lisans Tezi — Elektrik ve Bilgisayar Miihendisligi
Mart 2014

Tez Yoneticisi: Dog. Dr. Ahmet UYAR
(074

Giivenilir bir kablosuz internet hizmeti liniversite kampiisleri i¢in ¢ok 6nemlidir.
Hem 0Ogrenciler hem de calisanlar kampiisiin biitiin alanlarinda stirekli ve saglikli bir
kablosuz internet hizmeti beklemektedir. Kullanicilar ¢ok farkli cihazlar (akilli
telefonlar, tabletler ve diziistii bilgisayarlar) kullanarak kablosuz internete baglanmay1
istemektedir. Buna ek olarak, iiniversite kampiisiinde degisik beklentileri olan bir¢ok
farkli kullanic1 grubu bulunmaktadir. Ogrenciler, akademisyenler, idari personel ve
misafir kullanicilar i¢in farkli giivenlik ve hizmet kalitesi kosullar1 vardir. Ayrica
tiniversite kampiisiinde bir¢ok bina ve yiizlerce kablosuz erisim noktas1 bulunmaktadir.
Bunlarin giivenli bir sekilde yonetilmeleri ve bakimlarinin yapilmasi ¢ok énemlidir. Bu
tezde, 4000 6grencisi ve 300 personeli olan bir iiniversite kampiisii i¢in kablosuz

internet altyapisi tasarimi yapilmistir.

Kablosuz ag altyapisinin tasariminda bizi yoOnlendirecek bes ana kriter
belirlenmistir: giivenlik, kapasite, performans, kullanic1 dostu olmasi ve yonetilebilirlik.
Her bir kriterin gerektirdigi kosullar1 saglamayir hedefledik ve ¢6ziim Onerileri
olusturduk. Bazi kriterler i¢in performans Ol¢limleri yaptik. Diger kriterler iginse,

mevcut teknolojileri inceledik ve uygun ¢éztimleri kullandik.

Vi



Bu tez, benzeri biiyiiklikkteki kurumlar i¢in kablosuz internet agi tasarimi
yapmak isteyen kigilere yol gosterici olacaktir. Kullanmis oldugumuz giivenlik
mekanizmalari, ag trafiginin izlenmesi ve yonetimi i¢in kullanilan ¢oziimler, ve diger

ilgili teknolojiler benzer ihtiyaci olan ag yoneticilerine faydali olacaktir.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

The wireless networks have become a part of the rapidly evolving technology.
Currently the wireless networks can be seen everywhere such as airports, shopping
malls, schools and most areas of social life. Nowadays, the wireless networks are a
must and indispensable for people. People expect wireless internet access in work and
living places. Because of people's habits, the fast access to social media and information
has a significant impact over their life style and work. According to a report issued by
IDC (Information Data Corporation) in the last quarter of 2013, 1.5 billion people use
smartphone in the world. When the number of devices with wireless access such as

tablets, PDAs and notebooks are added, this amount increases dramatically [1].

The first term coming to mind about wireless Internet access will probably be
the ease of using it. For instance, if you will make a presentation at work and you need
to use the internet in some part of the presentation, but there is no wired internet access
in the meeting room. In such a case, if there is wireless Internet in that room, you can
easily setup your portable computer’s wireless network configuration and connect to the

nearest wireless Access Point.

In a report dated 2013, the New York City Municipal has planned to supply the
world's largest and free wireless internet usage service as a social responsibility project.
It is expected that 95 cities and nearly 80,000 people will benefit from the free wireless
internet [2-4]. In addition, Google donated some funding to San Fransisco to provide
free wireless Internet service to public in San Francisco parks, recreational centers and
plazas [5]. Google also started to provide free wireless internet service in the southwest
Chelsea neighborhood of New York City [6]. According to Google, this initiative will

provide free Internet access to hundreds of thousands of people each year.
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In order to assess the cost of wireless networks, many parameters need to be
considered. For Example, If you are a home user, your cost of wireless network may be
low because more than one person may benefit from wireless internet by using only
one modem, but the same thing cannot be said for campus networks because a serious
cost may be created according to the models and number of access points. Moreover, if
the box solutions, which is called the controller and the central of access point is able to

manage from a single location, is added to this cost, it can increase significantly.

In the large corporate networks like universities, many users with different needs
demand using the wireless internet service at the same time. Campus networks that
connect different local networks located in a limited geographical area is a large
computer network. There are many types of users with different internet access needs in
the Campus networks (academics, administrative staff, students, guest users). This
complicates the network structure significantly. In addition, all Internet service
providers have some legal obligations under the law of 5651 in Turkey. Designed
campus wireless network infrastructure needs to provide the required mechanisms to

comply with this law [7-9].

In the thesis, the purpose is to design a wireless network infrastructure for a
university campus. We have determined the following criteria for the Campus wide

wireless network services:

e Security

e Capacity

e Performance

e User-friendliness

e Manageability

Security;

The designed system should be secure against hacking with conventional
attacking methods. For instance, an attacker who listens to the wireless network with
some sniffing tools should not be able to access people’s passwords as clear text. In
addition, the network should be resilient against man-in-the-middle attacks by
introducing rogue access points. Moreover, MAC addresses of computers can easily be

copied and the system should be designed to handle this kind of misuse.
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Capacity;

The wireless network is designed for a campus with approximately 4,000
students and 300 eployees. In addition, the campus has many buildings. There are some
buildings with classrooms, some other buildings for social life such as dormitories and
caffeterias, and some buildings for administrative divisions. Wireless internet access

should be provided in all buildings to all kinds of users.

Performance;

Performance of the wireless Internet is very important. When we consider the
performance of the wireless network, it has many aspects. First of all, the login speed of
users to the wireless network should be as fast as possible. Second, download and
upload speed of users should be as fast as possible. Third, the university has a
connection bandwidth of 200Mb/s to the national Internet backbone for universities.
This bandwidth should be divided among the users fairly. While some heavy users are
getting good download speeds, other users should not be starved of the bandwidth. In
addition, selection of access point devices is very important. Since many students may
concurrently connect to the same access points, it is very important that the proper

access point devices be deployed.

User friendliness;

The wireless network should be easy to use for all kinds of users. Students,
academics, administrative staff and guests should be able to access the wireless Internet
with minimum overhead. In addition, new users should be able to join the network with
ease. New user addition mechanisms for all kinds of users should be determined. Login

methods to wireless network for all kinds of users should be specified.

Manageability;

Management of wireless networks is very important in university campuses.
Since there are many buildings in the campus and many access points in every building,
monitoring of the healty operations of wireless access points is very important by
network administrators. In addition, network administrators should be able to manage
the access points remotely for speedy handling of problems. Network adiministartors

should also be able determine the needs for additional access points and deploy new
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ones when needed. Moreover, network administartors should be able to detect
unauthorized login attempts and improper network usage.

These criteria are very important in order to design a good university campus
wireless network. The purpose of this thesis is to design a wireless network
infrastructure for a university campus that is stable and have its problems minimized by

regarding the criteria mentioned in the previous section.

In the second chapter of the thesis, we will put forward the related standards of
the wireless networks and technologies that are used. In addition, the security models

for wireless networks will be explained.

In the third chapter of the thesis, the general network architecture will be given.
The buildings and the campus plan is provided. The wireless network model is
explained and the technologies that are used discussed. In addition, the expectations

from the wireless network are delivered.

In the fourth chapter of the thesis, we provide the performance measurement

results for access points and the network infrastructure.

In the last chapter of the thesis, conclusions are provided.
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CHAPTER 2

RELATED WORK

In this chapter, we first explain the historical developments and the standards of
wireless network structures and then the categories of wireless network technologies.
After that, we will explain the security scenarios that are widely used in wireless

networks.

2.1 IEEE 802.11 STANDARDS

Due to some problems experienced in wireless networks, in 1997, 802.11
standard group was established by the Institute of Electrical and Electronics Engineers
(IEEE) (international non-governmental organization). Through this group, by being
come a sequence of letters to end of the form of 802.11x...., some new standards was
tried to build on these structures. Along with every new changes, the safety and
coverage distance of 802.11-communication standard is gradually increased. [10-12]

We explain the main standarts about wireless network with the chronological

order:

2.1.1 IEEE 802.11 Legacy

The first version of the 802.11 communication-rules was launched in 1997. This
version is called "legacy". Legacy data speed was max. 2 Mbit / s. As a frequency band
it was broadcasted over 2.4 Ghz. This version used the technology of Carrier Sense
Multiple Collision Avoidence (CSM / CA). Although this technology is very successful
in respect of reliable data transfer, it leads to a large workload over the data transfer
volume. While there is no clear information about the shooting distance of Legacy
802.11 in the standard off the field, in the open field, this value is approximately 75m.
[10][13]

2.1.2 IEEE 802.11a
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The second of 802.11 series was implemented together with problems
experienced in legacy and was launched in 1999. While Legacy is using 2.4GHz
frequency, 802.11a is broadcasting in the 5 GHz frequency band. Of course, according
to the legacy, the 802.11a series increased access distance and data transfer speed like
each standard developed. The maximum data transfer speed 802.11a standard is 23
Mbit/s and its shooting distance in the open field about is 100m, in the closed field
about is 13m respectively [10][14].

2.1.31EEE 802.11 b

Like 802.11a series, it was launched in October 1999. It is broadcasting over the
2.4 GHz as a frequency band. Its maximum data speed is 54 Mbit/s and its access area

is approximately 35m in the interior [10][15].

2.14 IEEE 802.11¢

802.11g series was launched in 2003, its the data transfer speed while the 2.4
GHz frequency band is being used is again 54 Mbit/s. When it is compared with
802.114, it can be said that it has got lower path-loss and is more cheaper. Access area
in the interior is about 35m like 802.11b [10][16].

2.15IEEE 802.11 n

802.11n series was published in 2008, it is broadcasting in two different
frequency bands (2.4 GHz for n pre-broadcasting, 5 Ghz for the n standard). Currently,
it is the most commonly used standard. The maximum limit for data transfer speed is
600 Mbit/s [10][17].

Table 1 shows the comparison of the 802.11 wireless standards.
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802.11 Wireless Standards

802.11g

IEEE Standard 802.11a B02.11k 802.11ac (Draft)
Year Released 1999 1999 2003 2009 2011

(Draft)
Frequency 5 GHz 2.4 GHz 2.4 GHz 2.4/5 GHz 5 GHz
Max. Data Rate 54 Mbps 11 Mbps 54 Mbps 600 Mbps >1 Ghps
Typical Range 100 ft. 100 ft. 125 ft. 225 ft. TBD
Indoors*
Typical Range 400ft. 450 ft. 450 ft. 825 ft. TBD
Outdoors*

Table 1. Comparison of the 802.11 Wireless Standards

The most important problem in wireless networks is that the data speed cannot
be predicted at the beginning. While the data transfer speed can regularly be taken as
100Mbps or 1Gbps in the wired Ethernet connections, it can instantaneously
demonstrate some changes in the wireless network because of signal attenuation and the
occupancy in the broadcast channel. The speeds determined for standarts are at the
upper limit theoretically, but in practice it is generally not possible to access the

specified speeds [18].

Using 5GHz frequency has several disadvantages. As it is known, if the
frequency of the carrier signal increases, this frequency undergoes to the damping more
quickly in the environment. In addition, due to the fact that the frequency is absorbed
by walls and other objects found in the environment, the distance increase at 5GHz-

communication is harder than at 2.4GHz [19].
2.2 THE CATEGORIES OF WIRELESS NETWORKS
2.2.1 WLAN (Wireless Local Area Networks)

WLAN is a wireless LAN with the short description. In other words, WLAN

have all the features of which a wired local area networks have. Along with WLAN,
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many facilities are provided to users such as access to programs on the server (with
internet access with broadband), electronic mail and file sharing service. The range of

WLAN systems is approximately 100 meters. [20-21]

2.2.2 WMAN (Wireless Metropolitian Area Networks)

The networks, which have been formed by the computer connection in a city
sized areas and in places far from each other, are called WMAN. In today's technology,
the connection is provided by Fiber optic connection. Geographically, WMAN include
structures which is larger than the LAN and smaller than WAN. Approximately their
capture field varies between 4 km and 10 km. Although WMAN are cheaper and more
flexible structure than a wired networks, WMAN have so much weakness in terms of

the healthy working. WiMAX applications are being developed in this field. [22]

2.2.3 WWAN (Wireless Wide Area Networks)

According to WLAN, WWAN have been developed for the wide coverage fields
and they can cover an area the size of a country. They are widely used in technology
which is well known such as GSM (Global System for Mobile Communications) and
GPRS (General Packet Radio Service). All the mobile phones are connected to these
networks. [23-24]

2.2.4 WPAN (Wireless Personal Area Networks)

WPAN wirelessly connect electronic devices which are close in terms of
distance. Generally they are able to work between a few meters away and max. 10 m
away (approximately). According to other networks, WPAN have lower data speeds.
WPAN are heavily used in Bluetooth, HomeRF and UWB technology. [25-26]

The comparison of Wireless Technologies is shown in Figure 1.
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802.20 WMAN

<5km
802.16a/e (WiMax) 70Mbit/s
<100m
802.11a/b/g (Wi-Fi) ~11-54Mbit/s

WPAN

<10m
802.15.1 (Bluetooth) ~1Mbit/s

802.15.3 (UWB)
802.15.4 (Zigbee)
Proprietary

Figure 1. Comparison of Wireless Technologies
(https://www.google.com/patents/US7826408)

2.3 TECHNOLOGIES USED IN WIRELESS SECURTIY

The widespread use of wireless networks resulted in some security problems.
Although a technology that facilitates our lives, of course it may have some negative
sides. The biggest problem in wireless networks is shuffling of data in the air. Unlike
that is not a problem for the computers which do not have access to key devices
connected to us in the wired networks, in the wireless networks each computer that can
receive the broadcast is enough to create a security risk for wireless network users. [27]

In this regard, we will talk about a number of measures.

(a) Access Point (AP) settings- their default settings to be changed;
As a result of many research done, especially most of home users is using their
wireless internet distributor device with the default settings. This means that everyone

can easily access or reach their wireless network user names and passwords. These
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adjustments must be carried out firstly, otherwise someone who knows your device's

user name and password is able to use your network as he or she wants. [27]

(b) The SSID broadcast in Access Point (AP) to be hidden;

This security method is basic and very simple measures. Our SSID information
is declared anywhere the network broadcast reaches at certain periods. If the SSID is
hidden, then we'll be able to eliminate this declaretion. In this way, the machines which
call the wireless networks cannot see the SSID which we hide. Therefore, only
computers which have SSID information or the devices which use the wireless network
will have an access. When the network broadcasts without any password, because of
being a very simple security measure, a user with basic technical knowledge is able to
learn the SSID information we hide by using a 3rd party-software.[27]

(c)Access Point (AP) the MAC-based network make possible to provide access;

One other safety measures is that only defined users should provide access to the
network by defining the MAC-information of users wanting to enter the network to the
system. Therefore, a device with the MAC address not defined will not be able to enter
the network. But, assuming that all the information is flying in the air, learning a valid
MAC address will be very easy by using simple environment listening software.
Afterwards, the last step is that the valid MAC address change with the MAC address of
the device you want to enter the network by using just one command line. With this
way, another device instead of the device allowed to connect to the network can use

network resources.

Nowadays, listening to wireless networks and reaching a set of datas are very
easy by analyzing the network. All items listed above are only some of the basic
security measures. Unfortunately, we cannot say that we are completely sure about the
security of the network even if all of these security applications are applied because of
all of the datas are at the vacuum of space. In summary, to establish a secure wireless

network, certainly, the connection should be encrypted [27].

2.3.1 WEP (Wired Equivalent Privacy)
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WEP is an encryption technique and is used in wireless networks. Along with
the widespread use of wireless, some network security problems have occurred. WEP,
have been introduced by the IEEE 802.11 group to provide security in wireless
networks [28]. Like the wired network, it has been created to provide security in
wireless networks. While the unauthorized access is physically prevented in wired
networks, this case is different in the wireless network. IEEE designed the WEP and
RC4 encryption algorithm to prevent the unauthorized access and to thus increase the
security of the network in wireless networks. In this way, it is supposed that each node
wanting to access to the network has got a secret key shared. Otherwise, it will not

access the network.

WEP provides a simple verification for wireless networks and privacy. In
addition, your data is transferred in an encrypted format. Although WEP encryption
method is developed to protect wireless networks, nowadays, it is being used rarely
because of its deficiency-high broken possibility of the password and developing more
secure encryption methods. The reason of still using the WEP encryption method is
having backwards compatibility and that many routers take the first place in the control

panel.

It is in September 1999 that WEP was considered as a Wi-Fi security standard
adoption [29]. The first version of WEP was not very strong, even when they were new.
Their work was quite simple.

While WEP usually use 40 or 104-bit encrypted keys, some manufacturers use
232-bit key. In addition to this key, 24-bit Initialization Vector (Initialization Vector) =
IV is added. In the total, the length of the key will increase to 64, 128 or 256 bits.

Firstly, 32-bit CRC (Cyclic Redundancy Code) is produced from data. This
association is defined as Integrity Check Value (ICV).

DATA —_— %Et =  32BitICV

Figure 2. ICV Generation
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Then, it is assumed that 4 pieces of 40-bit-64-bit key was used. If a 128-bit key
had been used, the length of the key would have been 104-bit. One of the keys is
selected as encryption key and is showed in the figure 3.

BT —> - a28itkey
ey
O Keyl

Figure 3. Encryption Key Selection

In the next step, a 24-bit initialization vector (IV) is generated randomly or

m——

Figure 4. IV Generation

sequentially.

40-bit keys with 24-bit initialization vector (IV) are combined together. This
structure is executed to generate a key stream via RC4 algorithm. ICV is added to data.
Therefore, two packages are formed in this way. These two packages are XORed.

Consequently, an encrypted data packet is formed.
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24-Bit 40 Bit ﬂ
e e

Figure 5. XOR Operation

When the 802.11 tittle and 1V-the size of a 24-bit are added to our encrypted
package, our package will include in wireless internet and will be obtained as its final

shape.

802.11 24-Bit IV

Figure 6. Final Shape of Encrypted Package

Because the key generated for flow-key has always got the same key, the
XORed data will always have the same result always. As a result, we will gain to the

original data in case the encrypted result is XORed.

Exactly the opposite process should be done to decrypt the packet. 24-bit IV and
the same 40 bit key are worked via RC4. In case the encrypted packets are XORed with
the same key stream, the unencrypted data packet and the ICV will be reached.

h: 24-Bit 40 Bit
W — 5 — (sl s

Figure 7. Decrypt Operation

As seen in the picture below, on the data receiver runs a CRC.
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As a result, the result is compared with the ICV that comes with the data.

S
[
< ,_/"

Figure 9. Comparison of the CRC and ICV

Figure 8. Running CRC

o

If the result and the ICV that comes with the data is same, the data is accepted,
if not, the data will be rejected. As it can be understood from the study of WEB, it uses
a encryption algorithm that is quite simple and can be broken in just a few minutes by
using the free tools on the internet. The IEEE 802.11 group that desires to bring a
serious security structure together with encryption in the wireless networks, a method
which is very high vulnerabilities with the encryption algorithm used by them and the
fixed key have developed. However, even today, the number of Internet users that use
this method is quite a lot [30]. Therefore, the new and reliable structures are needed to

make the transition as soon as possible.
2.3.2 WPA (Wi-Fi Protected Access)
(802.11i) was launched as a new security protocol by Wi-Fi Alliance in 2003 in

order to solve serious security weaknesses in WEP ( 802.11) [31]. The data encryption

together with WPA is being converted more complex and difficult structure against the
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breaking. The encryption is reinforced by using variable key structure instead of the
static key in WEP. Along with WPA, Temporal Key Integrity Protocol (TKIP) and
802.1x mechanism is discussed. Together with the two new features, the dynamic key
encryption and mutual authentication is becoming realized. All these features have been

developed to eliminate weaknesses in the security of 802.11.

While the data in WPA are encrypting with RC4, 128-bit key and 48 -bit length
initialization vector (IV) are used. Additionally, in WPA, MIC (message integrity
check) was developed. This feature was developed to prevent takeovering the packages
in the wireless network from hackers, so it replaced the CRC in WEP. WPA uses the
Message Integrity Check Algorithm (named Michael) to ensure data integrity.
According to CRC in WEP, Michael is much stronger [32]. There are two different

versions of its, personal and enterprise.

2.3.3 WPA2 (Wi-Fi Protected Access Version 2)

WPAZ2 is the improved version of WPA and was announced by the Wi-Fi
Alliance in September 2004[33]. Along with WPA2, AES which is a encryption
techniques more powerful than TKIP was developed. AES use the key 128-bit in
encryption but in WPA2 variable key is used like WPA. In addition to this, particularly,
CCMP (Cipher Blocking Chain Message Authentication) encryption protocol was
added for using in wifimax technology. Even though CCMP mostly uses the same key
for encryption and authentication, it uses a different initial vector (V). Along with

WPAZ2 security level has improved considerably.

While WEP passwords can be cracked in a few minutes by hackers, the breaking
passwords has been very difficult situation for hackers via the WPA and WPAZ2 even if
it is impossible [32]. In sum, we can say that although AES is bringing much more

security, the TKIP algorithm more successful than it with respect to performance.

Like WPA, there are two different versions in WPA2, Personal and Enterprise.
While Personal mode is using PSK (Pre- shared key), enterprise mode uses the EAP

protocol.
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In Table 2, the Comparison of Cryptographic Techniques in Wireless Networks
is shown.

Auth Encryption

RC4 64 bit Low
encryption Mode
WEP PSK
RC4 128 bit Low
encryption Mode
s 20 TKIP-> RC4 128 bit
Personal
s R TKIP-> RC4 128 bit
Enterprise
WPA2 PSK AES
Personal 802.11i  (passphrase) (w/CBC)
WPA2
: AES
Enterprise 802.11i 802.11i

(w/CBQ)

Table 2. Comparison of Cryptographic Techniques in Wireless Networks
(http://cert-tools.com/6.html)
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CHAPTER 3

ARCHITECTURE OF THE CAMPUS WIRELESS NETWORK

In this chapter,we will try to create university wireless network and security
patterns as mentioned in second chapter.As university network sheltering many devices
in and spreading into a large of places,as a structure having many changable
parameters. University campus network having heterogeneous structure because there
are many kind of internet users like, students,administirative and academic staff,and
guest.In this context,to provide fast and safe network for a device which is connected to
internet should be designed. Our university network infrastructure is shown in Figure
10.
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Figure 10. University Network Infrastructure
There is library,student center,sport halls buildings with consisted from nine
buildings for girls and boys dormitories and approximately to a thousand of students are

provided to have wifi network,besides four educational faculty.

Figure 11 is shown in physical appearance of the university.
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Figure 11. Physical Representation of University Campus

The wifi network of our university campus we will use one core switch and over
than fifty edge swithes. The wifi network of university campus is shown in upper
figure. We will use around two hundred Access Points in our architecture. We will
include one box solution which is known “controller” on the world of IT. It better to
mention on some points about controller. Controller and some similar structures, are
very important for places like universities which include many devices especially in
directorship fields. If to give an example about our structure, in any Access Point
settings changings which is around two hundreds AP's would be huge time losing to log
in and direct one by one. However, in systems where the controller like structures found
any setting changes in the duration of APs on a single management interface, enter the
settings AP changes will be as short and simple. Another important advantage in this
process is the margin of error based on individual APs access the management interface
is very low.The schematic work logic of sample controller device is shown in below

Figure 12.

Access Point
Controller

AAAAAA

Wireless Wireless Wireless Wireless Wireless Wireless Wireless Wireless
Access Access Access Access Access Access Access Access
Point Point Point Point Point Point Point Point

Figure 12. Access Point Controller

The university network is designed to include four thousand students and three
hundred staff's needs. In the mean time the network that we will design includes a

thousand students users to use internet in the dormitories intensively, should be
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considered. Therefore, we can design the network infrastructure 7/24 should expect to
be able to deliver services in a seamless manner.Nevertheless, including the 5651
number law, internet providers like universities are obliged to save informations of

users and keep it for a time. We will use a software analyze to perform obliged law.

While creating university campus wi-fi network since habits of using internet
differ for student and staff, it will be very important step for security to seperating

networks.

In the campus networks another important feature is our solution for a new
device during adapting to the system fastly, it wil be very easy with the structure that
we will use. While delivering new staff computer, user and computer informations is
saved to active directory. When domain settings are completed by authorizeds without
any settings relevant staff will utilize from network system. What staff should do is, to

code given user name and password.

Another problem in the campus networks is to provide a network for guest
users. Our solution according to this problem gusest user request for connection to
Network Administration Unit. With request, an account with identity is created by
Information Technology staff. After account created a user can utilize from the
connection by the account in the student users network. The valid of this account will

last according to guest accommodation time.

Another flexible side of structure that we created is, provide network for guest
groups creates account for group as it's a singular guest and for group to utilize from

this account. We can design our network in this knowledge light.

Wireless network infrastructure for administrative and academic staff;

Since computers of university staff are given by university administration, it's
means that we can control the computers. It works a lot for us for the network structure

that we will create. As it was told in initial chapter we can use different security of
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modelling in the network structure. For example in the wi-fi network structure a secure
model which is encrypted with WPA2. SSID could be published in the university and
we can make a solution by distributing the password. But with the structure of WPA2
dowloaded an easy hacking tools won’t help to hack the system, even if so a careless
user who shares his password with the third person (controlled or uncontrolled), an
unauthorized person who you don't know can use your password and your network
admins won't be aware from this problem. When we find out that your password is
being used by third person we should change the password in this kind of case a
mistake which is done by a user we would have to reach to a hundreds of users to share
the new password. This would be wasting a work day and a lot of time. During such a
time it's another problem for users to not be able to utilize from the internet network.
Nevertheless, university staff units and groups in such a situation should have another
network using system. For example, the program which is used by Financial Affairs
should'nt be allowed to used by Press Publication Department. Or a program and
devices which are used by Information Tecnology Office should'nt be able to reach by
any other staff departments. That's why a structure that we are going to create should
seperate different users arrivals. By this way while providing security we project our

network to be directed by making groups.

Another issue, we project that our academic and administrative staff are very
dynamic for example there is going to be a presentation in the meeting room, a speaker
wants to connect to network. For a sure wi-fi internet network should be healty there. In
the same way, wi-fi network should be used rapidly in the class by academic staff when
he goes for lecturing. Nevertheless, when our staff change his area he/she should'nt
code a password in each time. In our model the user to design all of our computers and
wireless network, our system should recognize the credentials and authority should
grant access based. Otherwise, each of our users when they want to access the internet
constantly entering a user name and password if we want, we can not talk about as user-

friendly system may have different security vulnerabilities are also breed.

3.1802.1X
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We will use 802.1x to feed expectations and features of wi-fi network
infrastructure which we like to provide for administrative and academic staff. Structure
of 802.1x can be shortly defined as a port base identity control [34]. It's a protocol
which is used intensively in cabled network also used in wi-fi network. In the heart of
this protocol authentication - authorization - accounting is provided to users. While
confirming identity to prevent logins, the users who is logged in and to the rights of the
users systems sources is provided to consume. As it's said before existence of

heterogeneous structure, makes safe authorization very important for designers.

To built this structure, user and in the name of including user computers
information to system domain (active directory) structure should be spend to the life.
Thank to this structure all users will have domain username and password. Thank to
this username and password the user which identify computer would be safely and
without (authentication) connected. A user who connected to wi-fi network would be
used the network by side where his group belongs to. With this modeling a secure and
administrative easiness would be spend on life. In order to make working 802.1x
structure devices like (AP, notebook, tablet, smartphone etc.) should be set on 802.1x to

support this structure.

\&q\te\_E?S_NE{IWW&
o T, . ' Authentication Server
.. (RADIUS)
y Authenticator LY |
-

Internet or other
LAMN resources
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Figure 13. 802.1x Technical Overview

In the 802.1x shape, there are three elements playing active role. These elements
as shown in the figure 13 [35];

Supplicant, represent those who would like to acces to wifi network in the campus.

Authenticator, the AP's that we will use in the campus (Access Point) represents. These
are devices that users connect. This device works with RADIUS synchronous and will
connect the user to our network after the encrypting identification correctly. This device

will be switch as the same structure with cable network.

Authentication Server (RADIUS), will authenticate the credentials structure represents.
Thank to RADIUS decides which devices or which users to connect network. In the
structure of campus network that we will create, working with RADIUS and AD

(Active Directory) integratedly to identification service to work effectively.
As it's shown in the figure 13, 802.1x works like this:

1. When wireless client comes to the range of networking space, wi-fi network
access point tests the wireless client.

2. Wireless client sends identity to a wireless access point. Access Point transmits
this identity information to the RADIUS server.

3. RADIUS server, in order to verify the wireless client identification, asks for
identity information. As a piece of this will, RADIUS server clarify the kind of
required information.

4. A wireless client would send this informations to RADIUS server.

5. RADIUS server verify the information of wireless client. If identity is valid,
RADIUS server sends an encrypted key identification confirmer to wi-fi Access
Point.
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6. Wireless Access Point, uses this authentication key for one point of all publisher
stations session and too many point of wireless clients to transmit authentication

key securely. [35].

In the infrastructure of wi-fi network that we created in the campus, in AP's
802.1x after the setting steps which is put to many places, the domain computers of our
users would connect to network securely and users-friendly mechanism on SSID 802.1x

publisher.

Wireless network infrastructure for students and guests;

We can mention about homogeneous infrastructure in students wifi network
section since there are no different units and groups which exist in staff section.
Consequently there is no need for grouping and classifying after the identifying
procedure for student and guest users. All users who are identified would became a
member of the same network instructure. Of course we will need strong Bandwidth
Management System thinking of intensive usage of internet by many students,
otherwise we would'nt be able to provide fair usage of internet between our users and
except than intensive internet using the network would work distressed. In this structure
student's notebooks, tablets, smartphones etc. are devices which can not be cotrolled
such as staff section, a system must be set which recognize the user. Because in this
section, to recognize the device or for device to be recognized is impossible instructure
told. In order to identify the user when accessing the network should have a user name
and password are .For sure in this section an encrypted SSID broadcasting network can
be provided by encrypting the password, it's a mentionable issue but as it was told in

previous section that can put network managers in to a difficult situation.

The instructure of network that we will create, to mention users-friendly
instruction our solution should't be for students to memorize new user name and
password. In this context, the case of students use the knowledge they already in the

system with a user name and password to provide access to the network will be an
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important convenience for our users. Consequently, it's projected as the user name and
password which is saved in University Information System for students will be used
when students want to access to network.

3.2HOTSPOT (CAPTIVE PORTAL)

Hotspot or Captive Portal system, which is called as a simple way to actually be
defined as a web-based authentication. It's a system that nowadays, at many airports
areas where is used intensively by people like shopping centers associated places
system. Thanks to this system is used in some hotels that users' internet service through
this home page from that page can pay the fee again.

The following Figure 14 shows a sample hotspot login screen.

ém:'wmﬂnﬂhwx - Cfiawmmu .l. l L)

Figure 14. Hotspot Login Page

Now almost all firewall devices supported by this system, we design the
university campus wireless network for the use of students and guests will be evaluated
in the areas we create. The system contains very easy working logic. We will tell on the

created university campus network how system works. User, for connecting internet
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network will be directed identity control web page by which is broadcasting and set as a
hotspot SSID when clicked.

On this web page there are spaces like username and pasword those should be
coded by users as shown in the figure. Besides if a users code the username and
pasword spaces correctly, connection permission will by provided by system, if not so
the connection won't be provided.

The model that we created user, will be asked to read and accept the service
provider connection rules after user codes the username and pasword. The user who
accepted the connection rules and codes necessary information correctly will have the
right to connect network. These procedures are automatically done in the created
structure. Each student eligible to study at university, Student Information System
allocated to it for use in the identification of the username and password to login to the
network at the same time will have earned the right. Thus, a student who wants to
access the network, to engage in extra of Information Technology Unit will be
prevented. In addition, working in sync with the information system of this nature in the
student information system that uses the username and password that you use to
connect to the network automatically if you change the username and password will

also be changed. This suggests the use of user-friendly structure.

The front working logic of hotspot is told in upper paragraph, how does this
instructure works in the background? As we use for academic and administrative staff
connecting network model 802.1x is similar to instructional system, instead of RADIUS
there is identification service where Student Information System keeps the students and

guest users identifications. Shortly it's works so:

When the user wants to access the network with using hotspot, the system
enforces the user to communicate with Access Point. Then the authentication process
for the database server is running. If the username and pasword is valid for database
provider the user will be connected. The schematic work logic is shown in below Figure
15.

38



Wireless Network

User Wireless
Access
Point

R s e e e

‘\I

User Database
(Authorization Server)

’ ’ ® © 0 © C Internet )
)

Firewall

Figure 15. Hotspot Technical Overview

One of the important feature of hotspot structure is that the hotspot doesn't need

any settings by client. The devices which will be used in 802.1x structure are not

expected to support the system and need some setting to be done in hotspot structure.

This feature can be evaluated users-friendly branch in hotspot structure.
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CHAPTER 4

PERFORMANCE TESTS

In this chapter, we provide performance measurement results to better
understand the design decisions of the wireless network. We provide test cases to

investigate the capacity, performance and the security of the designed network.

We have done all the measurements at the morning time when nobody was
accessing the internet except the testers. There were ten users participating in the

experiments. The tests were conducted in the university dormitory buildings.

The summary of the tests:

a) We tested the impact of the capacity of backbone links in the campus network to
the wireless internet access speeds.

b) We tested our wireless network to provide a healty simultaneous login
performance for concurrent users.

c) We tested the impact of the concurrent user downloads through the access points
to other user download speeds.

d) We tested the impact of the two different security methods on login performance

of users.

The main purpose of the tests conducted in this chapter is to choose the correct
access points, understand the impact of backbone links for end user performance and to

clarify the impact of two different security methods on login performance.

4.1 DOWNLOAD SPEED TEST FOR WIRELESS LINKS
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It is aimed in our measurement to explain the difference among the performance
effects of the variation of two different locations infrastructure on the users who use our

network in these locations.

In this context, while one of our dormitory buildings were connected with 10 Gb
fiber infrastructure to the center switch, the other dormitory building was connected
with 1 Gb fiber infrastructure to the center switch. After that, we simultaneously started
two downloading process in the test with the same AP model, the same distance, same
computer, same browser, and of course the same download link was used in two

different locations.

The settings of the net is showed in the Figure 16
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Figure 16. Fiber Infrastructure Links Between Core Switch and Dormitories

While a user who connects to center switch with a 10 Gb fiber infrastructure to a
file which has 350 MB, he/she can download in 49 minutes by 120KB/s, the other user
who connects the same center switch with a 1 Gb fiber infrastructure he/she can

download in 58 minutes by 100KB/s download speed.
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In our downloading process, we have observed that the download speed of our
dormitory building which has 10 Gb fiber infrastructure is approximately 20% higher
than the other dormitory connected with 1Gb module to the center switch.

According to the measurement, the average of the download performance
changed around 20 % by using the same Access Point models in our systems which are
connected to the center switch by difference of 10 Gb and 1 Gb fiber infrastructure.
And we can say that, in a dormitory building which used a lower fiber infrastructure,
the download is lower than a dormitory building in which used a higher fiber
infrastructure. And this difference cause of waste time. This time is around ten minutes.

Test results are shown in the Table 3.

Download Speed| Download Time
(Average) (Average)
Dormitory A |
(10Gb Fi?,/er) 120KB/s 49min
Dormitory B _
(1Gb FibB(/er) 100KB/s 58min

Table 3. Download Results of Dormitories

4.2 PERFORMANCE TESTS OF LOGIN PAGES

In our tests we measure the capacity, the login page meeting-time were tested
simultaneously and in the intensive-using of the Internet. According to our structure we
try to occur, one of our students wanting to access the internet will be redirected to a
page (as the welcome page) that he or she can enter by using the default user name and

password when he or she wants to connect to the network.
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In this study, we are looking for answers to questions such as how fast does this
redirect page’s arrival speed have in the intensive-use of the Internet and how much

time are students waiting in case of simultaneous access?

Our aim in this measurement is to make easy the simultaneous access, especially
in the intensive-use of the internet. It means that we try to make our system strong and

enough to the users’ needs and to make minimum delaying of the login page.

In this context, we use two different AP-models (MSM430 and MSM410).
While AP MSM410 has 3 pieces broadcasting antenna and the wireless transmission
speed max 54Mbit/s, AP MSM430 has the 6 pieces broadcasting antenna and it’s

wireless transmission speed max 300 Mbit/s at level.

The comperative table of the Access Points which are used in testing period is

shown in the Table 4.

Transmission Atierne
Speed
Access Point _
Access Point .
et 300Mbit/s 6

Table 4. Comparison of Access Points

We have used the dormitory buildings connected with 1 Gb fiber infrastructure
to the center switch in our tests we have done with same computer, browser and at

equal distances from Aps.

The form is shown in Figure 17.
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Figure 17. Dormitory D and Core Switch Connection

According to test results, when two clients want to access the Internet
simultaneously, it was not observed any loss of the login page meeting-time. However,
While the login page meeting-time have a loss between about half a second and one
second when four clients want to access the Internet simultaneously, When 5 clients
want to access the Internet simultaneously, we have observed that the login page
meeting-time meet us with a delay about 1second. In case of increasing (two times) the
number of simultaneous clients, in other words, 10 people are trying to gain access to
the Internet at the same time, in this case the delay observed is around 3 seconds.

The test results are shown in the following Table and Figure.

2 clients 4 clients 5 clients 10 clients

Login Page

Latency 0.5s 1s 3s

Table 5. Login Page Latency for Multiple Concurrent Users for Dormitory D
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Figure 18. Login Page Latency for Multiple Concurrent Users for Dormitory D

We conducted the same test by using AP MSM430 in dormitory B. The test case

is shown in Figure 19.
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Figure 19. Dormitory B and Core Switch Connection

When two clients want to access the internet simultaneously, there is no any loss
in the login page meeting-time. While the time loss of the login page meeting-time is
near half a second when four clients want to access the internet simultaneously, in case

there are five people this time-loss is increasing up to 1second. On the other hand, when
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10 people are trying to gain access to the internet simultaneously, this delay obviously

is between 2 and 3 second.

2 clients 4 clients 5 clients 10 clients

Login Page

j 0.7s 2.3s
Latency G:3s

Table 6. Login Page Latency for Multiple Concurrent Users for Dormitory B

Page Login Latency (s)
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Figure 20. Login Page Latency for Multiple Concurrent Users for Dormitory B

In our test in which we measured the lating time we saw that if the simultaneous
access is too much, the lating will be too much as well. In an Access Point while 20
users want to access to the internet simultaneously, in the Access Point MSM410, the
lating time was around 8 second but in the Access Point MSM430 this amound is 6
second. And this will be a good result.
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4.3 IMPACT OF ACCESS POINT LOAD ON WIRELESS PERFORMANCE

In our another capacity and performance tests, the other dormitory building was
connected with 1 Gb fiber infrastructure and also AP MSM410 has been used. In our
this test, while a video (up to 10 clients and 1080p video) is being watched as a online
over the internet, we aim to find that login page meeting-time of other clients are
measured and how much client it can be watched simultaneously and optimally. In this
way, the traffic over the AP is aimed to measure. In this regard, firstly the first user
having the internet access start to play the video (predetermined-1080p), and then other
and then one another users up to gain to 10 users, this user number will continuously be
increased one by one. As a result of this test, we observed that the video was normally
watched without any stop in the first 4 machines but the pausing and stoping was

beging after 5 users.

When we do the same test with the AP MSMA430’s, the results are in the

following way;

It was observed that up to 6 users 1080p-quality video could be watched in a
healthy way but after 6 users the pausing and stoping was beging. In our test, to
determine the effect of infrastructure to capacity, we are using the AP MSM430’s in our
dormitory building connected with 10 Gb fiber infrastructure to the center switch. In

this context,

When two and four clients want to access the Internet at the same time, there is
no any time-loss in the login page meeting-time, whereas the time-loss or delay is about
1s and 2s for five and ten clients respectively. Test results are shown in Table 7 and
Figure 21.
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2 clients 4 clients 5 clients 10 clients

Login Page

Latency 0.5s 1.8s

Table 7. Login Page Latency with Multiple Concurrent Users in Dormitory A
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Figure 21. Login Page Latency with Multiple Concurrent Users in Dormitory A

According to the video test done in the same conditions, the video was normally
watched without any stop in the first 8 computers but the pausing and stoping was
beging after 9" computers.
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The details of the video performance tests were shown in Table 8 below.

Dormitory Access Point Model Video Performance(halt)
Dormitory A (10Gb Fiber) AP MSM430 After 8 clients
Dormitory B (1Gb Fiber) AP MSM430 After 7 clients
Dormitory D (1Gb Fiber) AP MSM410 After 4 clients

Table 8. Multiple Concurrent Video Download Speed Tests

4.4 PERFORMANCE OF AUTHENTICATION METHODS

We aim to observe the influence of the security methods on login page

performance.

Two different authentication methods were used with regard to security in the

tests. These are PAP and CHAP:

e PAP: Password Authentication Protocol

e CHAP: Challenge Handshake Authentication Protocol

(a) PAP

e Two-side handshake is done.

e The user name and password are sent to the other side as clear text.

e The user credentials are not checked again by the authentication server during

the connection period.

e The passwords used in the both side are not have to be the same.

(b) CHAP

e Three-side handshake is done.

e The user name and password are transferred safer from users to the

authentication server by using MD5 encryption.
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e The user credentials are checked repeatedly in given intervals by the

authentication server during the connection period.

e The passwords have to be the same [36].

In our test, by using PAP and CHAP, the effect of security to the performance

was measured. That we have used over hostpot authentication server by changing the

method of testing we welcome velocities were measured in the login page.

Users with the selected authentication method which has been sent to the

Internet when logging information such as user name and password in the background

was allowed to be hosted in a secure way.

We used same Access Point, same infrastructure and same pc in our test. Also

we have tested with only one user. As well as CHAP is more secure than PAP, the login

page meeting-time measured by using PAP is shorter than the login page meeting-time

measured by using CHAP is observed. Detailed test results are shown in the following

table.
LoginPage | .jionts 4 clients 5 clients 10 clients
Latency
PAP 0.3s 0.7s 2.3s
CHAP 0.5s 1s 2.8s

Table 9.Login Page Latency with PAP and CHAP

50



CHAPTER 5

CONCLUSION

In our thesis, university or equivalent sized campus network infrastructure for a
wireless network was designed. The standards used in wireless networks and wireless
security solutions were investigated. In the light of this information and as a result of
the tests conducted we have designed our wireless network.

We have seen that the design and the healty operation of a wireless network for
university campuses with various kinds of users is not an easy matter. Many security
measures need to be taken into account. In addition, the performance of the wireless

system needs to be monitored continually.

In the introduction chapter, we have determined five main criteria for the design
of a wireless internet infrastructure in a university campus. In this section, we explain
the design decisions we have made and the conclusions we have obtained for each

criteria.

Security:

Some wireless network systems authorize users to login the wireless network
based on their MAC addresses of wireless cards. This poses a serious security threat,
since MAC addresses of wireless cards can be copied to other machines. Mallicious
users may copy the MAC addresses of valid users and join the wireless network by
impersonating them. Therefore, MAC address based security system is not used in our
design. We construct username and passwords for each user and they login by using

their username and passwords.
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Addition of new access points to the wireless network is managed carefully.
Uncontrolled access points may login unauthorized users to the wireless network and
man-in-the-middle attacks may be performed. Therefore, each access point is added by
the permit of network admin people. A trusted link is established between the access
points and the switches by operating the relevant ports of the switches in the trusted

mode. Moreover, a separate VLAN is constructed for access points.

It is very important to prevent the sniffing of unauthorized users the packages
that are transmitted between the user machine and the access points. To achieve this, the
client tunnel security feature of wireless controller is activated. This is performed for
students and guests. For wireless connections of staff, WPA security method of 802.1x

is used.

Capacity:

The placement of access points is very important to cover all users in various
places around the campus. Particularly the placement of access points in crawded areas
is critical. We monitor the load of the access points and introduce new ones as needed.
Our performance tests have shown that upto 10 concurrent users can connect through an
access point watching a high definition video stream. Therefore, at least 10 concurrent

users can comfortable supported by an access point.

The quality of the Internet access is very important in dormitories. We try to
provide a robust and consistent Internet service. One access points is provided in every

room with six students.

Performance:

The university has a bandwidth of 200Mbps to the national backbone. This
bandwidth needs to be divided among the various groups of users adequately. In
addition, the bandwidth needs of users change with respect to the time of the day and

the day of the week. During the work hours between 8.30am and 5.30pm for weekdays,
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130Mbps of the bandwidth is dedicated to students and guests. Remaining 70Mbps of
the bandwidth is dedicated to academic and administrative staff. Outside of working
hours, 180Mbps of the bandwidth is dedicated to students and guests. Remaining
20Mbps of the bandwidth is dedicated to academic and administrative staff. These
values are calculated by monitoring the average internet traffic of users. Outside of the
working hours, majority of the bandwidth is used by students who are staying in the
dormitories on the campus. In addition, some heavy users may starve others of the
bandwidth. To prevent this, the bandwidth of students and guests are reduced to 1Mbps
after they had downloaded 250MB of daily data. On the other hand, there is no
bandwidth reduction for academic and administrative staff. So far, there was no such

need.

In the performance tests we have conducted, we have seen that the selection of
the access point devices and the capacity of the fiber channels on the campus are very
important. We have observed that the access points with 300Mbps bandwidth provide
approximately 25% more capacity compared to the access points with 54Mbps
bandwidth. In addition, providing a 10Gbps fiber channel capacity to the main switch of
the campus increases the end user download capacity around 20% compared to the
1Gbps fiber channel.

User-friendliness:

All users are provided with a single sign on capability. All students have a
single username-password to access various information services provided by the
university. They use the same credentials to access the wireless network, student
information systems and Moodle learning management system. When students login to
the wireless network, their connection stays active for 24 hours. They don’t need to
relogin during this period of time. Furthermore, academic and administrative staffs do
not require entering a username and password to access the wireless network, since
802.1x authentication system. In addition, there is no limit on the number of devices a

user can use to connect to the wireless network.
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Managebility:

MAC address-based authentication is not selected in our wireless network
system, since it is difficult for both users and administrators to collect and manage the
MAC addresses. When using MAC address based solutions, students go to the IT
departments to register their wireless devices. This puts an extra load on both the admin
people and the students. With our current design, students only need to know their

username and passwords.

There are approximately 200 access points in our campus. It is very important to
centrally monitor and manage them. We use an HP Access Controller to motinor and

remotely manage the access points.

We use Active Directory service to authenticate and authorize the users. We
manage and monitor the users with this service. This service lets us to identify the

connected users and diagnose the possible problems.
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