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HEGEMONYA ICINDE DIiRENIS:
TURKIYE'NIN YENI MEDYA ORTAMINDA YARI-ANONIM DIRENISIN

YUKSELISI

Ozet
Tiirkiye'de Internet ve ifade oOzgiirliigii iizerine yapilan arastirmalarin ¢ogu
gozetim teknolojileri ve {lilkedeki sansiir politikalarina iligkin calismalardir.
Tim bu c¢alismalarda genel olarak yeni medyada ortaya c¢ikan politik
iradelerin gelecegine iliskin pesimist ifadeler vardir. Oysa burada s0z
konusu olan hegemonik bir siiregtir ve tiim bu baski mekanizmalar1 tipki
Raymond Williams'in (1977, 110) belirttigi ilizere hegemonyanin dinamik
yapist dahilinde direnise de siirekli olarak, istemeksizin, alan saglar. Bu
direnig tiirlerinden biri de kullanicilarin kendi gilivenliklerini saglamak icin
kullandiklar1  profillerin anonimlik seviyeleri olarak goriilebilir. Tez boyunca,
anonim kullanim olarak kabul goren kullanim bigimleri tahlil edilerek,
anonimligin tam gereksinimlerini karsilayamayan aktivistlerin profilleri
cikarilarak, yari-anonimlik durumu kavramsallastirilmakta, yari-anonimlik
tecriibelerinden  yola  ¢ikarak, yart-anonimlerin  kimliklerini  gizleme
motivasyonlar1 kategorik olarak incelenmekte, anonimlik, yari-anonimlik ve
goriiniirlik tanimlart {stiinden Internet alanindaki kimliklerin gorlintliirligii
gruplandirilmakta, dijital aktivistlerin anonimlige ihtiyag¢ duymasina neden
olan cesitli motivasyonlar1 ve yari-anonim ve anonim kullanimin gelecekteki

politik avantajlar1 arastirilmaktadir.



RESISTANCE FROM WITHIN HEGEMONY:
RISE OF SEMI-ANONYMOUS RESISTANCE

IN TURKEY'S NEW MEDIA ENVIRONMENT

Abstract
Most of the studies over freedom of expression and thought in Turkey's
new media sphere focus on surveillance technologies and related legal
constraints in the country’s new media sphere. Taking hegemony as a
dynamic process just as Raymond Williams (1977, 110) did, hegemony is
perceived as a structure within which resistance can still be available
despite all the constraining policies of governments and companies in our
lives. Anonymous, semi-anonymous and non-anonymous or real identity
based resistance actions are considered as three different forms of resistance
based on identifiability preferences. This thesis analyses the conjectural
anonymous uses of Internet by activists by analysing their profiles.
Anonymity and semi-anonymity are conceptualized based on the users’
experiences while necessity of being anonymous are studied categorically.
This study conceptualizes forms of identifiability/ anonymity as anonymity,
semi-anonymity and identifiability, it also focuses on different motives that
resulted in the necessity of anonymity for digital activism. Thesis ends with
a proposal about possible political uses of anonymity and semi-anonymity

in the future for a radical democracy model.
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Chapter 1

Introduction

Starting with 1990s, the Internet became an extraordinarily important actor in
organizing and forming the political actions on the web. From Zapatista movement
in South America to protests in Cairo, Tehran and Istanbul year by year Internet
started to be used more effectively by political activists and choreography of the
political organizations had changed. Like Belarus and Thailand, different countries
regarded the Internet as a political instrument; from election campaigns to
surveys, the Internet is used by political organizations. Yet, the most significant
aspect of new media use has been its position within mass movements as a tool
for mobilization. Anti-war and anti-globalization movements used the Internet for
communicating within their own groups as well as for promoting their ideas to
others. Yet, all these political developments are not limited with the NGOs’
(Non-Governmental Organizations) or political groups' existence on the Internet.
The Internet changed both the nature of democracy within these groups and
activists' methods of protesting all over the world. Scrutinizing the way
anonymity influences in-group democracy practices and public politics, this thesis
tries to propose secure and anonymous new media usage as a method for

replacing the existing under-surveillance democracy practices.

This study covers the conceptualization of anonymity with its varieties since
anonymity itself has been a political strategy in both conventional and digital
activism experiences in contemporary world. The Internet became a leading
instrument in so called leaderless revolutions in 21% century. Thus, the newly

emerged form of leaderless and less competitive forms of political activism and



resistance are analysed based on the personal and collective experiences of
activists who use the Internet for political aims. Besides proposing anonymity as
an instrument for radical democracy, social conditions and technical layers of
anonymity are clarified in order to surpass the misperceptions of activists about

their levels of anonymity.

Fuchs (2008, 272) states that, “while industrial capitalism surveillance is more
oriented towards direct social contacts and the monitoring of activities (e.g., of
factory workers) by overseers and punishment in the case of misbehaviour,
electronic surveillance is more anonymous, indirect, invisible, and technologically
mediated”. Discussions on control mechanisms have accelerated within the last
decades as their effects have become more visible. Yet, there are still numerous
people who have a positive perception about surveillance as a form of security
in urban life. Citizens mostly demand surveillance for the security of their daily
lives and properties." However, this study hypothesizes that day by day there are
more people who feel that they are threatened by the surveillance and try to
create some measures against it. From pseudonymity to anonymity or preserving
personal information on the web, these people started to create individual
solutions against the control which will be described and explained in the coming

pages.’

http://www.haberler.com/mermer-diyari-iscehisar-da-halk-mobese-
istedi-4215252-haberi/ [29/09/2013]

The word anonymous is used as a term with reference to the levels of
identifiability rather than the transnational hacker organization called Anonymous. The
ones mentioned in the study as anonymous users are not necessarily within the
organization called Amnonymous. But studies of Gabriela Coleman, who is known well
with her articles about Anonymous, is utilized for revealing political potential of
anonymity and its further impacts free from the organization called Anonymous (See
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For proposing semi-anonymity as a new form of anonymity, experiences of
pseudonymous users are examined and a layering construction is built for
anonymity in Chapter Two. Softwares used and network structures created for
providing anonymity that | cover in this chapter are used for stating technical
layer of the anonymity, while anonymity of network became the social layer, and
intentions and motives became the third layer and lastly, content produced by
users became the last layer of anonymity. After stating conditions and motives of
anonymity, surveillance methods are covered in that chapter for defining the
hegemonic environment since surveillance as a government tool became a part of
public policy and as civil libertarian critics point out much of information and
communication technology developments that are said to be bringing about a
quantum extension in government's powers to detect and punish as these new

developments are open to be monitored (Hood, 2006, 472).

Having stated technical conditions of both anonymity and control, which can be
stated as resistance and hegemony, third chapter includes philosophical and
political background of anonymity as a form of resistance and contemporary
debates over digital activism and its non-hierarchic characteristics. As Morozov
(2011, 27) states; the nature of the Internet is reshaping the very nature and
culture of anti-government resistance and dissent, shifting it away from real-
world practices and toward anonymous virtual spaces, it will also have
significant consequences for the scale and speed of the protest movement, not all
of them positive. That chapter defines technical, social and theoretical layers of
anonymity which resulted in the difference between various forms of

identifiability and anonymity.

Coleman, 2011).



These changes starts with individuals' practices of using the Internet for protesting
and, anonymity as a both individual® and collective® identity making process has

been one of the most preferred methods of digital activism.

Relying on these changes in forms of activism, shift in methods and important
role and existing definitions of anonymity, Chapter Three observes anonymity
politically and philosophically while it also covers the social processes of
communication which have evolved and have been completely impacted by this
evolution of interactivity, sociability and communicational hierarchy of daily life
by the nature of Web 2.0 or social media networks . Castells defines
contemporary era the era when the fastest and most autonomous, interactive,
reprogrammable and self expanding means of communication in the history
appeared” (Castells, 2012, 15); taking his emphasis on the less hierarchical
characteristic of organization and participatory nature of occupy movements with
reference to discussions over conventional and new types of activism in England,
the relationship between individual, network and anonymity is analysed in

Chapter Three.

Chapter Three will start with a discussion about the new media as a hegemonic
sphere and terminology of new media as a hegemonic environment. This chapter,

benefiting from Raymond Williams' theory of hegemony, and anonymity's

3 In Turkey's Twitter environment, some figures such as @Eksihabermas or Angelopouloos

have ten thousands or hundred thousands of followers while most of the deputies or party
leaders in Turkey have less than ten thousand followers.

4 Today, hacker groups such as Anonymous or Redhack are thought to be morally and
ideologically more effective on voters in terms of opposition parties and Non-Governmental
Organizations over the world. For instance, Redhack's number of followers are much more
than conventional leftist parties in Turkey.



definition as a resistance from within hegemony, centralizing the user as a
resistant figure, as the one who prefers anonymity as a strategy of resistance,
anonymity's role in groups or individual practices will be stated. Besides these
theoretical aspects the chapter includes some cases about Turkish users who used
social networks for their political aims or political activism, the legal background
of anonymity and identifiable use of the Internet in Turkey's new media sphere

will be analysed with its social aspects.

Since anonymity is a legally controversial term, which is often perceived to be
used only by hacktivists, methodology chapter includes social and legal rationale
for the methods used during the design of the research ethically. New media
tools used during the interviews and rationalization of their use is made in that
chapter as well. Chapter Four also includes the details of participatory online

research method used during the study.

Following methodology in Chapter Four, which gives details about the
construction of this new media field research Chapter Five includes the
information gathered throughout this study. Moreover an analysis of semi-
structured online interviews with the users can be seen in this chapter. In these
interviews users’ experiences of various forms of anonymity or identifiability are
questioned technically, socially and in a motive based way as well for detecting
impact of various motives on various levels or forms of anonymity. Weaknesses
of semi-anonymity are covered in this chapter for proposing the differences
between anonymity and semi-anonymity. Semi-anonymity's position in hacker
culture is also questioned by the expressions of semi-anonymous users and their

technical preferences as well. Chapter Five finally covers anonymity's advantages



and disadvantages by the expressions and experiences of users.

In the conclusion, three main attitudes of new media users against control
relying on their anonymity preferences is defined based on the results of the
research: Anonymity, semi-anonymity and identifiability. Moreover, anonymity's
position as a digital activism strategy and semi-anonymity's distinctive position
will be defined in that chapter. Finally, academic and political future of the
study as an opportunity for utopic new media and politics environment will be
explained. Taking new media as a new and large sphere of control, this study provides
non-techno determinist approach to the nature of the democracy in new media
environment and how new media environment effected political representation of
human beings or their 'avatars' on social networks. Regarding this impact, the thesis
suggests an utopic sphere where direct and radical forms of democracy are

institutionalized by the existence of new media tools.



Chapter 2

Theoretical Background of Anonymity and Semi-Anonymity

There is a need for clarifying technical, practical and theoretical definitions of
anonymity, semi-anonymity and identifiability. Starting from layers and conditions
of anonymity, this chapter covers surveillance mechanisms in Turkey's new media
sphere and various technical and social methods used for providing anonymity
for users. Based on technical and social methods and theoretical background, a

distinction between anonymity, semi-anonymity and pseudonymity is proposed.

2.1 Layers and Definitions of Anonymity

Anonymity is the condition of both user and the communication type. Therefore,
there are various forms and definitions of anonymity. The terminology regarding
anonymous use of new media should be covered to categorize the forms of
anonymity. First term to be covered is the anonymous. The English word
anonymous is derived from the classical Greek stem onyma (name), combined
with the prefix a- (the absence or lack of a property) (Clark et. al, 2005, 12-13).
It is possible to interpret anonymity as the opposite of being identifiable. Baggio
and Beldarrain (2011, 2) stated that “"deciding to trust in cyberspace is not
without risk, as anonymity protects those who are honest as well as those who
intentionally deceive.” This statement reveals that anonymity has both positive and
negative connotations. Therefore, being anonymous should be observed not only
as a form of resistance, but also as an individual or a collective action. Even if
anonymity means namelessness in Greek, it is defined in a more detailed way in

this research.



Palme and Berglund (2004) state that anonymity is possible when the real author
of a message is not shown and anonymity can be implemented to make it
impossible or very difficult to find out the real author of a message. They state
that anonymity is sometimes thought to be synonym with pseudonymity when
another name rather than the real one becomes visible. Anonymity should not
be limited to the preservation of detailed data about user as the Internet is
composed of different structures and in new media environment people
disseminate different information about themselves in different media applications
or networks. According to Hansen et. all (2001, 2) “anonymity is the state of
being not identifiable within a set of subjects.” They recognized anonymity as a
situation in transmission of the message and divided it in two different
subcategories which are sender anonymity -the properties that a particular
message is not linkable to any other-, recipient anonymity - a particular message
and relationship anonymity means that it is untraceable who communicates with
whom. In other words, sender and recipient (or recipients in case of multicast)
are unlinkable. The relationship anonymity is a weaker property than both sender
anonymity and recipient anonymity. Because it may be traceable who sends
which messages and it may also be possible to trace who receives which

messages, as long as the relationship between sender and recipient is not known.

There are three possible categorization of layers for defining anonymity. First one
is sender and receiver anonymity. Second one is the connection and message
anonymity and the third one is the anonymity set and the third one is the
unlinkability.  For defining the anonymity, this research focuses on these four

categories that are proposed by Joss Wright, Susan Stepney, John A. Clark and



Jeremy Jacob (2005,14). Hansen et. all (2001, 33-34) starts new discussion over
some other terms such as unlinkability and unobservability which refers to
information hiding in terminology. Also, according to them, unlinkability of two
or more items (e.g., subjects, messages, events, actions, ..) means that within
this system, these items are no more and no less related than they are related
concerning the a-priori knowledge (Hansen et. all, 2002,1-3). Connection between
social media accounts or links between senders of different messages on the
Internet can be considered as a linkability while unobservability may refer to
today’s coding and encryption technologies, by which senders of messages are
completely stay anonymous but the relationships themselves do not. The
terminology mostly depends on the conditions existing in Web 1.0 environment
where interactivity had not that much penetrated into people's lives. But the
terminology they provide can be still used for explaining ‘complete’ anonymity
of relationships in terms of sender receiver interactions. According to them
sender’s anonymity is a precaution of relationship’s anonymity but for them

recipient’s anonymity is another issue that provides anonymity to the relationship.

In contemporary world, a complete anonymity can be considered as a really
‘radical’ condition where relationships are no longer anonymous as receivers are
not and observability is higher than ever because of the technologies mentioned
above. Their relationship’s observability is based on some technical applications
such as dummy traffic, steganography which can be defined as hiding the
messages in a way that can not be sensed; and spread spectrum (Hansen et. All,

2002,5).

The technical and interaction based definitions of the term, "anonymity" provides



users some certain advantages. For instance anonymity allows masking handicaps
and accentuating certain individual characteristics, which might lower inhibition
(Dollring 2003, 460) One can create an identity for himself/herself free from all
biases and legal constrains within society. Fuchs (2008, 322) states ‘‘anonymous
identity is not free from social past of a human being as social experiences and
the individual history of an individual influence and shape his or her online

behaviour.”

Fuchs (2012) also states that "we need to observe both control mechanisms and
the reactionary liberation movements and actions." To get a better understanding
about the terms such as anonymity, semi-anonymity and identifiability, existing
oppression and control mechanisms must be covered. In this part, surveillance
mechanisms in Turkey used by financial corporations and government and their
impact range is analysed in order to understand how users with different

anonymity levels are positioned against corporate surveillance mechanism.

2.2 Control Mechanisms in Turkey's New Media Environment

In Turkey's new media environment, surveillance processes are practiced by states
and companies for their common aims and the sustainability of static governance
policies. Hegemonic control of the new media is not different from controlling
the streets of a country with typical surveillance mechanisms or such practices.
The difference is the lack of security of privacy and individuality. From ID
cards to registered Internet connections, registered computers and cell phones,
capitalist industry and state established a “wall of security” which is the key
concept for understanding state’s  relationships with citizens and capitalist

institutions. Internet users mean more than users or consumers of the computer
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mediated communication technologies or new media; but it does not completely
save us from being the product or the object of the new surveillance

environment.

Users are under the control of both the state and capital. Today, capitalism and
state are agencies of surveillance for each other since the centralized controlling
mechanisms need a collaboration of those two sides in informational society
where internal and external networks provide the new sphere for both intellectual
and fiscal production. Since the power holders would like to control what
individuals do in their leisure times, on their work hours and even when they
are not connected, surveillance mechanisms are getting much stronger day by
day. Since focus point of the thesis is the rising resistance mechanisms in new
media sphere, and the way their level of effectiveness and radicalness change
according to ideological, social and technical factors differing from user to user,
in order to make a good mapping of resistance mechanisms, the hegemonic
control mechanisms of the state on new media environment must be studied the

first.

In Turkey, while number of houses with the Internet connection increases, so
does the usage of the Internet. Connections from the Internet cafes decrease as
household connections increase. There is computer in 51% of the households in
Turkey while 42% of the households have connection to the Internet. However
this is not a “clear” data since the Internet connection cannot be limited to the
personal computer connections. People, by using computers, mostly prefer to
connect to the Internet from their households. In terms of security, the most

important data obtained is that, people use the Internet mostly for social

11



networks and mailing. (IPIS KMG, 2012).

Rural Internet penetration is 27.3% while it is 55.5% in urbanized areas. 70% of
household usage of the Internet is an important factor since it is an opportunity
for government to get better and more reliable surveillance results (TUIK, 2012).
Webster (2006, 215) states that  “information war no longer requires the
mobilisation either of the citizenry or of industry for the war effort. It relies
instead on capturing only the leading edges of industrial innovation for military
purposes — for instance, electronic engineering, computing, telecommunications
and aerospace.” As the Internet usage increases, Turkish state today develops its
controlling mechanisms which are established in collaboration with international
companies and well known typical softwares produced by the state. The
informational war is not going on only between secret agencies of the states
but also among some libertarian organizations and completely independent
individuals at the same time. As it happened to trade wunions, nuclear
disarmament activists, educationalists and media personnel in 1990s England,
surveillance is possible for individuals to be targeted by government surveillance.
Regarding that, limiting surveillance to a model of controlling only works for
the political individuals is a kind of delusion since all the phone calls are
recorded and most of the Internet packages are controlled by different softwares
within network structure. Investments on security and surveillance is so high that
it should not be considered as a regular unit of consumption for the state. Rather
than a war jet, it is more common for governments to buy surveillance services

including recording all phone calls etc. (Appelbaum et. All, 2012).
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2.3 Deep Packet Inspection: Control For Everyone

For understanding the hegemonic uses of control mechanisms by state in Turkey,
some of the surveillance mechanisms and cases they are involved in and the
level of surveillance, censorship and legal restrictions on new media environment
in that country should be observed. Deep Packet Inspection and Internet Provider
Services are the key terms to be focused for understanding state surveillance
better. In Turkey, there is a crisis of privacy for the Internet users because of
the Phorm case and surveillance strategy of Turkish government in cooperation
with TTNET and Phorm companies. Phorm in Turkey is claimed to be one of
the controlling systems government used for surveillance of daily Internet usage
of TTNET -an Internet Provider Service- users or clients. Phorm is announced
to be illegal by the decision of European Parliament which is involving Turkey
as well. Phorm’s function is defined as personalizing the user experience much
more by themselves. Sites visited, ads clicked on, videos that are watched and
forms that have been filled by users are used by Phorm for creating a profile of
them. By redirecting TTNET users to a website® Phorm system forces users to
be involved in a surveillance system and once you login to the system you are
not allowed to sign out that easily. To better understand this surveillance
process the term DPI should be understood well. DPl (Deep Packet Inspection)
service is used for several reasons such as, presenting ads relying on behavioural
targeting strategies, slowing P2P sharing and such activities, and finally
surveillance for governments and intelligence agencies of them . Data Phorm
collects include “political opinions, sexual proclivities, religious views, and
health.” (Fuchs, 2012, 20) This is a kind of data that semi-anonymous users

hesitate or try to prevent sharing with their employers and local or national

% http://www.gezinti.com
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governance.

This kind of profiling may provide governments about political organizations,
religious groups and subcultures a lot at the Because of the proclaimed
illegitimacy of the information collected Fuchs (2012,21) states about Phorm that
“Users should have to opt in to such a system, not merely be given an
opportunity to opt out,” and it is required under European data protection law.
“Heavy use of DPI by ISPs may undermine trust that users have in the network
and ISPs and this can result in self and inhibition of users.” (Cooper, 2011, 147)
In Turkey, Phorm is still claimed to be continuing its activities through different
opt-in methods that force users to be involved in system according to Alternative
Informatics Association. Certainly, Phorm is not the only company which serves
to the interests of the governments, according to report by Fuchs (2012, 8-10)
IPS, NETI, Ultimaco Safe-Ware, Group 2000, Gamma Group, Telesoft
Technologies, Ipoque, Elaman, Amesys, Alcatel-Lucent and Agsacom are some of
the other companies whose serves to the governmental agencies have been
revealed by Wikileaks reports. Google can be questioned in terms of privacy of
the content, but different from Phorm it has a different characteristic. “Google
may track your searches, your travel (Google Maps), and your appointments
(Google Calendar), but the company’s ability to do so is limited by the number
of different Google services of which you avail yourself. If you object to
Google’s privacy policies, you can choose to use other services. By contrast,
your ISP knows everything you do online. [...] A single ISP will know what
you are browsing, what your email says, VoIP, and so on. In a matter of days,
possibly even hours, an ISP using DPI can develop a remarkably detailed dossier

on a person” (Landau 2010, 220). DPI, different from an ISP, Phorm is a

14



greater threat for the users’ privacy and use of web. It includes the analysis of
all the segments of the data no matter what bandwidth exactly is. The
unencrypted texts sent by DPI are going to be observed if intended unlike ISP

which superficially analyses the content of the data.

2.4 Legitimacy of Surveillance

Another important aspect of the surveillance in Turkey is its legitimacy preserved
by laws and constitution. Turkey is one of the few countries which do not
have a regulation or law for preservation of data. Because of that, it is
identified as an insecure country in international area (Alternative Informatics
Association, 2013). Even if freedom of expression and freedom of thought is
guaranteed by the constitution, still there are no enough regulations to preserve
these liberties as restrictions are also preserved by Turkish Criminal Law and
Antiterrorism Laws that are built by Turkish governments. Recently, criticizing
the government has been named as an activity to "weaken" the government on
social media. Some people have been penalized with money or prison for their
statements in social media. Additionally, people are taken away from their
official duties because of their activities of recommendation and share in social

media.

There is a problem experienced between financial corporations and consumers
especially during the electronic commerce processes. It is known that people are
expected to give much more information than needed for e-commerce activities.
There is a principle called “limitation of the aim” and the person who collects
information via a net activity or contract can only use the data he/she obtained

for that issue, nothing else. This principle is in run only according to the
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preferences of the users, there are still some companies which serve the
information they obtained as a financial meta to other companies and make
profit on the information they gathered from you (Alternative Informatics
Association, 2013b, 8). Another problem in this issue is the consent of the
users. According to Alternative Informatics Association data must be preserved
with the consent of the users and this consent must be taken with the free will

of the users/consumers etc. (Alternative Informatics Association, 2013b, 9).

This is a great economy that is mentioned here as all the security systems and
digital surveillance mechanisms. Google, as a global company acts as a
surveillance and control mechanism as well. According to their statistics, since
2010 July, 12% of the demands of removal are about aspersions, 22% of them
are about official corporations, 11% of them are about adult content, 2% of
them are about secrecy and security, 6% are about religious offence, 3% are
about copyright, 1% is about violence, hate speech is 1% and there are other
titles. Atatlirk as a "sensitive theme" is used for these bans and google removal
requests at the same time (Google Transparency Report, 2013). Here the main
point is not only about the state policies but also about the policies of the
companies and the corporations. Corporations in Turkey are ought to pay their
taxes for their financial interests and legitimacy of their economical activities.
Moreover, Google's head squad's visits to Turkish President and possible
cooperations between state and the company can be understood as primary

reasons of their cooperation in censorship and surveillance.

All of the corporate surveillance mechanisms listed above are part of our daily

life practices. From paying our bills via the Internet to walking in the streets
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people are not really away from these surveillance mechanisms. From using a
Gmail account to use a social media account enabling the system or the
corporate mechanisms identify name registered on their ID card given to people
by the state, new media is multi dimensionally under surveillance. It does not
mean that people are ‘completely’ under the control of the government, since
there is a ‘big data’ around and as seen during Gezi protests occurred in Turkey
millions of tweets should be observed by states to gather a concrete data about
identities of the users who are claimed to have committed a crime through new
media.® Having recognized control of new media in Turkey as a threatening
factor for digital activism, now I'll observe technical and social methods which
are often used by users with different experiences and different levels of
anonymity. Firstly | will focus on softwares and other applications that provide
anonymity for users. Later, |1 will cover social methods of providing anonymity.
Lastly, | will clarify the differences between anonymity, semi-anonymity and

pseudonymity with reference to the various methods used for anonymous use.

2.5 Perceptions of Anonymity

Anonymity is a complex issue especially in social networks. People do not use
anonymity only for political aims, but also used itas a method of entertainment.
So, as this study focuses on political use of forms of anonymity as a strategy of
resistance, we also have to define semi-anonymity's most well known form:

Trolling.

Trolling is a critical issue in new media environment as trolling is

http://www.hurriyet.com.tr/gundem/23509447.asp [15/07/2013]
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contemporarily being discussed in both political and academic environments in
terms of its so called destructive characteristics. Semi-Anonymous and
Anonymous personalities are possibly recognized as trolls and the term troll has
no positive connotation in social networks. Except one who said "I am rarely a
troll" none of the the interviewees stated themselves as trolls. This has several
reasons such as interviewees political claims and their necessity to be politically
recognized. However a Troller can be defined as a computer mediated
communication user who constructs the identity of sincerely wishing to be part
of the group, e.g. by professing or conveying pseudo-sincere intentions , but
whose real intention(s) is/are to cause disruption and/or to trigger or exacerbate
conflict for the purposes of their own amusement/entertainment (Hardacker,

2010).

This statement involves two key terms: Disruption and triggering a conflict.
Those two terms act as trolls® main function in social media. Rather than
organizing a political action, they are providing collective or interpersonal crisis
in social media for entertainment rather than a political motive. Trolling involves
some attitudes such as “"impoliteness", "rudeness”, "face-attack", "conflict".
However these attitudes are easy to turn into "racism" and “sexism". ' The
distruption and dissemination of false information by them probably caused the
interviewees not to state themselves as trolls. Since these politically active

interviewees present a 'serious' identity which has the claim of recognition,

" E.G. Turkish rock singer Aylin Aslim and Journalist Ece Temelkuran had been

targeted by trolls because of their statements on their Twitter accounts and collective
troll account is perceived seriously by some groups and they became one of trend
topics of the day for the days they are attacked by trolls. Ece Temelkuran is
threatened with death through tweets.
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As they differentiate themselves from trolls and they are not perceived as trolls
by others, a problem of identification occurs for these users. There are some
shared characteristics of semi-anonymous users with trolls such as their policy of
not revealing their real names and photos, not associating their content produced
to their revealed officially recognized identity's content productions. Several
motives made interviewees keep their identities secret but they experience

problems about defining their anonymity levels.

Taking trolls aside, semi-anonymous use of the Internet has other and mostly

reactive motives, which we define as resistance.

2.6 Social and Technical Methods Used For Providing Anonymity

There are some softwares and physical needs for being anonymous. Thee first
focus point of anonymity is dividing your social networks from each other. A
person who needs to be anonymous is expected for every new network that
he/she adds to create new aliases. A person should create many aliases to
communicate since the more aliases are possible the easier it is to manipulate
and this can not be figured out that easily. For local security there are several
sharewares for a person to keep himself/herself away from physical control.
However, in terms of surveillance, the methods of avoiding control are different.
For being totally anonymous, one should know that technology itself won't make
a person fully anonymous or secure. There are certain anonymity types deployed
which are categorized as Type-O (anon.penet.fi), Type-l1 (Cypherpunks), Type-IlI
(MixMaster), Type Il (MixMinion), JAP, TOR and FREENET. As seen above
there are different softwares and methods wused for providing anonymous

connection to the Internet, sending and receiving messages anonymously such as
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HTTPS everywhere, OTR and TOR. Here are some of the explanations for the

programs and systems used for providing anonymous usage of the new media.

HTTPS everywhere: This Chrome and Firefox extension provides encrypted
browsing while encrypting communications with many major websites. While it
does not protect users' identities nor hide the sites they are visiting, it provides
people encrypted browsing. It is created as a result of collaboration between

The Tor Project and the Electronic Frontier Foundation. (EFF.ORG)®

Type-1 (Cypherpunks): The Cypherpunks remailer system, still in use today
(APA-S, 2004), uses reply blocks to allow anonymous replies to emails. A reply
block is a series of routing instructions that allow the message to be delivered
to a pseudonym. These data are included in an anonymous message when sent,
and then allows the recipient to reply, despite not knowing the identity of the

sender. (Clark et. All, 2005, 34)

Type-2 (MixMaster): While Type-1 is thought to be open to the attacks of
powers out of the network, type-2 is believed to be a more persistent way of
communication. Just as it introduces fixed-length messages, with shorter messages
being paddedup to the message length and larger messages being broken up into
multiple messages, this form defeats the trivial attack of following a message

from sender to receiver by the size of the message. (Clark et. All, 2005, 34)

OTR: Encrypted chat (off the record) encrypts the communication, hiding it

https://www.eff.org/https-everywhere
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from the network provider. Don't click verify if you have not actually verified.

You do not necessarily know whom you communicate with even if it is verified.

JAP: JAP (2004) is an anonymizing proxy server developed and hosted at the
Technical University of Dresden, with certain nodes on the network hosted by
other Universities. The JAP software uses a mix cascade approach to provide
anonymity, however the application of the network is geared towards low-latency

requirements such as web browsing (Clark et. All, 2005, 35)

TOR: A browser that provides encrypted network address, anonymous network
address and anonymous publishing. TOR (The Onion Router) has a gateway
noise and output noise. Basically a user can see the entire TOR network as a
link of routers. When a user enters the TOR network, TOR network will know
who his/her identity but not what content it creates and or which links one
wants to visit. TOR itself is not a sufficient form of using web safely if there
are some social networks that you use dependent on the former accounts that
aren't created in TOR. The details given through social media and all other
content productions are the factors that TOR can not prevent you from doing.
TOR only creates a 'relatively’ secure model of browsing. (9 July 2013, Secure

Internet Workshop at Kumbara Sanat)

Besides these technical and social methods of providing anonymity, advantages
and disadvantages of anonymous use of the Internet must be taken into account.
Wright and Stepney (2008) state advantages of Anonymity as preventing the
formation of cliques in a network, or the exploitation of such cliques if formed

outside the network and its well-known censorship-resistant properties. Adversely,
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there are some limitations (disadvantages) caused anonymity. For instance, ability
of a small set of users to identify themselves may not be enough to ruin the
overall fairness of the network. The most important disadvantage of anonymous
use is the lose of it, while "the loss of anonymity could have serious effects for
a network that relies on anonymity for its overall behaviour" (Wright and

Stepney, 2008: 5)

2.7 Semi-Anonymity versus Pseudonymity

Semi-anonymity may be defined as, being included in a social network through
different names and images rather than real names, locations and registered e-
mail addresses of the users. Manipulation of an IP is not necessary for them,
but IP manipulation is still considered as type of semi-anonymity as
anonymousness not only prevents being found by the state or corporations but
also it prevents them from seeing or obtaining the content derivated by them.
What differentiates a semi-anonymous user from an anonymous user is the
success of IP manipulation methods which are thought to be used by both
groups. First of all, anonymity needs to be available in the network and the
content created should be anonymously sent and received to be completely
anonymous. For instance, Turkish Hacker group RedHack's connections to the
some specific news channels such as Hayat TV, Ulusal TV and Halk TV are

non-anonymous as one receiver’s common details are available.

People using nicknames and avatars which do not reveal their own names on
social networks that are not established by them can be considered as semi-
anonymous users as they are still detectable by the state but they took accuses

for being directly recognized by corporations and states through their profiles.
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Semi as a prefix is used for this preference of anonymity or identifiability since
people using such profiles show different characteristics such as trolling or
political activity. However this research is focused on political individuals with
semi-anonymous profiles rather than trolls whose aims are not avoiding social or
political pressure but creating personas that do not reflect their own identities or

political aims directly.

It is possible to define semi-anonymity as a way of political behavior rather
than a preference about the name, avatar etc. What is the difference between
semi-anonymity and pseudonymity? There is no simple and unified definition of
anonymity. Pseudonymity is just a subcategory of semi-anonymity while it is a
subcategory of anonymity at the same time. It is a preference based on giving

away some types of information to users.
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Chapter 3
Political and Philosophical Background of Anonymity

Since many academic studies focus on the control systems and their influences
on society, most of the resistance based articles and studies are based on hacker
culture rather than daily political culture and its influences on online practices of
individuals (see Alternative Informatics Association, 2013). This thesis is one of
the primary works in Turkey taking Baym's (2010) term of networked individual
as one of the primary motives of the study and studies the tendencies and
preferences of activists using new media. Taking the individual as the pioneer of
political process and proposing the anonymity as a key actor in claiming direct
democracy in groups with various sizes, study's political focus is on how lack of
anonymity impacted the practice of democracy in people's relationships with each

other, the NGOs or political parties they are members of and the state.

Without ignoring the term hacktivist, which means the activist that expresses
himself/herself with hacking as a political action, the study is more interested in
people who use social media for expression of ideas and organizing their
political activities. Hierarchic mechanisms within activist groups even if they are
integrated to web and how networked individuals are used for spying on behalf
of the political organizations and how denunciator tradition of countries like USA
and USSR emerged once again after decades in a so-called free new social
movements. From McCarthyism (Freeland, 1985) to NKVD (Conquest, 1985) in-
party control had always been used by governments and parties just as in
today's political organizations. Not only in political groups or organizations, but
also from families to companies, partners to roommates, many people utilize

methods of surveillance. Defining anonymity as a resistance form against all the
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sources of repression above not only political activists but regular pseudonymous

users are involved in this research.

3.1 New Debates, New Politics, New Communities

This Study does not perceive a member of counter culture as a neutralized
figure, based on group hierarchy and discussions of radical democracy in new
social movements between traditional socialist groups represented by Alex
Callinicos and radical democracy defenders such as Laurie Penny (Gerbaudo,
2012, 18), it tries to reveal in-group control and in-group resistance within new
social movements. This debate is more likely to be the conflict between old
politics and new politics, which can be understood as a conflict between
authoritarian scheme of Leninist organization model and new radical democracy.
Laurie Penny's emphasis is more on leaderless 'multi-headed hydra' student
movement, which resembles the organization models appeared in May-June
protests in Turkey in 2013, while Callinicos' model represents the traditional
action model. Both Penny's and Callinicos' statements are not that clear as
long as we try to see these protests as protests coming from 'no where' as
Thomas Nail (2013, 20) comes against as coming from no where means being

nothing at all.

For Nail, the Occupy movement and all similar resistances have their roots in
anti-globalization movements and in the cultures of the NGOs included in such
protests even if the Occupy movements seem to be isolated, ephemeral and
spontaneous and free from the previous resistance forms experienced. Nail (2013,
21) states that the Occupy Movement had borrowed three main characteristics of

the Zapatistas: (1) Horizontalism, (2) consensus decision-making, and (3) the
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political use of masks. As all these three practices signify both resistance against
outsourced control and inner hierarchial mechanisms, these might be understood
as the reasons of the necessity of the ‘anonymity’ in contemporary political

practices.

Even if this debate had been more about the way protests on streets, it is
actually based on formation of the political organizations and the way
discussions are made. Hierarchial and leaderless formations are subjects of
political and ethical debates in terms of in-group control and authoritarian
mechanisms of social contracted groups. So in-group control should be examined
as well. In-group control and global surveillance mechanisms are examined
together, since thesis focuses on semi-anonymous user as a 'reliable’ and ‘free’
Internet figure, who is relatively more liberated than a party militant or an
activist with organic or inorganic connections and detected on social networks
with his/her own identity by corporations, government or the hierarchial group
he/she belongs to. As Penny argues (Guardian, 2010), "the new wave of activists
has no interest in the ideological bureaucracy of the old left". What should be
understood from this sentence should not be only about the demands of the old
left but about the preferences of British youth such as not wanting to take
orders and pay even a penny for a vacillating, pro-business party to be "voice of
voters”. It is a valid discussion for most of the representative democracies

around the world.

The term self-organization is also used for understanding how new media reflects
the preferences and structure of daily life as it is the re-creation or self-

reproduction of society. By this approach, it will be possible to understand self-
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organizing structure of new social movements and their members preferences that

impact the nature of the new media environment.

Different from neoliberal hegemonic view, self-organization should be understood
as an alternative method of building the society once again while
instrumentalizing the new media. The last group of users are examined as the
users who are under the control of the relationships they had in their private
lives such as family connections or love-based relationships. So the categorization
of control mechanisms will be under 4 main topics which are i) state, ii)
company, iii) non-governmental organization and iv) private life. This new
categorization will bring control to a new understanding which may create a new
perspective for the understanding of hegemony in daily life as these are all parts

of modern daily culture.

3.2 Resistance and Hegemony

To get a better understanding of contemporary political new media environment,
nature of the conflict within needs to be analysed. There are various definitions
of hegemony. Gramsci is the first intellectual who completely conceptualized the
hegemony for interpreting daily life and political practices. For him, education,
political parties, working unions and all similar institutions were established for
being resources of consent. His originality in hegemony studies is based on his
extended definition of hegemony which not only involves administrative,
executive and coercive apparatus of government, but also the underpinnings of
the political structure in civil society. Gramsci is thought to have provided
analytical usefulness for the categories of civil society and state (Cox, 1983, 52).

His studies of hegemony has a qualitative difference between the operations of
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hegemony by regressive, authoritarian groups on the one hand, and progressive social
groups on the other. For him where a regressive hegemony involves imposing a set
of non-negotiable values upon the people, chiefly through use of coercion and deceit, a
progressive hegemony will develop by way of democratically acquired consent in
society. This meant not only empowering the various unions by bringing them together,
but also involving all of society’s opposition strata in the movement, drawing out the
connections between all forms of ‘“political oppression and autocratic arbitrariness”
(Brown, 2009). Gramsci’s understanding of hegemony is not limited to the

understanding of power and control of ruling class.

While Martin Clark (1977, p. 2) defines hegemony as “how the ruling classes control
the media and education”; Lenin (1963, 86-87) states “the Bolsheviks needed to
come to occupy a hegemonic position within the struggle against the Tsarist
regime”. His emphasis of hegemony was about the political leadership of the
working-class in a democratic revolution. Gramsci’s conception of hegemony is
different from Lenin’s and Clark’s understanding of hegemony with its civil,
daily and more comprehensive basis. The more contemporary, politically
benefitable and Gramscian definition of hegemony was proposed by Raymond
Williams. Williams (1977, 110) defined hegemony not only as “the articulate
upper level of 'ideology’, nor are its forms of control only those ordinarily seen
as manipulation or indoctrination” but also ‘“a whole body of practices and
expectations, over the whole of living: our senses and assignments of energy, our

shaping perceptions of ourselves and our world.”

Following Gramsci and Williams’ accounts on hegemony we can conceptualise the new

media as a hegemonic environment, a sphere where dynamic nature of hegemony
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can be observed. According to him; "hegemony equates consciousness with the
articulate formal system which can be and ordinarily is abstracted as ideology"
(Williams, 1977, 109-110). According to him:

“a static hegemony, of the kind which is indicated by abstract

totalizing definitions of a dominant ‘ideology’ or ‘worldview', can

ignore or isolate such alternatives and opposition, but to the extent

that they are significant the decisive hegemonic function is to control

or transform or even incorporate them” (Williams, 1977, 112).
He emphasises that any hegemonic process must be especially alert and
responsive to the alternatives and opposition which question or threaten its
dominance (Williams, 1977, 113). Williams states hegemony has to reconstruct
itself continuously like the men/women shape and change themselves accordingly.
This is a positive factor that can provide opportunity for resistance from within
hegemony and this is the reason why Williams’ definition of hegemony was used
while defining the political struggle from within hegemony or the new media

environment.

Williams' focus on struggle between lower and higher classes is the base of his
thesis that hegemony is not determined by the high class culture or state

understating but a mutual process in which all of the actors are included in.

For his non-technodeterminist approach, culture as a network does not take
technology as the primary power that can be used for foreseeing or inspecting
all the things going on completely. However, Williams still insists on the
advantageous uses of it (Williams, 1977). It can be stated that technology itself

is limited to be a way of surveillance in today's academic environment but there
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is still hope for technology to be used for the good and resistance of the people
against the governance mechanisms. Williams' understanding of hegemony
provides a theoretical basis for handling new media environment with a less
pessimistic perspective as focus of contemporary new media studies are mostly
based on surveillance and security systems enabled by corporations and
governments in around the world and most of the academic studies focus on the
geography or country that study is run in  (See Alternative Informatics
Association, 2013; Aytar and Cavdar, 2013). However, there are also studies
which focus on on-going forms of resistance in terms of users’ activism

strategies (See Akin and Ziraman, 2013).

3.3 Political and Legal Necessity of Anonymous Use Of Internet

“The Revolution Will Be Tweeted” is the first in a series of blog posts
published by the Atlantic’s Andrew Sullivan a few hours after the news of the
protests broke in Iran. (Morozov, 2011, 1) And in Turkey’s Gezi Protests one of
the most common graffitis read as “the Revolution Will Not Be Televised.” Both
approaches promote a ‘competition’ between the television and new media
(specifically Twitter). Therefore, the possibility of scientific statement decreases

and understanding of convergence and alternative media is completely ignored.

From corporate accounts to personal accounts, or from one personal account to
another, what really matters in revolutionary processes is not only the media
used, but also the way users or organisations used it. So we cannot evaluate a
new media application as revolutionary. Likewise, television is a counter-
revolutionary device just as government’s initiation towards banning the

broadcasts of Hayat TV, a television channel available on satellite and is
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appreciated by protesters and followed by thousands of people during the
resistance. Rather than the revolutionary character of the medium, hacker abilities
of users and the way they construct their methods of personal or organizational
security through their identifiability or anonymity preferences of new media is

focused.

Returning to the role of new media in social movements, even in democratic
countries people claim that the certain political opinions are persecuted, as it is
clear from the existing oppression mechanisms used by Turkish Government
which are stated above as well. There are numerous examples of use of new
media for political activism, but each new media activism has different nature.
Failure and success can be two possible outcome of the social media
movements. Failure of the new media based protests in Belarus is an important
example of how anonymity may prevent users from being sentenced by regime.
Arrestments and sentences given to people in Turkey because of their messages
on social media can be the example of how important anonymity can be for the

new media activists or ordinary new media users.

In order to analyse political use of semi-anonymity and propose it as a method
of resistance, we can rely on Zapatista movement, whose members identify
themselves with a common mask used by them and which by the time became
the symbol of the movement itself. ° Subcomandante Marcos’ famous statements
about his identity can provide an understanding of semi-anonymity in today’s
political culture based on egocentric decisions of individual, as he identified

himself with all the exploited, marginalised and oppressed minorities in capitalist

http://www.heureka.clara.net/gaia/zapatistas.htm [07/11/2013]
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modernity.’® Rather than choosing who he exactly is, his focus is more on the
political struggle. During the research process, besides this aim of representation
of oppressed minorities it is found out that semi-anonymous users’ preferences

also rely on their personal concerns caused by the daily control mechanisms.

3.4 Semi-Anonymity as a Proactive Resistance Method

To understand semi-anonymity’s use as a resistance artefact, it iS necessary to
understand the use of new media as a resistance tool. The information age is
probably remembered with new production systems and methods it created, but it
is also important to wunderline how it changed the social and political
relationships within new media environment and daily life. With the rise of
debates about Arab Spring, the new media technologies started to be named as
the primary actors of especially Egyptian revolution. Conversely, documentation
as a guide is distributed in Egypt in 2011. This guide is starting with the note
“do not use Twitter or Facebook for distributing this note” and it is ending with
the same note too (Madrigal, 2011). It is still a question that how effective
social media is in Arab Spring, but it is visible that rise-up against the Mubarak
is enforced by the time he cut off the Internet, as people had to go out on the

street to know what is really going on.

According to Appelbaum, et. al. (2012), contemporary revolutions became
successful and whoever used Twitter or Facebook have not been victims of their
social networking activities yet. But, such a case is experienced in Belarus in

2006. After the street protests mostly organized by mailing ended after their

10

http://www.goodreads.com/quotes/259994-yes-marcos-is-gay-marcos-
Is-gay-in-san-francisco [07/10/2013]
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failure President Alexander Lukashenko became more determined to control social
media. The Red Shirt uprising in Thailand experienced such a failure, which
ended with the death of dozens as well (Shirky, 2011). Anonymity of identities
iIs a key actor for the security of the rebellions and resistance processes as

developed control mechanisms create risks.

3.5 Technology as a Political Instrument

At that point where new media is admired or cursed for its successes or its
failures, Gerbaudo (2013, 8) suggests that "when social media are turned into a
‘fetish’ of collective action; in other words, when such media are endowed with
mystical qualities that only obscure the work of the groups and organisers using
them, ... the techno- visionary discourse on social media appears as the
reflection of a neoliberal ideology, incapable of understanding collective action
except as the result of some sort of technological miracle fleetingly binding
together egotistical individuals." His criticism here depends on that technology is
not only the instrument of the neoliberal system, but also people are capable of

using technology for different reasons.

Gerbaudo's thesis mostly depends on collective action and how collectivity of the
masses are mobilized through new media while Baym suggests the opposite.
According to Wellman (cited in Baym, 2010, 90) a crucial social transformation
of late modernism is a shift away from tightly bonded communities towards
increasing networked individualism in which each person sits at the centre of his
or her own personal community. Baym (2010,90) suggests that as the only
messages that can be seen by all users are the ones sent by the sites

themselves, none of the social networks are identical and all of them are
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egocentric as we (people) prefer who we are following and who or what can
follow us. By the way, according to Castells (2001, 54) "As virtual communities
expanded in size and reach, their original connection to the counterculture
weakened." Baym (2010, 91) is approving Castells' approach by saying that
"Communities organized through multiple sites do not feel like places. Shared
practices are less likely to develop when groups are spread throughout sites, "
Baym's approach criticizing the so called necessity of Internet to be perceived as
a way of building community is important as communities differ in terms of the

content created on them even if they are produced by same users.

Users may prefer to be identifiable with different identities in different networks,
just as in the cases of trolling or semi-anonymity. Before starting the
discussions about the anonymity types, we need to continue discussing the nature
of todays networks. Today's social networks are thought to be decentralized.
Castells (200:15) states that apart from the rise of new technologies, the
'networking paradigm' is informed by the libertarian and participatory culture
inaugurated by new social movements such as environmentalism, feminism and
student movement.  His emphasis on the lack of centres in networks is
important as democratization of social movements resulted in a libertarian
understanding where traditional hierarchical structures of social movements are

broken.

3.6 Political Identification of Semi-anonymity

From ethnical to ideological, political groups emerge on the basis of some

easements. They even share profile pictures, source of news and a particular
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language, some of them even still identify themselves as member of typical
Leninist organization model or any other hierarchical model. But, their easements
in shared values of the group does not result in barren discussions or monotype
discourses. Semi-Anonymity provides them a security even within the democratic
organizations they are involved in rather than the state they are opposed to.
Here we see that, ID cards or registered names of the users are not only used
by governments or companies for identifying the citizens but also by political
organizations, working unions and such groups that use real names for

surveillance of their users and put a totalitarian understanding into the practice.

This is a way used by most of the people for preservation of their positions in
daily life. It is also possible for people who have been previously expelled
from some political groups social in media networks to use these networks with
new accounts only letting people they trust know their identities. This aspect is
really important as it signifies the authoritarian structure of the new media

groups no matter they are political or not.

3.7 Motives of Semi-anonymity

Rather than professional concerns, it is possible for users to avoid using visible
profiles for not revealing their privacy to their parents or other family members.
So, taking family, state, professional life and political activism as some of the
categories, cases below are going to be analysed to gather categorical data about

attitudes of interviewees.

Bodle (2013,22) states that "Democratic and totalitarian alike nations-states

monitor citizens’ online communication and a mass big data on citizens. Law
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enforcement agencies seek to lower the legal threshold to use information
technology to track and convict criminals (e.g., GPS-enabled ubiquitous
surveillance).” In this aspect, it is clear that communication in totalitarian or
democratic states is a risky attempt. Even if it is still possible to communicate
anonymously, day by day the powerful ad funded Internet industry advocates
for real name only policies that are shaping an online environment that prohibits
anonymous, non-identifiable communication by design. For instance, today it is
difficult to create mail accounts via your personal computers without confirming
your phone number or some other information which can be used as a reference
to your citizenship ID. Observing Facebook's services such as face recognition
and its relatively new service called Open Graph it can be stated that, users are
connected to the Facebook all our web interactions are recorded by our
Facebook accounts which are mostly registered on our names written or our id
cards or the emails which are registered based on our officially registered cell

phone numbers and accommodation information.

“’Studies about anonymity systems typically assume that the anonymous users
wish to be anonymous. This assumption is partially due to the natural view of
anonymity as a method of somehow protecting users, and partially due to the
sheer number of sources of information leakage in all but the most restrictive
systems” (Stepney and Wright, 2008,3-4). This study focuses on the anonymity
as a user preference rather than a ‘forced condition' of Internet use, since the

study handles the anonymity as a resistant model of Internet use.

It is known that anonymity and pseudonymity are expressly prohibited on the

site with Facebook Terms of Use suspending and deactivating accounts based on
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its strict real-name only policy. And this is not limited with Facebook as a
social network. Google plus, is known to be the other company that avoids
users from using pseudonyms in their accounts' registration processes (Markmann
and Scott, 2005, 23). While restrictions of Facebook prevent users from
providing false personal information or creating account for somebody other than
one's self, also a person cannot create more than one personal profile, it is also
impossible to create another account for a person if his/her account is disabled
by Facebook. However, users can still create ‘pseudonymous accounts' as
Facebook still provides the opportunity of creating anonymous profiles. However,
in any situation regarding Facebook administration, as no formal document can
be presented regarding the anonymous name that you use, you won't be given

service.

Zuckerberg -founder of Facebook- finds positives in Facebook's counter-
anonymity approach. He states that Facebook’s counter-anonymity approach
disables the differentiation between working life and daily life. Zuckerberg is
accused of being privileged since he is a wealthy, white, heterosexual male —
in other words, someone who has nothing to fear from being transparent about
his life, and no need to maintain two different identities (Ingram, 2010). This
statement seems to be right as even legal political parties' Facebook fan pages
are disabled by Facebook ' and many individuals have been sentenced over
their messages shared. Sentences an surveillance practices are not limited to the
use of corporations. In Turkey, during the Gezi Resistance, Tekin Beyaz, who
used to work for Kocaeli Municipality, reacted to the police violence which

effected his mother through writing a message on Facebook, and he is firstly

1 http://www.etha.com.tr/Haber/2013/07/13/guncel/bdpnin-facebook-hesabi-kapatildi/
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demoted from his position in municipality and then got fired. > Also, Alev
Toprakoglu, who is a scriptwriter, iS fired from the copywriting team that she is
involved in because of her messages in Facebook regarding the policies of the
prime minister. ** In all these examples, it is seen that Facebook's transparency
and counter-anonymity policies are for the advantage of controlling mechanisms
of both states and the companies. So, through social networking experiences, it
IS easy to state that deanonymization of the social network profiles can be
defined as a systematic attempt to block any political activism movement that
can rise through these networks and from political parties to less political
citizens, everyone without anonymous profiles are controlled by these social or
technical mechanisms in Turkey. Besides the disadvantages of visible or non-
anonymous uses of social networks, methods and advantages of using social

media anonymously should be focused.

2 http://www.Internethaber.com/facebookta-gezi-mesaji-isinden-etti-556149h.htm [Access Date:
08/11/2013]
B3 http://www.hurriyet.com.tr/magazin/televizyon/23598748.asp [Access Date: 08/11/2013]
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Chapter 4

Methodology

4.1 Research Model

In this research, 13 twitter users tweeting mostly in Turkish are included in an
online ethnography in order to understand why do people, that create content in
social networks in Turkish, prefer profiles that do not reveal personal information
about themselves and what are the motives lying behind their non-visible use of
social networks. Besides online participatory observation, secondary sources are
used to create theoretical basis for research and some semi-structured interviews
are designed and made with 8 of the users whose nicknames are @kafa_radyo,
@Przykazan, @Myriamonde, @KuntaKinteden, @kafa_radyo, @_kullanici_adi,
@13melek, @xisor_yasoo on Twitter. These methods are chosen for not to hurt
users' preferences of identity through physical, face-to-face contact; for becoming
objective while observing their judgements of themselves and for being able to
observe the content they produced in public mode. Online participation model is
preferred as being in the same social community with these users would make it
easier for research to detect weaknesses of anonymity layers for users and
analysing users in their networks. Secondary sources are used for gathering
explanatory information about theoretical background of anonymity and collecting

more data about technical forms of providing anonymous use of computers.

For stating the technical conditions of anonymity, I met with a hacker, whose
positions are assumed to be illegal by states. Meeting is arranged by other
hacktivists. During the meeting, he did not give away any information about his

identity including his name, nationality, occupation, nickname etc. He made some
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statements about the softwares that hackers use for providing anonymity. |
benefited from his technical methods while collecting detailed information about

both social and technical tactics used for being anonymous.

Eight users whom 1 supposed as semi-anonymous, have directly attended the
process through semi-structured interviews which are done through Google is
and E-mail. The reason why Google Hangout and E-mail are used during the
research because this is a new media research over users who try to provide a
kind if invisibility for themselves and their identities in social networks. Face to
face interview is not prefered as a method since it is assumed to create a
negative effect towards the answers of the interviewee and research's nature as a
new media field research. None of the interviewees are asked for face-to-face
interviews . Because of the advantages of online questionnaires such as including
their ease of storage, retrieval, and qualitative analysis interviews are done
through e-mail. Also, e-mail interviews are known to be advantageous for
reaching the users who could possibly hesitate face-to-face interview for various
reasons (Murthy, 842). Semi-structured interviews are mostly composed of open-
ended questions. Since "meanings are constructed by human beings as they
engage with the world they are interpreting. Qualitative researchers tend to use
open-ended questions so that participants can express their views" (Crosswell,
2003, 9). Therefore, open-ended questions have been used through the interviews.
A list of identical questions are asked to all interviewees in addition to which some
extra questions are asked to the respondents in order to get further details of
cases they are involved in. Open-ended nature provides the chance of getting

more detailed information about the inquiries of users.
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One of the wusers observed refused to answer questions for interviews.
Accordingly, data obtained from online participatory observation is used for one
of the case studies covered as this case is inspirational for studying forms of
anonymity. There are two important cases regarding three of the interviewees
which is the revelation of their identities through Twitter and Eksi Sozliik.
Rather than analysing security of the social networks mentioned, security of the
social network and users' network building processes is analysed for theorizing
the forms of anonymity and identifiability together. Softwares wused by
interviewees are also questioned regarding defining the level of anonymity for

USers.

As a part of this research in order to get an overview, | followed the users
included in the research for 4 months before the interviews and analysed the
tweets they sent since they began tweeting for determining their loyalties to the
necessities of anonymity. One specific case is experienced regarding revelation of

the personal data of the users involved in research.

4.2 Research Context

Nine of eight users observed in this research are selected as they are
pseudonymous activists on Twitter, who ordinarily send political messages. The
reason why they are chosen as interviewees is the fact that some of these users
meet and act together in daily life for political events and they all have political
identities that they do not completely 'define’ as troll and they are not named as
trolls by others and their existence and actions on new media can be perceived as
political activism. Trolls, who are often defined as manipulators of regular flow

of content production in social media, are defined through the answers of the
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interviewees. Their tendency of manipulating a content flow for joy, as defined in
the analysis chapter, and their use of language are the other factors that made

the study exclude them from being taken as samples.

In order to analyse users' attitudes towards staying anonymous, different and
previously stated categories of motives that brought about the necessity of

anonymity are covered.

The users that are involved in research are not 'twitter phenomenons' or the ones
that previously gave interviews to digital or hardcopy magazines. None of them
have been on conventional media with their ‘twitter identities’ and they have

never revealed their own names or photographs in their profiles.

The user that did not respond any of the interview demands are analysed
regarding the content he/she produced and cases he/she is involved in. These are
neither 'twitter celebrities’, who are believed to create content for cyber prestige
which we can define with number of followers and high levels of interaction,
nor figures that are physically identifiable with their nicknames or their profiles
on social networks in conventional media. He/she is not troll either. He/she does
no intentionally create manipulative contents regarding the profile they created.

They are politically active figures as well.

Different types of information is sought during the research. To understand the
users' ability to use the Internet technologies 'anonymously’ and create a kind of
measure for the anonymity levels of the users. Their preferences of softwares

and freewares are made focusing on the use of Internet anonymously. This
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information is planned to be used afterwards for drawing the lines of distinction
between anonymity and semi-anonymity. Also users' statements about
themselves are taken into consideration for identifying possible ‘trolling' activities
that could impact presumptions about users political situations and their

relationship with the hegemony.

Resistance from within hegemony does not necessarily mean that users are
supposed to use artefacts of oppression that targeted them. However, hacker
culture is a part of information society and it is directly related to computer
culture and cyber culture's backlog. Besides these, digital activism's most popular
form is hacking as seen in the examples of RedHack or Anonymous. Hacker is a
widely discussed term in terms of digital activism in Turkey especially because
of the Redhack case. There are several types of hacktivists and there are several
dimensions of hacking. Therefore, users definition of themselves as 'hackers' has
been questioned to understand the possible similarities assumed between types of

anonymity and hacker culture.

Political, familial, interpersonal and economical concerns are four categories used
for understanding main motives that made people use their profiles anonymously.
While asking the interviewees the questions interviewees have been given
opportunity to choose more than one of these categories as hegemonic is
available in different parts of life and different levels. Since the focus point of
the research is the safe use of the Internet and ‘anonymity’ of the users,
anonymity and identity revelations have been the key points of the research.
Rather than people's personal ‘feelings’, their experiences are taken into

consideration while preparing semi-structured interview and observing twitter
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profiles of users selected.

In next chapter, observing the interviews made, semi-anonymous and non-
anonymous uses of Internet will be analysed. Starting from users' own
perceptions of anonymity, taking philosophical and practical characteristics of
anonymity with reference to Chapter Two and Chapter Three, a new perception
for the forms of anonymity will be proposed with the users self-experiences of

anonymity and semi-anonymity.
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Chapter 5

Experiencing Various Forms Anonymity and ldentifiability

5.1 Interviewees’ Perceptions of Anonymity

All of the interviewees involved in this study are all aware that, their identities
can be found through several ways such as company-state cooperation and
finding out linked social media accounts of themselves. Most of the users define
themselves 'partially’ anonymous as they are aware about control and surveillance
mechanisms over their Internet use and their lack of security in connecting to
others. Only one of the interviewees stated himself as anonymous in terms of
using a nickname rather than real one. Others have different definitions of
anonymity for themselves such as 70% anonymous, quarterly anonymous, used to
be anonymous, and semi-anonymous. But except one, they all have worries about
the privacy of their accounts and their security against estates of repression. And
as it will be seen below, these estates of repression reveal weaknesses of semi-

anonymity.

5.2 Weaknesses of Semi-Anonymity

A complete anonymity that is provided by network anonymity is not also
possible for the interviewees as it is experienced in @demet _kuzey case who
used to be a semi-anonymous user who only used to use her first name without
profile picture or any similar revealing information, before Melih Gokcek, Mayor
of Turkish Capital, revealed her real identity after reaching her real identity
information through people that she followed. This revelation of identity is a
result of political discussion. This brings about the problem of anonymity of

networks.
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Another example is the case of @Narlaincir. @Narlaincir is one of the effective
pro-Kurdish militant figures in Twitter as her tweets and statements -create
‘agendas’ and she is also one of the interviewees involved in this research. She
IS one of two interviewees whose names are revealed by their 'political rivals'.
Ceng Sagnig, a pro-Kurdish politician living in Israel, is firstly criticized by
Narlaincir and the community she belonged to. After such criticisms, Ceng
Sagni¢ revealed Narlaincir's name and surname, and her position in political
organization she is part of (see p. 89). This is not the first time her real identity is
reported. Another example of revelation of 'real identity' for her is experienced
in 15 March 2013 by another user, @AybikeHatemi (See p. 90). She is also

reported to the other people that she is organizationally responsible to in 2012.

5.3 Reasons of Semi-Anonymous Use

@Narlaincir states she is not 'semi-anonymous' nor ‘anonymous’ any more as her
identity is revealed. She defines her anonymity type as a position that dignifies
the content created rather than whoever stated it. She states that, the main
reason that made her stay anonymous is the political pressure of the organization
that she belongs to. She states that after her real identity is revealed, she opened
a new and protected anonymous account to be more secure. But she is still

worried about revelation of the tweets that she sent through this account.

Another source of repression is the social pressure that is result of the
relationships with family, neighbours and friends or partners. @Przykzn as a
female user, defines her motive of anonymity with social pressure category. She

states that, she would have also been fired if she did not use the Internet
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anonymously. For her people need one more social media account to keep
themselves anonymous from their primary friend and family circles that surround

them in social media.

@AugustusHill is another interviewee who defines the primary reason of his
anonymity as state pressure which is enforced with surveillance systems such as
DPI and censorship. He became actively involved in social media as a semi-
anonymous user after he faced some problems with his family members because
of his political ideas. He also defines his anonymity's unique advantage as
hiding the tweets he sent from his parents as he faced both warning of the
security forces and their pressure on his family. He states that anonymity is
much more popular in pre-Facebook era and he links neoliberal transformation of
daily lives with revelation of 'real data' on Internet. Returning to the oppression
that made him use 'semi-anonymous’ profile he tells about two main cases. The
first one is the time his family is warned by police by the time his tweets are
recognized by state forces. This is the first time he is warned by his family.
The second is also about his family but also about mostly ‘political' and

'impolite’ messages that he sent through twitter.

@Kuntakinteden is an another semi-anonymous user who defines his anonymity
motive as the pressure caused by commercial links but he states that his
concerns are linked to other categories as well. His name is revealed through
Eksi Sozlik and he is threatened and instulted by the users revealed his
nickname. Because of these insults and threats, he defines the advantage of
being semi-anonymous and not having been known by other users physically as

not having been attacked by someone. He also states that his semi-anonymous
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personality is much more brave than him. It creates a capability of action for
him. The other example of commercial links' pressure on users is @13melek
who is a semi-anonymous activist. While not defining himself a s a Hacker, he
used Hotspot Shield during Gezi protests. He states that he is not anonymous as
his accounts are linked to e-mail accounts that are revealing his name and
surname. He defines his 'primary’ reason for using an anonymous name as
commercial links that are results of his relationship with the establishment he is
working for. His secondary reason is his demand to stay anoynmous against his
family members. He perceives the state-driven pressure as the one feeding all
these pressures. His identity information has never been revealed before. He is
an active ‘citizen journalist' in Gezi process and he stats that his semi-

anonymous identity relaxed him while tweeting or broadcasting.

Some of the users defined the sources of pressure that made them use semi-
anonymous profiles with all categories which are commercial, political, social
and state based stating that put pressure on them. @Kafa radyo is one of these
users. He states that he never faced a problem regarding the content he semi-
anonymously created. Some of the methods he assumed to provide his anonymity
are HotSpot Shield and Google Public DNS. His definition of himself as 70%

anonymous reveals his suspects about his anonymity.

@_kullanici_adi_ revealed his reason of staying anonymous as state pressure on
him. Never facing a problem about content created semi-anonymously, he

mentions the liberating potential of semi-anonymous identities.

5.4 Hacker Culture and Anonymity
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None of the interviewees defined themselves as hackers while one of the users
confessed 'hacking' a MSN account earlier by the well known methods which
are published on forums. So they do not call their activities on web ‘hacking'
activities, so they can not easily be named as hacktivists as they do not define
their activities on web as hacktivists. Regularly accepted rules of hacker society
involve the necessity of anonymity. However the research revealed that except
three of ten interviewees, none of these users have access to softwares and

applications that are used for anonymous connection either.

One of the most important issues in today's academic discussions is the
surveillance systems used for controlling and designing new public sphere. While
some of the users ‘contemporarily’ used softwares for keeping their identities
anonymous, majority of the users included in this research revealed that they did
not use any of this programs. Some of the programs used by interviewees are
HotSpot Shield, Google Public DNS, and Spotflux. None of these are sufficiently
designed for keeping the identities of users anonymous. Also, network
anonymity rules are not provided by any of these users. DPI or in-agency
softwares used by companies are able to control the contents created and
submitted easily. From IP detection to detection through ‘e-mail links', many

different methods might be used for controlling their Internet browsing activities.

5.5 Advantages / Disadvantages Of Anonymity
1991 is a milestone for a message that expanded the discussion of autonomous,

anonymous culture zone in Internet. Message is written by Hakim Bey:

In the face of contemporary pecksniffian anaesthesia we'll erect a whole
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gallery of forebears, heros who carried on the struggle against bad
consciousness but still knew how to party, a genial gene pool, a rare and
difficult category to define, great minds not just for Truth but for the
truth of pleasure, serious but not sober, whose sunny disposition makes
them not sluggish but sharp, brilliant but not tormented. Imagine a
Nietzsche with good digestion. Not the tepid Epicureans nor the bloated
Sybarites. Sort of a spiritual hedonism, an actual Path of Pleasure, vision
of a good life which is both noble and possible, rooted in a sense of the

magnificent over-abundance of reality. *

His thesis of a so-called soul of Nietzsche with good digestion did not realize
itself in daily life. Today, all the positive connotations of anonymity have been
terrorized by states and other parts left are somehow politically or interpersonally
discredited by trolling activities under this identities. So today; anonymity has

both advantages and disadvantages while it is still a gray area for users.

According to interviewees, several advantages of semi-anonymous identities are:

— Avoiding the necessity of self-censorship.

— Helping them use a name in their native language, rather than the one
they are forced to.

— Meeting new people in easier way.

— Avoiding outsourced pressures and providing freedom of expression.

— Being able to follow or unfollow people in social networks regardless of
daily relations.

— Behaving liberated from the norms of public sphere.

¥ http://canopycanopycanopy.com/15/anonymity_as_culture__treatise
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— Being able to behave liberated from the concerns that statements on
social media would affect family members.

— Being able to express one's self without the concern of financial interests
such as employment etc.

— Not being attacked physically by other users or people because of his/her

ideas.

There are no 'serious' disadvantages of anonymity according to users. But while
some of the users state that it made it 'harder' to meet with new people, some
stated otherwise. But especially as @Narlaincir stated, even if people are semi-
anonymous, they might have to create new ‘'semi-anonymous' accounts for

themselves to provide a more liberated area.
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Chapter 6

Conclusion

Three main focuses of this study are unconsciousness about unclear motives of
anonymity, technical practices and terminology of anonymity. Concluding these
three themes using the findings of the research, the thesis finalizes with a
proposal of anonymity as a new medium for organizing direct democracy in

various sizes of communities.

6.1 Semi-Anonymity: A Social Preference

Starting from the idea, resistance from within hegemony, covering Twitter as the
space of resistance and oppression at the same time, social media had been
covered without denigrating nor subliming the media itself. Rather than
characteristics of web 2.0 and controllers’ methods of controlling, indomitable
users' preferences are the focus point of the article. This thesis assumes a
categorization of the motives that revealed the necessity of anonymity, the
interviewees did not seem to confirm this hierarchic structure while the

categories chosen are sanctified by interviewees.

Economic, in-group (NGOs, political parties etc.), family/private life based and
legal or state based pressures can be regarded as dominant forms of repressions
that caused need of resistance. Moreover, several different forms of motivation
such as habits from 1990s' Internet and need of collective identity should be
added to the categorization of semi-anonymity motives. So these categories of

motives should be expanded in further studies in a more detailed framework.
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6.2 Semi-Anonymity: Technical and Theoretical Proposal

The other focus point of the study is the terminology of anonymity and
necessity of a new category. None of the interviewees feel themselves completely
anonymous and their definition of their ‘anonymity' status is defined as half
anonymous, quarterly anonymous, 70%. anonymous or "not anonymous any
more" etc. While users do not have the unique description of anonymity, their
statements about their 'lack of complete anonymity' or their insufficient level of
anonymity proved the necessity of a new category. Network anonymity seems to
be the most critical layer of anonymity as most of the discloses are caused by network

anonymity weaknesses as seen in the cases of @demet_kuzey and @narlaincir.

Describing a new category is not possible based only on the statements of the
interviewees. For conceptually designing anonymity and semi-anonymity, some
layers should be defined for both. Users' definitions of themselves, programs
and applications used, users' network anonymity are three main categories that
can be used for defining layers of anonymity. Most of the interviewees and most
of the users with pseudonyms are aware that they are not anonymous. To clarify
anonymity there is a necessity of another layer of anonymity: Softwares and
programs used for anonymity which means technical background of anonymity.
While case studies and interviewees made revealed that, more than ‘technical’
anonymous hunting, social forms of chasing are wused for identifying
pseudonymous users, it is still important to provide necessities of anonymous use

for creating totally anonymous use of anonymity.

Interviewees rarely know about these ‘technical' methods of providing anonymity
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and users of such programs are seen to be temporary users for politically active
periods. Research revealed that, use of semi-anonymity is caused mostly by need
of contemporary anonymity or invisibility, and most of the users experiencing
semi-anonymity are aware that their positions in controlled societies are not safe
regarding existing methods of surveillance. Users rarely know about these
'technical' methods of providing anonymity and the ones using such programs are

temporary users for politically active periods.

So, this study has provided a red line between the anonymity and semi-
anonymity in a technical and theoretical background in order to avoid possible
political failures of activists as seen in the examples of Egypt, Thailand and

Turkey.

6.3 Political Future and Use of Anonymity and Semi-Anonymity

The debate about anonymity is also debate about the clarity of new political
structure and how the communicational structure will be influenced by the new
media technologies. In order to conclude anonymity’s an semi anonymity’s
political aspects, it is necessary to use the terms of new politics as well. With
reference to new social movements, Michael Hardt and Antonio Negri published
a book, which is thought to be the communist manifest of our age by numerous
intellectuals. Their focus on opacity of relationships and formation of leaderless
communities create the necessity of non-hierarchic communicational and political
structures and this study proposes its communicational methods to the service of
new democracy. At the end of their text, “’Declaration” Hardt and Negri (2012)
state that:

“’We need to empty the churches of the Left even more, and bar their doors, and
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burn them down! These movements are powerful not despite their lack of
leaders but because of it. They are organized horizontally as multitudes, and
their insistence on democracy at all levels is more than a virtue but a key to their
power.”
Their statement has been a political motivation for this study as anonymity and
semi-anonymity should be perceived as methods for providing horizontality, which

is defined as one of the political outcomes of anonymity.

Social networks are spaces of expression and organization rather than spaces of
action. Activists come together, organize and discuss through new media.
However, new media is an instrument which reorganizes the forms of
relationships between the activists. The leaderless movement term, which is
associated to new social movements is mostly because of this Web 2.0 evolution,
which is thought to be a democratic communication based revolution.
Anonymity’s role in establishment of these relationships is the elimination of
biases, prestige advertisements, image cultivation, hierarchic statuses. Therefore,
after establishing a collectivist, horizontal and secure definition of anonymity, it
is necessary to define commoners, which is the key term that the study uses for
establishing a connection with anonyms or semi-anonyms. “Commoners’ task is
not only to provide access to the fields and rivers so that the poor can feed themselves,
but also to create a means for the free exchange of ideas, images, codes, music, and
information” according to Hardt and Negri (2012) and it is not limited to the
access to and self-management of shared wealth but also the construction of

forms of political organization.

Here, anonymity is provided as a way to common, which can be regarded as a
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form of making the experience of political communication more collective and
participatory. Through the elimination of biases, a more liberated form of
decision making will be possible. Based on this study, it is understood that
people eliminate many forms of control in their lives through their semi-
anonymous use of the Internet. From voting to discussions in forums,
anonymity’s uses always helped people express themselves more directly and free

from the manipulations or directions of the control mechanisms in their lives.

The forms and definitions of anonymity provided here are not proposed only for
the use of activists but also daily political practices of states and citizens. As
seen on Gezi Resistance, plebiscite had been proposed by governments as a way
of political and collective decision making. However, in Turkey, it is well known
that voting behaviours of citizens are controlled by political parties and voting is
proposed as a condition of being served by local governance or the government

in major level.

Most of the people feel under pressure because of voting statistics’ possible
impacts on their daily life. This is not limited to behaviour of voting. Self-
expression is another problematic aspect of capitalist modernity that we
experience today. While making a discussion over a topic, interpersonal or
economical relations create a pressure over people. The main paradox of
capitalist democracies, which might be defined as the conflict of political
interests and economic interests should be solved by putting anonymous
expression and voting services into practice. Anonymous oOr Semi-anonymous
users, as commoners, are anticipated to participate as the role models of ideal

participatory and radical democracy models, and their use of Internet will not be
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limited to forms of activism, hacking or security protocols.

Anonymity and semi-anonymity would provide citizens’ access to political
decision making processes in a secure, unlinkable and unobservable way, which
will eliminate the conflicts that capitalist structure of the states caused in
political or non-political decision making processes that people experience

regularly.

Therefore use of anonymity and semi-anonymity within and from hegemony is
expected to create a new and more democratic environment for both resistance
and contemporary daily politics. This environment is not anticipated to be
identified just with illegal resistance forms any more. Moreover, anonymity and
semi-anonymity as forms of political self-representation are expected to get more

reputation, interest and popularity among the users.
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APPENDIXES

Various Softwares and Freewares Used For Anonymous ldentity

Profiles of Semi-Anonymous Twitter Users Involved in This Research:

@Narlaincir: With 1727 followers and 375 accounts followed; @Narlaincir as a twitter
user demonstrates a mixed profile. Her account is time by time protected and time by
time public. She does not reveal her real picture and real identity that much. She has
made 7894 updates in Twitter so far. She dominantly prefers tweeting in Turkish. She
has tweets in Kurdish and Arabic as well. She has not revealed any personal

information on her twitter bio and in her tweets observed since December 2011.

@Myriamonde: She tweeted over 57 thousand times so far. She is an activist who is
one of the well known reporting figures in #occupygezi process. She tweets in two

languages which are English and Turkish.

@AugustusHill: With 428 followers and 464 people that he follows, AugustusHill has
a public profile that represents a 'political' identity. Except his 'location information' he

did not reveal any private information about him on his tweets.

@PrzyKazan: With 375 followers and 459 people she followed, PRZYKAZAN

tweeted over 11000 times so far. She uses Turkish, Kurdish and English in her tweets.

@KuntaKinteden: Sending 120.759 tweets so far, and being follown by 2580 people,
@kuntakinteden is a well known figure in Twitter. He did not reveal any information

about his identity so far.

@13melek: This user sent over 15000 tweets so far. Being follown by over 5000 people
he has not revealed any personal information on his twitter bio and in his tweets

observed since September 2011.

@_kullanici_adi 91 followers, 476 people that he followed, 1040 tweets. Never

revealed his e-mail until today.

63



@kafa_radyo 3895 followers, 220 people followed.
@xisor_yasoo 1526 following, 1821 followers
@KuntaKinteden 2580 followers, 2892 following
Records of Answers by People Included in Research
Interview with @kuntakinteden is made on 8" October 2013 through e-mail.

Kag yildir Internet kullaniyorsunuz?

10 y1l

Kendinizi bir hacker olarak tanimlar misimz?

Hayir

Cinsiyetiniz?

Erkek

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazilimlar
kurulu mu? Bu yazilimlar1 kullantyor musunuz? Kullaniyorsaniz bunlarin isimleri
neler?

Hayir

Hangi sosyal aglarda hesaplariniz var?

Facebook, twiter, eksisozliik

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adimiz ve

soyadimiza dair bilgi veriyor mu?
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Evet

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Anonim degil IPS’ten tespit edilebilir

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var mi?

Evet

Internetteki gizli kimlik kullanimimz asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

Ticari baglardan olusan baski1 (Sirket vs.)

Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sanstir)

Hepsi ile bagdasiyor

Sakh kimligine ragmen yeni medyada iirettig¢iniz icerikten dolay1 sorun yasadiniz

mi?

Devletle degil ama sahislarla kismen (kimligim ifsa edildi) Bir kag kere tehdit edildim,
hakaret edildi.

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu

mu? Olduysa nelerdir?

Dayak yememek:)

Kimligi sakl profil sahibi olmanin avantajlar: nelerdir?

Oto sansiir ihtiyacini ortadan kaldirmasi
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Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu

soyleyebilir misiniz?

Tam olarak degil, o daha cesur

Kendinizi troll olarak tamimlar misimz?
Bazen:)

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler i¢in bask1 ya da tehdit

unsuru olabilecegini diislinliyor musunuz?

Kesinlikle bir mahalle baskis1 olusturuyor

@xyasinoo

Interview with @xyasinoo is made on 12" October 2013 through e-mail.

Kac yildir Internet kullaniyorsunuz?

13 yildir Internet kullantyorum

Kendinizi bir hacker olarak tanimlar misiniz?

kendimi hacker olarak tanimlamam miimkiin degil tabi ilk zamanlarda ele ge¢irdigimiz

MSN adreslerini saymazsak :)

Cinsiyetiniz

Erkek

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazilimlar
kurulu mu? Bu yazilimlar1 kullaniyor musunuz? Kullaniyorsaniz bunlarin isimleri

neler?
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Hayir

Hangi sosyal aglarda hesaplariniz var?

Facebook, Twitter, instagram, wechat, youtube

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adiniz ve

soyadiniza dair bilgi veriyor mu?

Facebook hesabimin kayitli oldugu mailde isim-soyisim geciyor ama twitter hesabimda

yok

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Anonimlik zaten genel olarak yaraticisi bilinmeyen olarak bakarsak Nick ile

hesaplarimizi kullandigimiz i¢in profilim anonim diyebilirim

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var mi?

Oyle bir bakista isim ve profil fotografindan tespit edilen birsey olmasi miimkiin degil
¢linkii isim ve fotograf gercek kisi degil

Internetteki gizli kimlik kullamminiz1 asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

¢) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sansiir)

Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sansiir)

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolay: sorun yasadiniz

mi?

Profil Sakl1 dahi olsa paylasimlar 6z diisiinceleri yansitiyor zaten ve goriis
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farkliliklarindan dolay1 kimi zaman tartismalar oluyor bu bazen sorun yaratabiliyor.

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu

mu? Olduysa nelerdir?

Tek avantaji anadilimde profil ismi kullanmam oldu

Kimligi sakh profil sahibi olmanin avantajlar: nelerdir?

yari- anonimligin benim i¢in dezavantaj1 yok ki olsa zaten gercek kimlik kullanirim

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu

soyleyebilir misiniz?

Gergek kimlikten kasit devletin verdigi ise hayir ama gergek diisiince ve yasantima gore

gercek kimligimle paralel

Kendinizi troll olarak tanimlar misimiz?

Tam olarak kendimi troll olarak tanimlayamam ama eglence amagh trollliik yaptigim

zamanlar oluyor

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da

tehdit unsuru olabilecegini diisiiniiyor musunuz?

Cemaatler her yerde tehdit unsuru ve sosyal medyada da diisiincelere miidahale ederek

tehdit olusturmaya bagladu.

@kafa_radyo

Interview with @kafa_radyo is made on 12" October 2013 through e-mail.

Kag yildir Internet kullamyorsunuz?
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18 y1l

Kendinizi bir hacker olarak tanmimlar misiniz?

Anlamam etmem yani hayir

Cinsiyetiniz?

Erkek

Telefonunuzda ya da bilgisayarimzda anonim kalmaniz1 saglayacak yazihmlar
kurulu mu? Bu yazilimlar1 kullaniyor musunuz?
Kullaniyorsaniz bunlarin isimleri neler?

Pc'de kullanmiyorum ama ipad'e spotflux diye bir vpn programi yiikledim.

Hangi sosyal aglarda hesaplariniz var?

Eksisozlik, twitter, friendfeed, tumblr, 4square, instagram, feysbuk

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adiniz ve
soyadiniza dair bilgi veriyor mu?

Biri evet digeri hayir

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Kafa radyo ile agik olan hesaplarin ¢eyrek anonim oldugunu diisiiniiyorum. Bir kere vpn
kullan ve/ya kullanma ip adreslerini tespit etmek miimkiin (baz1 aglar ipleri vermiyorum
dese dahi). Ayrica bu mahlasla da olsa gercek hayatta tanistifim iNsalar oldugu i¢in

anonoimlik o noktada bitiyor. Hasil1 isteyen kimin kim oldugunu bulabilir.

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var mi?
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Feysbuk hesabim adim ile agik ve fotograflarim var.

Internetteki gizli kimlik kullaniminizi asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

c) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (Gozetim, Phorm, DPI, Sansiir)

E hepsi

Sakl1 kimligine ragmen yeni medyada iirettiginiz icerikten dolay1

sorun yasadiniz mi?

Hayir

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig:
avantajlar oldu mu? Olduysa nelerdir?

Yeni insanlarla tanismak.

Kimligi sakli profil sahibi olmanin avantajlar1 nelerdir?

Pek yok aslinda

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu

soyleyebilir misiniz?

Kismen

Yar1 anonim olmadan sosyal medya kullansaydiniz bunun is/siyaset/ozel/giinliik

hayatimiza ne tiir etkileri olurdu?
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Bambaska bir profil olacagi i¢in daha vasat olacaktr.Is hayatinda zorluk yasamam

kaginilmaz olurdu

Kendinizi troll olarak tanimlar misimiz?

Cok ender anlarda trolliik yaptyorum

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da
tehdit unsuru olabilecegini diisiinityor musunuz?

Evet. Yaratilan personanin etkisinde kalip yazmak istedigi tiirden yazilar
yazamadiklarina sahit oluyorum. Sosyal medyada eylemler i¢in atip tuttugundan eyleme

gitmek zorunda kalanlar da var ahahah

Daha once hic¢ bu tiir bir kimlik kullandiniz mm?

Yillardan beri kullaniyorum yahu

Interview with @ kullanici_adx is made on 06™ September 2013 through e-mail.

Kac yildir Internet kullaniyorsunuz?

15 yil

Kendinizi bir hacker olarak tanmimlar misiniz?

Hayir

Cinsiyetiniz?

Erkek

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazilimlar
kurulu mu? Bu yazilimlar: kullaniyor musunuz? Kullaniyorsaniz bunlarin isimleri

neler?
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Evet, bilgisayarimda HotSpot Shield kullaniyorum ve Google public DNS adreslerini

kullantyorum.

Hangi sosyal aglarda hesaplariniz var?

Sadece Twitter

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adiniz ve
soyadinmiza dair bilgi veriyor mu?

Hayir

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?
Anonimlik bence gercek kimliginle, yasadigin ¢evreyle, veya yakin arkadaslarinla ilgili
herhangi bir bilgi veya ipucunu mevcut profilinde veya paylagimlarinda

kullanmamaktir. Bu durumda Twitter profilimi %70 anonim olarak tanimlayabilirim.

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da
iceriklerden tespit edilebilen bir profiliniz var mi?

Hayir yok.

Internetteki gizli kimlik kullaniminizi asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan bask1 (Parti, STK, siyasi orgiitlenme)

¢) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (Gozetim, Phorm, DPI, Sansiir)

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolay:
sorun yasadiniz m?

Hayir

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu

mu? Olduysa nelerdir?
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Hayir bir bariz avantaj1 olmadi yalnizca bana daha 6zgiir bir ifade alan1 ve olasi

baskilardan korunma imkan1 sagladi.

Kimligi sakh profil sahibi olmanin avantajlari nelerdir?

Ben su ana kadar bir dezavantajin1 gormedim ancak bu olmadig1 anlamina gelmez.

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu
soyleyebilir misiniz?

Evet kendinden kopamiyorsun sonugta.

Yar1 anonim olmadan sosyal medya kullansaydiniz bunun is/siyaset/6zel/giinliik
hayatiniza ne tiir etkileri olurdu?
Paylasimlarimda daha sinirli olma gerekliligi hissederdim, daha siddetli bir oto-sansiir

hali olurdu.

Kendinizi troll olarak tanimlar misimiz?

Hayir

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler i¢cin baski ya da
tehdit unsuru olabilecegini diisiiniiyor musunuz?

Evet, insanlardan olusan bir toplulugun zaman zaman orgiitliiliikten gelen giiclinii
eylemin hakliligin1 sorgulamadan kullanabilecegini ve bunun bazi magduriyetlere

sebebiyet verebilecegini diisliniiyorum.

Daha once hic¢ bu tiir bir kimlik kullandiniz m?

Hayir

Interview with Narlaincir is made on 26™ September 2013 from 18:30 to 20:00 through
Google Hangout in Turkish.
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@Narlaincir

Telefonunuzda ya da bilgisayarimzda anonim kalmaniz1 saglayacak yazihmlar
kurulu mu? Bu yazihmlari kullamiyor musunuz? Kullaniyorsaniz bunlarin isimleri
neler?

Hayir kullanmiyorum, haberim bile yok.

Hangi sosyal aglarda hesaplariniz var?

Facebook ve twitter.

Facebook'unuzun ve twitter'inizin kayith oldugu e-mail adresi adimz Ve
soyadiniza dair bilgi veriyor mu?

Hayir

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Bence "artik" anonim degil. Ciinkii anonim kalmak istedigimi anlayanlar beni incitmek
icin desifre ettiler. Bence anonimlik sdyleyeni degil, sdyleneni 6ne ¢ikaran bir sey. O

yuzden anonimligi tercih etmistim

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var m?

Foto yok. Ben oldugum anlasilmaz diye diisiindiigiim seyleri paylasiyordum fakat 8 yil
onceki sevgilim o profili takip etmeye baslamis ve ortak arkadasimiza "sanirim bu

bizim x" diye mesaj atmis.ben ne kadar sanmasam da, anlasiliyor olabilir
Internetteki gizli kimlik kullaniminizi asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

A) ticari baglardan olusan baski (sirket vs.)

b) siyasi baglardan olusan baski (parti, stk, siyasi orgiitlenme)

c) sosyal baglardan olusan baski (aile, arkadas, es, sevgili, komsu)

74



d) devlet politikalarindan kaynaklanan bask1 (gézetim, phorm, dp1, sanstir)

Sakh kimligine ragmen yeni medyada iirettiginiz icerikten dolay: sorun yasadiniz

m?

Hayir

Yari anonimligin (kimligi acik etmeden kullanim) size sagladig1 Avantajlar oldu
mu? Olduysa nelerdir?
Onun olmadi ama 2. Hesabimda segerek insan takip ettigim ve kabul ettigim icin ¢ok

daha rahatim

Kimligi sakl profil sahibi olmanin avantajlari nelerdir?

Bilmiyorum :)

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu
soyleyebilir misiniz?

Evet

Kendinizi troll olarak tanimlar misimiz?

Hayir

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da
tehdit unsuru olabilecegini diisiiniiyor musunuz?

Evet

Gectigimiz giinlerde bir kullanic1 Internette adinizi ve soyadinmiziTeshir etti. Bu
durum sizi tedirgin etti mi? Bunun gerekceleri neler?

Daha 6nce 2 kere yazdiklarim yuzunden partililerle sorun yasadim. Birisi partiden
biriyle ilgiliydi, digeri ise biilent aring-vajina konusuyla ilgiliydi. Nasil hem bir
kurumda ¢alisip hem de ulu orta vajina yazarim diye elestirildim ve tartisma ¢ikti. Beni

tedirgin etti ¢iinkii desifre eden kisi kiirttii ve partiden ¢ok takipgisi vardi. Bilmeyen
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duymayan partililer de bu sayede 6grenecek diye tedirgin oldum. Nitekim o desifreden
sonra baya bir kiirt takipg¢i daha geldi. Artik basima is agacak seyleri (gerek geyik-gerek

ciddi) 2. Hesabimdan yaziyorum

ikinci bir Sakl profil actin. Sebebi neydi?

Yukardaki soruda yazdim. Kurumlardan bir kadin arkadas beni itibarsizlagtirmak igin "o
kadin twtrda vajina yaziyor ahlaksiz" diye desifre etti. Olay ****'e gidecek kadar
bliyiidii. Hem o hesaptaki takipgileri kontrol edemedigimden, hem de "daha ¢ok
tanidigim ve rahat olabilecegim" insanlar1 se¢ebilecegim baska bir hesap actim. Hem
parti yuzunden hem de diger hesapta yazdiklarim yuzunden dedikodumu yapan bir
kisim hevaller ve gilindelik hayatta da "arkadagim" olan insanlar yuzunden. Biraz onlarin

baskisindan kagtim :)

@Myriamonde
Interview with Myriamonde is made on 2™ October 2013 from 15:00 to 15:24 through
Google Hangout in Turkish.

Buradaki bilgiler tamamen akademik amagli istenmektedir ve sahsin
kimliginden ¢ok Internet kullanim bi¢imine iligkin bilgi edinilmesi

amaclanmaktadir.

Kag yildir Internet kullantyorsunuz?

1997'den beri, 16 yildir

Kendinizi bir hacker olarak tanimlar misiniz?
Hayir

Cinsiyetiniz?
Kadin

Telefonunuzda ya da bilgisayarinizda anonim kalmanizi saglayacak
yazilimlar kurulu mu? Bu yazilimlar1 kullantyor musunuz?
Kullaniyorsaniz bunlarin isimleri neler?

Degil

Hangi sosyal aglarda hesaplariniz var?
Facebook, twitter,
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Facebook'unuzun ve Twitter'mizin kayith oldugu e-mail adresi adiniz
ve soyadiniza dair bilgi veriyor mu?
Facebook evet, twitter hayir

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?
Yakin zamana kadar anonimdi ama artik degil sanirim. Isim veya profil fotografi
kullanmiyorum, dogrudan kimligime baglanabilecek detaylari (genelde)
paylasmiyorum

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve
fotograftan ya da igeriklerden tespit edilebilen bir profiliniz var
mi1?

Facebook profilim fotograf ve detay igeriyor, twitter igermiyor

Internetteki gizli kimlik kullaniminiz1 asagidaki seceneklerden

hangisiyle bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan bask1 (Parti, STK, siyasi orgiitlenme)

¢) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sansiir)
Hepsi - baski'dan ziyade "gerek yok" ekseninde gergi.

Sakl1 kimligine ragmen yeni medyada iirettiginiz icerikten dolay1
sorun yasadiniz mi1?
Eksi sozliik'te yazarken kimligimi arastirip tehdit edenler oldu.

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig:

avantajlar oldu mu? Olduysa nelerdir?

Aileme zarar vermeden istedigim gibi davranabilme, igverenlerin ismimi arattiginda
hakkimda kontrol edemediZim kadar bilgi edinememeleri gibi faydalar1 oldu.

Kimligi sakli profil sahibi olmanin avantajlart nelerdir?
Yok bence, belki ger¢ekten ne kadar anonim olundugundan emin olamamak olabilir.

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik
oldugunu soyleyebilir misiniz?
Kesinlikle.

Yar1 anonim olmadan sosyal medya kullansaydiniz bunun

is/siyaset/6zel/giinliik hayatiniza ne tiir etkileri olurdu?

Is iliskilerimin zedelenecegini diisiiniiyorum, siyaseten gergek bir etki olacagini
sanmam, gilindelik hayatta sadece insanlarin hakkinizda edindigi bilgiyi, dolayisiyla
intibay1, kontrol altinda tutabilmeyi sagliyor.

Kendinizi troll olarak tanimlar misiniz?
Hayir
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Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler i¢in

baski ya da tehdit unsuru olabilecegini diisiiniiyor musunuz?

Peer pressure her yerde, ama desifre olmak haricinde ¢ok gergek bir tehdit var
diyemem.

Daha o6nce hig bu tiir bir kimlik kullandiniz mi1?
Ne tiir? Ay kullanmadim. Kullandim mi1? Kullanmadim. Kullandiysam da kulland1 bu ya
ben biliyorum diyiver :)

@Przykazan

Interview with Przykazan is made on 24™ September 2013 from 21:30 to 22:40 through
Google Hangout in Turkish.

Kag yildir Internet kullantyorsunuz?

12 yil

Kendinizi bir hacker olarak tanimlar misiniz?

Hayir

Cinsiyetiniz?
Kadin

Telefonunuzda ya da bilgisayarmizda anonim kalmanizi saglayacak
yazilimlar kurulu mu? Bu yazilimlar1 kullantyor musunuz?

Evet, bazen.

Kullaniyorsaniz bunlarin isimleri neler?

lahana

Hangi sosyal aglarda hesaplarimiz var?

Twitter-facebook-ff
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Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adiniz ve
soyadiniza dair bilgi veriyor mu?

Evet

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Hayir

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da
iceriklerden tespit edilebilen bir profiliniz var mi?

evet

Internetteki gizli kimlik kullanimimz asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

----c) Sosyal baglardan olusan baski1 (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sansiir)

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolay:
sorun yasadimz m?

Hayir

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu

mu? Olduysa nelerdir?

Evet, sdylediklerimin ardinda durmam gerekmiyor. Bir kisilik olarak canlanmiyor
sosyal medyada ismim. sadece bir kullanici olarak gdriilityor. bu ylizden sorumlulugum

olmuyor, ben de istedigim sekilde climleler kurabiliyorum.
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Kimligi sakh profil sahibi olmanin avantajlar: nelerdir?
Ikili iliskilerde, gercek olmadigini bildigin igin karsiizdaki

arkadas/dost/sevgili/partner'in de gercekliginden siiphe ediyor, giivensizlesiyorsunuz.

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu
soyleyebilir misiniz?

Evet.

Yar1 anonim olmadan sosyal medya kullansaydinmiz bunun is/siyaset/6zel/giinliik
hayatimiza ne tiir etkileri olurdu?

Kovulurdum.

Kendinizi troll olarak tanimlar misimiz?

hayir.

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da

tehdit unsuru olabilecegini diisiiniiyor musunuz?

Evet. Orada yaratilan sanal diinyada artik birer bireyler, bir sosyal ortamlar1 var. yine bu

sosyal medyada ikinci bir hesapla ancak anonimliklerini saglayabilirler.

Daha once hic¢ bu tiir bir kimlik kullandiniz m?

Evet.

@AugustusHill

Kag yildir Internet kullamyorsunuz?
8-9
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Kendinizi bir hacker olarak tanimlar misiniz?

Hayir

Cinsiyetiniz?

Erkek

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazihhmlar
kurulu mu? Bu yazilimlari kullaniyor musunuz? Kullaniyorsanmiz bunlarin isimleri

neler?

Hayir, kullanmiyorum

Hangi sosyal aglarda hesaplariniz var?

Facebook, Twitter, Instagram, Vine

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adiniz

ve soyadiniza dair bilgi veriyor mu?

Evet

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?
Yar1 anonim diyebiliriz sanirim. Anonimligin tam olarak ifade ettigi ise "sahibi asla

bilinmeyen" Internetteki karsiligi ise "tam giivence"

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var mi?

Sadece ilk bakista adim1 vermiyor fakat detayli incelemek isteyen birisi oldugunda

adima soyadima ulasacaktir.

Internetteki gizli kimlik kullaniminizi asagidaki seceneklerden
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hangisiyle bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

¢) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (Gozetim, Phorm, DPI, Sansiir)

Cevapta "hepsi" diye bir secenek yoksa "d" secenegi.

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolay: sorun yasadiniz

mi?

Kendi kimligimle hesap kullanirken yasadim ancak yar1 anonim oldugumdan beri

problem ¢ikmadi

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu
mu? Olduysa nelerdir?
Aile tiyelerim bu twitleri benim attigimi bilmiyor. Bagka da bir avantajini

hatirlamiyorum.

Kimligi sakh profil sahibi olmanin avantajlar: nelerdir?

Yar1 anonim oldugumdan beri twitterdan daha az kadinla tanigtim :)

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu
soyleyebilir misiniz?

Gergek hayatta tanimadigim kisilere satagsmiyorum bunun disinda paralel.

Yar1 anonim olmadan sosyal medya kullansaydiniz bunun is/siyaset/6zel/giinliik

hayatimiza ne tiir etkileri olurdu?

Daha once 2-3 defa ailemle bu konuda problem yasadim. Hatta bir keresinde istihbaratta

calisan bir polis tanidigim annemi arayip twitlerimdem bahsetmis "Anil" izliyorlar,
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zaten fislenmis kendine dikkat etsin" demis.

Kendinizi troll olarak tanimlar misiniz?

Evet.

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da

tehdit unsuru olabilecegini diisiinityor musunuz?

"Sosyal medyada olusan cemaatler" hakkinda bir bilgim yok.

Daha o6nce hi¢ bu tiir bir kimlik kullandiniz nm?

Anonim kimlik eskiden daha popiilerdi sanirim. pre-Facebook sitelerde anonim olarak
takilirdik. Benim de facebooktan onceki sitelerde anonim hesaplarim vardi. Ancak neo-
liberal doniisiimiin bizi "evlerimize hapseden" bir tarafi var. Ve "var olma" ihtiyacimizi
Internet iizerine tagiyor. O ylizden artik anonimlik tercihinin azaldigini diislindiigiimii de

ekleyeyim.

Daha 6nce anonim olmadan dnce yani ne tiir sorunlar yasamistiniz twitter'da
yazdiklarmmizdan otiirii? Sence bugiin kimliginiz aciga c¢iksa ne tiir sorunlar

yasarsimz?

"Anadilde egitimi konusuyoruz siirekli de Kiirdistan'in kdylerinde hala 6gretmenin
okula ugramadig: okullar var. Biraz da 'egitim'i konusalim." gibisinden bi twit atmigtim.
Bu twitin {izerinden bi siire gecti. A¢lik grevlerinin oldugu donem bir bildiri yayinladik
okulda Uludag Universitesi Psikoloji Ogrencileri diye. Dekanla falan problemler
olmustu. Sivil polis de isimlerimizi almis. Okulda bu bildiriyi sikayet eden hocalar
olmus yani. Sonra babamin eski bir arkadag1 annemi aramis. Polis. "Yenge, abiyi
aramak istemedim senin haberin olsun. Anil boyle islere bulasmais, bildiri falan.

Twitterina da Kiirdistan yazmis." demis. Ailemle birinci vakam bu oldu.

Ikincisi de gectigimiz 1 Mayista HDK kortejindeydik. En ¢ok polis bizim kortejin
yaninda geziyordu. "Kortejimizi bir an olsun yalniz birakmayan Emniyet Teskilatimiza
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tesekkiirler." diye bir twit attim. Yine ayn1 donem sevdigim bir miizisyen 61dii "Boyle
diinyanin amina koyayim" yazdim. Babamin da tam bu dénemde adimi1 google'da
aratasi tutmus :) Biraz kavga giiriiltii de oradan yasadik. Baktim olmuyor hesabimin
tamamen yeniledim. Yani kisacasi polisin fisleme meselesinden falan Gte ailevi
problemlerimin hesabimi kapatmama sebep oldu. Sonrasinda da bu sekilde twitter
kullanmanin daha eglenceli oldugunu gordiim. Kimligim agiga ¢iksa diye bir sey de yok
aslinda. Birazcik detayli profilimi inceleyecek olan birisi zaten profilin bana ait
oldugunu gorecektir. Ama google gibi baglantilardan kolaylikla ulagilmasinin zor
olmasi igime geliyor. Sonugcta artik isverenlerin bile is basvurusu yapan kisilerin adin1
googleladigini biliyoruz. Ee kendim i¢in yaratabildigim ve keyifle kullanabildigim bir

alan twitter. Bu bozulsun da istemiyorum. Bu sekilde isler harikulade gidiyor yani :)

@KuntaKinteden

Kag yildir Internet kullamyorsunuz?

10 y1l

Kendinizi bir hacker olarak tanimlar misimiz?

Hayir

Cinsiyetiniz?

Erkek

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazilimlar

kurulu mu? Bu yazilimlari kullaniyor musunuz? Kullaniyorsaniz bunlarin isimleri

neler?

Hayir

Hangi sosyal aglarda hesaplariiz var?
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Facebook, twiter, eksisozliik

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adimiz ve

soyadinmiza dair bilgi veriyor mu?

Evet

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

Anonim degil ISP’ten tespit edilebilir

Yar1 anonim profiliniz hari¢ sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var n?

Evet

internetteki gizli kimlik kullanimimz asagidaki seceneklerden hangisiyle

bagdastirabilirsiniz?

1. Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

- Sosyal baglardan olusan bask1 (Aile, arkadas, es, sevgili, komsu)

1. Devlet politikalarindan kaynaklanan baski (Gozetim, Phorm, DPI, Sansiir)

Hepsi ile bagdasiyor

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolay: sorun yasadiniz

mi?

Devletle degil ama sahislarla kismen (kimligim ifsa edildi). Bir kag kere tehdit edildim,
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hakaret edildi.

Yar1 anonimligin (kimligi acik etmeden kullanim) size sagladig1 avantajlar oldu

mu? Olduysa nelerdir?

Dayak yememek:)

Kimligi sakh profil sahibi olmanin avantajlari nelerdir?

Oto sansiir ihtiyacini ortadan kaldirmasi

Yar1 anonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu

soyleyebilir misiniz?

Tam olarak degil, o daha cesur

Kendinizi troll olarak tanimlar misimiz?

Bazen:)

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baski ya da

tehdit unsuru olabilecegini diisiiniiyor musunuz?

Kesinlikle bir mahalle baskis1 olusturuyor

@13melek:

Kagyildir Internet kullantyorsunuz?

15 senedir.

Kendinizi bir hacker olarak tanimlar misimiz?

Hayir

Telefonunuzda ya da bilgisayarimizda anonim kalmanizi saglayacak yazilhhmlar

kurulu mu? Bu yazilimlar1 kullaniyor musunuz? Kullaniyorsaniz bunlarin isimleri
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neler?

Gezi direnisinin ilk iki ayinda Hotspot Shield kullandim.

Hangi sosyal aglarda hesaplariniz var?

Twitter ve Facebook (Facebook hesabinda tamamen pasifim, paylasimda

bulunmuyorum)

Facebook'unuzun ve Twitter'imzin kayith oldugu e-mail adresi adimiz ve

soyadinmiza dair bilgi veriyor mu?

Evet.

Internetteki profiliniz sizce anonim mi? Sizce anonimlik ne anlama geliyor?

baska bir sosyal medya kullanicisinin Twitter profilim iizerinden kimlik bilgilerime
ulagmasi kolay degil. Ancak isim {izerinden olmasa da email adresi lizerinden sosyal
medya sirketleri araciligryla tespit edilebilirim. Bu yilizden anonim oldugumu

diisiinmiiyorum.

Yar1 anonim profiliniz harig sizin oldugu profildeki isim ve fotograftan ya da

iceriklerden tespit edilebilen bir profiliniz var m? -

Yok, bu konuda 6zenli olmaya ¢alistyorum ama ugrasilirsa noktalaribirlestirebilenler

olabilir.

internetteki gizli kimlik kullanimimz asagidaki seceneklerden hangisiyle
bagdastirabilirsiniz?

a) Ticari baglardan olusan baski (Sirket vs.)

b) Siyasi baglardan olusan baski (Parti, STK, siyasi orgiitlenme)

¢) Sosyal baglardan olusan baski (Aile, arkadas, es, sevgili, komsu)

d) Devlet politikalarindan kaynaklanan baski (G6zetim, Phorm, DPI, Sansiir)

Internetteki siyasal paylasimlarimin ya da dergi/radyo gibi ugraslarima dair bilgilerin
iscevrem tarafindan bilinmemesi gizli kimlik kullanimimin baglica sebebi. Ancak
tiniversitede ¢alistigimdan ticari baglar sinifina sokup sokulamayacagindan eminim.
Onun disinda 6zel hayatim sebebi ile aileme ve akrabalarima karst da anonim olabilmek

istiyorum, sosyal medyadaki profil bilgilerimi onlarla paylasmiyorum. Devlet
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politikalarindan kaynaklanan baski ise bunlariger¢eveleyen genel bir baski ve gegerli.

Saklh kimligine ragmen yeni medyada iirettiginiz icerikten dolayisorun yasadimz

mi?

Hayir.

Kimligi sakh profilin (kimligi acik etmeden kullanim) size sagladig1 avantajlar

oldu mu? Olduysa nelerdir?

Siyasal fikirlerimi, sokak eylemlerimdeki varligimi, isten ¢alip hobilerime harcadigim
vakitlerin kanitiolan paylasimlarimiyakalanma, kinanma korkusu hissetmeden

yapabiliyorum.

Kimligi sakh profil sahibi olmanin avantajlar nelerdir?

Ginliik hayatin icerisinde tanistigim insanlarin beni bir mahlas tizerinden tanimasi
ancak gercek kimligimle bir baglantikuramamasituhaf durumlara yol acabiliyor ancak

bu secici kimlik beyani yaparak asilabilen bir konu ve dezavantaj olarak sayilmayabilir.

Yarianonim kimliginizin gercek kimliginizle paralel bir kimlik oldugunu

soyleyebilir misiniz?

Evet. Aradaki tek fark gercek kimligimin daha tedbirli ve gizci olmasi, anonim

kimligimin ise daha ¢ekincesiz davranabilmesi.

Kendinizi troll olarak tanimlar misimiz?

Hayr.

Sosyal medyada olusan cemaatlerin yine bu alanda aktif bireyler icin baskiya da

tehdit unsuru olabilecegini diisiiniiyor musunuz?

Cemaatler halihazirda bir baskive tehdit unsuru zaten, twitter'da lingvakalarina alisigiz
ama su ana kadar bu baskive tehditlerin i¢i bos tehditler oldugunu gérdiim. Ancak

Ozellikle iktidarin sosyal medya timleri olusturmasibu durumun ciddilesmesi yoniinde
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endise verici. Anonimlik bu ag¢idan da 6nemli, bir giin sokakta yolumuzun kesilmesi

ihtimalini sifirlamasa da azaltiyor.

Sosyal medyada kimliginizin ifsa edilmesi sizi kotiihissetirir miydi?

Kesinlikle evet. En basitinden 6grencilerimle daha anonim bir iligski kurmak istiyorum
ve bu agidan sikintiyagardim. Bunun disinda aileden de, her ne kadar siyasal olarak ¢ok

ayridiismesek de giivenligim adina baski gorebilirdim.

Gezi Direnisi sirasinda aktif olarak yurttasmuhabirligi yaptiniz. Cektiginiz
fotograflar ve konumlariniz belirgin oldugundan, olasi bir operasyona tabi
tutulmaktan korkmadiniz mi? Twitter kimliginizde kendi isminizi kullanmamaniz

sizi giivende hissettirdi mi?

Hayir, korkmadim zira sorumlulugun ve heyecanin korkuya galip geldigi bir donemdi,
yaptigim seyin mesruiyeti korkuyu yendi. Ancak bu konuda Twitter kimligimde gergek
ismim olmamasimutlaka rahatlaticibir unsurdu. Orada kendi adim ve soyadim olsa biraz
daha endise ederdim. Yine de bu endisenin ¢ogu devletin operasyonuna maruz

kalmaktan dolay1 sosyal ¢evrede maruz kalabilecegim baskilara yonelik.

3. SCREENSHOTS REGARDING DISCLOSES

/. Cng Sgnc 2 84| Following
= @cngsgnc

Ozge Ispir diye biri. 16 yagindan beri
pésmerge olan Barzani'ye hain diyor Kiirtler

adina. Kiirtler onunla dost.
twitter.com/narlaincir/sta...

& View translation

4 Reply T3 Retweet W Favorite ®ee More

: a2a
FAVORITES ]

2:34 PM - 31 Aug 13

https:/ /twitter.com/cngsenc/status/373876581640306688

89


https://twitter.com/cngsgnc/status/373876581640306688

Aybike Hatemi-Teubes A~ W Follow
AybikeHatemi

Kim diyor Ermenilere hakaret ettigimi? Ayda
Erbal mi, Ozge Ispir (Narla Incir) mi, yoksa
Ayse Ozdemir mi? ;) @bingl_yav

& View translation

4~ Reply T3 Retweet W Favorite ®e® More

1:47 PM - 15 Mar 13

tolga mustafa kadioglu

paylas ~ arashr~ takip et yaz tasi bashkta ara~

1
gok biyik bir avukat ama bir bdlent aring degil..

paylas = & favorl 20.06.2011 16:10 akiyor yesil
siikela! cok kot mesaj at difer -
2

alin teri ile kazanilan ekmek parasini asailamaya calisan kafanin temsilcisidir. hatirlatma babinda:
riza efendi iki ekmek bir sit!

karakter analizini yapmayacafim ama toplumdaki stati sevdalisi hali pek bir fena imis..

paylas = & favorl 20.06.2011 16:21 akiyor yesil
siikela! cok kot mesaj at difer -
3

kompleks sahibi oldugunu iddia etti§i adami giin ydziyle bir kere girse bu hakaretlerinden téivbe-i istidfar edip geri
dénecedinden emin oldugum blyik icra avukati.

paylas = 4 favorl 20.06.2011 16:25 akiyor yesil
sikela! cok kot mesaj at difer =
4

herkesin tc numarasiyla konustudu ortamlarda takma isimler kullanmakla gok ayip ediyor dogrusu.

paylas = & favorl 20.06.2011 16: 28 dagny taggart
sikela! cok kot mesaj at difer =

http://eksisozluk.com/tolga-mustafa-kadioglu--2880207
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