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CERN VERI AGINA (WLCG) YONELIK ANALIZ VE HESAPLAMA
ALTYAPISI (TIER-3G) KURULUMU

OZET

Hesaplamaya dayali kiime bilgisayarlar; giiniimiizde ozellikle deneysel fizik,
astronomi ve tibbi bilimler gibi disiplinlerde genis ¢apli olarak kullanilmaya
baglanmistir. Gelisen teknolojiyle birlikte hesaplama yazilimlarini daha verimli
caligtirabilen ¢ok ¢ekirdekli (multicore) sunucu sistemleri kiime bilgisayarlarin yerini
almakta veya birlikte kullanilmasi konusunda calismalar yapilmaktadir. Bu tiir
sistemlere ihtiyag, yapilan deney ve analizlerde ortaya ¢ikan yiiksek verinin dogru ve
zamaninda islenmesi, farkli analizlerin ayn1 anda farkli arastirmacilar tarafindan
yuriitiilmesi ve verimliligin arttirilmasi gibi kritik nedenlerden ortaya ¢ikmaktadir.
Diinya’nin baslica deney merkezlerinden Avrupa Niikleer Arastirmalar Merkezi
(CERN)’de, yillik petabyte mertebelerinde deneysel yiiksek veri tiretildigi g6z 6niine
alindiginda, ihtiyaca cevap verebilecek bir veri aginin islerligi ile analiz merkezlerinin
tretkenligi, strdiiriilebilirligi ve gelisimi Onem kazanmaktadir. CERN’de
yiritiilmekte olan deneylerden ATLAS (A Toroidal LHC Apparatus) (Aad ve
digerleri, 2008), veri alimindan birkag y1l 6nce (2004) hesaplama modelini agiklamis
(Adams ve digerleri, 2004), buna gore Tier-0 merkezinde alinan ham verinin
hiyerarsik yapidaki Tier-1 ve Tier-2 merkezleri arasinda paylastirilarak dagitik veriye
doniistiiriilmesi, CERN analiz tesisinde islenmesi ve arastirmacilarin veri yonetimi ile
tekrar-islemleme asamalarinda etkin rol almasi 6ngoriilmiistii. Bu amagla gelistirilen
Biiyiik Hadron Carpistiricist (LHC) veri agi (WLCG), ayn1 donemde kurularak deney-
dis1 (offline) yapilan ilk testleri ve baslangig verisi islemlemeyi basar1 ile
tamamlamistir (Shiers, 2007). Diger taraftan, belli basli enstitiiler ham verinin
depolanmasi, gesitli algoritmalarla ayristirilmasi ve dagitilmasi gibi merkezi islemleri
gerceklestiren bir agin arastirmacilarin son verinin (Ntuple) analizi i¢in gereksinimleri
karsilayamayacagini ongordiiler. Bu donemde, arastirmacilara yonelik kurulan,
merkezi olmayan ve tamamen kuruldugu enstitiiniin kontroliinde yer alan Tier-3g
merkezleri gelistirilmistir (Gonzalez de la Hoz ve digerleri 2008; Haupt 2010;
Villipana 2012). Bu merkezler WLCG’nin bir pargast olup son deney verisini
depolayabilmekte ~ ve  enstitiilerin  Oncelikleri ~ dogrultusunda  analizleri
gerceklestirebilmektedirler. Enstitiiler, agik kaynak kodlu gelistirilen ve gok ¢ekirdekli
sunucularin {izerinde efektif calisabilen analiz yazilimlarini Tier-3g {izerinde
gelistirmekte ve kullanmaktadir.

Istanbul Aydin Universitesi’nde gelistirilecek Tier-3g merkezi ¢calismalar1 2023 yilina
kadar ¢alismaya devam etmesi beklenen Biiyiik Hadron Carpistiricisi verileri igin
yiiksek luminosity fazinda yapilacak analizlerde 6nem kazanacaktir. Bu ¢alismalarda,
son deney verisi formatina uygun (D3PD, xAOD) dengeli olarak ¢ok c¢ekirdekli
islemcilerde analiz edilebilecektir.

Anahtar Kelimeler: Hesaplama, Veri, Analiz, CERN, BH(, Ag.
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IMPLEMENTATION OF ANALYSIS AND COMPUTING
INFRASTURUCTURE (TIER-3G) FOR CERN DATA GRID (WLCG)

ABSTRACT

Today, cluster computers based on computation have been widely used especially in
disciplines like experimental physics, astronomy and medical sciences. With the
evolving technology, multicore server systems, which can run the calculation software
more efficiently, replacing cluster computers or there are studies to make them work
together. The main need for such systems arises from the critical reason such as to
handle big data of the experiments and analyses accurately and in time, to ensure that
different analyses are carried out by different researchers at the same time and to
increase efficiency. When one consider that big data is produced in petabyte ranks
annually at the Center for Nuclear Research (CERN), one of the world's major
experiments, the operation of a data network responding to need and the productivity,
sustainability and development of analysis centers becomes important. ATLAS (A
Toroidal LHC Apparatus) (Aad et all, 2008) one of the experiments running at CERN,
explained the calculation model a few years before data acquisition (2004). According
to that explanation, transformation of the raw data received at the Tier-0 center to the
distributed data by sharing among the Tier-1 and Tier-2 centers in the hierarchical
structure, processing in CERN analysis facility and researchers taking an active role
in data management and reprocessing stages were predicted. The Large Hadron
Collider (LHC) data network (WLCG), which was developed for this purpose and
established during the same period, has successfully completed initial testing and
initial data processing (Shiers, 2007). On the other hand, Major institutes predicted
that a network performing central processing such as storage of raw data,
decomposition and distribution by various algorithms would not meet the requirements
of the researchers to analysed the n-tuples. In this period, Tier-3g centers have been
developed which are set up for researchers, decentralized and fully under the control
of the institute that they are established (Gonzalez de la Hoz et all 2008; Haupt 2010;
Villipana 2012). These centers are part of the WLCG and can store the latest
experimental data and carry out analyses in line with the priorities of the institutes.
Institutes develop and use the analysis software programs, which are open sourced
developed and can work effectively on multicore servers, on Tier-3g centers. Tier-3g
center studies, will be developed in Istanbul Aydin University, will gain importance
for the high luminosity data of Large Hadron Collider which is expected to continue
to run until 2023. In these studies, the latest experimental data, can be balanced and
analysed in multi-core processors in the appropriate format (D3PD, xAOD).

Key words: Computing, Data, Analysis, CERN, LHC, Network.
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1. GIRIS

Avrupa Niikleer Arastirma Konseyi (CERN: Conseil Européen pour la Recherche
Nucléaire) hesaplama modeli; olay filtrasyonu, Tier-0, Tier-1, Tier-2 hiyerarsik
modelini spesifik roller ve sorumluluklar yoluyla takip eder. Olay filtrasyonu ham
verinin birlestirilmesini saglarken, CERN simuirlarindaki bilgi islem merkezi olarak
gortilebilecek olan Tier-0 merkezi; kalibrasyon, validasyon, depolama ve formatlama
(AOD, ESD gibi) gorevlerini gerceklestirir. Tier-1 merkezleri diinyanin farkli
enstitiilerinde yer alan sebeke noktalaridir ve veri replikasyonu, rekonstriiksiyonu
gorevlerini  gerceklestirirken yiiksek miktarlardaki  verinin  ayiklanmasi  ve
depolanmasmma da yardimci olur. Tier-2 merkezleri, Monte-Carlo simulasyon
tiretimleri ve veri analizlerinin karsilastirmali gergeklestirilebilecegi kompakt veri

formatina (DPD, AOD gibi) uyumlu yiiksek performansl: ag merkezleridir.

CERN kaynaklarindan bagimsiz olarak enstitiilerin kiime bilgisayarlar yoluyla daha
hizli iglemleme ve kendi kontrollerinde veri alma, simiilasyon iiretimi gorevlerini
yapabildigi ag noktalarina Tier-3g ismi verilmistir. Enstitiiler i¢in, CERN/LHC veri
agma dahil olabilme kriterleri deney koordinatorliikleri tarafindan belirlenmistir:
temelde en az 100 Mbps band genisligi, 25 ¢oklu ¢ekirdekli islemleme giicii ve 10 TB

depolama alan1 gozetilmektedir.

Bu ¢alisma, CERN/ATLAS test deney verisini daha verimli sekilde Tier-3g lizerinde
calistirabilecek yeni yazilimlarin iyilestirilmesini ve kurulumlarin tamamlanarak

sonuglarin yaymlanmasini kapsamaktadir.

Yiksek verinin (big data) islemlenmesi konusunda Diinya iizerinde biiylik c¢apl
projeler gelistirilmektedir. Buna o6rnek olarak, internetin ilk protokollerinin
kesfedildigi Isvigre’nin Cenevre kentindeki CERN merkezinin WLCG projesi

verilebilir. Gelisen teknolojilerle birlikte, uluslararasi isbirligi ile kurulmus olan veri



aginda karmasik LHC verisinin analizi petabyte derecesindeki analizlerin ilki olma

niteligindedir.

1.1 ATLAS Hesaplama Modeli

ATLAS hesaplama modeli, biiyiik hadron carpistiricis1 (Large Hadron Collider: LHC)
tarafindan tretilen verilerin islenebilmesi i¢in 2002 yilindan itibaren grid yapida
olusturulmaya baglamistir. ATLAS hesaplama modeli ile (Jones & Barberis,
2010:239);

e Yillik iiretilen ham ve iglenmis veri boyutunun petabyte’lar seviyesinde olmasi

e Veri formatlarinin gesitliligi

e Analizlerin tiim diinyadaki arastirmacilar tarafindan uygulanabilir olmasi
sorunlarinin asilmasit hedeflenmistir. Bu model 2005 yilinda LHC komitesi tarafindan
degerlendirilmis ve Computing Technical Design Report (C-TDR) olusturulmustur
(ATLAS, 2005).

ATLAS, merkezi kontrol altinda 3 katmanli (Tier) yapisini korumaktadir. Bu 3
katmanin disinda {iniversite ve arastirma gruplar tarafindan olusturulan ve bu tezde
kurulumu agiklanan “Tier-3” katmani hesaplama merkezleri bulunmaktadir. ATLAS

hesaplama modelinde yer alan katmanlara ait akis, Sekil 1.1°de sunulmaktadir.
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Sekil 1.1: ATLAS is Akist

Tier-0: ATLAS hesaplama modelinin merkezinde bulunan ve CERN arastirma
merkezinde bulunan Tier-0 katman, biiyiik hadron garpistiricisi tarafindan olusturulan
devasa hizli akis analizi (express stream analysis), kalibrasyon, hizalama ham

verilerini depolamaktadir.

Tier-1: Biiyiik hesaplama merkezlerinde konumlandirilan Tier-1 merkezler, Tier-0
katmanindan aldiklar1 ham verileri farkli veri formatlarina donistiirerek uzun siire
depolamak ile yiikiimliidiir. Bunun yani sira, ¢esitli hizmetler araciligi ile Tier-2’lerin
ihtiya¢ duydugu verilerin saglanmasi gorevini iistlenirler. Tier-1 merkezleri, sistem

yoneticileri haricinde aragtirmacilar ve diger kullanicilara hizmet vermemektedir.

Tier-2: Kullanicilarin veriler ile etkilesime gegebildigi katman olarak tanimlanir. Tier-

2’deki veriler, ihtiyaca gore kisa siireli depolanmaktadir.

Tier-3: Enstitiiler ve arastirma gruplart tarafindan kullanilan ve verilere Tier-2
tarafindan gesitli araglar (rucio, gridFTP vb.) kullanarak erisip, hesaplamalar1 kendi

biinyesinde yapabilen katmandir.



1.2 EGI ve CERN Gridi (WLCG)

EGI (European Grid Infrastructure, Avrupa Grid Altyapisi), arastirma ve yenilik i¢in
gelismis bilgi islem hizmetleri sunmak i¢in kurulmus federe bir e-altyapidir. Kamu
tarafindan finanse edilmekte olan EGI e-altyapisi, Avrupa'da ve diinyada yiizlerce veri

merkezi ve bulut saglayicidan olugmaktadir.

EGI, hesaplama, depolama, veri ve destek igin genis bir hizmet yelpazesi sunmaktadir.

EGI 730.000'den fazla mantiksal islemci ve 650 PB'lik disk ve kaset erisimi saglar.

LHC Kiiresel Hesaplama Grid (WLCG) projesi, 42 iilkede 170'in {izerinde bilgi
merkezinin kiiresel bir igbirligi olup, ulusal ve uluslararasi grid altyapilarini birbirine

baglar.

WLCG projesinin misyonu, biiyiik hadron g¢arpistiricisi tarafindan iretilen (2017'de
beklenen ~ 50 petabayt) veriyi depolamak, dagitmak ve analiz etmek igin kiiresel bilgi

islem kaynaklar1 saglamaktir.

1.3 Tiirkiye’deki Durum ve Tarihgesi

Tirkiye’nin CERN ile calismalar1 ilk defa 1961 yilinda gbzlemci statiisii ile
baslamigtir. Bu bilimsel ¢alismalar, baslangigta bireysel olarak yiiriitiilmekte olsa da,
daha sonra Tiirkiye Bilimsel ve Teknolojik Arastirma Kurumu (TUBITAK) ve
Tiirkiye Atom Enerjisi Kurumu (TAEK) tarafindan devam ettirilmistir. Tiirkiye ile
CERN arasindaki ¢alismalarin ¢ergevesini belirleyen TAEK-CERN isbirligi anlagsmasi
2008 yilinda Cenevre'de imzalanmig, 2010 yilinda ise Tirkiye’nin tam iyelik
bagvurusu ile siire¢ farkli bir boyuta tasinmistir. Ancak bu siirecte tam tiyelik statii
bagvurulari, “ortak tiyelik” ya da “tam tiyelik yolunda ortak tiyelik” statii bagvurulari
olarak giincellenmistir. Ayn1 dénemde bagvuru yapan Slovenya, Sirbistan, Israil,
Giiney Kibris Rum Yonetimi iilkelerinin bagvurulari “tam iyelik yolunda ortak
tiyelik” statiistinde degerlendirilmistir. 2014 yilinda imzalanan ilgili kanunun, 2015

yilinda yaymlanmasi ile Tiirkiye’nin CERN’e ortak iiyelik siireci tamamlanmustir.

1.4 Kullanic1 Veri Analizi

Bu béliimde, CERN tarafindan tiretilen verilere ait veri yapilar1 ve Tier-3g sisteminde

analiz hesaplamalarinda kullanilmakta olan katmanli kod yapilar1 anlatilmaktadir.



1.4.1 Veri yapisi

Cizelge 1.1’de CERN tarafindan {iretilen ¢arpisma testlerine ait verilerin, ham ve

doniistiiriilen veri yapilari ile ilgili veri yapilarinin agiklamalari ve ortalama veri

boyutlar1 listelenmistir

Cizelge 1.1: Veri Yapilari

Veri Adi Ac¢iklama Boyut
Monte Carlo Benzetim ile elde edilmis veri -
RAW (Ham Veri) Dedektor ¢iktist analog veri 1.6 MB/olay
ESD (Event Summary Data) Obje formatinda olay dosyasi 1.0 birim
AOD (Analysis Object Data) Analiz objeleri veri dosyasi 0.2 birim
TAG Orneklenmis olay &n izleme 0.01 birim
DPD (Derived Physics Data) inceltilmis, fizik veri dosyasi 0.01 birim
Flat n-tuple Sonug Histogram verisi ~KB
HITS RAW veriden {iretilen dijital veri -

1.4.2 Kod yapis1

Kod yapisi i¢inde yer alan 4 6nemli katman asagidaki gibidir:

Temel Kiitiiphaneler (non-HEP): git, make, cmake, gcc-c++, gcc, gfortran,
libX11-devel, libXpm-devel, libXft-devel, python gibi ¢alisma g¢ergevesini
(framework) olusturacak derleyici ve temel araglar icerir. Bu kiitiiphaneler

genel amagli olup sadece deneysel analizler igin hazirlanmamustir.

Temel Kiitiiphaneler (HEP): Cernlib, Geant4, Root gibi deneysel amaglar
icin hazirlanmig kod kiitiiphaneleridir. Analizlerde yapilacak hesaplamalarin

ve analizlerin temel fonksiyonlarini (class yapisini) saglarlar.

Deneysel Calisma Cercevesi (Framework): Simiilasyon veya ger¢ek deney
verisi ile birlikte hazirlanmis deneye 6zgii temel ozelliklerin sunuldugu
katmandir. Ornegin deneydeki olay modellemesi, detektor ozellikleri,
kalibrasyon, veri alimi gibi veriyi etkileyen siireclerin modellemesini
kullanicilara sunar. ATLAS deneyinde “Rootcore” ismiyle anilan ¢alisma

cergevesinin temel hali (base) buna 6rnek verilebilir.



e Uygulamalar: Kullanicilarin (deney iiyelerinin) kendi analiz algoritmalarini
yazarak uyguladig1 kodlar1 ifade eder. Ornegin ATLAS deneyinde “Top Quark
Physics” ¢aligma grubunun olusturdugu TTH analiz kodu, bir RootCore base
kullanilarak olusturulmustur. Kullanicilara yazacaklar1 analiz kodlarina
yardimc1 olmasi amaciyla periyodik olarak giincellenen RootCore-Base

stirimleri hakkinda bilgilendirme ve egitimler verilmektedir.

1.5 Kullanici Girisi ve Simiilasyon Islemleri

Istanbul Aydin Universitesi Tier-3g sistemi, (interactive sunucu igin) linux komut
satirindan (console) calistirilmak t{izere tasarlanmigtir. Sistem kullanimi igin
yetkilendirilen her kullaniciya secure shell (ssh) erisimi i¢in kullanici hesabi,
/local/xrootd/ dizini igerisinde kullanict ad1 ile ayn1 isimde bir klasér otomatik olarak
olusturulmakta ve kullanicinin kendi analiz dosyalarini bu alanda barindirmasi
saglanmaktadir. Ilgili klasér NFS sunucu ile Tier-3g sisteminde yer alan diger
sunucular ile paylasilmakta olup, Condor batch sistemi ile worker sunucusuna
gonderilen isler icin veriler aym kaynaktan okunabilmektedir. Universite ici
baglantilar i¢in; glivenlik duvari yetki tanimi yapilmakta, {iniversite dig1 baglantilar
icin; ayn1 kullanic1 hesap bilgileri VPN hesabi olusturularak ilgili sunuculara erisim

yapilmas1 saglanmaktadir.

Simiilasyon islemleri komut satir1 tizerinden interactive sunucudan ya da tercihen
Condor batch sistemi ile worker sunucular iizerinde yapilabilmektedir. Rucio ve
GridFTP uygulamalar1 ile analiz dosyalarimin indirilip kullanilabilmesi igin
/local/xrootd/ dizini altinda her bir kullanici i¢in alan tahsis edilmistir. Simiilasyon
islemlerinin worker sunucular iizerinde ¢alistirilmasinin tercih edilmesi durumunda
aynt fiziksel yol ile mount edilmis tahsisli disk alanlar1 kullanilarak

gergeklestirilebilmektedir.



2. MATERYAL VE YONTEM

Tier-3g sistemi temel olarak 5 farkli sunucu tiirii barindiran bir sunucu kiimesidir.
Kiimeyi olusturan sunucular islevlerine gore yerel ag (private network) ya da genel ag
(wan) igerisinde Yyer alir. Sistem igerisinde yer alan INTERACTIVE ve WORKER
sunucu sayisi, beklenen islem giicii kapasitesi ile orantili olmakla birlikte N tane

sunucunun birlikte ¢alisabilmesine olanak taniyacak sekilde tasarlanmustir.

Genel AJ (Public Metwork)
| I | |

HEAD NFS INT #1 INT #N
LDAP
SQuUID

| |
P
WORKER #N

IITIII o

)
|
J

WORKER #1

J
| ]
( ]
| ]
( ]

WORKER #1

ILIIIT o
JIIIIT o

Yerel AQ (Private Network)

Sekil 2.1: Tier-3g Sunucu Ag Yapist

2.1 Donanim Bilesenlerinin Kurulumu

Tier-3g kurulumu i¢in Vmware Hypervisor 6.5 sunucu sanallastirma sistemi ile
yonetilen, Dell 820 (25 Core (4 Sockets) Xeon E5 CPU, 2133 Mhz 144GB RAM) ve
EMC SAN Storage (12 TB LUN) kullanilmistir. Vmware Hypervisor ile asagidaki

sanal sunucu birimleri olusturulmus ve ilgili donanim yapilandirmasi yapilmistir;
e HEAD Sunucu: 3 Core CPU, 24GB RAM, 1 TB Disk Alani
e INTERACTIVE Sunucu: 4 Core CPU, 36 GB RAM, 4 TB Disk Alani
e NFS Sunucu: 4 Core CPU, 16 GB RAM, 1.5 TB Disk Alani
¢ WORKER Sunucu: 12 Core CPU, 48 GB RAM, 4 TB Disk Alani

e LDAP Sunucu: 1 Core CPU, 8 GB RAM, 0.5 TB Disk Alan:



e SQUID Sunucu: 1 Core CPU, 12 GB RAM, 1 TB Disk Alani.

Yukarida belirtilen sunuculara ek olarak laboratuvar kullanim saatleri disinda
kullanilmak {izere, laboratuvar bilgisayarlarini ¢alistiran sanal sunucu tizerinde 2 adet

WORKER sunucu kullanilmak tizere planlanmaigtir.

2.2 Ag (Network) ve Cluster Planlama

Sistem igin network altyapisi ATLAS Computing dokiimantasyonunda
(https://twiki.cern.ch/twiki/bin/view/AtlasComputing/Tier3gNetworkConfig)

belirtildigi tizere internet agina agik (public) ve internet agina kapali (private) iki ag
grubu ile yapilandirilmistir. Universitenin sahip oldugu IP havuzundan 91.239.204.41-
48 arahigindaki IP adresleri rezerve edilmis, 91.239.204.43, 91.239.204.44,
91.239.204.45 IP adresleri internet agina agik (public), diger IP adresleri ise internet

agina kapali (private) olarak yapilandirilmistir. Planlanan sunucu IP adresi gruplart;
e 91.239.204.41 SQUID Proxy Sunucu (private network)
e 91.239.204.42 LDAP Sunucu (private network)
e 91.239.204.43 HEAD Sunucu (public network)
e 91.239.204.44 NFS Sunucu (public network)
e 91.239.204.45 INTERACTIVE Sunucu (public network)
e 91.239.204.46 WORKER Sunucu (private network)
e 91.239.204.47 WORKER Sunucu #2 (private network)

e 91.239.204.48 WORKER Sunucu #3 (private network)

2.3 Jenerik Servislerin Ayarlanmasi

Tier-3g sistemi igin, igletim sistemi ve jenerik sistem yapilandirma
dokiimantasyonlarinin 2014 yilinda olusturulmasi ve basta isletim sistemi (Scientific
Linux 5 serisi) olmak iizere tanimli servislerinin hizmet siiresinin sona ermis olmasi
nedeniyle, sistem kurulumlarinin temel yapilandirmaya sadik kalinarak giincel isletim
sistemleri (Scientific Linux 6.9) ve bagimli jenerik sistemler ile degistirilmesine karar

verilmistir.

Olusturulan sunucularin yapilandirmalart ve gorev paylasimlari nedeniyle, isletim

sistemi ve gomiilii genel servisler kurulduktan sonra ilgili sunuculara 6zel hizmetler
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kurulmustur. Her bir sunucuya ait servis i¢cin CERN kurulum dokiimantasyonunda

bulunan betik scriptleri giincellenerek kullanilmistir.

Kurulum ve bakim avantajlar1 nedeniyle tiim sunuculara ayni isletim sistemi
kurulmustur. Asagida, sunucu isletim sistemi kurulum adimlari ve her bir sunucuya ait

jenerik yapilandirma bilgileri bulunmaktadir.

2.3.1 sletim sistemi kurulumu

Sistem kurulumunda referans alman ATLAS Computing dokiimantasyonunda
bulunan bazi uygulamalarin Scientific Linux isletim sisteminin 7.0 ve iizeri
stirimlerde kararli calismamasi nedeniyle, ortak isletim sistemi olarak yaymdaki en
iist siirim olan Scientific Linux 6.9’un kullanilmasma karar verilmistir. Isletim
sistemine ait kurulum DVD’si https://www.scientificlinux.org/downloads/sl-mirrors/
adresinden indirilip, ilgili sanal sunucuya baglanarak asagidaki anlatimi yapilan

kurulumlar tamamlanmustir.

DVD, ilgili sunucuya takilip sunucu baslatildiginda Scientific Linux kurulum
baslangi¢ ekran goriintiilenir. i1k kurulum igin “Install or upgrade an existing system”
secenegi secilerek devam edilir. Ilgili secenek kullanildiginda Scientific Linux
kurulumu igin gerekli kurulum dosyalar1 agilmaya baslar. Bu islem sunucu donanim

yapilandirmasi Ve kullanilan donanim 6zelliklerine gore birkag dakika siirebilir.

Kurulum dosyalarmin yiiklemesi tamamlandiginda atannmis disk donanimi test onay1
ekran1 goriintiilenir. Bu ekran yeni takilmig diskler i¢in kurulum oncesi gerekli
kararlilik testlerini gerceklestirir. Isletim sisteminde daha sonra ¢ikabilecek sorunlara
kars1 disklerin taranmasi tavsiye edilmektedir. Disk taramasi islemini yapmak igin
ekranda goriintiilenen “OK” diigmesine, disk taramast yapmadan kurulum islemine

devam etmek i¢in ise “Skip” diigmesine basilir.

Bu ekrandan sonra cihaz, kurulum i¢in hazirdir. Toplam 12 adimda tamamlanacak olan
sliregte sunucular arasi farklilik gosteren ayarlar ayrica belirtilecektir. Bunlar disinda

kalan ayarlar tiim sunucular i¢in ayni yapilandirilabilir.

Disk taramasi sonunda kurulum sihirbazi agilir. “Next” tusuna basilarak kurulum
islemine devam edilir. Kurulum, dil segeneginin ayarlanmasi ile baslar. Karsilasilan
problemlerde ceviri hatalarint minimize etmek ve anahtar kelime kullanimi kolayligi

acisindan kurulum Ingilizce dilinde yapilmustir.



Bir sonraki adimda isletim sistemi depolama tiirii se¢imi yapilir. Kullanilan donanim
ozelliklerine gore ilgili segenek isaretlenerek gerekli ayarlamalar yapilir. Bu projede
sanal sunucu ve SAN yapilandirmas: kullanildigi i¢in “Basic Storage Devices”

secenegi ile kuruluma devam edilmistir.

Bir sonraki adimda cihaza ait sunucu (host) ve ag (network) baglanti ayarlar
yapilmaktadir.  Sunucunun gorevine gore isimlendirilmesi, daha sonraki
yapilandirmalarda kolaylik saglayacaktir. Sunucunun hem yerel ag (local network)
hem de genel ag (wan) icin gerekli ayarlar ilgili ekrandaki “Configure Network”

diigmesi yardimi ile tamamlanabilir.

Bir sonraki adim sunucuya baglanmis olan fiziksel disk (ya da VM ile saglanan LUN)
alani, uygulamalarin kullanabilecegi sekilde ayrilmasini saglayacak mantiksal siiriicii
alanlarmin olusturulmasini saglamaktadir. Bu projede her bir sunucunun mantiksal
stiricii birimlerinin birbirinden farklilik gdstermesi nedeniyle mantiksal siiriicii

ayarlar1 her bir sunucu bashigmin altinda ayrica belirtilecektir.

Mantiksal siiriictilerin olusturulmasinda fiziksel disklerin isletim sistemi tarafindan
farkli olarak boyutlandirilmis alt sanal depolama birim gruplarina bdliinmesi
hedeflenir. Boylece isletim sistemi tek bir fiziksel diski birden fazla mantiksal
stiriciiye bolebilir ya da birden fazla fiziksel diski ayn1 mantiksal siiriicii igerisinde

birlestirerek isletim sistemi igerisindeki gereksinimleri karsilayabilir.

Bir sonraki adimda, igletim sisteminin sunucu agildiginda baglamasini (boot) saglayan
“boot loader” kurulumu ile ilgili ayarlar mevcuttur. Isletim sistemi kurulum sihirbaz
“boot loader™ fiziksel disk tizerindeki gerekli mantiksal siiriicliye yerlestirmek igin
varsayilan ayarlar1 otomatik olarak olusturmaktadir. Bu kurulumda bakim kolaylig:

acisindan varsayilan “boot loader” yolunun kullanimina Karar verilmistir.

Istege bagl olarak sunucu baslatma sifresi (burada bahsedilen isletim sistemi acilis

sifresi degildir) bu ekrandan olusturulabilir.

Bir sonraki adimda, isletim sistemi tipi ve yiiklenecek ek dzellikler belirlenmektedir.
Proje kapsaminda her bir sunucu farkli bir amagla kullanilacag: igin, “Minimal”
secenegi kullanilmistir. Bu secenek ile igletim sistemi igin gerekli ¢ekirdek yapilar

kurularak, sunucu temelli 6zel yapilandirma sonraki ekranlarda yapilacaktir.

Bir sonraki adimda, ilgili isletim sistemi igin gerekli paketler (her bir sunucu igin

ayrica belirtilmistir) kurulmak tizere isaretlenir.
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Onceki adimlar tamamlandiginda Scientific Linux kurulumu baslar. Sunucu donanim
ozellikleri ve onceki ekranlardaki yapilandirmalara gore (segilen paketler, mantiksal
stirticti birimleri gibi) kurulum birka¢ dakika alabilir. Gerekli sistem ve paketlerin

kurulumu ardindan “boot loader” kurulumu yapilarak islem tamamlanacaktir.

Tiim mantiksal siiriiciiler, kurulum igin gerekli ve/veya kullanici tarafindan kurulmak
tizere ayarlanmis dosyalarin  kurulmasinin  ardindan  kurulumun  sorunsuz
tamamlandigma ait ekran goriintiilenir. Bu ekrandan sonra isletim sistemi ilk kez

acilmaya hazirdir.

Tim kurulum adimlari tamamlanip sunucu yeniden baslatildiginda teorik olarak
kullanima hazirdir. Sunucu kisisellestirme islemleri yapilmaya baglamadan once var
olan kurulumun bir kopyasinin olusturulmasi daha sonra karsilasilacak problemlerde
isletim sisteminin tekrar kurulmasi yerine, kurulumu tamamlanmis halinin daha hizli

devreye alinmasini saglayacaktir.

Isletim sistemi kurulumu sonrasi yiiklii uygulamalarm en giincel ve kararli siiriimleri
ile gilincellenebilmesi igin tiim sistemin giincellemelerinin yapilmasi 6nem arz
etmektedir. Bu giincellemeler sistemin kararli sekilde ¢alismasina katkida bulundugu
gibi olas1 giivenlik risklerini de ortadan kaldirmaktadir. “yum update all” komutu ile
gerekli tiim sistem giincellemeleri yapilarak sistem yeniden baslatilabilir. Bu islemden
sonra sunucuya ozel uygulamalarin kurulumuna baslanabilir. Zamanlanmig gérev
yoOneticisi (crontab) {izerinden sistem giincelleme isleminin tanimlanmasi, elle

miidahale etmeden sistemin belirli periyotlar ile kendini giincellemesini saglayacaktir.

2.3.2 SQUID Proxy sunucusu

SQUID Proxy sunucusu Tier-3g sistemi igerisindeki sunucularin internet iizerinden
indirecegi veriler i¢in arabirim olusturmakta, gerekli dosyalar1 nbelleginde tutarak
ayni verinin yeniden indirilmesini engellemektedir. Proxy sunucusuna ait mantiksal
strticti birimi bilgileri asagida belirtilmektedir. Kurulum kapsaminda CERN igin
Ozellestirilmis Frontier-Squid 1.1.1 (http://frontier.cern.ch/) siirimii Proxy hizmeti

kullanilmastir.
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boot --asprimary --fstype="ext3" --size=30@ --ondisk=vda

part /

@1l --size=1 --grow --ondisk=vda
ion so that we can resize /var,

Jopt , /tmp

--name=1vswap

# 1@ GB for root partition

@ --name=lvrooct
--name=tmp # 2 GB for tmp
--name=var # 2 GB for var
--name=opt # 2 GB for opt
=5ysV ize=1 --grow --name=scratch # rest of space for scratch

--vgname=squidvg --51ze=588089 --name=sgquidlog # squid log space (Org. 58 GB)

d

--fstype="ext3" --vgname=squidvg --5ize=225880 --grow --name=squid # squid cache space (Org. 225 GB)

fvar/cache/squid

Kurulan Paketler: base, Emacs
Kurulan Temel Uygulamalar: subversion, sysstat, Xinetd, ntp, ruby-rdoc, puppet,
frontier-squid.x86_64 (http://frontier.cern.ch/dist/rpms/RPMS/noarch/frontier-

release-1.1-1.noarch.rpm)

2.3.3 LDAP sunucusu

Lightweight Directory Access Protocol (LDAP) sunucusu, Tier-3g sistemi igerisindeki
yetkilendirme mekanizmasini olusturmaktadir. Komut satir1 tizerinden c¢aligtirilan
Tier-3g sistemi icin gerekli konsol yetkilendirmeleri LDAP sunucusu sayesinde tek
bir noktadan yapilmaktadir. Olusturulan sistem igerisindeki sunucu sayisi artsa bile,
yetkilendirme tek noktadan yapildigi i¢in sunucu yonetimi i¢in harcanan siireden
tasarruf edilmektedir. LDAP sunucusu igin olusturulan mantiksal siiriicii birimi
yapilandirmasi asagida belirtilmistir.

" --5ize=30@ --ondisk=vda

part /boot --aspri
part pv.81 --siz
# LVM configur

volgroup Sysve pv

--grow --ondisk=vda
so that we can resize /var,

fopt , /tmp

= size=4@96  --name=lvswap
2@ --name=lvroot # 18 GB for root partition
--name=tmp F 2 GB for tmp
--name=var # 2 GB for var
--name=opt # 2 GB for opt

--ygname=squidvg --s51ze=588@8 --name=squidlog # squid log space (0-58 GB)

--fetype="ext3” --vgname=squidvg --5ize=225808 --grow --name=squid # sguid cache space (0-225 GB)

logvel /var/cache/squid

Kurulan Paketler: base, Emacs
Kurulan Temel Uygulamalar: openssl-perl, openldap*, openldap-clients, openldap-
servers, subversion, sysstat, xinetd, ntp, ruby-rdoc, puppet

CERN Tier-3g sistemi i¢in OpenLDAP paketi kullanilmaktadir.
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2.3.3.1 OpenLDAP kurulumu
Komut satirindan “slappasswd” komutu c¢alistirillarak ayar dosyalarinda

kullanilabilecek kriptolanmis sifre anahtari olusturulur.

[root@ldap ~]# slappasswd

New password:

Re-enter new password

{SSHATBHS iwuPIEypHS6THSE2 Uy TME9s Qi mkPL

Bu anahtar OpenLDAP yapilandirmalarinda gerektiginde kullanilacagi igin saklanir.
“/etc/openldap/slapd.d/cn=config/olcDatabase={2}bdb.ldif” dosyasinda bulunan
“olcSuffix”  degeri, olusturulacak domain adi ile (6r: “olcSuffix:
dc=ct3,dc=aydin,dc=edu,dc=tr”), “olcRootPW” degeri slappasswd komutu sonucunda
olusturulan kripto anahtari ile (Or: “olcRoOtPW:
{SSHA}bHSiwuPJEypH56...QJmKPL”), “olcRootDN” alani segilmis olan domain
adina ait “Manager” CN alam1 ile degistirilir  (6r:  olcRoOtDN:
cn=Manager,dc=ct3,dc=aydin,dc=edu,dc=tr).

Ayni klasoérde bulunan “olcDatabase={1}monitor.ldif” yapilandirma dosyasinda yer
alan “olcAccess” alanindaki deger, daha once belirledigimiz “olcRootDN” ile
degistirilir. (Or: olcAccess: {0}to > by
dn.base="gidNumber=0+uidNumber=0,cn=peercred,cn=external,cn=auth” read by
dn.base="cn=manager,dc=ct3,dc=aydin,dc=edu,dc=tr" read by * none”).

Yapilan islemlerin dogrulugu “slaptest —u” ile kontrol edilir.

[roct@ldap ~]# slaptest -u
config file testing succeeded

Bu yapilandirma dosyalar1 OpenLDAP sunucusunun c¢alisabilmesi icin gerekli
oldugundan ayarlarin test edilmesi 6nem tasimaktadir.

OpenLDAP sunucusuna ait yapilandirma dosyalar1 tamamlandiktan sonra temel
kullanic1 katalogunun olusturulmasi i¢in EK A’da yer alan Sekil A.1°deki betik
dosyasi calistirilir.

Betik calistirildiginda, /tmp/ klasoriinde database0. XXXXXXXXXX adi ile LDAP
temel katalogunu olusturacaktir. Bu katalog “ldapadd” komutu ile LDAP sunucusuna

tanitilir.

ldapadd -x -v -D 'cn=Manager,dc=ct3,dc=aydin,dc=edu,dc=tr' -w ‘'xxxyyyzzztt' -H
ldap://ldap.ct3.aydin.edu.tr -f /tmp/databasel.XXXXXXXX
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2.3.4 HEAD sunucu

Head sunucusu basta CVMFS (CernVM File System -

https://cernvm.cern.ch/portal/filesystem) olmak iizere birgok sistemin galistigi ve

verilere ortak ulasim ve denetim yapilan sunucudur. Head sunucusu ayni zamanda
XRootD gibi dagititk depolama sistemlerinin  yonetim merkezi  olarak
konumlandirilmistir.

Sunucu mantiksal depolama yapilandirmasi asagida verilmistir.

part /boot --asprimary --bytes-per-inode=4096 --fstype="ext3" --ondisk=sda --size=328
part pv.81 --size=1 --grow --ondisk=sda

# LVM configuration
volgroup sysvg pv.8l

logvol -V WE -5 deoe - -name=sys

logvol fvar --v WVE -5 aeae - -name=var

logwol Stmp -y Ve -5 2e8ag - -name=tmp

logvol Jopt -V WVE -5 daae - -name=opt

logwvol fvar/log/condor --v E = aeae --name=1log_condor

logvol fvar/libfcondor --v SVE -5 Seae - -name=1ib_condor

part swap --gsprimary --bytes-per-inode=4896 --fstype="swap” --ondisk=sdb --size=208828

part pv.@2 --size=3080088 --ondisk=sdb

volgroup sgquidvg pv.@2
Kurulan Paketler: Yum Utils, OpenAfs Client, base-x, Emacs, editors, gnome-
desktop, Developtment
Kurulan Temel Uygulamalar: fuse, fuse-libs, screen, vnc, sendmail, ntp, dnsmasq,
dhcp, openssl-perl, openldap, openldap-clients, subversion, sysstat, xinetd, syslinux,
httpd, ruby-rdoc, puppet
CVMFS kurulumu igin Cern YUM repository verisinin sisteme eklenmesi

gerekmektedir.

/etc/yum.repos.d/cern.repo

[cern]

name=Scientific Linux S$releasever - $basearch
baseurl=http://linuxsoft.cern.ch/wlcg/sl6/$basearch/
enabled=1

gpgcheck=0

Repository verisinin eklenmesinin ardindan HEP_OSL.ibs, cvmfs ve cvmfs-auto-setup

uygulamalar1 kurulur.

yum install HEP OSlibs_ SL6.x86_64
yum install https://ecsft.cern.ch/dist/cvmfs/cvmfs-release/cvmfs-release-
latest.noarch.rpm

yum install cvmfs-2.3.5-1.el6 cvmfs-config-default-1.3-1 cvmfs-auto-setup-1.5-2
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CVMFS igin gerekli yapilandirma (/etc/cvmfs/default.local) dosyasi asagidaki
sekildedir.

CVMFS REPOSITORIES=atlas.cern.ch,atlas-condb.cern.ch,atlas-
nightlies.cern.ch,sft.cern.ch

CVMFS QUOTA LIMIT=8000

CVMFS_HTTP_ PROXY="http://squid.ct3.aydin.edu.tr:3128"

Yapilandirma dosyasi1 tamamlandiginda “cvmfs_config chksetup” komutu

calistirilarak uygulama yapilandirmasi tamamlanur.

2.3.5 NFS sunucusu

NFS sunucu, Tier-3g sisteminde, dosyalarin sunucular arasinda veri paylasimini ve
biiylik boyutlu dosyalarin sunucu iizerinde tutulmadan erisilerek kullanimini

saglamaktadir. Asagida NFS sunucu igin sunucu mantiksal depolama yapilandirmasi

verilmigtir.
part /boot --asprimary --bytes-per-inode=4896 --fstype="ext3" --ondisk=sda --zize=320
part pv.@l --size=1 --grow --ondisk==sda

# LVM configuration so that we can resize f fvar, fopt , /tmp
volgroup sysvg pv.@l

ol J --name=sys

logw . # @ GB for sy
logvol Jftmp --name=tmp # 18 GB for tmp
logvol Jfwar - -name=var # 5 GE for war
logvol Sfopt --name=opt = 5 GB for opt
part swap --asprimary --bytes-per-inode=4896 --fstype="swap” --ondisk=sdb --size=2000002
--size=1 gro ondisk==sdb
roup exportvg pv.82
cport/home --wvgname=exportvg --size=120289 --name=homse
cports/share/osg --vgname=exportvg --size=500808 - -Name=0sg
Jfexport/share/satlas --vgname=exportvg --size=200020@ --name=atlas
fexport/share/condor-etc --vgname=exportvg size=50808 - -name=condor-etc
fexport/share/pilot --vgname=exportwvg --size=2022008 name=pilot
fexport/share/pandat3-output --vgname=exportvg --size=2082020 --name=pandat3

NFS sunucusu aym zamanda “xrootd” (http://xrootd.org/) gibi o6l¢eklenebilir ve
dagittk yapida calisabilen dosya sistemleri uygulamalart ve “gridftp”
(http://toolkit.globus.org/toolkit/docs/latest-stable/gridftp/)  gibi  genis alan ag

sistemleri veri transfer protokol uygulamalarini da barindiracaktir.
Kurulan Paketler: base-x, Emacs, editors, gnome-desktop

Kurulan Temel Uygulamalar: sysstat, screen, vnc, sendmail, ntp, httpd, xfsdump,
xfsprogs, openssl-perl, openldap, nss_ldap, openldap-clients, compat-readline43,
subversion, gcc, glibc-devel, ruby-rdoc, puppet-server, puppet

2.3.6 INTERACTIVE sunucu

Interactive sunucu en basit ifadeyle; akademisyenlerin secure shell (ssh) yoluyla

erigsim saglayarak konsol tizerinden INTERACTIVE sunucu iizerinde ya da (condor
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ile) WORKER sunucu iizerinde analizlerini galistirmalarini sagladiklar1 sunucudur.
Gerek sunucunun internet agina agik (public network) tizerinde bulunmasi, gerek se
sunucuya konsol iizerinden diger kullanicilarin baglanmasi nedeniyle bu sunucu
tizerinde yapilacak yapilandirmalarin dogrulugu biiylik 6nem tasimaktadir. Sunucu
yapilandirmasindaki hatalar sunucunun saldirilara agik hale gelmesine neden

olabilecektir. Sunucu mantiksal siiriicii yapilandirmasi agagida belirtilmistir.

--fstype="ext3" --ondisk=sda --zize
--fstype="swap" --ondisk=sda --size=35086

part fboot --asprimary --by 388
part swap --asprimary --bytes-

part pv.91 --sire=1l --grow --ondisk=sda

# LVM configuration so that we can resize fvar, fopt , /tmp

volgroup sysvg pv.@l

logveol E ae - -name=sys
ftmp E ae - -name=tmp # 18 GB for tmp
v, E ae - -name=var # 18 GB for wvar

E ae - -name=opt # 18 GB for opt
rarfcache/cwmfs --v E 28 - -name=cvmfs # 25 GB for cwmfs mount

fvar/1ib/condor ae --name=1ib

logvel fvar/log/condor ae - -name=1log

part pv.@2 --size=1 --grow --ondisk=sdb

volgroup xrootdvg pv.82

# D-558G6B

logvol /flocal/xrootd/a --vgname=xrootdvg --size=5500@8 - -name=xrootd

# 0-478

#part flocal/xrooctd --asprimary --bytes-per-inode=4896 --fstype="xfs" --ondisk=sdb --size=4£00008

Kurulan Paketler: Base-x, gnome-desktop, editors, engineering-and-scientific,
graphical-internet, development-tools, x-software-development, gnome-software-
development, legacy-software-development, Emacs

Kurulan Temel Uygulamalar: Alpine, anaconda, anaconda-runtime, bzip2-devel,
cairo-devel.i386, compat-db, compat-gcc-34, compat-gcc-34-c++, compat-gcc-34-
g77, compat-glibc, compat-glibc-headers, compat-libf2c-34, compat-libgcc-296,
compat-libstdc++-296, compat-libstdc++-33, compat-openldap, compat-
openldap.i386, compat-readline43, curl, curl-devel, cyrus-sasl-devel.i386, cyrus-sasl-
gssapi, cyrus-sasl-md5, device-mapper-multipath, e2fsprogs-devel.i386, elfutils-
libs.i386, expect, fipscheck, fuse, fuse-libs, fuse-devel, gcc44, gccdd-c++, gecdd-
gfortran, giflib, giflib-devel, giflib.i386, gv, imake, kexec-tools, krb5-devel, krb5-libs,
krb5-server, krb5-workstation, ksh, libgfortran, libsane-hpaio, libstdc++44-devel,
libstdc++-devel, libXft.i386, mesa-libGLU, mesa-libGLU-devel, nss-devel, nss-
devel.i386, nss_ldap, ntp, openldap, openldap-clients, openldap-devel, openldap-
servers, openssh, openssl097a.x86_64, openssl-devel, openssl-devel.i386, pam_krb5,
perl-Config-General, psutils, pycairo-devel.i386, python-devel, python-devel.i386,
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python-numeric, qt, readline-devel, redhat-artwork.i386, rpm-devel,
scrollkeeper.i386, sqlite-devel.i386, subversion, swig, system-config-netboot, system-
config-netboot-cmd, tetex, tetex-dvips, tetex-fonts, tetex-latex, texinfo, tk.i386, vim-
X11, xfig, xfsdump, xfsprogs, xinetd, xorg-x11-server-Xnest, xorg-x11-server-Xvfb,
xorg-x11-utils, xorg-x11-xbitmaps, zlib-devel, zsh, libgfortran44.i386, libXp.i386,
openmotif22.i386, openmotif22.x86_64, openmotif.i386, openssl097a.i386, ruby-
rdoc, puppet

2.3.7 WORKER sunucu

WORKER sunucusu/sunuculari;; INTERACTIVE sunucu iizerinden (condor ile)
gonderilen analizleri yapip, sonuglart INTERACTIVE sunucu {izerine geri gonderen
sunuculardir. WORKER sunucu, bir sunucudan olusabilecegi gibi, birim zamanda
yapilan analiz sayisina gore birden fazla sunucudan da olusabilmektedir. Bu
caligmada, yapilandirma 07:00-22:59 saatleri arasinda bir WORKER sunucu, 23:00-
06:59 saatleri arasinda tic WORKER sunucu hizmet verecek sekilde planlanmustir.

Asagida WORKER sunucu i¢in olusturulmus 6rnek mantiksal siiriicti yapilandirmasi

bulunmaktadir.
part /boot --asprimary --bytes-per-inode=4896 --fstype="ext3" --ondisk=sda --si
part swap --@sprimary --bytes-per-inode=4@8%6 --fstype="swap" --ondisk=zda -
part [ --agsprimary --bytesz-per-inode=489& --fstype="ext3" --ondisk=sda --si
part pv.81 --size=1 --grow --ondisk=sda

# LVM configuration soc that we can resize fvar, /Jopt , /tmp
volgroup sysvg pv.el

logvel ftmp --vgname=sysvg --size=10800 - -name=tmp 7 18 GB for tmp

logvol fvar --vgname g --size=10@8@ - -name=var = 1@ GB for var

logvol fopt --vgname=sysvg --size=10000 - -name=opt 7 1@ GB for opt

# area for cvmfs cache

logvol fvarjcache/cumfs --vgname=sysvg --size=25880 - -name=cvmfs = 25 GB for cvmfs cache aresa
# LVM Configuration for areas reguired by condor

logvol /fvar/log/condor --vgnames= i --name=condor_log # 25 GB for Condor logs
logvol fvar/lib/condor --vgname=sysvg --name=condor_lib # 350 GB for Condor exec areas
part pv.@2 --size=1 --grow --ondisk=sdb

volgroup xrootdvg pv.@82

#logvol flocal/xrootd/a --vgname=xrootdvg --size=578000@ --name=xrootd # 5.7 TB xrootd

logveol flocal/xrootd/a --vgname=xrootdvg --s5ize=100880@ --name=xrootd # 1.8 TB xrootd

Kurulan Paketler: Base-x, gnome-desktop, editors, engineering-and-scientific,
graphical-internet, development-tools, x-software-development, gnome-software-

development, legacy-software-development,

Kurulan Temel Uygulamalar: Alpine, anaconda, anaconda-runtime, bzip2-devel,
cairo-devel.i386, compat-db, compat-gcc-34, compat-gcc-34-c++, compat-gcc-34-

g77, compat-glibc, compat-glibc-headers, compat-libf2c-34, compat-libgcc-296,
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compat-libstdc++-296, compat-libstdc++-33, compat-openldap, compat-
openldap.i386, compat-readline43, curl, curl-devel, cyrus-sasl-devel.i386, cyrus-sasl-
gssapi, cyrus-sasl-md5, device-mapper-multipath, e2fsprogs-devel.i386, -elfutils-
libs.i386, expect, fipscheck, fuse, fuse-libs, fuse-devel, gcc44, gccdd-c++, gecdd-
gfortran, giflib, giflib-devel, giflib.i386, gv, imake, kexec-tools, krb5-devel, krb5-libs,
krb5-server, krb5-workstation, ksh, libgfortran, libsane-hpaio, libstdc++44-devel,
libstdc++-devel, libXft.i386, mesa-libGLU, mesa-libGLU-devel, nss-devel, nss-
devel.i386, nss_ldap, ntp, openldap, openldap-clients, openldap-devel, openldap-
servers, openssh, openssl097a.x86_64, openssl-devel, openssl-devel.i386, pam_krb5,
perl-Config-General, psutils, pycairo-devel.i386, python-devel, python-devel.i386,
python-numeric, at, readline-devel, redhat-artwork.i386, rpm-devel,
scrollkeeper.i386, sqlite-devel.i386, subversion, swig, sysstat, system-config-netboot,
system-config-netboot-cmd, tetex, tetex-dvips, tetex-fonts, tetex-latex, texinfo,
tk.i386, vim-X11, xfig, xfsdump, xfsprogs, xinetd, xorg-x11-server-Xnest, xorg-x11-
server-Xvfb, xorg-x11-utils, xorg-x11-xbitmaps, zlib-devel, zsh, , libgfortran44.i386,
libXp.i386, openmotif22.i386, openmotif22.x86_ 64, openmotif.i386,
openssl097a.i386, ruby-rdoc, puppet

2.4 Batch Servislerin Ayarlanmasi

Tier-3g sistemine ait sunucu kurulumlar1 sonrast her bir sunucu igin gerekli batch
servisi yapilandirilmalar1 gerekir. CERN dokiimantasyonunda her bir sunucu i¢in 6zel
olarak hazirlanmis yapilandirma betik dosyas1 bulunmaktadir. Ilgili betik dosyalart
http://svnweb.cern.ch/world/wsvn/atustier3 adresinden alinabilir. Her bir sunucu igin
gerekli betik dosyast c¢alistirllmadan once ilgili yapilandirma dosyasinin
giincellenmesi gerekir. Yapilandirma dosyalari, basta giivenlik duvari, yerel kullanici
ayarlari, nfsv4 baglantisi, ldap yetkilendirme, condor yapilandirmasi, cvmfs
baglantisi, kerberos ve gerekli kiitiiphanelerin kurulmasi gibi islemlerin otomatik

olarak yapilmasini saglarlar.

2.4.1 Genel yapilandirma ayarlari

Batch servislerin kurulumda kullanilmak iizere SVN sunucusundan alinan dosyalar,
yapacaklar1 islere gore kategorilendirilmistir. Tim kurulum betikleri temel
yapilandirma bilgilerinin bulundugu ve EK A.’da yer alan Sekil A2’deki “node-

environment.config”  dosyasim1i  kullaranarak  islemlerini  yapar.  “node-
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environment.config” dosyasi igerisinde; Ganglia Cluster ismi
(GANGLIA_CLUSTER), ag domain adresi (NETWORK_DOMAIN_NAME),
Condor Headnode adresi (CONDOR_HEADNODE), nfs server kisa adi
(NFS_SERVER_SHORT_NAME), Idap sunucu adresi (LDAP_SERVER_NAME),
root e-posta adresi (ROOT_EMAIL_ADDR), Squid Proxy adresi (SQUID_NAME),
sunucuya ait ip adresi (GMETAD_IP) degiskenleri ile, hata durumunda kurulumu
durduran “pause script_here®, svn sunucudan istenen kurulum dosyasini indiren
“fetch_shell_script”, svn sunucudan istenen yapilandirma dosyasin1 indiren
“fetch_config_file”, sunucuya ait ip adresini bulan “get_private_ip” ve sunucu
ethernet cihaz bilgilerini alan “get_private_ethernet_device” shell fonksiyonlari

bulunmaktadir.

Tiim sunucularin birbirleri ile haberlesebilmeleri i¢in gerekli ip yapilandirma bilgileri
EK A.’da yer alan Sekil A3’teki “private-network.config” dosyasinda yer almaktadir.
“private-network.config” dosyasi igerigi temel olarak sunucu sisteminde yer alan

sunucularin domain adlar1 ve ip adres verilerini igerir (6r: head head 91.239.204.43).

EK A.-Sekil A4’te bulunan “create_local_users.sh” betik dosyasi; XRootD dagitik
depolama sistemi ve Condor igin gerekli yerel kullanicilarin olusturulmasini, “condor”
ve “xrootd” yerel kullanicilarinin otomatik olarak agilmasini ve gerekli yetkilendirme

ve kisitlama iglemlerinin yapilmasini saglar.

Tier-3g sisteminde yer alan sunucularda saat farki olusmamasi i¢in her sunucuda ntp
hizmeti ¢alismaktadir. EK A.-Sekil A5’te bulunan “mail_alias.sh” betik dosyasi ile ntp
hizmeti, zamanlanmis gérev hizmeti (crond) ve e-posta génderim hizmeti (sendmail)
sunucu baslangicinda otomatik c¢alisacak sekilde ayarlanir. Ayrica “node-
environment.config” dosyasinda ROOT_EMAIL_ADDR degiskeni ile tanimlanan
sunucu yoneticisi e-posta adresi her sunucu igin “/etc/aliases” icerisine eklenerek tiim

sistem mesajlarinin sunucu yoneticisine e-posta olarak génderilmesini saglar.

Tier-3g sisteminde konsol baglantilarinda kullanilacak LDAP yetkilendirme
yapilandirmas1 EK A.-Sekil A6’da bulunan “ldap_client_setup.sh” betik dosyast ile
olusturulur. {lgili betik dosyas1 ile konsol kullanici bilgileri Tier-3g sisteminde yer alan
LDAP sunucusundan sorgulanir. Bdylece tiim sunucular igin kullanic1 yonetimi tek bir
sunucu tizerinden kontrol edilebilmektedir. Kullanici etkilesimli betik dosyasi ile
gerekli parametreler (Idap sunucu adresi gibi) konsoldan girilerek kurulum

tamamlanir.
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2.4.2 SQUID Proxy sunucusu

SQUID Proxy sunucusu i¢in kurulum sonrasi batch servis ayar betik dosyasi1 “post-

install-squidvm-configuration.sh”, EK A.’da yer alan Sekil A8’de verilmistir. ilgili

betik dosyast ile sirasiyla agsagidaki islemler yapilir;

2.4.1°de yapisi anlatilan “private-network.config” dosyasi sunucuya tanitilarak

sunucular arasi haberlesmenin sunucu isimleri ile yapilmasi saglanir.

Proxy hizmeti sunacak sunucunun ilgili portlardan yayin yapabilmesi, baglanti
kurabilmesi ve baglantilar1 kabul edebilmesi igin giivenlik duvarinda gerekli

istisnalar tanimlanir.

2.4.1°de anlatildig1 sekilde, XRootD ve Condor igin gerekli yerel kullanici

hesaplar: olusturulur.

EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.

Sekil A10’da verilen gmond-istemci yapilandirmasi yapilir.

SQUID Proxy sunucusu igin gerekli yerel kullanici ve gruplar (squid:squid)
olusturularak Frontier Squid hizmeti kurulur. Hizmet igin gerekli onbellek

klasor (/var/cache/squid) yetkileri tanimlanir.

NssSwitch yapilandirmasi, Tier-3g i¢in olusturulmus sablon yapilandirma ile

yeniden olusturulur.

Isletim sistemindeki tiim uygulamalar i¢in giincellemeler kontrol edilerek

kurulum tamamlanir.

2.4.3 LDAP sunucusu

LDAP sunucusu igin kurulum sonrasi batch servis ayar betik dosyast EK A.’da yer

alan Sekil A11’da verilmistir. ilgili betik dosyasi sirastyla;

2.4.1°de yapisi anlatilan “private-network.config” dosyasi sunucuya tanitilarak

sunucular arasi haberlesmenin sunucu isimleri ile yapilmasi saglanir.

LDAP hizmeti verecek sunucunun ilgili portlardan yayin yapabilmesi, baglanti
kurabilmesi ve baglantilar1 kabul edebilmesi i¢in giivenlik duvarinda gerekli

istisnalar tanimlanir.
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2.4.1°de anlatildig1 sekilde, XRootD ve Condor igin gerekli yerel kullanici

hesaplar1 olusturulur.

EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.
Sekil A10’da verilen gmond-istemci yapilandirmast yapilir.

EK A. Sekil A14°de verilen Idap_server_setup.sh betik dosyas1t LDAP sunucu

hizmeti kurulumu yapilir.

LDAP hizmetinde kullanilacak gerekli kullanict hesaplarinin olusturulabilmesi

icin EK A. Sekil A13’de verilen Idap_adduser.sh betik dosyasi ¢alistirilir.

LDAP sunucuna ait slapd ayar dosyasi ve kullanict veritabaninin yedegi
olusturularak, “/root/ldap/backup” klasériine gzip sikistirilmis dosyasi olarak

kaydedilir.

NssSwitch yapilandirmasi, Tier-3g igin olusturulmus sablon yapilandirma ile

yeniden olusturulur.

Isletim sistemindeki tiim uygulamalar icin giincellemeler kontrol edilerek

kurulum tamamlanr.

2.4.4 HEAD sunucusu

HEAD sunucusu i¢in Kurulum sonrasi batch servis ayar betik dosyas1t EK A.’da yer

alan Sekil A15°de verilmistir. ilgili betik dosyas1 sirastyla;

2.4.1°de yapisi anlatilan “private-network.config” dosyasi sunucuya tanitilarak

sunucular arasi haberlesmenin sunucu isimleri ile yapilmasi saglanir.
HEAD sunucusu i¢in gerekli giivenlik duvari istisnalari tanimlanir.

2.4.1’de anlatildig1 sekilde, XRootD ve Condor igin gerekli yerel kullanici

hesaplar1 olusturulur.

EK A. Sekil A16°da verilen “increase_file_limits.sh” betik dosyas1 ile XRootD
i¢in igletim sistemi dosya limitleri arttirilir (soft: 16384, hard:63536).

Genel Ag’a acik olan HEAD sunucusunda “root”, “atlasadmin” ve “xrootd”

yerel kullanicilari igin erisim kisitlari tanimlanir.
Ag paylagim sistemi baglantisi i¢in “NfsV4 istemcisi” kurulumu yapilir.
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EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.

Sekil A10’da verilen gmond-istemci yapilandirmasi yapilir.

EK A. Sekil Al7’de verilen “headnode-condor.sh” betik dosyasi ile YUM
indirme kiitiphanesine Condor kiitiiphanesi eklenerek Condor kurulumu

yapilir.

EK A. Sekil A18’de verilen “create-condor-credential-file.sh” betik dosyasi ile

condor kiimesindeki tiim sunuculara gerekli yapilandirma yiiklenir.

EK A.-Sekil A6°da bulunan “ldap client setup.sh” betik dosyasi LDAP
istemcisi yiiklenir.

EK A.-Sekil A19’da bulunan “make-xrootd _ file_mounts_ headnode.sh” betik

dosyasi ile XRootD igin gerekli dosya baglari olusturulur.

2.4.5 NFS sunucusu

NFS sunucusu i¢in kurulum sonrasi batch servis ayar betik dosyas1 EK A.’da yer alan

Sekil A20°de verilmistir. Ilgili betik dosyas: sirasiyla;

2.4.1°de yapisi anlatilan “private-network.config” dosyasi sunucuya tanitilarak

sunucular arasi haberlesmenin sunucu isimleri ile yapilmasi saglanir.
NFS sunucusu igin gerekli giivenlik duvari istisnalar1 tanimlanir.

2.4.1°de anlatildig1 sekilde, XRootD ve Condor igin gerekli yerel kullanici

hesaplar1 olusturulur.
Isletim sisteminde yer alan kullanicilar i¢in kullanic1 klasérleri olusturulur.

EK A. Sekil 21°de bulunan “configure-nfsv4-public.sh” betik dosyasi ile

NfsV4 hizmeti kurulumu ve gerekli yapilandirma islemleri yapilir.

EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.
Sekil A10’da verilen gmond-istemci yapilandirmasi yapilir.

Genel Ag’a acik olan NFS sunucusunda “root”, “atlasadmin” ve “xrootd” yerel

kullanicilari i¢in erisim kisitlar1 tanimlanir.

EK A. Sekil 22°de bulunan “nfsnode-condor-public.sh” betik dosyasi ile NFS

sunucusu i¢in gerekli Condor kiime yapilandirmalari yapilir.
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e Opsiyonel olarak DDM betikleri galistirilir.

2.4.6 INTERACTIVE sunucu

INTERACTIVE sunucu i¢in kurulum sonrasi batch servis ayar betik dosyas1 EK A.’da
yer alan Sekil A23’de verilmistir. Ilgili betik dosyas1 sirasiyla;
e 2.4.1°de yapisi anlatilan “private-network.config” dosyasi sunucuya tanitilarak

sunucular arasi haberlesmenin sunucu isimleri ile yapilmasi saglanir.
e INTERACTIVE sunucu i¢in gerekli giivenlik duvari istisnalari tanimlanir.

e 2.3.6’da belirtilen paketlerin yaninda analizler igin gerekli kiitiiphaneler

indirilerek kurulur.
e Kerberos yapilandirma ayarlar1 Tier-3g i¢in gerekli sekilde giincellenir.

e EK A. Sekil 26’da bulunan “configure-cvmfs.sh” betik dosyasi ile

CVMEFS(https://cernvm.cern.ch/) kurulum ve yapilandirmasi tamamlanir.

e EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.
Sekil A10’da verilen gmond-istemci yapilandirmasi yapilir.

e 2.4.1°de anlatildig1 sekilde, XRootD ve Condor igin gerekli yerel kullanici

hesaplar1 olusturulur.

e EK A. Sekil 7°de bulunan “nfsv4-client.sh” betik dosyasi ile NfsV4 istemcisi

kurulur.

e EK A. Sekil 24’de bulunan “interactive-condor.sh” betik dosyas1 ile
INTERACTIVE sunucu i¢in gerekli Condor kiime yapilandirmalari yapilir.
2.4.7 WORKER sunucu

WORKER sunucu i¢in kurulum sonrasi batch servis ayar betik dosyas1 EK A.’da yer
alan Sekil A27°de verilmistir. ilgili betik dosyas: sirastyla;
e 2.4.1°de yapis1 anlatilan “private-network.config” dosyas1 sunucuya tanitilarak

sunucular aras1 haberlesmenin sunucu isimleri ile yapilmasi saglanir.
e WORKER sunucu igin gerekli giivenlik duvari istisnalar1 tanimlanir.

e 2.3.7°de belirtilen paketlerin yaninda analizler ic¢in gerekli kiitiiphaneler

indirilerek kurulur.
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e Kerberos yapilandirma ayarlar1 Tier-3g i¢in gerekli sekilde giincellenir.

o EK A. Sekil A9’da verilen Ganglia (http://agm.cern.ch/) kurulumu ve EK A.
Sekil A10’da verilen gmond-istemci yapilandirmasi yapilir.

e EKA. Sekil Al6°da verilen “increase_file_limits.sh” betik dosyasi ile XRootD
igin isletim sistemi dosya limitleri arttirilir (soft: 16384, hard:63536).

e WORKER sunucusunda “root”, “atlasadmin” ve “xrootd” yerel kullanicilari

i¢in erisim kisitlar1 tanimlanuir.

e EK A. Sekil 7°de bulunan “nfsv4-client.sh” betik dosyasi ile NfsV4 istemcisi
kurulur.

e WORKER sunucu igin gerekli Condor kiime yapilandirmalar1 yapilir.

2.5 Dagitik Depolama Servisleri Kurulumu

Tier-3g sistemi, standart grid sistemleri gibi dagitik depolama hizmeti kullanmak
tizere yapilandirilmistir. CERN Tier-3g sisteminde dagitik depolama servisi olarak
xrootd kullanilmaktadir

(https://twiki.cern.ch/twiki/bin/view/AtlasComputing/Tier3gXrootdSetup).

XRootD hizmeti HEAD sunucu iizerinde yonlendirici olarak, WORKER sunucular
tizerinde ise veri sunucusu olarak hizmet verir. Boylece sistem iizerinde yer alan her

bir WORKER sunucu, XRootD hizmetine ait bir veri sunucusu olarak tanimlanabilir.

XRootD Tier-3g sisteminde iki farkli sekilde yapilandirilabilir;

Yonlendiric

P
HEAD Node
GridFTP/Proxy Sunucusu
Ba@imsiz NFS Sunucusu v
— >~
NFS Node WORKER #1 WORKER #2 WORKER #3

| 1 1

Sekil 2.2: GridFTP Yapilandirmasi #1
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WORKER sunucu tizerindeki depolama alani, NFS sunucu tizerindeki depolama
alanindan onemli Olgiide kii¢iik ise, WORKER sunucu disk alanlart XRootD
sisteminde oOnbellek alani olarak kullanilabilirler. Bu yapilandirma segeneginde
dosyalarin bulundugu asil sunucu NFS sunucusudur. Dosyalarin NFS sunucudan
WORKER sunuculara kopyalanma islemi XRootD dosya konum yoneticisi( XRootD
File Residency Manager-FRM) tarafindan yapilir. GridFTP {izerinden cluster’a ulagan
veri NFS sunucusu tizerine kaydedilir. Eger veri depolama sunucusu global XRootD
birlesik depolama aginin bir pargasi ise, verinin depolama ag iizerinden sunulmasi

islemi proxy iizerinden gergeklestirilir.

Y onlendiric
—
HEAD Mode

AIIIIT o]

GridFTR/Tum cluster icin
proxy Sunucusu

MFS Sunucusu/Data
Sunucusu

N T

MNFS Node WORKER #1 WORKER #2 WORKER #3

AIIIIT o
=
Sekil 2.3: GridFTP Yapilandirmasi #2

Tiim XRootD veri sunucularini bir arada kullanmak bir 6nceki yapilandirmaya gore

daha kolaydir. Bu yapilandirma WORKER sunucular tizerinde yeterince alan
bulunmast durumunda kullanim agisindan daha dogru bir se¢imdir. Bu
yapilandirmada; veri GridFTP proxy sunucusu tizerinden sisteme girer ve her bir node
tizerinde dagitilir. Eger veri depolama sunucusu global XRootD birlesik depolama
agmin bir parcasi ise, verinin depolama agi iizerinden sunulmasi islemi proxy

tizerinden gerceklestirilir.
2.6 ATLAS Yazilinm ve Kaydi

ATLAS vyaziliminin sunucu sisteminde calistirilabilmesi  igin, kullanilan
uygulamalarin grid {izerinde yetkilendirilmesi ve dogrulamasmin yapilmasi
gerekmektedir. GridFTP ve Rucio uygulamalarinin sertifikasyonu igin gerekli olan
sunucu sertifikas1 (host certificate), Ulusal Akademik Ag ve Bilim Merkezi Tiirk

Ulusal e-Bilim e-Altyapis1 (TRUBA:http://www.grid.org.tr) tarafindan saglanmakta
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olup, bu calismada “C=TR, O=TRGrid, OU=lstanbul Aydin,
CN=gftp.ct3.aydin.edu.tr” adina “C=TR, O=TRGrid, CN=TR-Grid CA” sertifika

otoritesi tarafindan imzalanmustir.

ATLAS yazilimmin ATLAS Grid’i kayit kontrolleri, ATLAS Grid Information
System (AGIS: http://atlas-agis.cern.ch) lizerinden gerceklestirilmektedir.

Bu calismada, “ATLAS yazilimlar1” ifadesi ile sadece grid iizerinde kayith
arastirmacilara kisitli veya tam yetkili olarak sunulmus agik kaynak kodlu kodlamalar
kastedilmektedir. Grid tizerinde yer almayan, detektor kalibrasyon ve kontrol sistem
yazilimlari ve arayiizleri gibi yazilimlar da ATLAS yazilimlar1 dahilinde erisilebilse
dahi, ayni1 tanima dahil edilmemistir. Buna gore, ATLAS yazilimlari,

e Dagitik Veri Yonetim Sistemi: (Data Distributed Management System —
DDM/DQ?2)

e Uretim / Analiz Sistemleri: (Production And Data Analysis System -
PANDA)

e Veri Analiz Kodlari: Bkz 1.4.2. Kod Yapisi

olmak iizere 3 kategoriye ayrilmaktadir.

2.7 Analiz Kodunun Test Edilmesi ve Yiik Dengeleme

Bu bolimde Tier-3 sisteminin kurulumu sonrasinda kurulu hesaplama giicii ve
performans dl¢timii igin basic event loop, benchmark full cut stream event loop ve eos
disk performans testlerinin uygulamalar1 anlatilmig olup, sanal sunucu sistemi ile

kurulan Tier-3g sisteminde uygulanan yiik denheleme sistemi agiklanmustir.

2.7.1 Analiz kodunun test edilmesi

Asagida olusturulan Tier-3g sisteminin performans: ve teknik giicliniin test
edilebilmesi amaciyla yapilan testler yer almaktadir. Testlere ait 6l¢iilebilir sonuglara
ait grafikler ilgili testin altinda gosterilmistir. Test amagli da olsa higbir sekilde CERN

deney verisi kullanilmamais, Simiilasyon ve test verileri tizerinden ¢aligilmistir.

e Basic Event Loop Testi: RootCore Base-2.5.1 koduyla, AOD formatinda veri

dosyasina erisilerek, antikt-jet algoritmas1 ve kinematik histogramlarin root

26



kiitigiine flat n-tuple olarak yazdirilmasindan olusan kod interactive sunucu

sisteminde test edilmistir.

RootCore Base-2.5.1 koduyla yapilan single core testi 593,74 saniye siirmiis
ve test sirasindaki CPU, RAM, Disk ve Network yogunluk grafikleri asagidaki
gibi gézlemlenmistir. Multi core (48 CPU) test 127 saniye siirmiis olup orantili
benzer CPU, RAM, Disk ve Network yogunluklar1 gozlemlenmistir.
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Sekil 2.4: Basic Event Loop Testi CPU Cost ve Frekans Grafigi (Single Core)
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Sekil 2.5: Basic Event Loop Testi Disk Kullanimi ve Gecikme Grafigi (Single Core)
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Sekil 2.6: Basic Event Loop Testi Memory Kullanim Grafigi (Single Core)
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Sekil 2.7: Basic Event Loop Testi Network Kullanim Grafigi (Single Core)
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Sekil 2.8: Basic Event Loop Testi Single-Multi Core Calisma Siireleri

Benchmark Full Cut Stream Event Loop Testi: Rootcore Base-2.4.28a
kullanilarak ATLAS analizlerinden “Single Lepton Vector-like Quark”

arastirmasi i¢in hazirlanan kod interactive sisteminde test edilmistir.

EOS Disk Performans Testi: Daha 6nce RootCore Base 2.5.1 kullanilarak
yapilmig olan Basic Event-Loop Testinin benzeri tekrarlanmis, veri dosyasina
erisim CERN/EOS disk sistemi iizerinden gergeklestirilmistir. EOS disk
sistemi ve test verisi, sunucularimiza mount edilerek test sirasinda; 742.7 GB
hacmindeki veri 2006 sn’lik siirede 48 c¢ekirdek kullanilarak (multicore)

islenmistir.
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Sekil 2.9: EOS Disk Performans Testi CPU Cost ve Frekans Grafigi
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Sekil 2.10: EOS Disk Performans Testi Disk Kullanimi ve Gecikme Grafigi
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Sekil 2.11: EQOS Disk Performans Testi Memory Kullanim Grafigi
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Sekil 2.12: EOS Disk Performans Testi Network Kullanim Grafigi
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2.7.2 Yiik dengeleme

Istanbul Aydin Universitesi CERN Tier-3g sisteminde yiik dengeleme sistemi olarak
VMWare vMotion ve DRS (Distributed Resource Scheduler- Dagitik Kaynak

Planlayicisi) teknolojileri kullanilmistir.

vMotion bir sanal makinenin, iki hostun ortak paylasimli bir hafizas1 olmasa bile, veri
deposu ve hostunu es zamanl olarak degistirebilmesine olanak saglamaktadir. Iki host,
network baglantisina sahip oldugu siirece, canli olarak, sanal makineler otomatik ya

da elle tasinabilmektedir.

Biiylik veri merkezleri aralarinda ortak paylasimli bir bellek olmasa bile cluster
arasinda sanal makineleri tasiyabiliyorlarken, sunucularin yerel disklerini

gelistirmelerine ve daha basit ayarlamalar kullanmalarina da olanak tanimaktadir.

Aslinda bu teknoloji vMotion ve Storage vMotion’t kombine etmektedir. Ama hem
hesap durumunu bir baska hosta hem de diskleri diger veri deposuna kopyalamak
yerine hesap durumu ve diskin baska host ve veri deposuna transferi islemi

birlestirilmis bir tasimadir.

vMotion asagidaki adimlar izleyerek bir sanal makinay1 bir fiziksel sunucudan

digerine tasir;
e Kaynak sanal sunucunun hedef sunucuda ¢alistirilabilir oldugu kontrol edilir.

e Hedef sistemde kaynak sunucu i¢in kullanilacak fiziksel kaynaklar rezerve

edilmek tizere yeni bir VM islemi baslatilir.

e Kaynak sunucuda bellek noktasi olusturulur. Bu andan itibaren kaynak

sunucudaki tiim veri degisimleri ayr1 bir alana yazilmaya baslar.
e Olusturulan bellek noktasina ait veri hedef sunucuya goénderilmeye baslanir.
e Degisim alanindaki veriler minimize edilene kadar bu islem tekrarlanir.
e Kaynak sunucudaki CPU durdurulur.

e Degisim alaninda kalan veri hedef sunucuya gonderilir. Bu islem milisaniyeler

igerisinde tamamlanir.

e Kaynak sunucudaki vMotion islemi fiziksel switch’e ters ARP paketlerinin

gonderimi ile sona erer. Hard disk erisimi hedef ESX tizerine alinir.
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e Kaynak sanal makine kapatilir ve kaynak sunucudaki veriler silinerek hedef

sunucu devreye alinir.

Sekil 2.13: DRS vMotion

DRS sistemi vMotion’1 kullanarak fiziksel host(lar) {izerinde yapilandirilan sunucular
(anlatilan sistemdeki INT#2 ve INT#3 harig tiim sunucular) arasinda CPU ve RAM
dengesi saglar. Boylece CPU ve RAM kaynagina ihtiyag duymayan sunucular igin

ayrilmig kaynaklar ihtiyaci olan diger sunucularin hizmetine sunulur.

Bu c¢alismada ayrica, bilgisayar laboratuvarlarmin kullanilmadig1 saatlerde devreye
alinan yeni host sayesinde ilgili sunucular gerektiginde DRS ve vMotion tarafindan
diger fiziksel sunucuya tasinarak ek fiziksel CPU ve RAM kaynagna ulagmasi

planlanmaktadir.
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3. SONUC VE TARTISMA

Tier-3g sistemleri, WLCG agma bagli olmasi1 sayesinde ATLAS verilerine
ulasilabilmesini, yogun islemci giici gerektiren deney verisi bazli arastirma
hesaplamalarinda enstitiilerin veya arastirma merkezlerinin kendi kaynaklarini
kullanabilmesini, dolayisiyla arastirmacilarin veri agi islemci giicii ve yogunlugundan

bagimsiz olarak ¢aligmalarini yapmasina olanak saglamaktadir.

Bu calismada; diinyanin baslica deney merkezlerinden Avrupa Niikleer Arastirmalar
Merkezi (CERN) tarafindan yiiriitiilen ATLAS deneyleri sonucu olusan Vverilerin,
enstitiller veya arastirma gruplart Ozelinde kullanilarak arastirmacilarin
hesaplamalarini yapmasini saglayan ve WLCG aginin 6zerk bir pargasi olan Tier-3g
sistemini olusturan HEAD, SQUID, LDAP, NFS, INERACTIVE ve WORKER
sunucularmin planlamadan kullanima kadar olan kurulum siiregleri islenmis, kurulum
ve bakim gibi yazilim/donanim kaynakli siireclerinin tanimlanmalart ile ilgili bilgilere

yer verilmistir.

CERN merkezli hazirlanan ve Tier-3g sistemlerin olusturulmasini kolaylagtirmay1
hedefleyen kurulum dosyalarinin giincelligini yitirmis olmasi nedeniyle, basta isletim
sistemi ve bagli jenerik sistemler olmak tizere kurulum ile ilgili yapilandirma dosyalari
ve degiskenlerinin gorevleri tanitilmig, sistemin kararli galisabilmesi icin gerekli
isletim sistemi ve jenerik sistem siirimleri belirlenerek kurulum igin yapilmasi
gereken giincellemeler anlatilmistir. Tier-3g sisteminde kullanilan uygulamalar, genel
itibariyle CERN i¢in olusturulmus ya da CERN igin 6zellestirilmis olmalar1 nedeniyle
varolan en yeni isletim sistemleri ile kararli ¢alisamayabilmektedir. Bu giincellemeler
ile CERN sistemine uyarlanmis uygulamalarin tamaminin kararli sekilde ¢alisabilmesi

saglanmistir.

Sistem giivenligi i¢in, CERN tarafindan belirlenmis olan “root kullanicilarinin
erigimlerinin ~ kisitlanmas1”, “servislerin, olusturulan yerel kullanicilar ile
calistirillmas1” ve “servis kullanicilarinin konsol erisimlerinin kisitlanmasi” gibi

merkezi giivenlik onlemlerinin yanisira, her bir sunucuya ait erisim sablonlarinin
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olusturulmasi ve gerekli erisim kisitlamalarinin giivenlik duvart ile olusturulmasi gibi
ek onlemler alinmistir. Bu sayede sistem iizerinde 6ngoriilmeyen erisim agiklarinin

olusmasinin engellenmesi hedeflenmistir.

Sistem igerisinde bulunan sunuculara ait yedekler, sanal sunucu sistemi tizerinde
bulunan VM Snapshot 6zelligi kullanilarak, sunucu galisir durumdayken alinmaktadir.
Arttirnmli  yedekleme teknolojisi ile sunuculara ait yedekler, giinliik olarak

olusturulmakta ve istenilen tarihteki ¢alisir sunucu durumuna geri doniilebilmektedir.

Kurulumda, Istanbul Aydin Universitesi Bilgi Islem Daire Baskanligi’nin sunucu
yonetimi i¢in hali hazirda kullanmakta oldugu VMware sunucu sanallagtirma sistemi
kullanilmistir. Isletim sistemi katmaninda temel farkliliklar1 bulunmayan sanal sunucu
sistemlerinin, fiziksel sistemlere gore bir cok avantaji mevcuttur. Asagidaki 6zellikler
sanal sunucu sistemlerinin, klasik fiziksel sunucu sistemlerine gore baslica avantajlar

arasinda yer almaktadir.

e Sunucu olusturma islemleri, donanim-yazilim bakim ve yonetimi, sunucu

tasima,
¢ Yedekleme, yedekten geri donme ve felaket kurtarma islemleri,
e Gelismis yiik dengeleme ve kaynak paylagimi.

Sunuculararasi kaynak paylasimini saglayan yiik dengeleme teknolojisi ile kurulumu
yapilan Tier-3g sistemi igerisinde yer alan sunucularin kaynak kullanim
verimliliklerinin arttirilmasi hedeflenmistir. Bu teknoloji ile sistem igerisinde yeralan
sunuculardan aktif CPU, RAM ve Disk kaynagi gibi ihtiyaglar anlik olarak
belirlenmekte, aktif islem yapmayan sunuculara tahsis edilmis kaynaklar, aktif islem
yapan ve daha fazla kaynak ihtiyact duyan sunucularin kullanimina sunulmaktadir.
Isletim sistemi katmaninda farkedilemeyecek derecede hizla gergeklesen bu islem ile
kullanilmayan sunucu kaynaklari, ihtiya¢ duyan sunucularin hizmetine sunulmakta,
bdylece sistem i¢in tahsis edilmis fiziksel teknolojik altyapinin, tiim sistem genelinde

maksimum verim ile kullanilmasinin saglanmasi hedeflenmektedir.

Ayrica ileriki ¢aligmalarda; DRS teknolojisi kullanilarak, Tier-3g sistemi igerisinde
yer almayan ve farkli amaglar i¢in kullanilan sunuculara ait bosta duran (idle)
kaynaklarin, Tier-3g sisteminde kullanilmak tizere tahsis edilmesi saglanabilir. Bunun

yani sira belirli zaman araliklarinda farkli amaglar i¢in kullanilan sunucularin
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kullanilmadiklar1 zaman dilimlerinde, Tier-3g sistemi igerisine dahil edilecek sekilde
konfigiire edilmesi yoluyla analiz hesaplamalarina destek olmalar1 saglanabilir. Bu ve
benzeri yontemlerin kullanima sunulmasi, birim zamanda yapilan hesaplama
miktarini, Tier-3g sistemine eklenen dis sunucu sayisi ile dogru orantili olarak arttirir
ve ayni zamanda kullanilmayan bilisim kaynaklarinin da efektif bir sekilde
kullanilarak bilisim altyapisi i¢in harcanan mali kaynaklarin fiyat/performans oraninin

azaltilmasi saglanabilir.
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EKLER

EK A: Kurulum betik dosyalar1
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addr="1ldap.ct3.aydin.edu.tr"
base="dc=ct3,dc=aydin, dc=edu,dc=tr"
domaincomponent="ct3"

TMPFILE="mktemp /tmp/databasel.XXXXXXXXXX"' || exit 1
cat - <<HereLdifEnds |sed 's?MYSERVERHERE?'S$addr'?'|sed
sed 's?MYDOMAINCOMPONENT?'S$domaincomponent'?' >$STMPFILE
dn: MYBASEHERE

dc: MYDOMAINCOMPONENT
objectClass: top

objectClass: domain

dn: ou=Hosts,MYBASEHERE

ou: Hosts

objectClass: top

objectClass: organizationalUnit
dn: ou=Rpc,MYBASEHERE

ou: Rpc

objectClass: top

objectClass: organizationalUnit
dn: ou=Services,MYBASEHERE

ou: Services

objectClass: top

objectClass: organizationalUnit
dn: nisMapName=netgroup.byuser, MYBASEHERE
nismapname: netgroup.byuser
objectClass: top

objectClass: nisMap

dn: ou=Mounts,MYBASEHERE

ou: Mounts

objectClass: top

objectClass: organizationalUnit
dn: ou=Networks, MYBASEHERE

ou: Networks

objectClass: top

objectClass: organizationalUnit
dn: ou=People, MYBASEHERE

ou: People

objectClass: top

objectClass: organizationalUnit
dn: ou=Group, MYBASEHERE

ou: Group

objectClass: top

objectClass: organizationalUnit
dn: ou=Netgroup, MYBASEHERE

ou: Netgroup

objectClass: top

objectClass: organizationalUnit
dn: ou=Protocols,MYBASEHERE

ou: Protocols

objectClass: top

objectClass: organizationalUnit
dn: ou=Aliases,MYBASEHERE

ou: Aliases

objectClass: top

objectClass: organizationalUnit
dn: nisMapName=netgroup.byhost, MYBASEHERE
nismapname: netgroup.byhost
objectClass: top

objectClass: nisMap

dn: uid=root,ou=People, MYBASEHERE
uid: root

cn: root

objectClass: account

objectClass: posixAccount
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objectClass: top
objectClass: shadowAccount
userPassword: {crypt}!!
shadowLastChange: 14568
shadowMax: 99999
shadowWarning: 7
loginShell: /bin/bash
uidNumber: 0

gidNumber: 0
homeDirectory: $HOME

dn: uid=xrootd, ou=People, MYBASEHERE
uid: xrootd

cn: xrootd

objectClass: account

objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
userPassword: {crypt}!!
shadowLastChange: 14568
shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1050

gidNumber: 1050

homeDirectory: /local/home/xrootd

dn: uid=condor, ou=People, MYBASEHERE
uid: condor

cn: condor

objectClass: account

objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
userPassword: {crypt}!!
shadowLastChange: 14568
shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1055

gidNumber: 1055

homeDirectory: /local/home/condor

HereldifEnds

Sekil A.1: OpenLDAP Temel Kullanic1 Katalogu Betik Dosyas1

#!/bin/bash

# the system administrator for various site paramters save in a configuration

file
S St Cluster specific information -----------

export GANGLIA CLUSTER="IAUASC"

export NETWORK DOMAIN NAME="ct3.aydin.edu.tr"
export CONDOR HEADNODE="head.ct3.aydin.edu.tr"
export NFS SERVER SHORT NAME="nfs"export

LDAP SERVER NAME="ldap.ct3.aydin.edu.tr"export
ROOT EMAIL ADDR="agahalici@aydin.edu.tr"

export SQUID NAME="squid.ct3.aydin.edu.tr"

export GMETAD IP="91.239.204.44" # NFS server

export PUBLIC INTERFACE="ethO"

if [ -e /etc/sysconfig/network-scripts/ifcfg-${PUBLIC INTERFACE} ] ; then
export PUBLIC HW ADDR="/sbin/ifconfig -a $PUBLIC INTERFACE | grep HWaddr

'{print $5}'"

fi

function pause script here {
file name=$1
echo -n " Press enter after fixing $file name
read ans
return 0
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function fetch shell script {
file name=$1
ret code=0
return 0

if [ ! -e $HOME/post install/scripts/$file name ] ; then

svn export
http://svnweb.cern.ch/guest/atustier3/post install/trunk/scripts/$file name

ret code=$?
if [ "Sret code" -ne 0 ]; then return Sret code ; fi
mv $file name $HOME/post install/scripts/
ret code=$?
if [ "S$ret code" -ne 0 ]; then return $ret code ; fi

chmod +x $HOME/post install/scripts/$file name

ret code=$?

if [ "S$ret code" -ne 0 ]; then return $ret code ; fi
fi

#pause script here $file name
return S$ret code

}

function fetch config file {
file name=$1
ret code=0

if [ ! -e $HOME/post install/config files/$file name ] ; then
svn export

http://svnweb.cern.ch/guest/atustier3/post install/trunk/config files/$file name
ret code=$?
if [ "Sret code" -ne 0 ]; then return S$Sret code ; fi

mv $file name S$HOME/post install/config files/

ret code=$?

if [ "Sret code" -ne 0 ]; then return S$Sret code ; fi
fi

#pause script here $file name
return S$ret code

}

function get private ip {
echo -n " Please enter the private network short name (for example headprv) -
read private name
grep S$private name $HOME/post install/private-network.config >& /dev/null
ret code=RCS$?
if [ Sret code != "RCO" ] ; then
echo
echo "!ltrrirrrrrrprrrrrprrrrertl Error
RN RN

echo

echo " could not find IP address for Sprivate name - check the name that
you entered"

echo

return 1

fi

export PRIVATE IP="grep S$private name $HOME/post install/private-network.config
| awk '{print $3}'"

return 0

}

function get private ethernet device {

echo -n " Please enter the private network interface (for example ethl) - "
read ans

export PRIVATE INTERFACE=S$ans

if [ ! -e /etc/sysconfig/network-scripts/ifcfg-${PRIVATE INTERFACE} ] ; then
echo
(Y1 oTo TN I 1 1 A B T Error

(NN IR S S R N S S RN S
echo
echo " Could not find the ethernet interface specified - $PRIVATE INTERFACE"
echo
return 1

fi
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if [ -e /etc/sysconfig/network-scripts/ifcfg-${PRIVATE INTERFACE} ] ; then
export PRIVATE HW ADDR='/sbin/ifconfig -a $PRIVATE INTERFACE | grep HWaddr |
awk '{print $5}'"

fi
return 0
}
Sekil A.2: “node-environment.config” Dosyasi
#
# This configuration file contains network information and names
#
head head 91.239.204.43
nfs nfs 91.239.204.44
ldap ldap 91.239.204.42
squid squid 91.239.204.41
interactive int 91.239.204.45
worker wrk 91.239.204.46
Sekil A.3: “private-network.config” Dosyasi
function create local user () {
name=51
num==$2

/usr/sbin/groupadd -g $num S$name

/usr/sbin/adduser -u $num -g $name -d /local/home/$name S$name
/bin/chown $name:$name /local/home/$name

/bin/chmod 755 /local/home/$name

}

if [ ! -e /local/home ] ; then mkdir -pv /local/home ; fi

create local user condor 1055
create local user xrootd 1050

Sekil A.4: “create local users.sh” Dosyasi

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH

# define the environmental variables for installation
source S$HOME/post install/node-environment.config

# Turn needed stuff on

/sbin/chkconfig ntpd --level 345 on
/sbin/chkconfig crond --level 345 on
/sbin/chkconfig sendmail --level 345 on

/bin/echo "root: "S$ROOT EMAIL ADDR >> /etc/aliases
/usr/bin/newaliases

exit 0

Sekil A.5: “mail_alias.sh” Dosyasi

#!/bin/bash

echo Backup copies of the old files will be saved in /var/tier3g
mkdir /var/tier3g

cp /etc/ldap.conf /var/tier3g/ldap nss.conf

echo Changing /etc/ldap.conf to use your server for

echo cluster information

echo

addr=$1

HOSTWAIT=10 # Specify up to 10 seconds for host query reply.

ipaddr=$ (host -W S$HOSTWAIT $addr | awk '{print $4}') # Doing host lookup to get
IP address.

ipname=$ (host -W SHOSTWAIT S$ipaddr | awk '{print $5}') # Doing host lookup to get

IP address.

full hostname=""
if [ $ipname == $addr. ]; then
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full hostname=$addr

else
echo " Error - $addr is not a full qualified server name $addr .ne. $ipname "
exit 1

fi

echo -n "Enter your ldap server's fully qualified domain name (in lower case): "
read addr
echo -n " The fully qualified server is $addr (y/n)? "

read ans

if [ $ans != "y" ]; then
echo Come back soon\!
exit 0

fi

host="echo $addr |sed 's?\..*$?2?2'°
base="echo $addr |sed 's?"'S$Shost'??'|sed 's?\.?,dc=?g'|sed 's?",?2?'"
echo ldap base is being set to S$base

if [ ! -e /etc/openldap/cacerts ] ; then mkdir -p /etc/openldap/cacerts ; fi

cat - <<HereLdapConfEnds | sed 's?MYSERVERHERE?'S$addr'?' | sed
's?MYBASEHERE?'$base'?' >/etc/ldap.conf

# config generated for ATLAS Tier3

nss initgroups ignoreusers

root, ldap, named, avahi,haldaemon, dbus, radvd, tomcat, radiusd, news,mailman, nscd, gdm
tls cacertdir /etc/openldap/cacerts

uri ldap://MYSERVERHERE/

ssl start tls

tls cacertdir /etc/openldap/cacerts

pam password md5

base MYBASEHERE

HereLdapConfEnds

echo Changing openldap ldap.conf file

cp /etc/openldap/ldap.conf /var/tier3g/openldap ldap.conf
#echo -n "Is this okay (y/n)? "

#read ans

#if [ $ans != "y" ]; then

# echo enter another choice for the base (no spaces)
# read base

#£1

cat - <<HereOLdapConfEnds |sed 's?MYSERVERHERE?'S$addr'?'|sed
's?MYBASEHERE?'$base'?' >/etc/openldap/ldap.conf

# config for ATLAS tier 3

URI ldap://MYSERVERHERE/

BASE MYBASEHERE

TLS CACERTDIR /etc/openldap/cacerts

TLS REQCERT allow

HereOLdapConfEnds

echo updating /etc/nsswitch.conf
cp /etc/nsswitch.conf /var/tier3g/
cat - <<HereNsswitchConfEnds >/etc/nsswitch.conf

passwd: files ldap
shadow: files ldap
group: files ldap
hosts: files dns
ethers: files
netmasks: files
networks: files
protocols: files

rpc: files
services: files
netgroup: files ldap

#publickey: nisplus

automount: files ldap
aliases: files
#aliases: files nisplus

HereNsswitchConfEnds
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echo Setting /etc/pam.d/system-auth to use ldap authentication
cp /etc/pam.d/system-auth /var/tier3g/

cat - >/etc/pam.d/system-auth <<HereItEnds

#%PAM-1.0

# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.

auth
auth
auth
auth
auth

account
account
account
account

password
password
password
password

session
session
session
session
use uid
session
session
HereItEnds

required
sufficient
requisite
sufficient
required

required
sufficient

pam_env.so
pam unix.so nullok try first pass
pam succeed if.so uid >= 500 quiet
pam ldap.so use first pass

pam deny.so

pam_unix.so broken shadow
pam_succeed if.so uid < 500 quiet

[default=bad success=ok user unknown=ignore] pam ldap.so

required

requisite
sufficient
sufficient
required

optional
required
optional

pam permit.so

pam cracklib.so try first pass retry=3

pam unix.so md5 shadow nullok try first pass use authtok
pam ldap.so use authtok

pam deny.so

pam keyinit.so revoke
pam limits.so
pam mkhomedir.so

[success=1 default=ignore] pam succeed if.so service in crond quiet

required
optional

pam unix.so
pam ldap.so

echo Ldap authentication enabled

echo "Congratulations!
echo "This client is almost configured to use LDAP"

exit 0

#!/bin/bash

Sekil A.6: “ldap client setup.sh” Dosyast

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source S$HOME/post install/node-environment.config

it i Ni7S seeklen ——cco———scoomesoooeeesosomeeeoo=
Sela¥e) W o e e e e e e Tt NIFS seetlon —====s—ssoosoosoosoomos=oss "
echo "[ /bin/basename $0°] fetch configure-nfsv4d.sh "

fetch shell script configure-nfsv4.sh

ret code=§?

then

echo "Failed to fetch configure-nfsv4.sh"

if [ Sret code != "0" ]
exit 1

fi

echo "['/bin/basename $0°]

configure-nfsv4.sh "

SHOME/post_install/scripts/configure-nfsv4.sh -S $NFS SERVER SHORT NAME
ret code=RC$?

if [ Sret code == "RCO" ]

; then

echo "Finished configuring nfs client”

else

exit 1
fi
exit 0

#!/bin/bash

Sekil A.7: “nfsv4-client.sh” Dosyasi

# This script is used by the system administrator to setup system after kick
start installation
# create area for log files if needed

if [ ! -e $HOME/post install/logs/ ] ; then mkdir -p $HOME/post install/logs ; fi;

# get date stamp for the log files
date stamp="date +%d%m%Y %HSMSS®
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# Define all status flags for individual steps

config etc _hosts="PENDING"
config firewall="PENDING"
config local users="PENDING"
config ganglia="PENDING"
config squid="PENDING"
config nsswitch="PENDING"
config mail alias="PENDING"

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source S$HOME/post install/node-environment.config

S ESS S EREOEEl WAt WaS Cone s==ssssssssoosso
echo " " >> $HOME/post install/logs/squidvm-configuration.log
echo " Configuring head node -"$date stamp >> $HOME/post install/logs/squidvm-—

configuration.log

#

# fetch the scripts needed for configuration

S contiguee /ete/hosts fille ssssssss====

Cene Vermemmmooooosmooommms create new etc hosts ----————--—-—-——-———-

fetch shell script configure etc_hosts.sh

ret code=$?

if [ $ret code != "0" ] ; then
config etc hosts="FAILED"

else
SHOME/post install/scripts/configure etc hosts.sh >&

SHOME/post install/logs/squidvm configure etc hosts-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config etc hosts="PASSED"
else
config etc hosts="FAILED"
fi
fi
echo " Configure /etc/hosts - "S$config etc hosts >>

SHOME/post install/logs/squidvm-configuration.log

echo "-------—-—-—————————— ganglia setup ---------——---————-—-—

fetch shell script gmond-client.sh
ret code=$?
if [ Sret code != "0" ] ; then
config ganglia="FAILED"
else
SHOME/post install/scripts/gmond-client.sh >& $SHOME/post install/logs/squidvm-
ganglia-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo " Configure ganglia - "$config ganglia >> $HOME/post install/logs/squidvm-

configuration.log

eehg Vorssmmommescmoosssssm squid setup --—--——-——-——————-——-

fetch shell script squidvm-squid.sh

ret code=$?

if [ Sret code != "0" ] ; then
config squid="FAILED"

else
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SHOME/post install/scripts/squidvm-squid.sh >& $HOME/post install/logs/squidvm-
squid-$date stamp.log
ret_code=RCS?

if [ Sret code == "RCO" ] ; then
config squid="PASSED"
else
config squid="FAILED"
fi
fi
echo " Configure squid - "S$config squid >> SHOME/post install/logs/squidvm-

configuration.log

e new version of nsswitch.conf ------------—--—-

echo

echo "---——7--—--—————————- NESWlitch.cont SELUp ———ms=sssessssoosmmms "
echo

fetch shell script nsswitch-vm.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config nsswitch="FAILED"
else
SHOME/post install/scripts/nsswitch-vm.sh >& $HOME/post install/logs/squidvm-
nsswitch-$date stamp.log
ret code=RC$?
if [ Sret code == "RCO" ] ; then
config nsswitch="PASSED"
else
config nsswitch="FAILED"
fi
fi

echo " Configure /etc/nsswitch - "$config nsswitch >>
SHOME/post install/logs/squidvm-configuration.log

fomeemosoessooooa= mall aligg =—=ss=s==—==

echo

echo "-----------—-———————— mail alias setup ---------------—----- "
echo

fetch shell script mail alias.sh
ret code=$?
if [ Sret code != "0" ] ; then
config mail alias="FAILED"
else
SHOME/post install/scripts/mail alias.sh >& S$SHOME/post install/logs/squidvm-
mail alias-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi

echo " Configure mail alias - "S$config mail alias >>
SHOME/post_install/logs/squidvm-configuration.log

echo " " >> SHOME/post install/logs/squidvm-configuration.log
echo "starting yum update "

#
/usr/bin/yum -y update

Sekil A.8: “post-install-squidvm-configuration.sh” Dosyasi

#!/bin/bash
# This script is used by the system administrator to setup system after kick
start installation

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH

# define the environmental variables for installation
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source S$HOME/post install/node-environment.config
S Sl S e e S ESS S Cenglilds Seeklen —o——oooooooooooooooooooooooooooos

# define the environmental variables for installation
source $HOME/post install/node-environment.config

CEE Tomrmmremsemereommosemeemommmmm Ganglia Section --—===---—--—--————
—_—n

#

# fetch and setup the ganglia client

#

echo " Installing epel repo skipped"

echo "yum install ganglia ganglia-gmond"
yum -y install ganglia ganglia-gmond
ret code=RC$?

if [ Sret code != "RCO" ] ; then
echo "Error installing epel repo"
exit 1

fi

# put in proper address for gmetad server

echo "$HOME/post install/scripts/modify client gmond sl16 conf.sh $GANGLIA CLUSTER
SGMETAD IP"

SHOME/post install/scripts/modify client gmond s16 conf.sh $GANGLIA CLUSTER
$GMETAD IP

ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "Error modifying gmond configuration files"
exit 1

fi

/bin/cp -v $HOME/post install/config files/gmond.conf.new /etc/gmond.conf
ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "Error installing /etc/gmond.conf"
exit 1

fi

/sbin/chkconfig gmond --level 345 on
/sbin/service gmond restart
ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "Error restarting gmond"
exit 1

fi

exit 0

Sekil A.9: “gmond-client.sh” Dosyasi

#!/bin/bash

cluster name=$51
gmeta server ip=$2

/bin/sed "s/MYCLUSTERNAMEHERE/S$cluster name/g; "

SHOME/post install/config files/gmond.conf.template sl1l5 | /bin/sed
"s/GMETASERVERIPHERE/Sgmeta server ip/g;" >

SHOME/post install/config files/gmond.conf.new

Sekil A.10: “modify_client-gmond_sl6_conf_sh” Dosyasi

#!/bin/bash
# This script is used by the system administrator to setup system after kick
start installation

if [ ! -e $SHOME/post install/logs/ ] ; then mkdir -p S$HOME/post install/logs ; fi;
date stamp="date +%d%m%Y %SHIMS%S®

config etc hosts="PENDING"

config firewall="PENDING"

config local users="PENDING"
config ganglia="PENDING"
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config ldap="PENDING"

config ldap backup="PENDING"
config nsswitch="PENDING"
config mail alias="PENDING"

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source S$HOME/post install/node-environment.config
echo " " >> $HOME/post install/logs/ldapvm-configuration.log

echo " Configuring head node -"$date stamp >> S$HOME/post install/logs/ldapvm-—
configuration.log

e configure /etc/hosts file ------------

echo

eehy Tossssssssssssssssssss /etc/hosts setup ———-———————————----—- "
echo

fetch shell script configure etc hosts.sh

ret code=$?

if [ Sret code != "0" ] ; then
config etc hosts="FAILED"

else
SHOME/post install/scripts/configure etc hosts.sh >&

SHOME/post install/logs/ldapvm configure etc hosts-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config etc hosts="PASSED"
else
config etc hosts="FAILED"
fi
fi
echo " Configure /etc/hosts - "S$config etc hosts >>

SHOME/post install/logs/ldapvm-configuration.log

echo "--—-—--"""-------—-——— ganglia setup --—--——-—=——————————- "
echo
fetch shell script gmond-client.sh
ret code=$?
if [ Sret code != "0" ] ; then
config ganglia="FAILED"
else
SHOME/post install/scripts/gmond-client.sh >& S$SHOME/post install/logs/ldapvm-—
ganglia-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo " Configure ganglia - "$config ganglia >> $HOME/post install/logs/ldapvm-

configuration.log

CEhe Vorssmmommesomoossssem ldap server setup —-————-———————————-——— "

fetch shell script ldapvm-ldap.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config ldap="FAILED"
else
SHOME/post_install/scripts/ldapvm-ldap.sh 2>&1 | tee
SHOME/post_install/logs/ldapvm-ldap-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config ldap="PASSED"
else
config ldap="FAILED"
fi
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fi

echo " Configure ldap - "$config ldap >> $HOME/post install/logs/ldapvm-—
configuration.log

foccooooooooos ldap database backup script -------------

echo

echo "--—-——7--—--—————————- lokp backup SCELPE SEEUD s=———cssssososmomsms "
echo

fetch shell script ldapvm-ldap-backup.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config ldap backup="FAILED"
else
$HOME/post install/scripts/ldapvm-ldap-backup.sh 2>&1 | tee
SHOME/post install/logs/ldapvm-ldap-backup-$date stamp.log
ret code=RC$?
if [ Sret code == "RCO" ] ; then
config ldap backup="PASSED"
else
config ldap backup="FAILED"
fi
fi

echo " Configure ldap backup script - "$config ldap backup >>
SHOME/post install/logs/ldapvm-configuration.log

e new version of nsswitch.conf ------—----—-—-—-
echo
Qe Vos—scomomssooomssooss NESWLEtEh SEEUPR =——mmmmcesmmmsomo=es "
echo

fetch shell script nsswitch-vm.sh
ret code=$?
if [ $ret code != "0" ] ; then
config nsswitch="FAILED"
else
SHOME/post install/scripts/nsswitch-vm.sh >& $HOME/post install/logs/ldapvm-—
nsswitch-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config nsswitch="PASSED"
else
config nsswitch="FAILED"
fi
fi

echo " Configure /etc/nsswitch - "$config nsswitch >>
SHOME/post install/logs/ldapvm-configuration.log

Rt mall aligg ss==s=====

echo

echo "-------—-—-—————————— mail alias setup ---—-----————---—-—-- "
echo

fetch shell script mail alias.sh
ret code=$?
if [ Sret code != "0" ] ; then
config mail alias="FAILED"
else
SHOME/post install/scripts/mail alias.sh >& S$HOME/post install/logs/ldapvm-—
mail alias-$date stamp.log
ret_code=RCS?
if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi

echo " Configure mail alias - "S$config mail alias >>
SHOME/post_install/logs/ldapvm-configuration.log

echo " " >> SHOME/post install/logs/ldapvm-configuration.log

echo "starting yum update
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/usr/bin/yum -y update

Sekil A.11: “post-install-ldapvm-configuration.sh” Dosyas1

#!/bin/bash
# This script is used by the system administrator to setup system after kick
start installation

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH

source S$HOME/post install/node-environment.config

# Scripts for setting up ldap
mkdir -v $HOME/bin
echo "Fetch scripts for ldap server configuration"

fetch shell script ldap adduser.sh
ret code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch the ldap adduser.sh script"
exit 1

fi

fetch shell script ldap server setup.sh
ret code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch the ldap server setup.sh script”
exit 1
fi
echo " Itirrirriitl start process of setting up ldapd server !!!tirtirrrrrrrrid

"

SHOME/post install/scripts/ldap server setup.sh SLDAP SERVER NAME
ret code=RC$?

if [ Sret code != "RCO" ] ; then
echo " Failed setting up the ldap server"
exit 1

fi

exit 0O

Sekil A.12: “ldapvm-ldap.sh” Dosyas1

#!/bin/bash

# you should customize this script to your own location

# by hardcoding the BASE (e.g. BASE=" dc=ct3,dc=aydin,dc=edu,dc=tr ")
BASE="dc=ct3,dc=aydin, dc=edu,dc=tr"

echo the base is set to $BASE

# create a temporary file

tempfoo="basename $0°

TMPFILE="mktemp -q /tmp/${tempfoo} .XXXXXX"

if [ $? -ne 0 ]; then
echo "$0: Can't create temp file, exiting..."
exit 1

fi

echo

echo you will running the ldapsearch command to determine the largest User id
used (UID) in the LDAP DB"

echo

ldapsearch -x -W -D "cn=root, $BASE" objectClass=account uidNumber | grep uidNumber
| awk '{print $2}' | sort -n | tail -1 > $TMPFILE

largest userid='cat $TMPFILE’
if (( largest userid == 1055 || largest userid == 1050 ))
then

(( largest userid = 1056 ))
fi
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echo "Please choose a UID > $largest userid"

echo -n "please enter the username: "

read NAME

echo -n "please enter the UID: "

read NEW UID

#echo -n "please enter the GID: "

#read NEW GID

echo "All users put into the users group with GID = 100"
NEW GID=100

GROUP=users

echo -n "please enter the inital password (it will be stored encrypted: "

read XXX

HASH FROM SLAPPASSWD='slappasswd -s $XXX°

echo The following will be added:

echo user $NAME, group $NAME, UID $NEW UID, GID SNEW GID, initial password $XXX
echo -n "Is this correct (y/n)?2 "

read ans
if [ "$ans" != "y" ] ; then
echo Come back soon\!
exit 0O
fi
TMPF="mktemp /tmp/ldif ${NAME}.XXXXXXXXX || exit 1°

cat - <<EOF >$TMPF

dn: uid=$NAME, ou=People, $BASE
uid: $NAME

cn: $NAME

objectClass: account

objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
userPassword: SHASH FROM SLAPPASSWD
shadowLastChange: 14568
shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: $NEW UID

gidNumber: S$NEW GID
homeDirectory: /export/home/S$NAME
gecos: S$NAME

EOF

# add the user

echo " Calling command to add user - ldapadd -x -W -D "cn=root, $BASE" -f $TMPF"
ldapadd -x -W -D "cn=root,$BASE" -f $TMPF

rm S$TMPF

#add the user to the users netgroup

#cat - <<EOF >$TMPF

#dn: cn=users, ou=Netgroup, SBASE

#changetype: modify

#add: memberNisNetgroup

#memberNisNetgroup: S$NAME

#EOF

#echo "Calling command to and netgroup info - ldapadd -x -W -D "cn=root, $BASE" -f
STMPE"

#ldapadd -x -W -D "cn=root, $BASE" -f S$STMPF

#rm S$STMPDBF

exit 0

Sekil A.13: “Idap_adduser.sh” Dosyasi

#!/bin/bash
# server setup script for ldap server REB 2/18/10

IFCONFIG=/sbin/ifconfig
AWK=/bin/awk
IPCALC=/bin/ipcalc
GREP=/bin/grep

network netmask="0.0.0.0"
network ip="0.0.0.0"

function get network info {
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NETIF=$1

network netmask="none"
network ip="none"

# <check if this network interface as a ip address

SIFCONFIG S$NETIF | $GREP -g "inet addr"
ret code=RC$?

if [ Sret code == "RCO" ]
then

IP=""$IFCONFIG SNETIF | S$AWK /SNETIF/'{next}//{split($0,a,":");split(al2],a,"
");print a[l];exit}'™"

NETMASK=""$IFCONFIG S$NETIF | S$AWK

/SNETIF/'{next}//{split($0,a,":");split(al4],a," ");print a[l];exit}'""
PREFIX='$IPCALC -p $IP SNETMASK | $AWK --field-separator "=" '{print
$2;exit} "’

network ip=$IP
network netmask=$NETMASK
fi

export network ip
export network netmask

}

echo " The following packages need to be installed: openssl-perl openldap
openldap-servers "
echo

echo -n "Enter your ldap server's fully qualified address (lower case):
<nodename.myuniv.edu> "

read addr

HOSTWAIT=10 # Specify up to 10 seconds for host query reply.

ipaddr=$ (host -W S$HOSTWAIT $addr | head -n 1 | awk '{print $4}') # host lookup to
get IP address.
ipname=$ (host -W $HOSTWAIT S$ipaddr | head -n 1 | awk '{print $5}') # host lookup

to get IP address.

full hostname=""

if [ $ipname == $addr. ]; then
full hostname=Saddr

else
echo " Error - $addr is not a full qualified server name $addr .ne. S$ipname "
exit 1

fi

echo -n "The fully qualified server name is $addr with ip $ipaddr (y/n)?2 "
read ans

if [ $ans != "y" 1; then
echo Come back soon\!
exit 1

fi

# Now make a self signed certificates

echo

echo " ++++ Now Make a self signed certificates ++++ "

echo

echo " Making a self signed certificate for use with the ldap server "; echo
dirfile=/etc/openldap/cacerts

if [[ ! -e $dirfile ]]; then mkdir -p /etc/openldap/cacerts ; fi

echo " Note - you will be asked a series of questions - it is critical that the

Common Name (CN) "

echo " is the fully qualified hostname of the server the certificates created here
are good for 10 years "

echo

openssl req -new -x509 -nodes -out /etc/openldap/cacerts/${full hostname}.pem -

keyout /etc/openldap/cacerts/${full hostname}.pem -days 3650
chgrp ldap /etc/openldap/cacerts/${full hostname}.pem
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chmod 640 /etc/openldap/cacerts/${full hostname}.pem
#(cd /etc/openldap/cacerts;c_rehash)

#

# Extract the information needed for the client machines #
grep -A 50 CERT /etc/openldap/cacerts/${full hostname}.pem >
/etc/openldap/cacerts/${full hostname}-cl.pem

echo
echo Backup copies of the old files will be saved in /var/asc

mkdir /var/asc
cp /etc/openldap/ldap.conf /var/asc/ldap openldap.conf

echo customizing /etc/openldap/ldap.conf
echo

host="echo $addr |sed 's?\..*$?2?2'"
base="echo $addr |sed 's?"'Shost'??'|sed 's?\.?,dc=?g'|sed 's?",?2?'"
echo ldap base is being set to $base
echo -n Is this okay \(y/n\)\?
read ans
if [ $ans != "y" 1; then
echo enter another choice for the base \ (no spaces\)
read base
fi

domaincomponent="echo $base | awk 'BEGIN{FS=","}{print $1}' | sed 's?dc=?2g' | awk
'{print $1}'"

cat - <<HereLdapConfEnds |sed 's?MYSERVERHERE?'S$addr'?'|sed
's?MYBASEHERE?'$base'?' |sed 's?MYSERVERIPHERE?'S$ipaddr'?' >/etc/openldap/ldap.conf

# LDAP Defaults

# See ldap.conf(5) for details
# This file should be world readable but not world writable.

URI ldap://MYSERVERHERE/

BASE MYBASEHERE

TLS CACERTDIR /etc/openldap/cacerts
TLS_REQCERT allow

HereLdapConfEnds

echo

echo " You will be asked for root password for ldap database"
echo

HASH FROM SLAPPASSWD='slappasswd’

echo "Modifying ldap adduser.sh script to add proper ldap base"
cp SHOME/post install/scripts/ldap adduser.sh /tmp/ldap adduser.sh.sed

cat /tmp/ldap adduser.sh.sed | sed 's?MYBASEHERE?'Sbase'?'>
SHOME/post install/scripts/ldap adduser.sh
cp -v S$SHOME/post install/scripts/ldap adduser.sh SHOME/bin/ldap adduser.sh

echo "Modifying ldap removeuser.sh script to add proper ldap base"
cp $HOME/post install/scripts/ldap removeuser.sh /tmp/ldap removeuser.sh.sed

cat /tmp/ldap removeuser.sh.sed | sed 's?MYBASEHERE?'Sbase'?'>
SHOME/post install/scripts/ldap removeuser.sh
cp -v SHOME/post install/scripts/ldap removeuser.sh $HOME/bin/ldap removeuser.sh

echo Modifying /etc/openldap/slapd.conf

cp /etc/openldap/slapd.conf /var/asc

cat - <<HereSlapdConfEnds |sed 's?MYSERVERHERE?'S$addr'?'|sed

' s?MYBASEHERE?'$base'?' |sed 's?FULLHOST?'$full hostname'?' | sed 's?”# SCRIPT
LOCATOR FOR ROOTPW.*$?rootpw '$HASH7FROM7$LAPPASSWD'?' >/etc/openldap/slapd.conf
#

# See slapd.conf (5) for details on configuration options.

# This file should NOT be world readable.

#

include /etc/openldap/schema/core.schema

include /etc/openldap/schema/cosine.schema
include /etc/openldap/schema/inetorgperson.schema
include /etc/openldap/schema/nis.schema
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# Allow LDAPv2 client connections. This is NOT the default.
allow bind_v2

# Do not enable referrals until AFTER you have a working directory
# service AND an understanding of referrals.

#referral ldap:/$HOME.openldap.org
pidfile /var/run/openldap/slapd.pid
argsfile /var/run/openldap/slapd.args

TLSCACertificateFile /etc/openldap/cacerts/FULLHOST-cl.pem
TLSCertificateFile /etc/openldap/cacerts/FULLHOST.pem
TLSCertificateKeyFile /etc/openldap/cacerts/FULLHOST.pem

# the below is addded to protect the password hash from prying eyes
access to attrs=userPassword

by self write

by anonymous auth

by * none

access to * by * read
5
# ldbm and/or bdb database definitions

FHEFHHH A A A AR A A A R R R R 4

database bdb

suffix "MYBASEHERE"

rootdn "cn=root, MYBASEHERE"
directory /var/lib/ldap

# Indices to maintain for this database

index objectClass eq, pres
index ou,cn,mail, surname,givenname eq, pres, sub
index uidNumber,gidNumber, loginShell eq, pres
index uid, memberUid eq, pres, sub
index nisMapName,nisMapEntry eqg,pres, sub

# Replicas of this database

#replogfile /var/lib/ldap/openldap-master-replog
#replica host=ldap-1.example.com:389 starttls=critical
# bindmethod=sasl saslmech=GSSAPI

# authcId=host/ldap-master.example.com@EXAMPLE.COM
HereSlapdConfEnds

echo

echo Modifying the database

TMPFILE="mktemp /tmp/databasel.XXXXXXXXXX' || exit 1

cat - <<HereLdifEnds |sed 's?MYSERVERHERE?'S$addr'?'|sed 's?MYBASEHERE?'Sbase'?'
sed 's?MYDOMAINCOMPONENT?'S$domaincomponent'?' >$STMPFILE

dn: MYBASEHERE

dc: MYDOMAINCOMPONENT

objectClass: top

objectClass: domain

dn: ou=Hosts,MYBASEHERE

ou: Hosts

objectClass: top

objectClass: organizationalUnit

dn: ou=Rpc, MYBASEHERE

ou: Rpc

objectClass: top

objectClass: organizationalUnit

dn: ou=Services,MYBASEHERE

ou: Services

objectClass: top

objectClass: organizationalUnit

dn: nisMapName=netgroup.byuser, MYBASEHERE
nismapname: netgroup.byuser

objectClass: top

objectClass: nisMap

dn: ou=Mounts, MYBASEHERE

ou: Mounts
objectClass: top
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objectClass:

organizationalUnit

dn: ou=Networks,MYBASEHERE

ou: Networks

objectClass: top

objectClass: organizationalUnit
dn: ou=People, MYBASEHERE

ou: People

objectClass: top

objectClass: organizationalUnit
dn: ou=Group, MYBASEHERE

ou: Group

objectClass: top

objectClass: organizationalUnit
dn: ou=Netgroup, MYBASEHERE

ou: Netgroup

objectClass: top

objectClass: organizationalUnit
dn: ou=Protocols,MYBASEHERE

ou: Protocols

objectClass: top

objectClass: organizationalUnit
dn: ou=Aliases,MYBASEHERE

ou: Aliases

objectClass: top

objectClass: organizationalUnit
dn: nisMapName=netgroup.byhost, MYBASEHERE
nismapname: netgroup.byhost
objectClass: top

objectClass: nisMap

dn: uid=root,ou=People, MYBASEHERE
uid: root

cn: root

objectClass: account
objectClass: posixAccount
objectClass: top

objectClass: shadowAccount
userPassword: {crypt}!!
shadowLastChange: 14568
shadowMax: 99999

shadowWarning: 7

loginShell:

uidNumber: 0
gidNumber: 0

/bin/bash

homeDirectory: $HOME

dn: uid=xrootd, ou=People, MYBASEHERE
uid: xrootd

cn: xrootd

objectClass: account
objectClass: posixAccount
objectClass: top
objectClass: shadowAccount
userPassword: {crypt}!!
shadowLastChange: 14568
shadowMax: 99999
shadowWarning: 7
loginShell: /bin/bash
uidNumber: 1050

gidNumber: 1050

homeDirectory: /local/home/xrootd

dn:
uid: condor
cn: condor

objectClass:
objectClass:
objectClass:
objectClass:

userPassword:

uid=condor, ou=People, MYBASEHERE

account
posixAccount
top
shadowAccount
{crypt}!!
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shadowLastChange: 14568
shadowMax: 99999

shadowWarning: 7

loginShell: /bin/bash

uidNumber: 1055

gidNumber: 1055

homeDirectory: /local/home/condor

HerelLdifEnds

cp /etc/openldap/DB CONFIG.example /var/lib/ldap/DB CONFIG
slapadd -1 $TMPFILE

chown -R ldap:1ldap /var/lib/ldap/*

/bin/rm STMPFILE

echo

echo starting and configuring the ldap server
chkconfig --add ldap

chkconfig ldap on

service ldap start

echo you are almost done

# external network interface
EXTIF:$PUBLIC71NTERFACE

get network info SEXTIF
XXX=$network ip"/"S$network netmask

echo

echo "now add the following two lines to your /etc/system/iptables file just"
echo "before the line that reads"

echo "-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited COMMIT"
echo "here are the four lines:"

echo "-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp -s "$XXX" --dport
389 -j ACCEPT"

echo "-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp -s "$XXX" --dport
389 -j ACCEPT"

echo "-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp -s "$XXX" --dport
636 -j ACCEPT"

echo "-A RH-Firewall-1-INPUT -m state --state NEW -m udp -p udp -s "$XXX" --dport
636 -j ACCEPT"

echo

echo "Once you have change the file"

echo

echo "issue this command: /sbin/service iptables restart"
echo "issue this command: /sbin/service iptables save"

Sekil A.14: “Idap_server setup.sh” Dosyas1

#!/bin/bash
# This script is used by the system administrator to setup system after kick
start installation

if [ ! -e $HOME/post install/logs/ ] ; then mkdir -p $HOME/post install/logs ; fi;
date stamp="date +%d%m%Y %HSMSS®
# Define all status flags for individual steps

config firewall="PENDING"
config local users="PENDING"
config nfsv4="PENDING"

config ganglia="PENDING"

config squid="PENDING"

config ldap_server="PENDING"
config ldap backup="PENDING"
config ldap client="PENDING"
config condor="PENDING"

config squid="PENDING"

config file limits="PENDING"
config restrict users="PENDING"
config mail alias="PENDING"
config xrootd file mounts="PENDING"
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export PATH=$HOME/bin:$HOME/post install/scripts:$PATH
source $HOME/post install/node-environment.config
S record what was done ----—--—-—-——--—-—-—-

echo " " >> $HOME/post install/logs/headnode-configuration.log
echo "$date stamp >> $HOME/post install/logs/headnode-configuration.log

echo " Configure firewall - "$config firewall >> $HOME/post install/logs/headnode-
configuration.log

S local USEES ===——=====
echo "----------——-——-————- setup local users --—-----—------——-—--—-—- "

fetch shell script local users.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config local users="FAILED"
else
SHOME/post install/scripts/local users.sh >& SHOME/post install/logs/headnode-
local users-Sdate stamp.log
ret code=RC$?
if [ Sret code == "RCO" ] ; then
config local users="PASSED"
else
config local users="FAILED"
fi
fi

echo " Configure local users - "$config local users >>
SHOME/post install/logs/headnode-configuration.log

o configure for xrootd file limits ---------—-

echo

Qe Vos—scomomssooomssooss zreetd file Llimlig ———esssossesomosm=o= "
echo

fetch shell script increase file limits.sh
ret code=$?
if [ $ret code != "0" ] ; then
config file limits="FAILED"
else
SHOME/post install/scripts/increase file limits.sh >&
SHOME/post_install/logs/headnode-local users-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config file limits="PASSED"
else
config file limits="FAILED"
fi
fi
echo " Configure xrootd file limits - "Sconfig file limits >>

SHOME/post_install/logs/headnode-configuration.log

e REGEElEt UEEESg ss=sss====

echo
fetch _shell script restrict_login_access.sh
ret_code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch the restrict login access.sh"
echo " Fetch restrict login_access.sh - FAILED" >>

$HOME/post_install/logs/headnode-configuration.log
config local users="FAILED"

else
echo " You will need to execute the script later by hand :"
echo
echo "$HOME/post install/scripts/restrict login access.sh"
echo
echo " Fetch restrict login access.sh - PASSED" >>
S$HOME/post_install/logs/headnode-configuration.log
fi
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echo " Configure restrict login access - "$config restrict users >>
$HOME/post_install/logs/headnode-configuration.log

fetch shell script nfsv4-client.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config nfsv4="FAILED"
else
$HOME/post install/scripts/nfsv4-client.sh >& S$HOME/post install/logs/headnode-
nfsv4-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config nfsv4="PASSED"
else
config nfsv4="FAILED"
fi
fi
echo " Configure nfsv4 - "$config nfsv4 >> SHOME/post install/logs/headnode-

configuration.log

- ganglia —-—----------

fetch shell script gmond-client.sh
ret code=$?
if [ $ret code != "0" ] ; then
config ganglia="FAILED"
else
SHOME/post install/scripts/gmond-client.sh >& $HOME/post install/logs/headnode-
ganglia-Sdate stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo " Configure ganglia - "Sconfig ganglia >> $HOME/post install/logs/headnode-

configuration.log

fetch shell script headnode-condor.sh
ret code=$?
if [ Sret code != "0" ] ; then
config condor="FAILED"
else
SHOME/post_install/scripts/headnode-condor.sh >&
$HOME/post install/logs/headnode-condor-$date stamp.log
ret_code=RCS?

if [ Sret code == "RCO" ] ; then
config condor="PASSED"
else
config condor="FAILED"
fi
fi
echo " Configure Condor - "$config condor >> $HOME/post install/logs/headnode-

configuration.log

e Ik @ldemE ———————————eeeeeeeeeseessssssssses

# Fetch the script for setting up the ldap client
echo
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echo "--———----—--——-——— ldap client setup --—————=-————————————
echo
fetch shell script ldap client setup.sh
ret code=$?
if [ Sret code != "0" ] ; then

config ldap_client="FAILED"
else

SHOME/post install/scripts/ldap client setup.sh SLDAP SERVER NAME >&
HOME/post install/logs/headnode-ldap-client-$date stamp.log

ret_code=RCS$?

if [ Sret code == "RCO" ] ; then
config ldap client="PASSED"
else
config ldap_client="FAILED"
fi
fi
#echo " Configure ldap client - "Sconfig ldap client >>
$HOME/post install/logs/headnode-configuration.log
S mall aligg s—=sss=====
echo
Qe Vorcomooooooooooomommm mautl alilag ——scossosoosmommomm= "
echo

fetch shell script mail alias.sh
ret code=$?
if [ S$ret code != "0" ] ; then
config mail alias="FAILED"
else
SHOME/post install/scripts/mail alias.sh >& $HOME/post install/logs/headnode-
mail alias-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi

echo " Configure mail alias - "S$config mail alias >>
SHOME/post install/logs/headnode-configuration.log

i e S REEOTE flle MOURLS =——ssssossescososooooosos
echo

Selae) Wommmma s e e xrootd file mounts --------—---—--- "
echo

fetch shell script make xrootd file mounts headnode.sh
ret code=$?
if [ Sret code != "0" ] ; then

config xrootd file mounts="FAILED"
else

echo " execute $HOME/post install/scripts/make xrootd file mounts headnode.sh
after xrootd account is created" >> $HOME/post install/logs/headnode-
configuration.log
fi
echo " Configure xrootd file mounts - "$config xrootd file mounts >>
SHOME/post_install/logs/headnode-configuration.log

echo " " >> SHOME/post install/logs/headnode-configuration.log

echo "starting yum update "
/usr/bin/yum -y update

Sekil A.15: “post-install-headnode-configuration-public-network.sh” Dosyas1

#!/bin/bash

EXPECTED ARGS=1
default xrootd user=xrootd
username=""

if [ $# -ne $EXPECTED ARGS ] ; then
echo " Using default xrootd user name - "Sdefault xrootd user
username=S$default xrootd user

else
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username=3$1
fi

echo "modify /etc/security/limits.conf for S$Susername account for xrootd"

echo "# added automatically" >> /etc/security/limits.conf
ret_code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "failed to modify /etc/security/limits.conf"
exit 1
fi
echo $username" soft nofile 16384" >> /etc/security/limits.conf
ret_code=RCS$?
if [ Sret code != "RCO" ] ; then
echo "failed to modify /etc/security/limits.conf"
exit 1
fi
echo $username" hard nofile 63536" >> /etc/security/limits.conf
ret code=RC$?
if [ Sret code != "RCO" ] ; then
echo "failed to modify /etc/security/limits.conf"
exit 1
fi

Sekil A.16: “increase_file limits.sh” Dosyast

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source SHOME/post install/node-environment.config

echo "[$0] /usr/bin/yum -y install condor"
/usr/bin/yum -y install condor
ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "Could not install condor with yum"
exit 1
fi
echo "[$0] fetch shell script create-condor-credential-file.sh"

fetch shell script create-condor-credential-file.sh
ret code=$?

if [ Sret code != "0" ] ; then
echo "could not fetch script to create condor-credential-file.sh"
exit 1

fi

echo "[$0] S$HOME/post install/scripts/create-condor-credential-file.sh"
SHOME/post_install/scripts/create-condor-credential-file.sh
ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo " Could not create condor credential file "
exit 1
fi
echo "[$0] modify /etc/condor/condor config.local"
# add information at the end of the condor config.local file to replace

information defined earlier

/bin/echo "## Next configuration to be read is for the T3 cluster setup" >>
/etc/condor/condor config.local

ret_code=RCS?

if [ Sret code != "RCO" ] ; then
echo " Could not modify /etc/condor/condor config.local"
exit 1

fi

/bin/echo "LOCAL CONFIG FILE = /export/share/condor-etc/condor config.cluster
/export/share/condor-etc/condor config.head.local" >>

/etc/condor/condor config.local

ret_code=RCS?

if [ Sret code != "RCO" ] ; then
echo " Could not modify /etc/condor/condor config.local"
exit 1

fi
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# check that the cluster wide config files exist
echo "[$0] check if can read the condor configuration files "

if [! -e /export/share/condor-etc/condor config.cluster ] ; then
if [ ! -e /export/share/condor-etc/condor config.head.local ] ; then
echo "Could not find remote config files"
exit 1
fi
fi

/sbin/chkconfig --level 235 condor on
exit 0O

Sekil A.17: “headnode-condor.sh” Dosyast

#!/bin/bash
# Create the condor credential same for all nodes in condor cluster

/usr/sbin/condor store cred -f /var/lib/condor/condor credential -p atlast3
Sekil A.18: “create-condor-credential-file.sh” Dosyasi

#!/bin/bash

xrootd account=xrootd

/usr/bin/getent passwd | /bin/grep S$xrootd account >& /dev/null
ret code=RCS$?

if [ ! Sret code == "RCO" ] ; then # no xrootd account
echo " Error !!!! S$Sxrootd account account does not exist - Exiting early" >&2
exit 1

fi

if [ ! -e /atlas/inventory ] ; then /bin/mkdir -pv /atlas/inventory

/bin/chown -R $xrootd account /atlas

exit 0

Sekil A.19: “make-xrootd file mounts_headnode.sh” Dosyast

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:$PATH
source S$HOME/post install/node-environment.config

if [ ! -e $SHOME/post install/logs/ ] ; then mkdir -p S$HOME/post install/logs ; fi;
date stamp="date +%d%m%Y %HIMS3S®

config firewall="PENDING"
config local users="PENDING"
config nfsv4="PENDING"

config ganglia="PENDING"
config ldap="PENDING"

config condor="PENDING"

config httpd="PENDING"

config mail alias="PENDING"
config user dirs="PENDING"
config restrict users="PENDING"
config ddm scripts="PENDING"
config dir ownership="PENDING"

fomooooossooooosooos record what was done --—-—-—-—--—-

echo " " >> S$SHOME/post install/logs/nfsnode-configuration.log

echo " Configuring nfs node -"$date stamp >> $HOME/post install/logs/nfsnode-
configuration.log

echo "---——----—-----———— firewall configuration ---—-—-------------——-
echo
fetch shell script nfsnode-firewall-public.sh
ret code=$?
if [ Sret code != "0" ] ; then
config firewall="FAILED"
else
SHOME/post install/scripts/nfsnode-firewall-public.sh >&
SHOME/post install/logs/nfsnode-firewall-$date stamp.log
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ret code=RC$?

if [ Sret code == "RCO" ] ; then
config firewall="PASSED"
else
config firewall="FAILED"
fi
fi
echo " Configure firewall - "$config firewall >> $HOME/post install/logs/nfsnode-
configuration.log
foccooooooos local USEES ==========
echo
echo "---——7--—--—————————- setup local users ---—-—-——————————-———-——- "
echo

fetch shell script local users.sh
ret code=$?
if [ Sret code != "0" ] ; then
config local users="FAILED"
else
SHOME/post install/scripts/local users.sh >& $HOME/post install/logs/nfsnode-
local users-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config local users="PASSED"
else
config local users="FAILED"
fi
fi

echo " Configure local users - "S$config local users >>
SHOME/post _install/logs/nfsnode-configuration.log

Fo———————— script to create user directories ---------
echo

QElE Teomomoooooooooososos create user directories ------- "
echo

fetch shell script create user dir.sh
ret code=$?
if [ Sret code != "0" ] ; then
config user dirs="FAILED"
else
mkdir $HOME/bin
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
echo " Create $HOME/bin directory " > $HOME/post install/logs/nfsnode-user-
dirs-$date stamp.log
chmod +x $HOME/post install/scripts/create user dir.sh
cp -v SHOME/post install/scripts/create user dir.sh S$HOME/bin/
ret code=RC$?
if [ Sret code == "RCO" ] ; then
config user dirs="PASSED"
echo "Copied create user dir.sh " >> SHOME/post install/logs/nfsnode-
user-dirs-$date stamp.log
else
echo Failed to copy create user dir.sh " >>
SHOME/post install/logs/nfsnode-user-dirs-$date stamp.log
config user dirs="FAILED"

"

fi
else
echo Failed to fetch create user dir.sh " >
$HOME/post_install/logs/nfsnode-user-dirs-$date stamp.log
config user dirs="FAILED"

"

fi
fi

echo " Create user directories - "Sconfig user dirs >>
SHOME/post install/logs/nfsnode-configuration.log

e o o o o o o o o o o o o o oo NHSHISE OB IO NI S e e e e e e e S EEs s s e

# get the routines for configuring nfs and configuring iptables

#

echo

echo "---——--—-———-———————— nfs server setup ----------———--————-
echo
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fetch shell script nfsvé4-server-public.sh
ret_code=$?
if [ Sret code != "0" ] ; then

config nfsv4="FAILED"
else

$HOME/post install/scripts/nfsv4-server-public.sh >&

SHOME/post install/logs/nfsnode-nfsv4-$date stamp.log

ret code=RC$?

if [ Sret code == "RCO" ] ; then
config nfsv4="PASSED"
else
config nfsv4="FAILED"
fi
fi
echo " Configure nfsv4 - "$config nfsv4 >> SHOME/post install/logs/nfsnode-

configuration.log
S s ganglis seesmssssm==

echo "---——-—--—--——-—————- ganglia setup -—-—-——-——-——-——-——--— "
echo
fetch shell script ganglia-server.sh
ret code=$?
if [ S$ret code != "0" ] ; then
config ganglia="FAILED"
else
SHOME/post install/scripts/ganglia-server.sh >& $HOME/post install/logs/nfsnode-
ganglia-Sdate stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo " Configure ganglia - "$config ganglia >> $HOME/post install/logs/nfsnode-

configuration.log

i RESLELCE USEES ======—===

echo
fetch shell script restrict login_ access.sh
ret code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch the restrict login access.sh"
echo " Fetch restrict login access.sh - FAILED" >>

SHOME/post install/logs/nfsnode-configuration.log
config local users="FAILED"

else
echo " You will need to execute the script later by hand :"
echo
echo "S$HOME/post install/scripts/restrict login access.sh"
echo
echo " Fetch restrict login access.sh - PASSED" >>
SHOME/post install/logs/nfsnode-configuration.log
fi
echo " Configure restrict login access - "Sconfig restrict users >>

SHOME/post install/logs/nfsnode-configuration.log

QEhE Vossmsmmoeoessmoososs=m CORERE SREUD =s=c=cssc=c=osmo=oes
echo
fetch shell script nfsnode-condor-public.sh
ret code=$?
if [ Sret code != "0" ] ; then
config condor="FAILED"
else
SHOME/post_install/scripts/nfsnode-condor-public.sh >&
SHOME/post install/logs/nfsnode-condor-$date stamp.log
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ret code=RC$?

if [ Sret code == "RCO" ] ; then
config condor="PASSED"
else
config condor="FAILED"
fi
fi
echo " Configure Condor - "$config condor >> $HOME/post install/logs/nfsnode-

configuration.log

echo
echo "-—-—-——----—--—--——-——— fetch the DDM Scripts —-—-——----------————- "
echo
fetch _shell script ddm scripts_config.sh
ret code=$?
if [ Sret code != "0" ] ; then

config ddm_scripts="FAILED"
else

SHOME/post install/scripts/ddm scripts config.sh >&

SHOME/post install/logs/nfsnode-ddm-scripts-$date stamp.log

ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config ddm scripts="PASSED"
else
config ddm scripts="FAILED"
fi
fi

fetch shell script change export share ownership.sh
ret code=$?
if [ Sret code != "0" ] ; then
config dir ownership="FAILED"
else
SHOME/post install/scripts/change export share ownership.sh >&
SHOME/post install/logs/nfsnode-export share ownership-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config dir ownership="PASSED"
else
config dir ownership="FAILED"
fi
fi
echo " set ownership of /export/share/atlas - "$config dir ownership >>

SHOME/post_install/logs/nfsnode-configuration.log

echo "---——----—--——-——-——— mail alias -—-————=="—"-—--—--——-
fetch shell script mail alias.sh
ret code=§?
if [ Sret code != "0" ] ; then
config mail alias="FAILED"
else
SHOME/post_install/scripts/mail alias.sh >& $HOME/post install/logs/nfsnode-
mail alias-$date stamp.log
ret code=RCS$?
if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi

echo " Configure mail alias - "S$config mail alias >>
SHOME/post install/logs/nfsnode-configuration.log

echo " " >> S$SHOME/post install/logs/nfsnode-configuration.log
/usr/bin/yum -y update
Sekil A.20: “post-install-nfsnode-configuration-public.sh” Dosyas1
#!/usr/bin/env bash

IFCONFIG=/sbin/ifconfig
AWK=/bin/awk
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IPCALC=/bin/ipcalc
GREP=/bin/grep

source S$HOME/post install/node-environment.config
# external network interface
EXTIF=$PUBLIC INTERFACE

# internal network interface
INTIF=$PRIVATE71NTERFACE

function usage {

echo "[configure-nfsv4]: Error !!! "

echo "[configure-nfsv4]: call format: configure-nfsv4-public.sh [-V
debug mode] -N network domain [-S server short name]"

echo "[configure-nfsv4]: Exiting early "

exit 1

network netmask="0.0.0.0"
network ip="0.0.0.0"

function get network info {

NETIF=$1
network netmask="none"
network ip="none"

# check if this network interface as a ip address

$IFCONFIG $NETIF | S$GREP -g "inet addr"
ret code=RC$?
if [ Sret code == "RCO" ]
then
IP=""S$IFCONFIG S$NETIF | S$AWK /SNETIF/'{next}//{split($0,a,":");split(al2],a,"
");print a[l]l;exit}'™"

NETMASK=""$IFCONFIG SNETIF | S$AWK

/SNETIF/'{next}//{split ($0,a,":");split(al4],a," ");print a[l]l;exit}' "
PREFIX="$IPCALC -p S$IP SNETMASK | S$AWK --field-separator "=" '{print
$2;exit} "’

network ip=S$IP
network netmask=$NETMASK
fi

export network ip
export network netmask

}

network domain=NONE

nis_ domain=NONE
DEBUG_SCRIPT=none

server name=none

private network domain=NONE

export OPTIND=1
while getopts :V:S:v:s: OPT; do
case $OPT in
S) # input server name
export server name=${OPTARG}
if [ $DEBUG78CRIPT != "none" ] ; then
echo [configure-nfsv4]:server name=${OPTARG}
fi
V) # debug script,
export DEBUG SCRIPT=SOPTARG
s) # input NFS server name
export server name=${OPTARG}
if [ $DEBUG78CRIPT != "none" ] ; then
echo [configure-nfsv4]:server name=${OPTARG}
fi

v) # debug script,
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export DEBUGfSCRIPT:$OPTARG
. i
echo [configure-nfsv4]: OTHER: $OPT S$OPTARG
usage
esac
done

if [ ! -e $HOME/post install/backup ] ; then mkdir S$HOME/post install/backup ; fi

backup date stamp="date +%d%m%Y $H%M%S®
/bin/cp /etc/idmapd.conf $HOME/post install/backup/idmapd.conf-backup-
S{backup date stamp}

#/bin/sed "s/localdomain/$NETWORK DOMAIN NAME/g;"

$HOME/post install/backup/idmapd.conf-backup-${backup date stamp} | /bin/sed
"s/nobody/nfsnobody/g;" > $HOME/post install/config files/idmapd.conf

/bin/sed "s/nobody/nfsnobody/g;" $HOME/post install/backup/idmapd.conf-backup-
${backup date stamp} > $HOME/post install/config files/idmapd.conf

/bin/cp -v $HOME/post install/config files/idmapd.conf /etc/idmapd.conf

if [ ! -e /local/home ] ; then mkdir -pv /local/home; fi
if [ ! -e /export ] ; then mkdir -pv /export ; fi
if [ $server name == "none" ] ;
then
if [ ! -e /export/home ] ; then mkdir -pv /export/home; fi
if [ ! -e /export/share ] ; then mkdir -pv /export/share; fi
if [ ! -e /export/share/atlas ] ; then mkdir -pv /export/share/atlas; fi
if [ ! -e /export/share/condor-etc ] ; then mkdir -pv /export/share/condor-
etc; fi
if [ ! -e /export/share/pilot ] ; then mkdir -pv /export/share/pilot; fi
if [ ! -e /export/share/pilot/scheduler ] ; then mkdir -pv
/export/share/pilot/scheduler; fi
if [ ! -e /export/share/pandat3-output ] ; then mkdir -pv

/export/share/pandat3-output; fi

mkdir /NFSV4exports

mkdir /NFSV4exports/home

mkdir /NFSV4exports/share

mkdir /NFSV4exports/share/atlas

mkdir /NFSV4exports/share/condor-etc
mkdir /NFSV4exports/share/pilot

mkdir /NFSV4exports/share/pandat3-output
get network info SEXTIF

if [ Snetwork netmask != "none" ]

then
network domain=$network ip"/"$network netmask
echo "Determined PN - " Snetwork domain

echo "/NFSV4exports "${network domain}" (fsid=0,insecure,no subtree check)"
>> exports.new

echo "/NFSVédexports/home
"$S{network domain}" (rw,nohide,insecure,no_ subtree check,root squash)" >>
exports.new

echo "/NFSV4exports/share/atlas
"$S{network domain}" (rw,nohide,insecure,no_ subtree check,root squash)" >>
exports.new

echo "/NFSV4exports/share/condor-etc
"${network domain}" (rw,nohide, insecure,no subtree check,root squash)" >>
exports.new

echo "/NFSVé4exports/share/pilot
"${network domain}" (rw,nohide, insecure,no subtree check,root squash)" >>
exports.new

echo "/NFSV4exports/share/pandat3-output
"$S{network domain}" (rw,nohide,insecure,no subtree check,root squash)" >>
exports.new

fi

if [ -e /etc/exports ] ; then /bin/cp -v /etc/exports /etc/exports.save ; fi
/bin/cp -vf exports.new /etc/exports

if [ -e fstab.new ] ; then rm fstab.new; fi

if [ -e /etc/fstab ] ; then cp -fv /etc/fstab fstab.new ; else touch
fstab.new; fi
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echo "/export/home /NFSV4exports/home none bind
0 0" >> fstab.new

echo "/export/share/atlas /NFSViexports/share/atlas none bind
0 0" >> fstab.new

echo "/export/share/condor-etc /NFSV4exports/share/condor-etc none bind
0 0" >> fstab.new

echo "/export/share/pilot /NFSViexports/share/pilot none bind
0 0" >> fstab.new

echo "/export/share/pandat3-output /NFSV4exports/share/pandat3-output none
bind 0 0" >> fstab.new

if [ -e /etc/fstab ] ; then /bin/cp -v /etc/fstab /etc/fstab.save; fi

/bin/cp -vf fstab.new /etc/fstab

echo "[configure-nfsv4.sh] mount all of bind mounts with command - mount -va -
t none "

mount -va -t none

echo "[configure-nfsv4.sh] /bin/df -h"
/bin/df -h

/sbin/service nfs restart
/sbin/chkconfig nfs on

else
if [ -e /export ] ; then echo "/export exists" else mkdir /export ; fi
if [ -e auto.export ] ; then rm auto.export; fi
echo "/export/home -fstype=nfs4 -rw,nodev,nosuid ${server name}:/home " >>

auto.export

echo "/export/share/atlas -fstype=nfs4 -rw,nodev,netdev,nosuid
S{server name}:/share/atlas" >> auto.export

echo "/export/share/condor-etc -fstype=nfs4 -ro,nodev,nosuid
${server name}:/share/condor-etc " >> auto.export

echo "/export/share/pilot -fstype=nfs4 -rw,nodev,nosuid
S{server name}:/share/pilot " >> auto.export

echo "/export/share/pandat3-output -fstype=nfs4 -rw,nodev,nosuid
${server name}:/share/pandat3-output " >> auto.export

if [ -e /etc/auto.export 1 ; then /bin/cp -v /etc/auto.export
/etc/auto.export.save; fi

/bin/cp -vf auto.export /etc/auto.export

echo "# Direct mount of the /export/home /export/share areas " >>
/etc/auto.master

echo "/- /etc/auto.export" >> /etc/auto.master

echo " " >> /etc/auto.master

/sbin/service autofs restart
fi

/sbin/chkconfig --level 345 rpcidmapd on
/sbin/service rpcidmapd restart

Sekil A.21: “configure-nfsv4-public.sh” Dosyasi

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source S$HOME/post install/node-environment.config
echo "---7-----7---——— - ———— Conclor SEELLEN ===sm—scccmosscoomososo=ss
for file in condor config.cluster condor config.head.local
condor config.interactive.local condor config.worker.local
do
fetch config file $file
ret code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch "$file
exit 1
fi
if [ $file == "condor config.head.local" ] ; then

cat SHOME/post install/config files/${file} | sed
's/192.168.100.1/"'${CONDOR HEADNODE}'/g' >
SHOME/post install/config files/${file}.sed
mv -v $SHOME/post install/config files/${file}.sed /export/share/condor-
etc/$file
ret_code=$?
else
mv -v SHOME/post install/config files/$file /export/share/condor-etc/
ret code=$?
fi
if [ Sret code != "0" ] ; then
echo "Failed to move "S$file

68



exit 1
fi
done

/bin/echo "# added during condor installation step on nfs server" >>
/export/share/condor-etc/condor config.cluster
ret_code=RCS$?
if [ Sret code != "RCO" ] ; then

echo "Failed to add information to /export/share/condor-
etc/condor config.cluster"

exit 1
fi

/bin/echo "CONDOR HOST="$CONDOR HEADNODE >> /export/share/condor-
etc/condor config.cluster
ret code=RC$?
if [ Sret code != "RCO" ] ; then

echo "Failed to add information to /export/share/condor-
etc/condor config.cluster"

exit 1
fi

/bin/echo "USE NFS = TRUE" >> /export/share/condor-etc/condor config.cluster
ret code=RC$?
if [ Sret code != "RCO" ] ; then
echo "Failed to add information to /export/share/condor-
etc/condor config.cluster"
exit 1
fi

/bin/echo "UID DOMAIN="SNETWORK DOMAIN NAME >> /export/share/condor-
etc/condor config.cluster
ret code=RC$?
if [ Sret code != "RCO" ] ; then

echo "Failed to add information to /export/share/condor-
etc/condor config.cluster"

exit 1
fi

/bin/chown -R condor:condor /export/share/condor-etc
ret code=RC$?
if [ Sret code != "RCO" ] ; then

echo " Failed to change ownership of condor configuration files "
exit 1

fi

exit 0

Sekil A.22: “nfsnode-condor-public.sh” Dosyasi

#!/bin/bash

export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH

source S$HOME/post install/node-environment.config

if [ ! -e SHOME/post install/logs/ ] ; then mkdir -p $HOME/post install/logs ; fi;
date stamp="date +%d%m%Y %HSMS%S®

config firewall="PENDING"
config local users="PENDING"
config nfsv4="PENDING"

config ganglia="PENDING"

config ldap="PENDING"

config condor="PENDING"

config cvmfs="PENDING"

config mail alias="PENDING"
config kerbos="PENDING"

config additional 1lib="PENDING"

echo "--———-----—--——-——— firewall setup -—-—————————————————-
fetch shell script interactivenode-firewall-public.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config firewall="FAILED"
else
SHOME/post install/scripts/interactivenode-firewall-public.sh >&
S$HOME/post install/logs/interactivenode-firewall-$date stamp.log
ret code=RCS$?
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if [ Sret code == "RCO" ] ; then
config firewall="PASSED"
else
config firewall="FAILED"
fi
fi

e Tomrmmremmememeemomsm=m fetch additional libraries setup --—-—-——--—----——-———-

fetch shell script fetch additional libraries.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config additional 1lib="FAILED"
else
$HOME/post install/scripts/fetch additional libraries.sh >&
SHOME/post install/logs/interactivenode-additional libs $date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config additional 1ib="PASSED"
else
config additional 1ib="FAILED"
fi
fi
QElnE Vo—mm—moomoo—oo—oo—mos RRTEIORELS SREUR ==—=———o——o——so—e—= "

fetch shell script fetch kerberos config file.sh

ret code=$?

if [ $ret code != "0" ] ; then
config kerberos="FAILED"

else
SHOME/post install/scripts/fetch kerberos config file.sh
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config kerberos="PASSED"
else
config kerberos="FAILED"
fi
fi
QElnE Vo—mm—moomoo—oo—oo—mos CVIES SREUR =——=—o———o——oo—oo————= "

fetch shell script configure-cvmfs.sh

ret code=$?

if [ Sret code != "0" ] ; then
config cvmfs="FAILED"

else
SHOME/post install/scripts/configure-cvmfs.sh >&

SHOME/post install/logs/interactivenode-configure-cvmfs-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config cvmfs="PASSED"
else
config cvmfs="FAILED"
fi
fi
CCh ORIl SsS e cRRgLiA SELUR ==—=————s—o——om————= "

fetch shell script gmond-client.sh

ret code=$?

if [ Sret code != "0" ] ; then
config ganglia="FAILED"

else
SHOME/post install/scripts/gmond-client.sh >&

SHOME/post install/logs/interactivenode-ganglia-$date stamp.log
ret_code=RCS?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo "-—-———7--—--—-———————- local users setup -——————————————————- "

fetch _shell script local users.sh
ret_code=$?
if [ Sret code != "0" ] ; then
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config local users="FAILED"

else
$HOME/post install/scripts/local users.sh >&

SHOME/post install/logs/interactivenode-local users-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config local users="PASSED"
else
config local users="FAILED"
fi
fi
echo "---——7--—--—————————- nEGv4 elicnt Setup ————esscscesosssmmms "

fetch shell script nfsvé4-client.sh

ret_code=$?

if [ Sret code != "0" ] ; then
config nfsv4="FAILED"

else
$HOME/post install/scripts/nfsvé4-client.sh >&

SHOME/post install/logs/interactivenode-nfsv4-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config nfsv4="PASSED"
else
config nfsv4="FAILED"
fi
fi
QElE Vo—mm—moomoo—oo—ao—mss CONCIPE SREUR ——==—————o——oo————== "

fetch shell script interactivenode-condor.sh
ret code=$?
if [ Sret code != "0" ] ; then
config condor="FAILED"
else
SHOME/post_install/scripts/interactivenode-condor.sh >&
SHOME/post install/logs/interactivenode-condor-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config condor="PASSED"
else
config condor="FAILED"
fi
fi
CC ORI eSS e maill AllAsg SetUR ———————os—s——o————=== "

fetch shell script mail alias.sh

ret code=$?

if [ Sret code != "0" ] ; then
config mail alias="FAILED"

else
SHOME/post install/scripts/mail alias.sh >&

SHOME/post install/logs/interactivenode-mail alias-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi

/usr/bin/yum -y update
Sekil A.23: “post-install-interactive-configuration-public.sh” Dosyasi

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:$PATH
source $HOME/post install/node-environment.config

echo "-------------————— Condor section —-—---------————————————————
if [ ! -e /etc/yum.repos.d/condor-stable-rhel6.repo ] ; then
echo "[ /bin/basename $0°] Fetch condor yum repository"
true
ret code=RC$?
if [ Sret code != "RCO" ] ; then
echo " Could not fetch the condor yum repository "
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exit 1

fi
fi
# 1Install Condor with yum
echo "['/bin/basename $0°] /usr/bin/yum -y install condor"

/usr/bin/yum -y install condor
ret_code=RCS$?

if [ Sret code != "RCO" ] ; then
echo "Could not install condor with yum"
exit 1
fi
echo "['/bin/basename $0°] fetch shell script create-condor-credential-file.sh"

fetch shell script create-condor-credential-file.sh
ret_code=$?

if [ Sret code != "0" ] ; then
echo "could not fetch script to create condor-credential-file.sh"
exit 1
fi
echo "['/bin/basename $0°] $HOME/post install/scripts/create-condor-credential-
file.sh"

$HOME/post install/scripts/create-condor-credential-file.sh
ret code=RC$?

if [ Sret code != "RCO" ] ; then
echo " Could not create condor credential file "
exit 1
fi
echo "['/bin/basename $0°] modify /etc/condor/condor config.local"

# add information at the end of the condor config file to replace information
defined earlier

/bin/echo "## Next configuration to be read is for the T3 cluster setup" >>
/etc/condor/condor config.local

ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo " Could not modify /etc/condor/condor config.local"
exit 1

fi

/bin/echo "LOCAL CONFIG FILE = /export/share/condor-etc/condor config.cluster
/export/share/condor-etc/condor config.interactive.local" >>
/etc/condor/condor config.local

ret code=RCS$?

if [ Sret code != "RCO" ] ; then
echo " Could not modify /etc/condor/condor config.local"
exit 1
fi
/bin/echo "NETWORK INTERFACE = "$PRIVATE IP >> /etc/condor/condor config.local
ret code=RC$?
if [ Sret code != "RCO" ] ; then
echo " Could not modify /etc/condor/condor config.local"
exit 1
fi
echo "[ /bin/basename $0°] check if can read the condor configuration files "
if [ ! -e /export/share/condor-etc/condor config.cluster ] ; then
if [ ! -e /export/share/condor-etc/condor config.interactive.local ] ; then
echo "Could not find remote config files"
exit 1
fi
fi

/sbin/chkconfig --level 235 condor on
service condor start

exit 0
Sekil A.24: “interactive-condor.sh” Dosyasi1
#!/bin/bash

/usr/sbin/condor store cred -f /var/lib/condor/condor credential -p atlast3

Sekil A.25: “create-condor-credential-file.sh” Dosyasi
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#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source $HOME/post install/node-environment.config

wget -nv -O /etc/yum.repos.d/cernvm.repo
http://cvmrepo.web.cern.ch/cvmrepo/yum/cernvm. repo
ret_code=RCS$?

if [ Sret code != "RCO" ] ; then exit 1 ; fi

wget -nv -0 /etc/pki/rpm-gpg/RPM-GPG-KEY-CernVM
http://cvmrepo.web.cern.ch/cvmrepo/yum/RPM-GPG-KEY-CernVM
ret code=RC$?

if [ Sret code != "RCO" ] ; then exit 1 ; fi

yum -y install fuse cvmfs cvmfs-init-scripts cvmfs-auto-setup
ret code=RC$?
if [ Sret code != "RCO" ] ; then exit 1 ; fi

/sbin/chkconfig --add cvmfs
ret code=RC$?
if [ Sret code != "RCO" ] ; then exit 1 ; fi

/sbin/chkconfig --level 345 cvmfs on
ret code=RC$?
if [ Sret code != "RCO" ] ; then exit 1 ; fi

if [ ! -e /var/cache/cvmfs ] ; then
mkdir -p /var/cache/cvmfs
ret code=RC$?

if [ Sret code != "RCO" ] ; then exit 1 ; fi
fi
if [ ! -e /etc/cvmfs/ ] ; then mkdir -p /etc/cvmfs/ ; fi
if [ ! -e /etc/cvmfs/default.local ] ; then
touch /etc/cvmfs/default.local
ret code=RCS$?
if [ Sret code != "RCO" ] ; then exit 1 ; fi
fi

echo "#" >> /etc/cvmfs/default.local

echo "# Local configuration file for cvmfs " >> /etc/cvmfs/default.local
echo "#" >> /etc/cvmfs/default.local

echo "CVMFS CACHE DIR=/var/cache/cvmfs" >> /etc/cvmfs/default.local

echo "CVMFS REPOSITORIES=atlas" >> /etc/cvmfs/default.local

echo 'CVMFS HTTP PROXY="http: //"'$SQUI D NAME':3128;DIRECT"' >>
/etc/cvmfs/default.local

ret code=RCS$?

if [ Sret code != "RCO" ] ; then exit 1 ; fi

service cvmfs restartautofs
ret code=RC$?

if [ Sret code == "RCO" ] ; then

echo "Finished configuring cvmfs "
else exit 1 ; fi
exit 0

Sekil A.26: “configure-cvmfs.sh” Dosyasi

#!/bin/bash
export PATH=$HOME/bin:$HOME/post install/scripts:S$PATH
source $HOME/post install/node-environment.config

if [ ! -e $HOME/post install/logs/ ] ; then mkdir -p $HOME/post install/logs ; fi;
date stamp="date +%d%m%Y %HSMSS®

config firewall="PENDING"
config local users="PENDING"
config nfsv4="PENDING"

config ganglia="PENDING"
config ldap="PENDING"

config condor="PENDING"
config cvmfs="PENDING"

config mail alias="PENDING"
config kerbos="PENDING"
config addition 1ib="PENDING"
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config restrict users="PENDING"
config file limits="PENDING"
config xrootd mounts="PENDING"

echo
Celhe Vorsmmmomomscmoossssem firewall setup --—-—-—-—----—""""-"-————-
echo
fetch shell script workernode-firewall-public.sh
ret code=$?
if [ Sret code != "0" ] ; then
config firewall="FAILED"
else
SHOME/post install/scripts/workernode-firewall-public.sh >&
$HOME/post_install/logs/workernode-firewall-$date stamp.log
ret_code=RCS?

if [ Sret code == "RCO" ] ; then
config firewall="PASSED"
else
config firewall="FAILED"
fi
fi
echo "-----------—————————— fetch additional libraries setup -------------------—- "

fetch shell script fetch additional libraries.sh
ret code=$?
if [ Sret code != "0" ] ; then
config additional 1ib="FAILED"
else
SHOME/post install/scripts/fetch additional libraries.sh >&
SHOME/post install/logs/workernode-addition lib-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config additional 1ib="PASSED"
else
config additional 1ib="FAILED"
fi
fi
echo "-—--——7--—--—————————- kerberos setup --—-—---—--——————————- "

fetch shell script fetch kerberos config file.sh
ret code=§?
if [ Sret code != "0" ] ; then
config kerberos="FAILED"
else
SHOME/post_install/scripts/fetch kerberos config file.sh >&
SHOME/post install/logs/workernode-kerberos-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config kerberos="PASSED"
else
config kerberos="FAILED"
fi
fi
echo "-—-———---—--—————————- cvmfs setup --——----——-————————- "

fetch shell script configure-cvmfs.sh

ret code=§?

if [ Sret code != "0" ] ; then
config cvmfs="FAILED"

else
$HOME/post install/scripts/configure-cvmfs.sh >&

SHOME/post install/logs/workernode-configure-cvmfs-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config cvmfs="PASSED"
else
config cvmfs="FAILED"
fi
fi
echo "----—----—-—————————— ganglia setup ---—-------—--——————-— "

fetch shell script gmond-client.sh

ret code=$§?

if [ Sret code != "0" ] ; then
config ganglia="FAILED"
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else
$HOME/post install/scripts/gmond-client.sh >&

$HOME/post install/logs/workernode-ganglia-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config ganglia="PASSED"
else
config ganglia="FAILED"
fi
fi
echo "---——7--—--—————————- local users setup --———-—-———-——————————- "

fetch shell script local users.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config local users="FAILED"
else
$HOME/post install/scripts/local users.sh >& $HOME/post install/logs/workernode-
local users-Sdate stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config local users="PASSED"
else
config local users="FAILED"
fi
fi

fetch shell script increase file limits.sh
ret code=$?
if [ $ret code != "0" ] ; then
config file limits="FAILED"
else
SHOME/post install/scripts/increase file limits.sh >&
SHOME/post install/logs/workernode-file limits-$date stamp.log
ret code=RCS$?

if [ Sret code == "RCO" ] ; then
config file limits="PASSED"
else
config file limits="FAILED"
fi
fi

fetch shell script restrict login access.sh
ret code=$?

if [ Sret code != "0" ] ; then
echo "Failed to fetch the restrict login access.sh"
echo " Fetch restrict login access.sh - FAILED" >>

SHOME/post install/logs/workernode-configuration.log
config local users="FAILED"

else
echo
echo " You will need to execute the script later by hand :"
echo "S$SHOME/post install/scripts/restrict login access.sh"
echo " Fetch restrict login access.sh - PASSED" >>
SHOME/post_install/logs/workernode-configuration.log
fi
echo "--———--—————————————— niEgvi elient Setup ———s=ssesscsomosmmo= "

fetch shell script nfsvé4-client.sh
ret code=$?
if [ Sret code != "0" ] ; then
config nfsv4="FAILED"
else
SHOME/post install/scripts/nfsv4-client.sh >&
SHOME/post install/logs/workernode-nfsv4-$date stamp.log
ret_code=RCS?

if [ Sret code == "RCO" ] ; then
config nfsv4="PASSED"
else
config nfsv4="FAILED"
fi
fi
echo "-—-—-———7--—--—————————- condor setup --—--—-—-————————————- "

fetch shell script workernode-condor.sh
ret_code=$?
if [ Sret code != "0" ] ; then
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config condor="FAILED"
else
$HOME/post install/scripts/workernode-condor.sh >&
SHOME/post install/logs/workernode-condor-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config condor="PASSED"
else
config condor="FAILED"
fi
fi
el Voseccomemeooomeesooms mall aliag Setup ———messsscesmossmmms "

fetch shell script mail alias.sh
ret_code=$?
if [ Sret code != "0" ] ; then
config mail alias="FAILED"
else
$HOME/post install/scripts/mail alias.sh >& $HOME/post install/logs/workernode-
mail alias-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config mail alias="PASSED"
else
config mail alias="FAILED"
fi
fi
el Vemmmm s e e zEEEtE Fille MOURES =—=ssss=m=mmm= "

fetch shell script make xrootd file mounts.sh
ret code=$?
if [ Sret code != "0" ] ; then
config xrootd file mounts="FAILED"
else
SHOME/post install/scripts/make xrootd file mounts.sh >&
SHOME/post install/logs/workernode-xrootd-mounts-$date stamp.log
ret code=RC$?

if [ Sret code == "RCO" ] ; then
config xrootd file mounts="PASSED"
else
config xrootd file mounts="FAILED"
fi
fi

/usr/bin/yum -y update
Sekil A.27: “post-install-workernode-configuration-public.sh” Dosyasi
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