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GORUNTU STEGANOGRAFISI
OZET

Steganografi, bilgi gizliligi ¢6zimu sagladigindan bilgi giivenligi igin ¢ok 6nemli bir
tekniktir. Sifrelemeyle karsilastirildiginda, bilgilerin gizli olarak saklandigi
durumlarda, kapak verilerinin bilgi verisi olarak goriilmesi avantajina sahiptir.

Bdyle bir metodun, steganografi yontemlerinin kullanildig: filigran ve parmak izi
gibi ¢esitli uygulamalar1 vardir, ancak bu uygulamalarin amaci farklidir. Bu tezde
steganografi uygulamasi gizli haberlesme sistemleridir. Steganografide metin,
goriintii ya da ses gibi farkl tiirde veriler kullanilabilir.. Deneylerde 6nerilen LSBG
yontemi goriintiilerin kapak verisi olarak segildigi goruntl stenografisi  igin
uygulanmistir.

Temel steganografi yontemlerinden biri olan en az anlaml bit (LSB) ydnteminde
bazi simirlamalarin  olmast dolayisiyla LSB yOnteminigelistirmek igin birgok
yaklagim yapilmistir. LSBM ve LSBMR gibi LSB' ye bazi iyilestirme yontemleri
uygulanmustir [7]. Bu tezde onerilen iyilestirme yontemi, gizli verinin LSB' ye gore
daha az algilanabilir oldugu ve gizli veriyi giivence altina alacak yeni bir anahtar
yapisinin onerildigi en az anlaml bit agikligidir (LSBG).

Anahtar kelimeler: Steganografi, En az anlamli bit, En az anlamli bit a¢iklig
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IMAGE STEGANOGRAPHY
ABSTRACT

Steganography is very important technique for information security as it provides a
solution of hiding information. Compared to encryption it has the advantage of
considering the cover data as the information data itself while actually the secret
information is hidden inside it.

Such a method has several applications like watermarking and fingerprinting where
steganography methods are used but the objective of those applications are different.
The application that we are concerned in for this project is the covert communication
systems.

There are different types of cover mediums that can be used in steganography, such
as text, image, or audio steganography. We chose image steganography where the
images are used as cover object to be our base of experiments for the proposed
LSBG method.

One of main steganography methods is least significant bit (LSB) but it has some
limitations therefore many approaches have been proposed to improve it. Some
improvement methods have been applied to LSB such as LSBM and LSBMR [7].
The new proposed improvement method is least significant bit gaped (LSBG) where
the aim is to improve its imperceptibility compared to LSB and to improve a new key
structure that will increase the level of securing the information.

Keywords: Steganography, Least Significant Bit, Least Significant Bit Gaped
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1 INTRODUCTION

Steganography is the art of hiding data. It is an information security method that can
be applied to secure the information by hiding it in a medium where the secret
information cannot be observed. In recent years steganography methods have been
applied in the digital world where we deal with different digital media images, audio,
or video data. Digital steganography is working inside the digital signal systems by
using those digital mediums as cover mediums and also the secret message is
required to be in a digital data form. The application of steganography simply is to
embed secret information data in a selected cover medium to produce a stego

medium where it holds the hidden data.

There are wide applications where steganography can be used. Secret and covert
communications systems like military communication systems need to have a high
level of information security during transmission where steganography take a place
as one of the possible solutions [2]. Some widely used application for steganography
are watermarking and fingerprinting which they are used for protecting the
copyrights and data property for owners.

Another possible application of steganography is secure storage of information [12].
Steganography can be considered as great method to safe information data in

undetectable way, which is an important element for securing the data.

Steganography as mentioned can use different types of cover mediums like text
medium, image medium, audio medium, and other types of mediums [7]. Also for
secret messages, it could be any kind of data like a text or an image etc. In this thesis
we are concerned with image steganography where images are used as the cover

domain.

1.1 History

The word is originally a Greek word, which means “covered writing “[2]. The word

is actually composed of two separate words. The first word is stego, which means



cover, and the second word is grafia which means writing in Greek [7]. The method
itself is very old technique and there are proofs of using steganography even before
BC.

Here are some examples of steganography methods that have been used in the
history. In 440 BC, Histizeus wanted to send a secret message and found a way to
hide the message by using one of his trusted slaves. He shaved the slave’s head and
tattooed the secret message on its head then waited for the slave’s hair to grow back
so the tattooed message cannot be seen. After that, he sent his slave to his friends
without giving any suspicion to his enemies of sending any useful information [2]. In
17th century, Schott has made a method of hiding information in music scores where
each music note does represent a specific letter [2]. It also known that secret
messages have been hidden on the backside of paintings. Another way was using
invisible ink as an example of hiding messages. For some invisible inks, it can be
only observed or detected by a specific light at a specific operating frequency band
[2]. Micro writing can be considered as one of the steganography methods where the
message can be only observed by magnifying the size of the writing with some
optical magnification tools [2]. And still there are a lot of examples of using
steganography methods in history and probably still used until today.

1.2 Steganography and Encryption

Cryptography is a process that converts the information data to a data form that
cannot be read or analyzed unless that form is decrypted where the aim is not to give
the capability for third parties to analyze the information. While Steganography is an
information security process that hides the information (secret message) in carrier
medium (cover) without being able to observe the secret information in the cover
medium. The only way to read the secret information is applying the inverse
operation of steganography to extract the secret message data from the cover
medium. The beauty of such a method that it will give the 3" party an impression
that the information is the cover medium while in reality the real information is

hidden inside cover medium but cannot be noticed [1].

Steganography is preferred over encryption by some parties in many applications, as
it gives less suspicion to other sides [2]. Both of these techniques are considered as

information security techniques. As mentioned before, there are differences in the
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way of securing the information for both methods. As we have discussed
steganography secures the information by hiding it in cover medium in a way that
not to be visible. While encryption method is securing the data by processing or
converting the information signal to an encrypted signal, by simply scattering the bit

stream sequence or rearrange the bit stream to have data form that cannot be read.

One of the elements that both methods share is the fact of having a key to secure both
of them. In the absence of the key in both methods will cause the incapability of
extracting or reconstructing the message even if other elements are known such as
the type of method used. This shows the importance of having a key in the method as
it provides additional security to the information.

What is interesting of having both techniques is that you apply both of these
techniques to the information signal simultaneously as a two level information
security method. The combination of applying both techniques will give a result with
a higher level of security and also additional complexity to the system. In other
words if the information signal was received by third party, they need to deal with
both steganography and encryption analysis to extract the information which will be

extremely difficult and complicated to do.

1.3 Watermarking and Fingerprinting

As discussed, steganography could be used for different applications such as a
copyright mark for property protection (watermarking), a covert communication to
transmit the message in a secure way, or a serial number of a product to give the
capability to trace that specific product (fingerprinting) [1]. In recent years the main
focus of scientific researches and articles was in watermarking and fingerprinting
applications because the need of finding some strong solutions for a very important
and widely used application which is property and ownership protection. The
importance to give the ability to protect the property of the digital mediums products,
and that is where watermarking and fingerprinting took a place as possible and
applicable solutions. Although the focus of this project is in the covert
communication application, it was important to explain the concept of watermarking
and fingerprinting for their wide use and importance as some famous steganography

applications.



Watermarking is process of marking an object with invisible mark (or in sometimes
with visible mark). All objects are marked in the same way with same mark. The aim
is prove ownership of these objects by having the owner mark [1]. Watermarking:
can be defined with 3 main stages. The first stage is generating the watermark. The
second stage is embedding the watermark in the medium. And the third and the final
stage is the process of detecting the watermark in the medium to ensure the success
of the whole watermarking process [4]. The goal of having digital watermarking is to

have the signature of the owner to ensure the protection of his product property [3].

Fingerprinting is a marking process of product but with unique mark or fingerprint
for each product. The aim is distinguish each product separately as it has a mark that
is different from others [1]. Fingerprints can be defined also as labels by some
authors [2]. The main objective of having a unique mark or fingerprint is that the
ability to define specifically who did share the product and did not commit to the
copyrights laws and by that the copyright owner can take action against him in the

law.

For watermarking and fingerprinting, they should have a strong resistance of its
removal or from being edited by image processing methods such as compression,
filtering, cropping or rotation [3]. That is why the main focus in improving these
methods is in their robustness even on the account of their capacity or

imperceptibility.

1.4 Steganography Types

Applying steganography to digital data can be categorized based on the type of cover
medium (also known as host medium as by some authors [6]) used in the method [7].
The cover medium can be any type of data file such as message file, image file,
audio file, or video file. There is also the ability to use other data forms as data
protocols where the free space of data can be used for embedding the secret message
[1]. Regardless of the type of secret message data weather the secret was a text,
image, or other data file types, if it was embedded in a cover image then it will be

considered as image steganography. Here are the main types as listed below:

e Text steganography: All steganography methods that has been applied in text

files (such as .txt, .docx, or .pdf) as a cover medium. Some methods have
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been used in text steganography such as the process of slight changes of the
selected letter (in the form or font size) where it is difficult to distinguish
those changes. Another possible method is by using the spacing between
words to embed the data as white space method [6].

Image steganography: The steganography methods that are applied on image
files (such as .png, .tiff, .bmp, .gif, etc) as cover medium. Image
steganography is the most used type out of others. That is why many methods
have been proposed in image steganography such as improved methods of
basic LSB.

Audio steganography: The steganography methods that use audio files (.mp3,
.wav, etc) as cover mediums. Some methods used in audio steganography
such as parity coding, phase coding, echo hiding, and spread spectrum [7].
Video steganography are the methods that apply steganography on video files
such as (.mp4, .mkv etc) as cover mediums. Basic methods can be applied in
video steganography like LSB method.

Protocol steganography that embed the data in unused of free parts of
protocols’ frames. Hiding in TCP/IP protocol as an example, in the header

specifically in the free and not used parts [7].

teganography Elements

In steganography method, as a system it can be divided into four main elements as

listed below:

Secret message: it the message that will be embedded in the cover
medium. It is actually the crucial element that all other are used to protect
it by hiding it so it cannot be detected. It can be any type of data such as
simple text message or an image.

Cover object: is the medium that will be used as a carrier of the embedded
secret data. Selecting a suitable cover medium is very important for
concealing the secret information based on the steganography method
requirements. The cover medium selection process will be explained in
details in the following chapter topics.

Steganography key: The Key can be considered the control data part that
you need when you want to apply the inverse operation of steganography

5



method and extract the secret message. Without the knowledge of the key,
secret message could not be extracted from the cover medium. This key
adds the level of information security of steganography [1]. The power of
having a key is that even if the third party did identify the steganography
method but does not knows the key, they will not be able to extract the
secret message [2].

- Stego object is the result carrier medium after embedding that secret
message inside it. It is very important when we try to compare the stego
image with the original cover image, you will not be able to observe any
difference visually and that where we can evaluate the process of

steganography method to be successful or not.

Cover medium

Secret message Steganography Stego medium

key

Figure 1.1: Steganography System Block Diagram.

1.6 Cover Medium Selection

The cover image must be carefully chosen for any specific steganography method.
Studying the cover image properties to be suitable where the aim is to find a specific
cover medium that after the data embedding, it will not produce any observable

difference for observers to be detected by the human visual systems [5].

One of the important parameters to be studied is the capacity of the cover image and
the needed capacity of embedding the secret message. It is needed to be sure that the
cover image will be able to carry completely the secret message capacity.

Cover image selection process is very important and it is done by studying the

characteristics of the image and find the suitable candidates of cover images based on



the type of steganography method used and its requirements to ensure a high level of
performance and security [14]. As for some steganography methods, specific cover
images will be suitable for them but it will not be suitable for other steganography
methods that require different cover image properties or requirements. For example
some steganography algorithms use embedding in dark areas so the suitable image
for the method, is the image that have mainly dark areas. Another example for some
algorithms do use the skin-detected areas in cover images for data embedding, so

definitely they will require different cover images that contain body skin parts in it.

One on the main characteristics of images is the image histogram. Analyzing the
histogram explain the intensities usage in the cover image and the dynamic range or
the cover image. From studying the histogram of the images, specific conditions of
the histogram could be specified to be suitable for the embedding method. For
example for some methods, a wide dynamic range of the cover image histogram is
needed to have an appropriate cover image. Histogram analysis is used in our
experiments study as evaluation parameter for proper cover images selection and

finding the proper histogram conditions for LSBG method.

In general, experts recommend using grayscale images as cover images, they
recommend to use images captured from digital cameras or uncompressed scan of
photographs. It is also recommended for the cover image to have high variations of
colors, which will ensure better results as stego images and will make it for the

attackers more difficult to be capable of detecting the secret message [14].

1.7 Steganography Main Parameters

Steganography method is controlled by three main parameters, which are capacity,
invisibility, and robustness [3]. Based on the application and its objectives or
requirements steganography parameter levels can vary where the designer can
increase the level of main parameter that he needs to ensure its high performance

while it will affect the levels of other consequently.

1. Capacity: can be defined as the maximum number of bits that can be
embedded in the cover medium [3]. Another used definition of capacity is
the number of embedded bits in the pixel, which can be denoted as bit per
pixel (bpp) [7]. The less capacity for secret message to be embedded in



the cover medium, the less probability to detect the existence of a secret
message [14], and that is why it is recommended to have a smaller
capacity of secret message to be embedded.

2. Imperceptibility: can be also defined as invisibility or undetectability,
which means the inability to observe or detect the difference between the
stego image and original cover image by the human visual system (HVS)
and its sensitivity to the changes of luminance in the image [6]. It is
highly recommended spatially for covert communication, is to increase
the level of imperceptibility to ensure the difficulty of detecting the
modification of the cover medium.

3. Robustness: is the resistance of modification or removal of the embedded
data, from any image processing methods such as compression, cropping,
filtering, or even noise reduction [6]. Robustness can be measured by
testing its resistance of a kind of jamming process to stego medium [3].
Robustness can be increased by redundancy but it will cause the need to
have a higher capacity [6]. The improvement of robustness is very
important and recommended for watermarking and fingerprinting
applications to ensure the immunity of the watermark or fingerprint from

being edited or removed.

1.8 Some Important Evaluation Parameters in Steganography

Mean Square Error (MSE) is the measurement to calculate the average of summation
of squared errors of the difference between the edited image with the original image.
The better performance of steganography system is by having as MSE value which
indicates that error deviation in the stego image is small compared to the original

cover image.

Peak Signal to Noise Ratio (PSNR) is another measurement that can be used to
evaluate some steganography method performance [12]. It measure the peak value of
signal to noise ratio by calculating the logarithm operation to the ratio between the
max pixel intensity value (MAXi) divided by the MSE. If MSE value is small then
PSNR value is large [13], which indicates a better performance of the steganography
method. In other words, the higher value of PSNR shows the better performance of

the steganography technique to be considered.
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1.9 Steganalysis

Steganalysis: are the methods and processes that are used to break and analyze
steganography techniques [7]. The concept of Steganalysis is to analyze the
steganography technique to detect the modification done by the method to the

medium, which can be divided into two main stages:

First stage: Steganography analysis only to detect if it is present in the medium and
by that there is a hidden information in the medium. Once the Steganography
technique is detected in the medium, different possible signal processing techniques
can be applied to destroy the hiding data. As the aim is not be able to extract the
hidden information by the true receiver.

Second stage: Steganography analysis to detect the Steganography technique in the
medium and also and analyzing the technique to find out the inverse operation of the

technique and by that extract the hidden information.

Attacks in Steganalysis can be categorized into, Visual attack which is visual
analyses of stego image. The process can be accurately performed by separating
some parts of the stego image to be analyzed separately which will help the attacker
to find the noise part (edited part) [7]. Another type of attack is Histogram attack,
which is done by analyzing the histogram of the stego image to detect the differences
in the comparison with the histogram of the original cover image. Detecting the

difference will indicate the presence of a secret message in the medium [7].

One of Steganalysis methods for LSB steganography analysis is known as raw quick
pair method (RQP) which is done by Fridrich et al. It analyses the close pairs of
colors created by LSB. The method can provide a rough estimation of the secret
message size. The method works with reasonable result as long the number of unique
colors limitation does not exceed 30% of the total number of pixels. RQP can be only
applied to color images [14]. Another Steganalysis method which performs statistical
analysis of pair of values (PoVs) introduced by Pfitzmann and Westfeld. The method
can give reliable results when the placement of the message in the stego image is
known [14]. In addition, there is method called RS Steganalysis method, which
estimates the length of secret message. It is more accurate for random embedding of
LSB than the concentrated LSB in specific area of image [14].



1.10 Steganography Limitations

In general, steganography methods are limited by the three main parameters known
as capacity, robustness, and imperceptibility. All these parameters do affect each
other. For example if imperceptibility need to be improved, one of the solutions it to
reduce the capacity of the secret message. Another example if robustness needs to be
improved, it can be done by redundancy of the embedded data, which will cause the

enlargement of the capacity of the embedded data in the medium.

However, the main limitation of steganography is robustness especially in
watermarking application. The method need to be resistant to many image processing
techniques which could cause the distortion or even removal of the embedded data.
Image processing methods like filtering will cause the change of values of least
significant bits in pixels, which will destroy the embedded data [1]. Process such as
cropping which may delete a part of the image that could have a portion of the
embedded data. Such process may cause the loss of a part of the embedded data and
could cause the incapability of retrieving the hidden data [1]. Many steganography
methods do not recommend JPEG image because it is one of the file types that
supports lossy compression, which will cause the modification of the embedded once
decompression is done. The reason of this, lossy decompression does not produce the
exact estimate of the original file but it produces an approximate estimate of the
original file. It is recommended to use file types that support lossless compression
such as GIF, and BMP image files to solve the problem of editing the embedded data
[5]. Another solution for compression processes is to find areas for embedding where

compression process does not edit or change [6].

1.11 Steganography in Communication Systems

In covert communication systems, the most important parameter for steganography
to be considered is imperceptibility. The main objective for the hidden data is not to
raise any suspicion that the cover medium has been edited [4]. That is why the aim of
the designer is to maximize the level of imperceptibility on the expense of having

reduced levels of capacity and robustness [3].

One known example for covert communication is military communication systems

they use spread spectrum modulation or frequency scattering transmission as some of
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the possible solutions to protect the transmission from being detected by enemies and
their attacks on the signal by jamming [2].

Steganography as an information security technique can be very important role in
communication systems. Especially some communication systems that are used for
military applications where communication of information is considered as classified
and it is very important not to received and analyzed by a third party. That is why it
is important to send the information in a secured way where if it was received by
third party. They cannot analyze it and that is where Encryption and steganography
can take place. Those information security techniques can be used as pre stages of
the communication system to secure the information signal from being used by the
third party.

Using lossless compression as pre-stage to steganography in the communication
system will give the capability to extract and reconstruct the secret message 100%
correctly [5]. Moreover, it will be a great solution to reduce the capacity of secret
message. Error detection and correction (EDC) coding is used to ensure correct
reconstructing of the embedded data. The figure below shows a block diagram of the

communication system that has steganography method as pre stage:

Lossless EDC Encryption o
comprassion coding {scrambling] Steganography Modulation Transmission
Channel
Lossless EDC ) De-
decompression Decoding Decryption steganography Demodulation Recepticn

Figure 1.2: Covert Communication System Block Diagram.

1.12 Steganography Extraction Schemes

For the inverse operation of steganography, the extraction process can be done
mainly in two different methods. Some techniques need to have the original cover
signal in the extraction process of the hidden data from the stego signal; such
methods are known as cover escrow. Then comparison between the original cover

medium with the stego medium can be done by subtracting the stego signal from the
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cover signal and from the result, the embedded data can be identified [3]. While the
other method known as blind schemes. In this method to extract the hidden data from
the stego image is performed without the need of having the original cover signal.
Knowing the steganography method used in addition of knowing the key used in the

method is enough to extract the hidden embedded data [3].

1.13 Steganography Domains

For steganography methods mainly work into two domains as shown below:

In spatial domain basic steganography methods like LSB and other improvement
approaches to LSB method like LSBM operate in the spatial domain of the medium

where the secret data is directly embedded in pixels of the spatial domain.

Transform domain: Some steganography methods use transform function like
Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT), and Discrete
Wavelet Transform (DWT) before data embedding [2]where actually the data is
embedded in the transform domain such as the frequency domain when for example
DFT is applied. Using transform function to apply steganography methods in the
transform domain can increase the robustness against image processing like

compression, filtering, and even noises.
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2 STEGANOGRAPHY METHODS

In this chapter, we will study some steganography methods. Starting from LSB
method as a base line method. In addition, some of methods that are proposed as
improvement methods to LSB method. Also some methods that use different
techniques for data embedding will be studied in this chapter. The main concept of
these methods will be explained briefly with some examples if possible to

demonstrate how the methods work.

2.1. Least Significant Bit (LSB)

LSB is a steganography method of impending hidden data in the least significant bits
of the cover data bytes as in image pixels. It is one most famous, basic, and simple
embedding method used in steganography. Many improvement approaches have
been applied to LSB method to improve the parameters of imperceptibility and
robustness of the method. For any interested researcher in digital steganography start
by studying LSB as the oldest and base concept of embedding for many other
steganography methods. In basic LSB method, the pixels are used for embedding in a
sequential form [5]. LSB hiding can be done also in a randomized way, which will be

explained later [7].

To understand simply how to embed the data in LSB method, LSB is located as the
last bit from the right side of any binary value [7]. For example, if we have a byte
binary value of (11110101), the first LSB is (1), and the first two LSB bits are (01),
also if we want to know the last three LSB bits are equal to (101). From the example,
we need to mention that for LSM embedding, it is possible to use only the last bit,
last two bits, or last three bits in the binary value of the byte or pixel for data
embedding. Therefore, if we have a 1-byte pixel size, the minimum LSB capacity is
1 bit per pixel (bpp) [7].

Let have three pixels of the cover image with binary values of (11110001 11110000
11110011) and we want to embed a message of (110) in those three pixels. So 1 bit is
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needed for LSB embedding in each pixel. By that, the result stego pixels are
(11110001 11110001 11110010). As you can see for the first pixel, the secret bit is
equal to last bit in the pixel and that is why the pixel LSB value is still the same.
While in the second and the third pixels, the LSB bits were changed to the value of
the second and third bits of the message as highlighted in red. Another point that to
mention that probability of changing for each bit is 0.5 as we have half to half change

that the secret and cover bits are equal [7].

2.2. LSB with Pseudorandom Coding

One of the improvement methods applied to LSB is using pseudorandom coding for
random selection of the cover medium parts (pixels) for LSB embedding. The
random embedding can be done by using pseudo random number generator (PRNG)
[7]. The specific pseudorandom unique code used in the LSB steganography is
actually the key of the method. Without having the key of pseudorandom code, the
message cannot be extracted in the receiver side [2]. The randomization method has
the same characteristics of as random noise in the cover medium. So the embedded
data could be considered as noise by third party, and that is the aim of using

pseudorandom coding [2].

2.3. Spread Spectrum Image Steganography

Spread spectrum image steganography is denoted as SSIS. It is also using
pseudorandom code generator for selection. Selection pairs of image regions based
on the number generated by pseudorandom generator. In one region, the secret data
embedding is done as follows; the intensities are increased by constant while the
other region are decreased by the same constant value [3]. SSIS is one of the blind
scheme methods where there is no need to have cover image for the extraction of the
hidden information from the stego image in the receiver part. Only there is the need

of the pseudorandom key that has been used in the steganography method [3].

In SSIS error correcting technique to solve the error probability of the extracted
embedded data and image restoration technique is used to produce an approximate of
the cover image in the receiver part for processing the extraction of the hidden data

and by that having the blind scheme stego decoding system [3].
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Spread spectrum signal (spreading the bandwidth of a narrow band signal) has the
same characteristics of additive white Gaussian noise. Spreading the narrow band
signal to larger bandwidth will cause to decrease the energy level of the signal to be
similar to energy level of noise. And such a level is not in the detection range of
communication systems since it is considered as noise energy level [3]. Therefore in
SSIS, the embedding of secret data is embedded to act as a noise random behavior in

the cover medium [3].

2.4. LSB with Selection Algorithms

Some algorithms study the characteristics and properties of the cover medium and
then select specific suitable region in the cover medium based on parameter valued
required in the algorithm. For example is an image is used a cover medium, the
algorithm select specific pixels for LSB embedding based on analyzing the pixel and
its surrounding pixels variances. The selection of the pixels is used if their variance is
within the acceptable levels for the algorithm. Other algorithms could use other

measured parameter for selection method of LSB embedding [2].

Some improvement selection methods, do select the noisy area in images for
embedding [5]. Other improvement methods perform the selection of dark areas for
LSB embedding [9]. Most of these selection methods improve the imperceptibility of
the steganography, spatially when it is compared to the basic LSB steganography

method.

2.5. Least Significant Bit Matched (LSBM)

Least significant Bit matched algorithm (LSBM) differs in the way of data
embedding of basic LSB. The embedding method is applied by adding +1 or -1 to
each pixel instead of changing last bits in the pixel [7]. Addition of one could be
considered as equivalent to binary value of zero, while subtraction of one is
considered as equivalent to binary value one. Therefore, the LSBM pixel capacity is
one bpp.

For example, if we have a pixel value of 31 in decimal which is equivalent to
(00011111) in binary. If we add 1 to the pixel it will become 32 in decimal and
(00100000) in binary. And if we subtract one from the pixel intensity value, it will
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become 30 in decimal and (00011110) in binary.

The improvement will solve the asymmetry problem of LSB, as the probability of
increasing or decreasing the modified pixels are approximately the same [7].
However, Center of mass (COM) method of histogram characteristic function by

Harmsen and Perlman can detect LSBM method [7].

2.6. Least Significant Bit Matched Revisited (LSBMR)

LSB Matched Revisited is proposed by Jarno Mielikainen. The method uses two
pixels for embedding two units of the secret data. Based on the relation between the
comparison process for both pixels bit values and secret bit values a result of 4
possible cases is in the output of stego image pair [7]. As LSBM, the maximum pixel

capacity rate for LSBMR is one bpp [7].

One of the improvement fields for LSBMR is the reducing the probability of bit
change in data embedding. The bit change probability is reduced because of the
maximum change that could happen for the pair of pixels is one pixel to be modified.

This improves the imperceptibility level of LSBMR compared to LSB method [7].

2.7. LSB with B+trees

B tree is a fast indexing method used to compress the secret message. It is a data
structure that can be used to locate file in a database within a short period of time.
The proposed method is to combine LSB method with B+trees compression method.
The process can be applied by firstly compress the secret message using B+trees and
produce nodes that will contain the value of key to be used in steganography. Then
secondly, LSB steganography is applied to embed the compressed data in the cover

image [8].

2.8. Quadtree Partition

Quadtree partition is image partitioning method that will divide the image into
guardable parts, which can be presented as a tree structure. The partitioning is
applied based on the differences between image parts intensities [9].

The process can be applied by having different threshold levels for intensity
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differences, which provides different number of blocks with sizes that starts from
2x2, 4x4, 8x8, 16x16, 32x32, and 64x64 as a result. Then the selection of fine-
grained areas is applied for the secret message embedding. For example, if (2x2)
block was chosen for message embedding. The block has four pixels and if (one bit)
LSB is embedded then you will have the ability to hide four bits in the (2x2) sub-
block [9].

2.9. Walsh-Hadamard 3D Steganography

Walsh-Hadamard 3D steganography is used as one of the medical covert
communication application to ensure the privacy of the data transfer in remote point
of care (POC) application. In the beginning, to explain the POC system which is a
medical care system where the patients are monitored remotely from their homes by
using a devices and sensor to send the important medical signals every certain period
of time. The aim to use steganography for POC system is the need to protect the
privacy of the medical information of the patients as it considered being a low on

hospitals to secure the patient information in some countries [10].

Fast Walsh-Hadamard transform (FWHT) is used for transforming the medical
signals to coefficients and the less significant values of the coefficients will be used.
FWHT transforms the signal from spatial domain to frequency domain and there a
group of values as a result of the transform which are identified as coefficients. Least
significant values of the coefficient are used to embed the secret information. The
key to be used is three dimensional coefficients (3 layers key) which increases the
level of securing the hidden information. One of the advantages of applying this
steganography method over cryptography is the ability of being secure the medical

information is less data capacity and power consumption [10].

2.10. Raspberry Pi Steganography

Raspberry Pi is a microcomputer which can be programmed to perform system
required operations and one of its applications is home automation processes.
Raspberry Pi is used as a sensor web node, which is programmed to perform two
optional steganography techniques based on the secret message type (text or image).

The Raspberry Pireceives the secret message, then process and applies
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steganography technique then send the stego image to the specified destination [11].

For secret text embedding in the cover medium option, a combination of 3 bits per 2
pixels LSB method and Super-knight’s tour algorithm are used. Super-knight’s tour
algorithm is required for producing a location map that will be used for text
embedding. For the option of secret image embedding, Discrete Cosine Transform
(DCT) based steganography method is used [11].

2.11. Skintone Detection Based Steganography

The method can be only applicable for cover images that have body skin as an object
in them. The method is composed of two stages. The first stage is to apply skintone
detection on hue and saturation values then the color model to detect specifically the
skin area in the cover image. The second stage is applying transformation of the
image into frequency domain using Discrete Wavelet Transform (DWT). In addition,
choose the sub band low-low (LL) in the frequency domain for the secret data
embedding in the selected subband. For adding an additional complexity to the
system, cropping process is used for securing the method where the cropped area of

the image is used as a key for the steganography method [13].
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3 METHODOLOGY OF PROPOSED LSBG METHOD

In this chapter, the proposed Least Significant Bit Gaped will be explained in details.
Starting from explaining the Gapping concept and how it can be used to apply the
LSBG method. Examples will be given to demonstrate the concept cases clearly. In
addition, some ideas are proposed of how to increase the LSBG method flexibility
capabilities.

3.1. Least Significant Bit Gaped (LSBG) Methodology

The concept of the proposed LSBG method is to embed the secret message using
LSB method in certain pixels with a certain rate. In addition, have a gap pixels with a
certain rate also where no embedding of data in these pixels. Therefore in the stego
medium, the pixels will be divided into two parts. First LSB pixels and those are the
selected pixels for LSB embedding. The second part is the gap pixels which can be
defined as the pixels that are not selected for LSB embedding. The reason for naming
gap pixels is the fact that those pixels have not been used to contain the real data
which is the secret message and that is why it can be considered as gaps. The LSB
pixels to gap pixels ratio can vary from one LSB pixel to one gap pixel (1LSB to
1G), one LSB pixel to two gap pixels (1LSB to 2G), one LSB pixel to three gap
pixels (1LSB to 3G), and so on. The main idea of applying such a method is to have
the ability to distribute the secret embedded LSB pixels in the majority of the cover
medium area (image pixels area) as much as possible. The LSB pixels to gap pixels

ratio will depend on two main factors:

1. The capacity of the secret message to be hidden. The smaller the capacity of
the secret message, the more possible ratios can be applied in the cover
medium.

2. The capacity of the cover medium (cover image). The larger the capacity of
the cover image will give the capability to apply high variety of LSB to G

ratios.

From studying the previous two factors, we can select a suitable LSB to gab ratio to
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be chosen based on the capacity of the secret message and the capacity of the chosen
cover image to apply LSBG method.

In LSBG method, LSB pixels to gap pixels ratio can be performed in either
horizontal axis or vertical axis in the cover image. The selection of the axis can be
chosen by the designer. One important thing that is needed to be mentioned is that
when we compare the use of both axis’ it will result a completely different selection

of LSB pixels for each axis.

To explain LSBG method with different possible ratios, let us assume that we have a

cover image with a size of (8x8) pixels as shown in Figure 3.1below:

Figure 3.1: Cover image before applying LSB or LSBG method.

As seen in Figure 3.1 above, the cover image is demonstrated with white pixels
where still neither basic LSB method nor LSBG is applied. For LSB or LSBG
embedding method the LSB pixels are highlighted in gray, which demonstrate that
the grey pixels have been modified and used for LSB embedding. Let us assume that
we have a secret message with the capacity of 24 bits (3 byte) is needed to be hidden.
The last 2 bits of LSB (2 bit LSB) will be used for data embedding in each pixel.
Therefore, we need a sum of 12 LSB pixels for data embedding. In Figure 3.2 a basic
LSB method is applied for secret message embedding and highlighted pixels in gray

are the pixels used for LSB method.
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Figure 3.2: Stego image of LSB method.

Once we apply LSBG method with the ratio of one LSB pixel to one gap pixel in the
horizontal axis. The LSBG embedding is shown in Figure 3.3 where highlighted

pixels in gray are the ones used for LSBG method.

Figure 3.3: Stego image of LSBG method with 1LSB /1G ratio in horizontal axis
method.

In case of vertical axis is chosen for applying one LSB pixel to one gap pixel ratio of
LSBG method the result stego image is shown in Figure 3.4 where highlighted pixels
in gray are the ones used for LSBG method.

Figure 3.4: Stego image of LSBG method with (1LSB /1G) ratio in vertical axis.

If one LSB pixel to three Gap pixels ratio is used in LSBG method in horizontal axis
the distribution of LSB pixels can be depicted in Figure 3.5 where highlighted pixels
in gray are the ones used for LSBG method.
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Figure 3.5: Stego image of LSBG method with (1LSB /3G) ratio in horizontal axis.
3.2. Two-dimensional LSBG (2D LSBG)

The LSB pixels to gap pixels ratio can be applied in the vertical axis (y axis) or in the
horizontal axis (x axis) as explained before. However, there is also the capability to
apply (two dimensional) LSB pixels to gap pixels ratio in both vertical and horizontal

axis. The 2D LSBG provides a greater LSB pixels distribution in the cover medium.

If we have the same cover image with a size of 8x8 pixels and in addition, the same
secret message with the capacity of 24 bits (3 bytes) then finally, 2 bit LSB is used
where 2 bits of secret information is embedded in each LSB pixel and by that, a total
of 12 pixels are needed. The 2D LSBG method with the ratio of one LSB pixel to
one Gap pixel can be applied as in Figure 3.6 where highlighted pixels in gray are the
ones used for 2D LSBG method with 1LSB /1G ratio.

Figure 3.6: Stego image of 2D LSBG method with (1LSB /1G) ratio.
3.3. Shifting Property for LSBG

Shifting property can be applied to either LSB or LSBG method where the aim is not
to apply the steganography technique from the beginning of the cover medium but to
shift the starting point (starting LSB pixel) with a certain number that is chosen by

the designer. Applying this method will increase the difficulty of extracting the secret
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information from the LSB pixels by third parties since the starting point is only
known by the designer. The shifting property must be added as an additional element
to the LSBG key.

In Figure 3.7, a demonstration of applying the shifting property to a 2D LSBG
method where the shifting of embedding made the starting point in the 3rd column of
the cover image. In the figure highlighted pixels in gray are the ones used for 2D
LSBG method.

Figure 3.7: Stego image of 2D LSBG method with 1LSB /1G ratio and with the
shifting property.

3.4. Applying Flexible Ratio in LSBG

As discussed before, fixed the LSB pixels to gap pixels ratio is used. But a flexible
ratio can be applied instead of fixed ratio. For example, we can use the ratio of 1LSB
to 2G for the odd LSB pixels and another ratio of 1LSB to 4G for the even LSB
pixels. We can have even more than two ratios to be used in the same LSBG. We can
arrange the sequence of these ratios in different possible ways. But actually using
different and flexible ratio for LSBG method will add the complexity to be applied
even for the designer whether it was in the encoding part of the decoding and

extraction part.

3.5. Adaptive LSBG

The selection of LSB pixels to gap pixels ratio is both the needed capacity of the
secret message and the capacity of the cover image. The aim is to apply an adaptive
LSBG method will give the optimized LSB pixels to gap pixels ratio based on
calculating the needed capacity to hide the secret message and calculation the cover

image capacity with different possible ratios that can hide the total secret message.
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3.6. Ability of Using LSBG for Multiplexing

Let us assume that three secret messages are wanted to hide in the same cover
medium. The aim is to hide each message separately. LSBG can be used in a way if
we assume that 1LSB to 3Gaps ratio is selected. Therefore we each four pixels can
be used as the first pixels of LSB. The idea is to use the set of four pixels where the
first pixel is assigned for the first secret message, the 2nd pixel for the 2nd secret
message, and the same process for the 3rd secret message. By that, 3LSB to 1Gap
ratio can be used. But keep in mind that if we want to extract the 1st secret message
the 1st pixel out of each 4 pixels sets is needed to be extracted with the same ratio of
1LSB to 3Gaps, because we are only concerned with the 1st secret message and by

that the other LSB pixels for the other secret messages are considered as gap pixels.

The same extraction process must be applied if we want to extract the 2nd message,
we will extract the 2nd LSB pixel out of each 4 pixels set in the cover medium with
the samelLSB to 3Gaps ratio. And the same process can be for the extraction of the

3rd secret message.

In Figure 3.8, a demonstration of applying three secret messages using LSBG
method can be seen. Each secret message is highlighted with a different color to be
distinguished clearly from the other messages Highlighted pixels in gray, yellow and
red for 1%t , 2" and 3™ secret messages for LSBG method with 1LSB /3G ratio,

respectively.

Figure 3.8: Stego image of LSBG method with 1LSB /3G ratio for three multiplexed
secret messages.

3.7. Scrambling as Pre-stage

We have discussed before the capability of combining both encryption and

steganography and how it improves the level of information security by increasing
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the complexity of the key used in the method. Simple encryption method like
scrambling which can be defined as changing the order of the secret binary bitstream
and rearrange it in a way that it cannot be read. Applying scrambling as a pre-stage
before applying LSBG method adds the use of the key of scrambling. Without
having this key, even if secret message was extracted successfully it cannot be
analyzed since secret message is still scrambled and decryption is still needed.

3.8. LSBG Key Elements

One of the main improvement points of LSBG over LSB is the complexity of the key
elements of LSBG method. Having a multi levels or elements key in steganography
is very powerful tool that will strengthen the security of the steganography method.
That is available in LSBG method as you do not only need to know the length of the
secret message and the number of LSB bits used in the pixels embedding as in LSB
method. You actually need to have all the elements of the LSBG key to be able to
extract the embedded secret message successfully. The LSBG key elements can be

defined as follows:

- The capacity of the secret message (Total number of bits of the secret

bitstream).

- The selection of number of LSB bits to be embedded in each pixel by the
designer.

- The selection of LSB pixels to Gap pixels ratio to be used for data embedding.

- The selection of the start point of LSBG embedding. An additional applicable
element by using shifting property.

- The LSB sequence number in the LSB to G ratio. (If multiple messages
multiplexing is used).

- The possible usage of encryption (scrambling) before applying LSBG method as
pre-stage. Adding the key of encryption will cause the embedding the secret bits

not in a sequential way in the selected LSB pixels.

- The possible usage of Lossless compression method to the secret message
before applying LSBG method. Adding the key of compression as a pre-stage,

will help in reducing the capacity of the secret message and also while
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extraction from LSBG, the secret cannot be analyzed unless it is decompressed.

- Band selection for LSBG method. This is applicable certainly; if multiple bands
color images are used like RGB images. Where one band would be selected

while the other band will remain the same.

3.9. Possible Transfer Solutions for the Key

There are two approached for the key transfer to the receiver side. The first approach
is to send the key data separately in another independent communication channel
with defining a coding method to show the key information is a coded form to be

only understood by the two concerned parties.

The other approach is to transmit the key data in the same stego medium by
embedding the key in specific region in the image that can be agreed on previously
and fixed for all steganography communications. The key elements can organized as
a header control part of the secret bit steam to be embedded but it will be actually
separated and embedded separate, specific, fixed, and agreed on region in the cover
medium. The key data element can be presented approximately within a frame with
size. The following figure (Figure 3.9) is demonstration of possible frame structure

of key control data.

sSC nLsB RLSBG 5T

Figure 3.9: Possible frame structure of Key data elements.

As shown in the figure above, the key frame structure should have the following sub-

frames:
- SC: the total capacity of the secret message bit stream.
- nLSB: number of LSB bits to be embedded in each selected pixel.
- RLSBG: LSB to G ratio number.
- ST: starting point of LSB method (if shifting property is applied).
The bit length required for each sub-frame part can be defined based on the secret
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message requirements and the type of LSBG method applied. Other sub-frames
could be added for the key frame according to the addition of extra possible key

elements as explained before.

3.10. LSBG Decoding

LSBG decoding can be considered as a blind scheme decoder since there is no
requirement to have the original cover medium to perform the extraction of the
embedded secret message from the stego medium. But instead it is only required to
the all the key elements and details to perform successful extraction and reconstruct
the message data correctly. The decoding LSBG procedure are explained in details as
the followings.

3.11. MATLAB code procedure for LSBG Encoding

MATLAB codes have been written to perform steganography methods of LSB and
proposed LSBG. The procedure of encoding part where secret data embedding is
applied is as shown below:

1. Read the secret message using the function imread. The secret message
used is an image.

2. Convert the secret message to a vector, and then convert the vector to a
binary bitstream that represents the secret message using function dec2bin.

3. Find the total number of binary bits of the secret message to be embedded

using function size.

4. Read the cover image (it is used to carry the embedded data) using function
imread.
5. Find the number of rows and columns of the cover image using function

size. This information is needed for the for-loops.

6. Initially make the stego image equal to cover image.

7. Make a variable to be used for counting the secret bits to be embedded in the
for-loops

8. Produce a two dimensional for-loops to move within the cover image pixel by

pixel. For LSBG embedding the increment will be edited instead of one as for

LSB to become as selected by the designer as either an increment of two or
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10.
11.

12.

13.

14.

15.

more.
The selected pixel of the cover image will be edited first by making the used
LSB bits zeroes using function (bitshift).

Two bit of secret bitstream is taken for the selected pixel embedding.

Insert secret 2bits in the selected and edited cover pixel by simply adding the
decimal value.

If the counter reached to the last bit in the secret bitstream (last w =n —1
and,w+1=nw+ 2 =n+ 1) then end the first for loop

If the counter reached to the last bit in the secret bitstream (last w =n —1
and +1 = nw + 2 = n + 1) then end the second for loop.

Once the loops are ended, then the secret message have been embedded
completely in the cover image

Show the figures of the cover image and the stego image to make the

comparison using function figure.

MATLAB code for LSBG Encoding can be found in Appendix.

3.12. MATLAB code procedure for LSBG Decoding

In the decoding part, having the original cover image is not required. Having the

exact values of length of secret bitstream and the LSB to Gap ratio used in the

transmitter side is required to apply correct extraction. The procedure of decoding

part where secret data extracting is applied is demonstrated step by step as follows:

Read the stego image using function imread.
Find the number of rows and columns of stego image to be used in for-loops.
Define an empty matrix for the secret image convert it to a vector.

From the vector create initially an empty bitstream to be filled after decoding

with the extracted secret bits.

Define the total number of binary bits in secret message. This is needed for

the counter of the bitstream.
Produce a counter for secret bitstream to be extracted.

Produce a two dimensional for-loops to move within the cover image pixel by
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10.

11.

12.

13.

14.

15.

16.

pixel. For LSBG embedding the increment will be edited instead of one as for
LSB to become as selected by the designer as either an increment of two or
more. It is important to use the same increment in the encoding (the same

LSB to G ratio) to apply correct extraction.

Start with of selected stego pixel and converted to binary value using
dec2bin.

Count how many bits is converted in the binary value of the selected pixel.
Only select the last 2 bits (LSB)
The selected bits are inserted in the empty bitstream

The counter is incremented by 2 for extracting the next 2 bit form the next
LSB pixel.

If the counter reached to the total number of secret binary bits, end the first

loop.

If the counter reached to the total number of secret binary bits, end the first
loop.

Convert the extracted binary bitstream into a pixel matrix to be reconstructed

in it is original form as a secret message.

Show the Figure of secret image using the function figure.

MATLAB code for LSBG Decoding can be found in Appendix.

3.13. LSB and LSBG capacity

For finding the maximum possible capacity of LSB method in a cover image is

shown in equation (3.1) below:

Max capacity for LSB = np.n, (31)

where np is total number of pixels and n; is total number of bits used. While the

maximum possible capacity of LSBG method in a cover image is shown in equation
(3.2) below:
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Np.Ny
(ng +1)

Max capacity for LSBG = (3.2)

Where n, is number of gaps. Finally, the maximum possible capacity of 2D LSBG
method in a cover image is given in equation (3.3).

Np. Ny

Max capacity for 2D LSBG = m

(3.3)
The following tables show in details all the possible maximum capacities based on
the cover image size, the number of LSB bits to be used, and the LSB to Gap ratio.
Those capacities have been calculated for standard cover images with the size of
256x256, 512x512, and 1024x1024.

Table 3.1: Max capacity of LSB (1 bpp) and LSBG (1 bpp) for a cover image with
the size of 256x256 and pixel capacity =1 byte.

Method Max Capacity
LSB (1 bpp) 65,536 bits (8,192 byte)
LSBG (1 bpp) (1LSB to 1G) ratio 32,768 bits (4,096 byte)
LSBG (1 bpp) (1LSB to 3G) ratio 16,384 bits (2,048 byte)
LSBG (1 bpp) (1LSB to 7G) ratio 8,192 hits (1,024 byte)

LSBG (1 bpp) (1LSB to 15G) ratio 4,096 bits (512 byte)

LSBG (1 bpp) (1LSB to 31G) ratio 2,048 bits (256 byte)

LSBG (1 bpp) (1LSB to 63G) ratio 1,024 bits (128 byte)

LSBG (1 bpp) (1LSB to 127G) ratio 512 bits (64 byte)

Table 3.2: Max capacity of LSB (1 bpp) and 2D LSBG (1 bpp) for a cover image
with the size of 256x256 and pixel capacity =1 byte.

Method Max capacity

LSB (L bpp) 65,536 bits (8,192 byte)
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2D LSBG (1 bpp) (LLSB to 1G) ratio 16,384 bits (2,048 byte)
2D LSBG (1 bpp) (1LSB to 3G) ratio 4,096 bits (512 byte)
2D LSBG (1 bpp) (1LSB to 7G) ratio 1,024 bits (128 byte)
2D LSBG (1 bpp) (1LSB to 15G) ratio 256 bits (32 byte)

2D LSBG (1 bpp) (1LSB to 31G) ratio 64 bits (8 byte)

2D LSBG (1 bpp) (1LSB to 63G) ratio 16 bits (2 byte)

2D LSBG (1 bpp) (LLSB to 127G) ratio | 4 bits

Table 3.3: Max capacity of LSB (2 bpp) and LSBG (2 bpp) for a cover image with
the size of 256x256 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 131,072 bits (16,384 byte)
LSBG (2 bpp) (1LSB to 1G) ratio 65,536 bits (8,192 byte)
LSBG (2 bpp) (1LSB to 3G) ratio 32,768 bits (4,096 byte)
LSBG (2 bpp) (1LSB to 7G) ratio 16,384 bits (2,048 byte)

LSBG (2 bpp) (1LSB to 15G) ratio 8,192 bits (1,024 byte)

LSBG (2 bpp) (1LSB to 31G) ratio 4,096 bits (512 byte)

LSBG (2 bpp) (1LSB to 63G) ratio 2,048 bits (256 byte)

LSBG (2 bpp) (1LSB to 127G) ratio 1,024 bits (128 byte)

Table 3.4: Max capacity of LSB (2 bpp) and 2D LSBG (2 bpp) for a cover image
with the size of 256x256 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 131,072 bits (16,384 byte)
2D LSBG (2 bpp) (1LSB to 1G) ratio 32,768 bits (4,096 byte)
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2D LSBG (2 bpp) (1LSB to 3G) ratio 8,192 bits (1,024 byte)

2D LSBG (2 bpp) (1LSB to 7G) ratio 2,048 bits (256 byte)
2D LSBG (2 bpp) (LLSB to 15G) ratio 512 bits (64 byte)
2D LSBG (2 bpp) (1LSB to 31G) ratio 128 bits (16 byte)

2D LSBG (2 bpp) (LLSB to 63G) ratio 32 bits (4 byte)

2D LSBG (2 bpp) (1LSB to 127G) ratio 8 bits (1 byte)

Table 3.5: Max capacity of LSB (3 bpp) and LSBG (3 bpp) for a cover image with
the size of 256x256 and pixel capacity =1 byte.

Method Max capacity
LSB (3 bpp) 196,608 bits (24,567 byte)
LSBG (3 bpp) (1LSB to 1G) ratio 98,304 bits (12,288 byte)
LSBG (3 bpp) (1LSB to 3G) ratio 49,152 bits (6,144 byte)
LSBG (3 bpp) (1LSB to 7G) ratio 24,576 bits (3,072 byte)

LSBG (3 bpp) (1LSB to 15G) ratio 12,288 bits (1,536 byte)

LSBG (3 bpp) (1LSB to 31G) ratio 6,144 bits (768 byte)

LSBG (3 bpp) (1LSB to 63G) ratio 3,072 bits (384 byte)

LSBG (3 bpp) (1LSB to 127G) ratio 1,536 bits(192 byte)

Table 3.6: Max capacity of LSB (3 bpp) and 2D LSBG (3 bpp) for a cover image
with the size of 256x256 and pixel capacity =1 byte.

Method Max capacity
LSB (3 bpp) 196,608 bits (24,567 byte)
2D LSBG (3 bpp) (LLSB to 1G) ratio 49,152 bits (6,144 byte)
2D LSBG (3 bpp) (LLSB to 3G) ratio 12,228 bits (1,536 byte)

32



2D LSBG (3 bpp) (1LSB to 7G) ratio 3,072 bits (384 byte)

2D LSBG (3 bpp) (1LSB to 15G) ratio 768 bits (96 byte)

2D LSBG (3 bpp) (1LSB to 31G) ratio 192 bits (24 byte)

2D LSBG (3 bpp) (1LSB to 63G) ratio 48 bits (6 byte)

2D LSBG (3 bpp) (1LSB to 127G) ratio 12 bits (1.5 byte)

Table 3.7: Max capacity of LSB (1 bpp) and LSBG (1 bpp) for a cover image with
the size of 512x512 and pixel capacity =1 byte.

Method Max capacity
LSB (1 bpp) 262,144 bits (32,768 byte)
LSBG (1 bpp) (1LSB to 1G) ratio 131,072 bits (16,384 byte)
LSBG (1 bpp) (1LSB to 3G) ratio 65,536 bits (8,192 byte)
LSBG (1 bpp) (1LSB to 7G) ratio 32,768 bits (4,096 byte)

LSBG (1 bpp) (1LSB to 15G) ratio 16,384 bits (2,048 byte)

LSBG (1 bpp) (1LSB to 31G) ratio 8,192 bits (1,024 byte)

LSBG (1 bpp) (1LSB to 63G) ratio 4,096 bits (512 byte)

LSBG (1 bpp) (1LSB to 127G) ratio 2,048 bits (256 byte)

LSBG (1 bpp) (1LSB to 255G) ratio 1,024 bits (128 byte)

Table 3.8: Max capacity of LSB (1 bpp) and 2D LSBG (1 bpp) for a cover image
with the size of 512x512 and pixel capacity =1 byte.

Method Max capacity
LSB (1 bpp) 262,144 bits (32,768 byte)
2D LSBG (1 bpp) (LLSB to 1G) ratio 65,536 bits (8,192 byte)
2D LSBG (1 bpp) (LLSB to 3G) ratio 16,384 bits (2,048 byte)
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2D LSBG (1 bpp) (1LSB to 7G) ratio 4,096 bits (512 byte)

2D LSBG (1 bpp) (1LSB to 15G) ratio 1,024 bits (128 byte)
2D LSBG (1 bpp) (1LSB to 31G) ratio 256 bits (32 byte)
2D LSBG (1 bpp) (1LSB to 63G) ratio 64 bits (8 byte)

2D LSBG (1 bpp) (1LSB to 127G) ratio 16 bits (2 byte)

2D LSBG (1 bpp) (1LSB to 255G) ratio 4 bits

Table 3.9: Max capacity of LSB (2 bpp) and LSBG (2 bpp) for a cover image with
the size of 512x512 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 524,288 bits (65,536 byte)
LSBG (2 bpp) (1LSB to 1G) ratio 262,144 bits (32,768 byte)
LSBG (2 bpp) (1LSB to 3G) ratio 131,072 bits (16,384 byte)
LSBG (2 bpp) (1LSB to 7G) ratio 65,536 bits (8,192 byte)

LSBG (2 bpp) (1LSB to 15G) ratio 32,768 bits (4,096 byte)

LSBG (2 bpp) (1LSB to 31G) ratio 16,384 bits (2,048 byte)

LSBG (2 bpp) (1LSB to 63G) ratio 8,192 bhits (1,024 byte)

LSBG (2 bpp) (1LSB to 127G) ratio 4,096 bits (512 byte)

LSBG (2 bpp) (1LSB to 255G) ratio 2,048 bits (256 byte)

Table 3.10: Max capacity of LSB (2 bpp) and 2D LSBG (2 bpp) for a cover image
with the size of 512x512 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 524,288 bits (65,536 byte)
2D LSBG (2 bpp) (1LSB to 1G) ratio 131,072 bits (16,384 byte)
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2D LSBG (2 bpp) (1LSB to 3G) ratio 32,768 bits (4,096 byte)

2D LSBG (2 bpp) (1LSB to 7G) ratio 8,192 bits (1,024 byte)
2D LSBG (2 bpp) (LLSB to 15G) ratio 2,048 bits (256 byte)
2D LSBG (2 bpp) (1LLSB to 31G) ratio 512 bits (64 byte)

2D LSBG (2 bpp) (1LSB to 63G) ratio 128 bits (16 byte)

2D LSBG (2 bpp) (1LSB to 127G) ratio 32 bits (4 byte)

2D LSBG (2 bpp) (1LSB to 255G) ratio 8 bits (1 byte)

Table 3.11: Max capacity of LSB (3 bpp) and LSBG (3 bpp) for a cover image with
the size of 512x512 and pixel capacity =1 byte.

Method Max capacity
LSB (3 bpp) 786,432 bits (98,304 byte)
LSBG (3 bpp) (1LSB to 1G) ratio 393,216 bits (49,152 byte)
LSBG (3 bpp) (1LSB to 3G) ratio 196,608 bits (24,567 byte)
LSBG (3 bpp) (1LSB to 7G) ratio 98,304 bits (12,288 byte)

LSBG (3 bpp) (1LSB to 15G) ratio 49,152 bits (6,144 byte)

LSBG (3 bpp) (LLSB to 31G) ratio 24,576 bits (3,072 byte)

LSBG (3 bpp) (LLSB to 63G) ratio 12,288 bits (1,536 byte)

LSBG (3 bpp) (1LSB to 127G) ratio 6,144 bits (768 byte)

LSBG (3 bpp) (1LSB to 255G) ratio 3,072 bits (384 byte)

Table 3.12: Max capacity of LSB (3 bpp) and 2D LSBG (3 bpp) for a cover image
with the size of 512x512 and pixel capacity =1 byte.

Method Max capacity

LSB (3 bpp) 786,432 bits (98,304 byte)
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2D LSBG (3 bpp) (1LSB to 1G) ratio 196,608 bits (24,567 byte)

2D LSBG (3 bpp) (1LSB to 3G) ratio 49,152 bits (6,144 byte)
2D LSBG (3 bpp) (1LSB to 7G) ratio 12,228 bits (1,536 byte)
2D LSBG (3 bpp) (1LSB to 15G) ratio 3,072 bits (384 byte)
2D LSBG (3 bpp) (1LSB to 31G) ratio 768 bits (96 byte)

2D LSBG (3 bpp) (1LSB to 63G) ratio 192 bits (24 byte)

2D LSBG (3 bpp) (1LSB to 127G) ratio 48 bits (6 byte)

2D LSBG (3 bpp) (1LSB to 255G) ratio 12 bits (1.5 byte)

Table 3.13: Max capacity of LSB (1 bpp) and LSBG (1 bpp) for a cover image with
the size of 1024x1024 and pixel capacity =1 byte.

Method Max capacity
LSB (1 bpp) 1,048,576 bits (131,072 byte)
LSBG (1 bpp) (1LSB to 1G) ratio 524,288 bits (65,536 byte)
LSBG (1 bpp) (1LSB to 3G) ratio 262,144 bits (32,768 byte)
LSBG (1 bpp) (1LSB to 7G) ratio 131,072 bits (16,384 byte)
LSBG (1 bpp) (1LSB to 15G) ratio 65,536 bits (8,192 byte)
LSBG (1 bpp) (1LSB to 31G) ratio 32,768 bits (4,096 byte)
LSBG (1 bpp) (1LSB to 63G) ratio 16,384 bits (2,048 byte)
LSBG (1 bpp) (1LSB to 127G) ratio 8,192 hits (1,024 byte)
LSBG (1 bpp) (1LSB to 255G) ratio 4,096 bits (512 byte)
LSBG (1 bpp) (1LSB to 511G) ratio 2,048 bits (256 byte)

Table 3.14: Max capacity of LSB (1 bpp) and 2D LSBG (1 bpp) for a cover image
with the size of 1024x1024 and pixel capacity =1 byte.
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Method Max capacity

LSB (1 bpp) 1,048,576 bits (131,072 byte)
2D LSBG (1 bpp) (1LSB to 1G) ratio 262,144 bits (32,768 byte)
2D LSBG (1 bpp) (1LSB to 3G) ratio 65,536 bits (8,192 byte)

2D LSBG (1 bpp) (LLSB to 7G) ratio 16,384 bits (2,048 byte)

2D LSBG (1 bpp) (1LSB to 15G) ratio 4,096 bits (512 byte)

2D LSBG (L bpp) (1LSB to 31G) ratio 1,024 bits (128 byte)

2D LSBG (1 bpp) (1LSB to 63G) ratio 256 bits (32 byte)

2D LSBG (1 bpp) (1LSB to 127G) ratio 64 bits (8 byte)

2D LSBG (1 bpp) (1LSB to 255G) ratio 16 bits (2 byte)

2D LSBG (1 bpp) (1LSB to 511G) ratio 4 bits

Table 3.15: Max capacity of LSB (2 bpp) and LSBG (2 bpp) for a cover image with
the size of 1024x1024 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 2,097,152 bits (262,144 byte)
LSBG (2 bpp) (1LSB to 1G) ratio 1,048,576 bits (131,072 byte)
LSBG (2 bpp) (1LSB to 3G) ratio 524,288 bits (65,536 byte)
LSBG (2 bpp) (1LSB to 7G) ratio 262,144 bits (32,768 byte)

LSBG (2 bpp) (1LSB to 15G) ratio 131,072 bits (16,384 byte)

LSBG (2 bpp) (1LSB to 31G) ratio 65,536 bits (8,192 byte)

LSBG (2 bpp) (1LSB to 63G) ratio 32,768 bits (4,096 byte)

LSBG (2 bpp) (1LSB to 127G) ratio 16,384 bits (2,048 byte)
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LSBG (2 bpp) (1LSB to 255G) ratio | 8,192 bits (1,024 byte)

LSBG (2 bpp) (1LSB to 511G) ratio 4,096 bits (512 byte)

Table 3.16: Max capacity of LSB (2 bpp) and 2D LSBG (2 bpp) for a cover image
with the size of 1024x1024 and pixel capacity =1 byte.

Method Max capacity
LSB (2 bpp) 2,097,152 bits (262,144 byte)
2D LSBG (2 bpp) (1LSB to 1G) ratio 524,288 bits (65,536 byte)
2D LSBG (2 bpp) (LLSB to 3G) ratio 131,072 bits (16,384 byte)
2D LSBG (2 bpp) (LLSB to 7G) ratio 32,768 bits (4,096 byte)

2D LSBG (2 bpp) (1LSB to 15G) ratio 8,192 bits (1,024 byte)

2D LSBG (2 bpp) (1LSB to 31G) ratio 2,048 bits (256 byte)

2D LSBG (2 bpp) (1LSB to 63G) ratio 512 bits (64 byte)

2D LSBG (2 bpp) (1LSB to 127G) ratio 128 bits (16 byte)

2D LSBG (2 bpp) (1LSB to 255G) ratio 32 bits (4 byte)

2D LSBG (2 bpp) (1LSB to 511G) ratio 8 bits (1 byte)

Table 3.17: Max capacity of LSB (3 bpp) and LSBG (3 bpp) for a cover image with
the size of 1024x1024 and pixel capacity =1 byte.

Method Max capacity
LSB (3 bpp) 3,145,728 bits (393,216 byte)
LSBG (3 bpp) (1LSB to 1G) ratio 1,572,864 bits (196,608 byte)
LSBG (3 bpp) (1LSB to 3G) ratio 786,432 bits (98,304 byte)
LSBG (3 bpp) (1LSB to 7G) ratio 393,216 bits (49,152 byte)
LSBG (3 bpp) (1LSB to 15G) ratio 196,608 bits (24,567 byte)
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LSBG (3 bpp) (1LSB to 31G) ratio 98,304 bits (12,288 byte)

LSBG (3 bpp) (1LSB to 63G) ratio 49,152 bits (6,144 byte)

LSBG (3 bpp) (1LSB to 127G) ratio 24,576 bits (3,072 byte)

LSBG (3 bpp) (1LSB to 255G) ratio 12,288 bits (1,536 byte)

LSBG (3 bpp) (1LSB to 511G) ratio 6,144 bits (768 byte)

Table 3.18: Max capacity of LSB (3 bpp) and 2D LSBG (3 bpp) for a cover image
with the size of 1024x1024 and pixel capacity =1 byte.

Method Max capacity
LSB (3 bpp) 3,145,728 bits (393,216 byte)
2D LSBG (3 bpp) (1LSB to 1G) ratio 786,432 bits (98,304 byte)
2D LSBG (3 bpp) (1LSB to 3G) ratio 196,608 bits (24,567 byte)
2D LSBG (3 bpp) (1LSB to 7G) ratio 49,152 bits (6,144 byte)
2D LSBG (3 bpp) (1LSB to 15G) ratio 12,228 bits (1,536 byte)
2D LSBG (3 bpp) (1LSB to 31G) ratio 3,072 bits (384 byte)
2D LSBG (3 bpp) (LLSB to 63G) ratio 768 bits (96 byte)
2D LSBG (3 bpp) (1LSB to 127G) ratio 192 bits (24 byte)
2D LSBG (3 bpp) (1LSB to 255G) ratio 48 bits (6 byte)
2D LSBG (3 bpp) (1LSB to 511G) ratio 12 bits (1.5 byte)

39






4 EXPERIMENTS RESULTS

Thirteen experiments were conducted for the study of LSB method cases, different
cases of LSBG and 2D LSBG methods used with different gapping rates (6 different
rates), three cases selected cover image, and two cases of selected secret image. All

of these cases are explained in details in the experiment data sets section.

4.1. Experiments introduction

The experiments were designed to be composed of three main parts for each single
experiment. Each experiment is actually a two-sided experiment for all the
experiments parts where two data sets are generated in each experiment since there
are two different secret messages that were selected for the experiment or two
different embedding methods were selected in a single experiment. The first part of
the experiment presents the selected cover image, the selected secret images (one
message of two), and the embedding methods used in the experiments (one method

or two).

The Second part of each experiment is the figures part where it is composed of two
main figures. The first main figure is composed of eight subfigures that show the
input images and result images (stego image). The first two subfigures show the
selected secret images. The second two subfigures show the cover images before
steganography embedding. The third two subfigures present a demonstration figures
with the same size of the stego images but pixels are with only to colors (white and
black) to demonstrate clearly the all pixels that are used for the steganography
embedding and how they are distributed in the image. The white pixels are actually
the pixels that are selected for data embedding by the method used and the black
pixels are the pixels that were not used for data embedding and can be considered as
gap pixels in the LSBG method. The fourth and last two subfigures will present the

resulted stego images after the secret data embedding.

The second main figure in the second part of experiments is composed of four

subfigures. The first two subfigures are the histogram figures of the cover images
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before the data embedding. And the second two subfigures are the histogram figures
of the stego images after the data embedding. The histogram figures are very
important since they are used to evaluate initially the amount of difference between
the cover images and the stego images. However, the main evaluation is to compare
the histogram figures of the stego images of a group of experiments that have the
cover image and secret image as inputs but used different embedding methods
starting from basic LSB then to LSBG with different possible gapping rates.
Studying and analyzing that group of histogram figure provide an indication of how
LSBG method with different possible rate can improve the performance compared to
LSB method by reducing the deviation in the stego histogram caused by the secret

data embedding and distribute it in larger pixels values band of the histogram.

The third part of the Experiments will show the secret message capacity details and
the amount of capacity needed from the cover image to carry the secret message
completely after the data embedding. Selecting the amount of bits to be embedded in
each pixel (bpp) will affect the number of pixels needed for data embedding. In
addition, the last pixels location will be specified in this part and it is affected by the

embedding method used and the gaping rate in the LSBG method.

The last part of this chapter contains the MSE-PSNR parameters table for
comparison. The MSE and PSNR parameters were measured for all the experiment
cases and the results can be found in Table 4.1. MSE & PSNR parameters are used as
evaluation parameters of the amount of changes (errors) and their weight between the
cover images and the stego images. In addition, the comparison between applying
LSB and LSBG methods with different gapping rates will give the capability to
evaluate the amount of possible improvement in the performance of the system by

having MSE value to be reduced and PSNR value to be increased.

The main discussion, evaluation, and comparison between the experiments results
and the different methods and cases used will take place in the following chapter in

the discussion and conclusion part.

4.2. Data Sets Used In The Experiments

Two secret images were used in the experiments. These images are:

- Grayscale pepper image with size of 50x50 pixels.
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- 50x50 white background image with fixed pixel value of 255 (the binary value
of 11111111). This secret image were chosen as severe case as it causes a high
amount of deviation in the stego histogram which is important since applying
different methods used in the experiments will show the great difference clearly

in the stego histogram between each embedding method used.
Three cover images were used in the experiments. These images are:

- Grayscale watch image with the size of 256x256 pixels (TIFF).
- Cameraman image, grayscale image with size of 512x512 pixels (BMP).

- Baboon greyscale image, grayscale image with size of 512x512 pixels (PNG).
Steganography Embedding methods used in the Experiments:

- Least Significant Bit method (LSB) as the Baseline method (1 bpp), (2 bpp), &
(3 bpp).

- Least Significant Bit Gaped method LSBG (2 bpp) (1LSB to 2G).

- LSBG (2 bpp) (1LSB to 3G).

- LSBG (2 bpp) (1LSB to 7G).

- LSBG (2 bpp) (1LSB to 15G).

- Shifted LSBG (2 bpp) (1LSB to 2G).

- 2D LSBG (2 bpp) (1LSB to 1G).

- 2D LSBG (2 bpp) (1LSB to 3G).

- LSBG (1 bpp) (1LSB to 1G).

- 2D LSBG (1 bpp) (1LSB to 2G).

- LSBG (3 bpp) (1LSB to 3G).

- LSBG (3 bpp) (1LSB to 7G).

- 2D LSBG (3 bpp) (1LSB to 2G).

- 2D LSBG (3 bpp) (1LSB to 3G).

4.3. Experiments 1

Cover image: grayscale watch image with the size of 256x256.
Secret Message: a) grayscale pepper image with size of 50x50.
b) 50x50 white background image with fixed pixel value of 255.

Method: LSB (2 bpp).
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Figure 4.1: (a) The secret image 1; (b) secret image 2; (c) and(d) cover images
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.2: Histogram of the images for(a) the cover image before LSB embedding
of secret message 1; (b) cover image before LSB embedding of secret message 2; (c)
stego image after LSB embedding of secret message 1; (d) stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which requires a total of 20000 bits
capacity in the cover image. We used LSB (2 bpp) embedding where 2 bits of secret
is embedded inside each pixel of the cover image. By that, we need to have 10000
pixels to cover the capacity of the secret message. The Last pixel used for embedding

is pixel the number 16 in row 40.

4.4. Experiments 2

Cover image: Cameraman image, grayscale image with size of 512x512.
Secret Message: a) grayscale pepper image with size of 50x50.
b) 50x50 white background image with fixed pixel value of 255.

Method: LSB (2 bpp).
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Figure 4.3: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image

before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)
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The Secret message size is 50x50x8 bits, which is equal totally 20000 bits. Using
LSB (2 bpp) will insert 2 bits inside each pixel. We need to have 10000 pixels to

cover the secret message capacity. Last pixel to be used for embedding is pixel

number 272 in row 20.

4.5. Experiments 3

Cover image: watch image, grayscale image with size of 256x256.
Secret Message: a) grayscale pepper image with size of 50x50.
b) (50x50) white background image with fixed pixel value of 255.

Method: LSBG (2 bits) (1LSB to 3G) ratio.
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Figure 4.4: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

(b)




(d)

(©)

()

(€)

50



(9) (h)

Figure 4.5: (a) the secret image 1; (b) secret image 2; (c) and (d) cover image before
embedding; (e) and (f) the demonstration of the selected pixels for embedding in
white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)
the stego image of secret image 2.
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Figure 4.6: histogram for. (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is equal totally 20000 bits. Using
LSB (2 bits) will insert 2 bits inside each pixel. We need to have 10000 pixels to
cover the secret message capacity. Last pixel to be used for embedding is pixel
number 64 row 157. In each row 64 pixels are used in such a sequence of pixel (4, 8,
12,16, ....,256).

4.6. Experiments 4

Cover image: Cameraman image, grayscale image with size of 512x512.
Secret Message: a) grayscale pepper image with size of 50x50.
b) 50x50 white background image with fixed pixel value of 255.

Method: LSBG (2 bpp) (1LSB to 7G).
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Figure 4.7: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.8: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is equal totally 20000 bits. Using
LSB (2 bpp) will insert 2 bits inside each pixel. We need to have 10000 pixels to
cover the secret message capacity. Last pixel to be used for embedding is pixel
number 64 in row 316. In each row 32 pixels are used in such a sequence of pixel (8,
16, 24, 32, .... ,256).

4.7. Experiments 5

Cover image: watch image, grayscale image with size of 256x256.
Secret Message: a) grayscale pepper image with size of 50x50.
b) (50x50) white background image with fixed pixel value of 255.

Method: 2D LSBG (2 bpp) (1LSB to 1G) ratio.
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Figure 4.9: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.10: Histogram for(a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is equal totally 20000 bits. Using
LSB (2 bpp) will insert 2 bits inside each pixel. We need to have 10000 pixels to
cover the secret message capacity. Last pixel to be used for embedding is pixel
number 32 row 158. In each row and column 128 pixels can be used in a sequence as
(2,4,6,8, ...,256).

4.8. Experiments 6

Cover image: Cameraman image, grayscale image with size of 512x512.
Secret Message: a) grayscale pepper image with size of 50x50.
b) 50x50 white background image with fixed pixel value of 255.

Method: 2D LSBG (2 bpp) (1LSB to 3G) ratio.
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Figure 4.11: (a) the secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.12: Histogram for(a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is equal totally 20000 bits. Using
LSB (2 bpp) will insert 2 bits inside each pixel. We need to have 10000 pixels to
cover the secret message capacity. Last pixel to be used for embedding is pixel
number 64 row 314. In each row and column 64 pixels are used in a sequence of (4,
8,12, 16, ....,256 ).

4.9. Experiments 7

Cover image: watch image, grayscale image with size of 256x256.
Secret Message: (50x50) white background image with fixed pixel value of 255.
Method: a) LSB (1 bpp).

b) LSBG (1 bpp) (LLSB to 1G).
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Figure 4.13: (a) the secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.14: Histogram for(a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is totally equal to 20000 bits. For
embedding LSB (1 bit) is used where 1 bit is embedded inside each pixel. We need
to have 20000 pixels for the embedding process. For LSB (1 bpp) method, the last
pixel used is pixel number 32 in row 79. For LSBG (1 bpp) (1LSB to 1G) method,
the last pixel used is pixel number 64 in row 157. (In each 256 size row 128 are used
as a sequence of 2, 4, 6,8, ...,256.

4.10. Experiments 8

Cover image: Cameraman image, grayscale image with size of 512x512.
Secret Message: grayscale pepper image with size of 50x50.
Method: a) LSB (1 bpp).

b) 2D LSBG (1 bpp) (1LSB to 2G) ratio
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Figure 4.15: (a) the secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.16: Histogram for(a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

The Secret message size is 50x50x8 bits, which is totally equal to 20000 bits. For
embedding LSB (1 bit) is used where 1 bit is embedded inside each pixel. We need
to have 20000 pixels for embedding process. For LSB (1 bpp) method, the last pixel
used is pixel number 32 in row 40. For 2D LSBG (1 bpp) (1LSB to 2G) method, the
last pixel used is pixel number 490 in row 349 (in each row or column 171 pixels can
be used as a sequence of 1, 4, 7, 10, .... ,511.

4.11. Experiments 9

Cover image: watch image, grayscale image with size of 256x256.
Secret Message: 51x51 matrix with fixed pixel value of 255.
Method: a) LSB (3 bpp).

b) LSBG (3 bpp) (LLSB to 3G).
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Figure 4.17: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.

6000 T T T T T 6000
5000 b 5000
4000 1 4000
3000 - 1 3000
2000 1 2000
1000 | k 1 1000 K
0 —— v k 0 + x 3 ' L
0 50 100 150 200 250 300 o} 50 100 150 200 250 300
(a) (b)

69



6000 T T T T T 7000

6000

5000
4000

4000 | ‘

3000 [
J} 3000 |
|

2000 \

2000 | ‘ |

1000 [ [ ‘M ‘.

foie

1000 f ‘
\J

Airer e L e A i A \t

0 50 100 150 200 250 300 0 50 100 150 200 250 300

(©) (d)

Figure 4.18: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

Secret message size is 51x51x8 bits, which equal to 20808 bits. LSB (1 bpp) will
insert 3 bits inside each pixel and by that; we need to have 6936 pixels. For LSB (3
bpp), Last pixel used is pixel number 24 in row 28. For LSBG (3 bpp) (1LSB to 3G),
Last pixel used is pixel number 96 in row 109 (in each 256 size row 64 are used like
4,8, 12, 186, ...,256.

4.12. Experiments 10

Cover image: watch image, grayscale image with size of 256x256.
Secret Message: 51x51 matrix with fixed pixel value of 255.
Method: a) LSBG (3 bpp) (1LSB to 7G).

b) 2D LSBG (3 bpp) (1LSB to 2G).
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Figure 4.19: (a) the secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.20: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

Secret message size is (51x51x8) bits, which equal to 20808 bits. LSB (3 bpp) will
insert 3 bits inside each pixel and by that; we need to have 6936 pixels. For LSBG (3
bpp) (1LSB to 7G), Last pixel used is pixel number 192 in row 217 (in each 256 size
row 32 are used like 8,16,24,32 ...256). For 2D LSBG (3 bpp) (1LSB to 2G), Last
pixel used is pixel number 166 in row 241 (in each 256 size row 86 are used like 1, 3,
6,9, ...,256.

4.13. Experiments 11

Cover image: Cameraman image, grayscale image with size of 512x512.
Secret Message: a grayscale pepper image with size of 51x51.
Method: a) LSB (3 bpp).

b) 2D LSBG (3 bpp) (1LSB to 3G) ratio.
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Figure 4.21: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.

12000 " - : . : 12000
ﬂ P
10000 " 1 0000 "
8000 F ’ ‘l 8000 - ' l}
6000 F ' t — 6000 | ‘ ‘l
I |
4000 [ |1 1 4000 [
| “ £l
\\ S
| N /‘) \ n / 4 \
2000 . / \ \ 2000 A\ / \
A \ \ A X \
[V v s} \
" § . N X N . AN —— Yoo
0 50 100 150 200 250 300 0 50 100 150 200 250 300
(@) (b)

75



12000 T T T 12000

10000 10000 '\
8000 8000 ‘

[l [l
6000 6000 [

4000 | | 4000 F

n / \
2000 X 7\ / \ 2000
R X / \

(©) (d)

Figure 4.22: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

Secret message size is 51x51x8 bits, which equal to 20808 bits. LSB (3 bpp) will
insert 3 bits inside each pixel and by that; we need to have 6936 pixels. For LSB (3
bpp), Last pixel used is pixel number 280 in row 14. For 2D LSBG (3 bpp) (1LSB to
3G), Last pixel used is pixel number 96 in row 220. In each row or column 128
pixels can be used like 4, 8, 12, 15 .... 512.

4.14. Experiments 12

Cover image: Baboon greyscale image, grayscale image with size of 512x512.
Secret Message: 50x50 matrix with fixed pixel value of 255.
Method: a) LSB (2 bits).

b) LSBG (2 bits) (1LSB to 15G).
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Figure 4.23: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.24: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB

embedding of secret message 2.

Secret message size is 50x50x8 bits, which equal to 20000 bits. LSB (2 bits) will

insert 2 bits inside each pixel and by that; we need to have 10000 pixels. For LSB (2
bits), Last pixel used is pixel number 272 in row 20. For LSBG (2 bits) (1LSB to

15G), Last pixel used is pixel number 256 in row 313 (in each 512 size row 32 are

used like 16,32,48,64 ...512).

4.15. Experiments 13

Cover image: watch image, grayscale image with size of 256x256.

Secret Message: 50x50 matrix with fixed pixel value of 255.

Method: a) LSBG (2 bits) (1LSB to 2G).

b) Shifted LSBG (2 bits) (1LSB to 2G).
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Figure 4.25: (a) The secret image 1; (b) secret image 2; (c) and (d) cover image
before embedding; (e) and (f) the demonstration of the selected pixels for embedding
in white and the unchanged pixels in black; (g) the stego image of secret image 1 (h)

the stego image of secret image 2.
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Figure 4.26: Histogram for (a) the cover image before LSB embedding of secret
message 1; (b) the cover image before LSB embedding of secret message 2; (c) the
stego image after LSB embedding of secret message 1; (d) the stego image after LSB
embedding of secret message 2.

Secret message size is 50x50x8 bits, which equal to 20000 bits. LSB (2 bits) will
insert 2 bits inside each pixel and by that; we need to have 10000 pixels. For LSBG
(2 bits) (1LSB to 2G), Last pixel used is pixel number 70 in row 117 (in each 256
size row 86 are used like 1, 4, 7, 10, .... ,256 ). For Shifted LSBG (2 bits) (1LSB to
2G), start from row 71. Last pixel used is pixel number 70 in row 187 (in each 256
size row 86 are used like 1, 4, 7, 10, .... ,256 ).

4.16 Quantative Analysis

Table 4.1: MSE & PSNR results for the experiments.

E;(p Secret Cover image Method MSE PSNR
la Pepper image | Watch image LSB (2 bpp) 0.3586 | 52.5845
1b White image | Watch image LSB (2 bpp) 0.5467 | 50.7528
2a Pepper image | Cameraman image LSB (2 bpp) 0.0878 | 58.6926
2b White image Cameraman image LSB (2 bpp) 0.1340 | 56.8583
3a Pepper image | Watch image LSBG (2 bpp) (1LSB to 3G) 0.3486 | 52.7069
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3b | White image | Watch image LSBG (2 bpp) (1LSB to 3G) 0.4998 | 51.1428
4a Pepper image | Cameraman image LSBG (2 bpp) (1LSB to 7G) 0.0896 | 58.6047
4b | White image Cameraman image LSBG (2 bpp) (1LSB to 7G) 0.1337 | 56.8663
5a Pepper image | Watch image 2D LSBG (2 bpp) (1LSBto 1G) | 0.3472 | 52.7246
5b | White image | Watch image 2D LSBG (2 bpp) (1LSBto 1G) | 0.5011 | 51.1307
6a Pepper image | Cameraman image 2D LSBG (2 bpp) (1LSBto 3G) | 0.0894 | 58.6151
6b | White image Cameraman image 2D LSBG (2 bpp) (1LSBto 3G) | 0.1333 | 56.8792
7a White image | Watch image LSB (1 bpp) 0.1554 | 56.2142
7b | White image | Watch image LSBG (1 bpp) (1LSB to 1G) 0.1561 | 56.1951
8a Pepper image | Cameraman image LSB (1 bpp) 0.0382 | 62.2997
8b Pepper image | Cameraman image 2D LSBG (1 bpp) (1LSBto 2G) | 0.0385 | 62.2742
%9a White image | Watch image LSB (3 bpp) 1.8798 | 45.3894
9b | Whiteimage | Watch image LSBG (3 bpp) (1LSB to 3G) 1.7155 | 45.7867
10a | Whiteimage | Watch image LSBG (3 bpp) (1LSB to 7G) 1.6939 | 45.8418
10b | White image | Watch image 2D LSBG (3 bpp) (1LSBto2G) | 1.7011 | 45.8232
11a | Pepperimage | Cameraman image LSB (3 bpp) 0.2424 | 54.2850
11b | Pepper image | Cameraman image 2D LSBG (3 bpp) (1LSBto 3G) | 0.2668 | 53.8677
12a | White image Baboon image LSB (2 bpp) 0.1319 | 56.9265
12b | White image Baboon image LSBG (2 bpp) (1LSB to 15G) 0.1333 | 56.8822
13a | Whiteimage | Watch image LSBG (2 bpp) (1LSB to 2G) 0.5203 | 50.9681
13b | White image Watch image Shifted LSBG (2 bpp) (1LSB to 2G) | 0.4687 | 51.4209
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5 CONCLUSION AND FUTURE WORK

5.1 Discussion and Conclusion

From generally analyzing the experiments results with the different cases applied, we
find out that when simple LSB method is applied, once the histogram is analyzed we
can define that the deviation is in a specific range of the histogram and the deviation

is high and can be simply noticed.

While in applying LSBG with different rates, when we analyze the histogram of the
stego image we find out that the deviation is applied on a higher range and the range
cannot be accurately defined. The other interesting improvement that the deviation
effect is getting reduced singe the deviation itself has been stretched and spread in
the histogram range. The more we increase the LSBG rate, the more the deviation in
the histogram of the stego image is reduced and distributed in a higher range of the

histogram.

Three different cover images have been selected for the experiments. Initially with
the watch image we applied embedding for the secret messages, LSB and LSBG
methods with three embedding rates of 1 bpp, 2bpp, 3bppand different LSBG rates
for the gapping. It is clear that from analyzing the histograms of the different cases
especially after applying LSBG method, it can be noticed the improvement of
reducing the deviation value. The second cover image is the cameraman image and it
was selected with a higher image size to give the capability of applying a higher
LSBG rates.

When we analyze a specific case of the baboon image as cover image, if we study the
original histogram of the cover image we can see that the image has a wide dynamic
range. Once the properties of the image are analyzed, we can notice that the majority
of the distributed pixels in the cover image have the same intensity values. That is
why when we applied LSB and LSBG, we can see that there is no great difference in
the deviation of the stego histograms of both. But quite the opposite and that is when

we applied the basic LSB it results the embedding in the specific upper part of the
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cover image. In addition, in LSBG it did distribute the embedding in a greater part of
the image but still the majority of the selected pixels intensities of LSBG are equal to
selected pixels intensities the LSB. Moreover, by that it is logical to have the same
changes and to have approximately the same stego histograms reactions. This case
shows the great importance of selecting a proper cover image for LSBG method and
in general for all other methods.

From analyzing the MSE and PSNR parameters for the watch image we can
conclude that for both cases of the secret messages and with the different embedding
rates that the LSBG method improved the process by reducing the MSE value and
logically increasing the PSNR value for the different cases. For the Cameraman
image cases we can notice the same improvement in the MSE and PSNR values with
the secret white secret image cases. However, there was no improvement in applying
the pepper secret image for the Cameraman image but even the MSE was increased
and PSNR was reduced when LSBG method. Although it can be still considered
acceptable since the value of diffidence can be considered as small and the MSE,
PSNR of both LSB, LSBG methods can be approximately considered the same. For
the embedding rates stating from 1bpp it has the best MSE values as the smallest and
the best PSNR values as the greatest although the amount of pixels to be edited is the
greatest since only 1 bit can be used in each pixel. In 2bpp embedding rate we are
having a higher MSE values and lower PSNR values but still it can be considered as
reasonable results. The advantage of having 2bpp over 1lbpp is the capability of
applying a higher LSBG rates. For 3 bpp embedding rate it has the least amount of
pixels to be edited but the amount of possible change in each pixel is great and that
can be noticed clearly as we have the highest values of MSEs and the lowest values

of PSNRs in the applied 3bpp embedding rate cases.

5.2 Recommendations

From our study, we recommend to select a cover image with a narrow dynamic range
histogram to ensure the improvement of the performance in applying LSBG method.
We suggest using multiple options for cover images and applying multiple LSBG
rates to them and from analyzing the results, the case with best result will be chosen.
It is recommended to apply the highest LSBG rate possible to ensure a greater

distribution of LSB embedded pixels in the selected cover image. Another
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recommendation is to apply the shifting property of LSBG to enhance the key

complexity of the steganography method used. It is also recommended to apply

encryption as pre-stage for LSBG to add another level of security to the system. We

suggest applying a lossless compression as pre-stage to LSBG steganography which

can solve the secret capacity problem by reducing it and give the capability to use a

higher LSBG rates for embedding in the cover medium.

5.3 Future Works

The proposed possible future work is listed as follows:

One of the possible fields that can be studied is to apply the LSBG method in
other transform domains instead of the direct embedding the spatial domain. For
example to study the performance of LSBG in the frequency domain after
applying Fourier transform.

Another possible field to be studied is to apply the LSBG in the multiband
colored images. Applying LSBG can be done on specific selected band. And
there is also the capability to apply LSBG in multiple bands of the total
available bands of the cover image.

In our work, image steganography was selected for the study. There is the
possibility to apply the LSBG method in audio steganography and other possible
steganography domains.

It is possible to study the process of secret messages multiplexing while using
the LSBG method.

Another important field is to produce an adaptive LSBG method that can study
its inputs and automatically chose the best LSBG rate to be used for that specific
case.

The advantage of the proposed method that it does not change the embedding
technique but instead it changes the selection of the pixels to be used of
embedding. For that, the gapping method can be even applied to other
steganography methods that use different embedding techniques than the basic
LSB method.
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APPENDIX A

MATLAB code for LSBG Encoding

clear;
clc;

oo

LSB 2bit encode

the code is edited in 26-12-2017

The secret message is (50x50) matrix with fixed pixel value of
55

grayscale image with size (256x256) of 1is chosen as a cover image
10000 pixels are needed for (2bit)LSB in the cover image since the
ecret

message capacity is (50x50x8bit)=20000 and 2bit is inserted in
each pixel

% so 10000 are needed

% last pixel is in row 40 column 16

o oo

o° oo N

o° W

secret= imread('spepper.bmp');

[}

% produce (50x50)matrix (image)

secretl= dec2bin(secret);

% initially the secret message is a(50x50)matrix with pixel value of
255 converted to binary

secret2=transpose (secretl);
secretbin= secret2(:);

)

% the binary matrix is reformed to a vector

N= size (secretbin);
% find the total number of binary bits to be inserted

n=N(1);

cover= imread('watch.tiff');

)

% read the carrier (cover) image

R,Cl=size (cover);
find number of rows and columns of the cover image

[

stego = zeros (R,C);

% initially the stego image is equal to cover image
%$stego = cover ;

w=1;
% used for counting for secret bits

for x=2:2:C % for columns
for y=2:2:R % for rows
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= cover (x,y) i
% selected pixel decimal value

% b= bin2dec (secretbin(w)) ; % for 1lbit LSB insertion
b=bitshift (bin2dec (secretbin(w)),1)+bin2dec (secretbin(w+1l)) ;
% secret value to be inserted (2 bits) (1st bit is shifted and second
is not)
% b=
bitshift (bin2dec (secretbin(w)),2)+bitshift (bin2dec (secretbin(w+l)),1
) +bin2dec (secretbin (w+2)); % for 3bit LSB insertion
wW=w+2;

al=bitshift(a,-2);
% delete 2 LSB of the cover pixel value
az=bitshift(al,?2);
% have the 2 LSB values as (00)
stego (x,y)=a2+b;
% insert secret 2bits in the selected and edited cover pixel by
simply adding the decimal value

if w == n+1
% 1f the counter reached to the last bit in the secret stream (last
w= n-1 and w+l= n w+2= n+1l)

break
% end the y for loop
end
end
if w == n+1

% 1f the counter reached to the last bit in the secret stream (last
w= n-1 and w+l= n w+2= n+1l)
break
% end the x for loop
end
end

figure
imshow (secret) ;

figure
imshow (cover) ;

figure
imshow (stego) ;
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APPENDIX B

MATLAB code for LSBG Decoding

% the code is edited in 4-12-2017
% The secret message i1s (2x2) matrix [255 255 ; 255 255]
% grayscale image with size (256x256) of 1is chosen as a coverimage

stego= imread('stego-4-12-2017.tiff'");
% read the stego image

[R,C]=size (stego);

% find number of rows and columns

o

empty= zeros(8,4);
emptyl=empty (:);
extractedbin= char (emptyl) ;

[}

% create an empty bit stream to be filled after decoding

prepare a empty matrix
convert to vector

o

n=32 ;

% total number of secret message binary bits

w=1

% counter for 2LSB to be extracted

for x=1:R % for columns
for y=1:C % for rows

a=dec2bin (stego(x,Vy))
a i1s binary value of selected stego pixel
S=size(a);
% count how many bits in converted binary wvalue
s=5(2);
% the second number is the number of bits
b=a(s-1:s);
% b is the 2LSB binary value (last 2 bits)
extractedbin(w:w+l)= b ;
% 21sb bits are inserted in sequence in extractedbin vector

o°

w=w+2;
% LSB bit counter is incremented by 2
if w == n+l
% 1f the counter reached to the total number of secret binary bits
break
% end the loops as all data stream has been extracted
end
end
if w == n+l

% 1f the counter reached to the total number of secret binary bits
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break
% end the loops as all data stream has been extracted
end
end

extracted= bin2dec (extractedbin) ;
% convert the extracted binary bitstream into pixel matrix
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