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ABSTRACT

ASSESSING INFORMATION SECURITY MANAGEMENT REQUIREMENTS FOR
FINANCE SECTOR USING AN 1SO27001 BASED APPROACH

Izzet At1l Giircan
Information Technologies

Thesis Supervisor: Yrd.Dog.Dr. Orhan Gok¢ol

June 2014, 49 Pages

Information security management is a vital function in finance sector. Companies can
face with different penalties if there are not any proper controls in place, in this highly
regulated sector. These penalties may vary from simple financial payments to termination
of business.

This research consists of a survey application which lets companies to compare their
current information security management situation with an industry standard: 1SO
27001:2013 and its results.

As a result, participants will recognize their maturity level when compared to highest
possible options, and they also may position themselves in the finance sector overall.
Another output of this study is to have participants find their strengths and weaknesses
on 1SO 27001:2013 certification and direct their investments based on these results.

Keywords: 1SO 27001:2013, Information Security Management, Assessment



OZET

ASSESSING INFORMATION SECURITY MANAGEMENT REQUIREMENTS FOR
FINANCE SECTOR USING AN 1SO27001 BASED APPROACH

Izzet Atil Giircan
Information Technologies

Tez Danismani: Yrd.Dog. Dr. Orhan GOKCOL

Haziran 2014, 49 Sayfa

Bilgi giivenliginin saglanmasi 6zellikle finans kurumlart i¢in hayati 6neme sahiptir.
Regiilasyonlarla diizenlenen bu sektorde, gerekli dnlemleri almamis firmalar ¢esitli ceza
miieyyideleriyle karsilasmaktadirlar. Bu cezalar basitce para cezalari olabilecegi gibi
Kurumun is yapis ruhsatlarinin iptaline kadar gidebilmektedir.

Bu ¢alisma, kurumlarin mevcut bilgi glivenligi yapilarini endiistri standartlarindan ISO
27001:2013 standardina gore karsilagtirmalarini saglayan bir anket uygulamasi ve bu
uygulamanin sonuglarindan olugsmaktadir.

Calisma sonunda, katilimcit kurumlar hem kendilerine ait olgunluk seviyelerini
gorebilecek, hem de finans sektdriiniin ortalamalarina gore nerede olduklarini tarafsiz bir
bakisla degerlendirebileceklerdir. Ayni zamanda ¢alisma sonuglarina gére kurumlar olasi
bir ISO 27001:2013 sertifikasyonu i¢in gii¢lii ve zayif yanlarini gérebilecek ve buna gore
ilgili yatirnmlar1 gerceklestirebileceklerdir.

Anahtar Kelimeler: ISO 27001:2013, Bilgi Giivenligi Yo6netim Sistemi, Gereksinimler
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1. INTRODUCTION

Understanding how to apply information security in accordance with best practices and
evaluating current status of implementation for improvement can be critical for
companies especially in governed sectors. To compare what can be done and what
businesses did,; first of all the definitions of information, security and information security
should be done. After defining those terms; a management system should be selected for
application. A survey should be conducted among specified sector. An analysis of survey
results should be done for investigating the current situation and best practices. Difference
between current situation and what should be done gives the ways to improve the
necessary areas. A company then can use its people, procedures and processes for

improvement and necessary certification.

In financial services sector, COBIT is a very common tool for assessing security.
However the implementation can be very tedious because of the structure of COBIT. A
rapid tool which gives an indicator of the IS infrastructure is highly demanded. As ISO
27001 is much easier for adoption, companies are questioned against selected clauses

from controls from standard.

Even there are many companies in this regulated sector with government baselines
applied; there are different sets of controls in each company. Motivation is to find the
industry averages in a specific way so that companies in finance sector can assess their
maturity levels with industry average and direct their future security investment to their

weaknesses.

During the research basic terms are defined and management systems compared. After
selection of a management system; a GAP analysis method is chosen for viewing the
current situation. During the analysis; a maturity level scorecard is used for determining
the company score over overall score. After defining the survey for analysis; this survey
is applied to a set of financial institutions like banks, insurance, brokerage and pension
companies. As it is a highly sensitive corporate data all the PIl and commercial

information is anonymized and gave the overall status of finance sector.



ISO 27001 way selected as the base standard as it has the easiest implementation between
other standards and the most comprehensive management system. As the standard
contains this method, GAP analysis is chosen for reviewing current situation. For every
control objetive in ISO 27001 a 1-5 scale is used for determining the maturity level of
implementation for this objective. So as more companies involve; companies can better

position themselves in industry level.

Use of ISO 27001 in finance sector is not common and there are practically no extensive
studies publicly available. In this study the aim is to use the easiness of the 1ISO 27001
standard to assess the readiness of the financial instutitions for a well-managed

information security management system.

Weakness of this study occurs if the assessment is made by someone in the subject
company. As the tool relies on objectiveness it is always a question mark if the user is
objective enough or not. To avoid this conflict; either someone outside the company
should do the research; or companies must understand the importance of objectiveness

and act in a proper way.



2. LITERATURE REVIEW

Definitions are important for understanding which keyword is used for what meaning.
There are three major terms which will be used in this research. So we must define each
term by different sets of questions. Information. What is information refer to? How is it
different from data? And how can we store it? Security. How is security defined? What
are different types of security? And finally; information security. What are aspects of

information security?

2.1 INFORMATION, SECURITY AND INFORMATION SECURITY

Data that is presented in a manner that is organized for a purpose in a timely manner is
called information. * Also it has a value as it has affects on decisions or outcomes.

As per D-1-K-W approach; information is the structured data. Data is raw and it becomes
information as people examine it. As people examine data, there happens to be a
framework to understand the data represents. Information can be implicit, held inside our
heads, or explicit, presented to public for utilization. Information only creates value when
interaction with information produced by others occur. Information that is held by an

individual, which is never revealed has no value. ?

Generally, definition of security is “the quality or state of being secure to be free from
danger”. Which means, protection from who would make intentional or unintentional
harm is the objective. There may be different levels of security for a subject. Corporate
Security for example is a multilayered system. A system that protects the authority of a
company, its assets, its resources and its employees. Getting the suitable level of security

for a company also requires a sophisticated system.

1 Business Dictionary, 2013, [Online], http://www.businessdictionary.com/definition/information.html
[date of visit: 20.June.2013]

2 Spreading Science, DIKW Model of Innovation 2007, [Online], http://www.spreadingscience.com/our-
approach/diffusion-of-innovations-in-a-community/1-the-dikw-model-of-innovation/ [date of visit:
20.June.2013]



As Michael Whitman and Herbert Matthord stated in their publication “Principles of
Information Security”; successful organizations should have different layers of security

in place to protect its operations:

a. There should be physical security measures in place for protecting physical items,
objects zones from not entitled — unauthorized access.

b. Also there must be security measures for personnel security which aims to protect
the individuals who are entitled to access the organization as well as its operations.

c. For protecting the details of series of activities from unauthorized individual or
groups, there must be operational security measures.

d. For protecting all kinds of media, content and communication technology, there
should be measures for communications security.

e. For protecting physical and logical connections, contents and other networking
components, there should be network security measures.

f. For protecting the information assets in different perspectives such as C-1-A; even
information asset is in storage (physical) stage as well as it is in operational
(processing) or transmission (network) state; there should be information security
measures. (Whitman & Matthord, 2011)

Protecting information from different threats to maximize business continuity and return
on investments as well as minimizing risks related to business operations is called
information security. It includes computer, data and also network security as there are
different areas of information security management as shown in figure 2.1. (Aydogmus,
2010)



Figure 2-1: Components of information security
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Source: Components of Information Security (Aydogmus, 2010)

Understanding 1S management starts with understanding characteristics of information
that makes it valuable. Value of an information is based on the C.I.A. triangle. Attributes
of information that has importance are the basis of the CNSS model of information
security. These attributes are confidentiality, integrity and availability which has been the
standard for computer security for ages. However, up to date organizational needs made
these three attributes alone insufficient because of scope limitations and can not cover
the environment of the IT industry changed from day to day. With the change in industry,
there are extended attributes and processes that includes identification, privacy,
authentication, authorization and accountability. (Whitman & Matthord, 2011)

Confidentiality: Confidentiality means allowing access to the information from only those
with a given need and proper privileges can access the information in question.
Confidentiality protection measures include information classification, implementations
of general security policies, secure document storage, education of end users and
cryptographic controls. Confidentiality of information is extremely important regardless
the type of organization and may be breached by either insiders or outsiders to the

organization.

Integrity: Integrity is the state of being unaltered. Alteration, corruption, destruction or

possible damaging threatens the integrity of data from its authentic state. This can happen



accidentally or as a result of more intentional behavior. Just like confidentiality; integrity
of information can be threatened by both internal and external parties.

As stated in “User Efforts in Information Security” publication, there are different error
control techniques to cover the internal and external threats. A common method for
controlling integrity is called redundancy bits. After transmission of frames from
network; error-correcting codes and hash values makes systems to ensure the integrity of
the information. Data which is not verified during transmission is retransmitted or

otherwise recovered (Beautament & Sasse, 2009)

Availability; third component of the C.ILA trianlge means the ability to access the
information by authorized users without any interference when needed. The distributed
denial of service attacks that occured in early 2001 show the importance of ability to
access the information. (Greene, 2012)

Privacy: The privacy attribute does not involve freedom from observation but information
usage ways known to person poroviding it. Which means an information collected from
users is used by an organization only for the purposes stated to the data owner and at the

time it was collected..

Many organizations treat personal information as commaodity by collecting, swapping and
spelling. It is now possible to collect and combine information on individuals form
different sources, whose data might be used in ways not agreed to, or even not
communicated to the data owner. Many people have become aware of these practices and
are looking to government for protection for their privacy. (Whitman & Matthord, 2011)

Identification: Identity is a data set that has information on subject’s relationship to other
entities and which has description of a person or an object uniquely. It is the first step in
gaining access to secured material. Identification is typically performed by means of a
user name or other ID that is unique to each and every individual, and serves as the

foundation that is essential to establish the level of access or authorization.

Authentication: Authentication is the process of identitiy verification for a user,
computer, grup, device, service or other identity. A good real life example of
authentication happens when travelling internationally. As the passenger arrives to the

airport, they present their passports to customs officers. Because customs trust the entity



that issues the passport; pasengers verify their identity in a reliable way. In digital life
examples of authentication includes the hardware solutions like hardware tokens or
biometric scanners but also software solutions like cryptographic certificates to establish

Secure Sockets Layer (SSL) connections to confirm a user’s identity.

Authorization: Authorization occurs after the authentication completes. It is the process
that determines whether to grant or deny a user requested level of access to a resource
(like access, update, or delete the contents). Access control lists and authorization groups
in a networking environment and database authorization scheme to verify that the user of
an application is authorized for specific functions such as read, write, create, and delete

are examples of authorization.

Accountability: Accountability can be mentioned as the answerability of a named person
or automated process. A common example of a system that provides accountability is

audit logs that track the activity of a user.

2.2 INFORMATION SECURITY MANAGEMENT

Based on those definitions, information is an asset which has different values for different
organizations. Information security protects information as well as the the facilities and
systems that store, use and transmit it from a wide range of threats, for protecting its value
to an organisation. This information security definition is tailored from the American
National Security Telecommunications and Information Systems Security Committee
(NSTISSC).®

Information Security Management System is an approach for managing information
security with all involved business, people and infrastructure components included; at a
high level in an effective way. Also ths approach cares about the continuity of business,
poeople and infrastructure components involved. The aim of information security

management system is reducing risks threatening informational assets to a manageable

3 Open University, An Introduction to Information Security, 2013, [Online],
http://www.open.edu/openlearn/science-maths-technology/computing-and-ict/introduction-information-
security/content-section-0, [date of visit: 15.August.2013]



level, while taking both business goals and customer expectations into perspective. ISMS
is not limited to a specific industry. The concepts from information security management
system can be applied with little changes to make it relevant to a specific industry.
Information security management system is not a specific virus update, or a patch or a
firewall rule set. It is the common sense behind what needs to go where. (Ramakrishnan,
2013)

Altough there are both internal and external threats to information assets of an
organization; there are different standards and guides for managing the information
security. Generally Accepted System Security Principles (GASSP) is an international
workforce. Ten countries joined the workforce for raising a code, practice and procedure

set for achieving information confidentiality, integrity and availability.

Also there is another organization for government agencies. Federal Information
Processing Standards (FIPS) Publications provide baselines and regulations. Those rules
are optional to privately held companies. Just like Federal Information Processing
Standards, there is another international body available for private companies.

International Organization for Standardization (1SO).

ISO has different certification standards for different needs of companies like 1SO
9001:2008 Quality Management, 1SO 22716 Good Manufacturing Practices. One of their
standard covers the Information Security Management standard and adoptation guidelines
for businesses. That standard is 1ISO 17799. Also there are different standards and

checklists of best practices available as guidelines.

2.2.1 BS7799

In 1990’s, a task force dedicated to information security was formed. The group published
the “Code of Practice for Information Security Management” in 1993. That code of
practice is registered as the BS 7799 in 1995 with some improvements.

After registration os BS 7799, the BSI formed a program called c:cure. C:cure was
intended for authorization of conformity assessment and certification bodies as
competent to audit to BS 7799. For the next update of BS 7799 in 1998, a steering



committee was set up. That committee updated BS 7799 in 1999, too. After the updates
mentioned; standard now consists of two parts. Part 1 is known as “Code of Practice”,

and Part 2 is known as “Specification of Information Security Management Systems”.

As stated in “Information Security Management: Understanding ISO 17799 book;
understanding the differences between two parts of BS 7799 is critical. First part of the
standard is based on suggestions. It is mostly an implementation guide and used for
measuring and setting up the IS infrastructure. Second part is used as a guide for auditing
based on information security management pre-requistes. For having BS7799 compliant
certification, organizations are controlled against second part. Those controls are made
by external comformity assessment and certification bodies mentioned before. Second
part has details on what shall an organization do, while first one details IS concepts an

organization “should” do. (Carlson, 2001)

2.2.2 ISO/IEC 17799:2005 Code of Practice For Information Security Management

ISO / IEC 17799 is a standard that used BS 7799 as a starting point. That is one of the
most widely referenced security models. British Standard BS17799:2002 was reviewed
in 2005. Output of that review is named as ISO/IEC 17799:2005 Information Technology

Code of Practice for Information Security Management.

The purpose of ISO/IEC 17799:2005 is to issue manuals and setting foundational rules
for triggering, maintaining, improving and implementing information security
management. ISO/IEC 17799:2005 contains recommended applications for different
subjects. Those subjects are called control objectives. Every control objective has
different controls. Control objectives are listed below:

a) Security policy
b) Organization of information security
c) Asset management

d) Human resources security.

Human resources security includes the following subcategories.



I.  Physical and environmantal security
ii.  Communications and operations management
iii.  Access control
iv.  Information systems acquisition, development and maintenance
v. Information security incident management
vi.  Business continuity management

vii.  Compliance

Control objectives and controls are used to be deployed to cover the necessities of a
previously made risk assessment. It is used as a fundamental component to improve
organizational standards for information security as well as supplying practical guidance.
ISO/IEC 17799:2005 also helps building confidence in inter-organizational activities.
(Van Niekerk & Von Solms, 2010)

ISO/IEC 17799:2005 includes 133 possible controls. Some of topics include provision of
outsourcing, external service delivery and patch management. Other areas including
termination of employment and mobile communication have been modified and

improved. Each section of 1ISO 17799:2005 includes four categories of information:

i.  One or more objectives
ii.  Controls relevant to the achievement of objectives
iii.  Implementation guidelines

iv.  Other information

ISO/IEC 17799:2005 is actually the final version of the original two-volume British
Standard BS7799. Volume 1 offered an overview of the various areas of security and
provided information on controls over 10 broad areas. Volume 2 provided information on

implementing volume 1 and setting up an information security management system.

2.2.2.1 ISO/IEC 17799:2005 Clauses and controls
Some examples on ISO/IEC 17799:2005 clauses and controls are listed below. Full list

of clauses can be found in appendices section.

10



A.5 Security policy
A.5.1 Information security policy

“Management should define a policy to clarify their direction of, and support for,
information security, meaning a short, high-level information security policies tatement
laying down the key information security directives and mandates for the entire
organization. This is normally supported by a comprehensive suite of more detailed
corporate information security policies, typically in the form of an information security
policy manual. The policy manual in turn is supported by a set of information security

standards, procedures and guidelines.”

As seen on standard, first clause of ISO/IEC 17799:2005 is about having security policy
in place with a management support. It is the first step of implementation; to have an
information security policy with management support. Without proper management
support; no policy is enforced in the company environment. Full list of sections in
ISO/IEC 17799:2005 can be found in Appendix A.

2.2.31S0O 27001

ISO 27001 standard is a standard replacing the old British Standard 17799-2 by enhancing
its content. 1ISO 27001 is the specification for an ISMS. A scheme for converting from
BS7799 certification to 1SO 27001 certification is introduced by various certification

bodies.

Obijective of 1SO 27001 is providing a model to establishing an Information Security
Management System. It also has objectives to support for implementation, operation,
monitoring, maintaining, reviewing, and improving the management system. Adoptation
of the standard is a strategic decision involving management and senior management.
Furthermore; design of an organizations information security management system is lead
by organizations needs, size, objectives and structure. The process employed and their
security requirements has also affect in the design as well as the implementation of

information security management system. (the ISO 27000 Directory, 2013)

11



Standard is based on a process approach and uses the Plan — Do — Check — Act (PDCA)
model which is deprecated in 2013 revision of standard, for structuring.

224 1TIL

ITIL (Information Technologies Infrastructure Library) consists of five core volumes for
IT Services Lifecycle. One of the five core volumes; Service Design includes a process
for information security management. That process describes structured fitting of

information security in the management organisation.

Code of practice for information security management system which is also known as
ISO/IEC 27001 is the core of this process in ITIL.

The goal of Information Security Manageent Process is to line up IT Security with
business needs and making sure that information security is managed efficiently in all
activities related to the service and service management. Information security is a

management activity which is in the corporate governance framework.

Corporate governance framework provides the strategic direction for security related
activities and ensures that objectives of corporate governance are achieved. Appropriate
risk handling of informational assets and responsibly using of enterprise information

resources are also concerns of corporate governance framework.

It is meant to providing a focus for all aspects of IT security and manage all IT security
activities. (OGC, 2013)

2.2.5 NIST Security Models

Other resources for information security management practices is available at NIST
Computer Security Resource Center documentations. These documents have two major

advantages over other practices:

a. They are available to public without any charge.
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b. NIST models are available for some time, which means they are reviewed by

many government and industry profesionals.

NIST Documents aims to help designing a custom security framework for the

organizations information security program.

2.2.6 COBIT

COBIT 5 outline is used to develop information security structure. It emphasizes on
securing assets and gives guidance based on experiences. Even it has different
explanations available on literature, this particular one is important as it covers the three

major attributes of an asset: CIA.

The term "integrity" is covered in the information enabler as information goals of
intactness and precision. Rigorously related to stakeholder confidence; either by pointing
out business risk or by generating value for an enterprise, information security turns out

to be a business enabler for organizations.

2.31S0O 27001 INFORMATION SECURITY MANAGEMENT SYSTEM

Need for information security is increased from time to time with the broadening of
communication in different ways. It is not possible to secure information with just using
of technical countermeasures like firewalls or anti virus software as seen before. Not just
those technical countermeasures but there is an increasing need for a management system;
which consists of people, processes, procedures and information systems that is supported

by business management.

Information security standards are developed to protect business processes from risks on
information security, to have countermeasures applied systematically and to certify the

companies which are compliant to those assesments. (Vural & Sagiroglu, 2007)
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2.3.1 What is 1ISO 27001

Protection of information assets, mitigation of possible risks and continuity of business
processes can be accomplished by implementing an ISMS with management support.
ISMS is a management system anticipated by ISO 27001.
Due to standard, all management systems related to information security are made to get
management in direction of information security. ISMS includes the company structure,
planning activities, company policies and responsibilities, applications, processes,
procedures and resources. 1ISO 27001 standard document is used for accomplishing
enterprise information security. It is also developed to be applicable to organizations of
every size. It does not just deals with technical system security but overall information
security.
ISO 27001 standard is prepared for implementing, realizing, operating, reviewing,
continuing, and enhancing the Information Security Management System as a model. It
is a strategic decision for a company to internalize the ISMS. The ISMS concept and
execution of a company is affected by the needs of the organization, security prerequistes,
processes used, the structure, goals and the size of the business. Change in those factors
and supportive systems is expected in time. Also an ISMS is expected to scale due to
changing needs of a company.
ISO 27001 is a process based standard. Every activity for having an output from an input
is considered as a process. 1ISO 27001 has the following processes:
a. Understanding need for business information security and understanding the need
for information security policy.
b. Having controls for managing risks of information security in managing overall
risks for company.
c. Inspecting the performance of management system and reviewing the
performance as well as its utility, when necessary.
d. Regular enhancement of management system based on measurement of KPI’s.
ISMS should be a living process. As a result; standard is based on PDCA cycle for
Information Security Management System. PDCA cycle applied to ISMS processes can

be summarized as shown in figure 2.2.
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Figure 2-2: PDCA cycle

Plan
1) Identify business objectives
2) Obtain management support
3) Select proper scope of implementation

4) Define a method of risk assessment
5) Prepare an inventory of information assets to
protect, and rank assets according to risk
classifications based on risk assessment
Act

w,

. Do
11) Conduct petiodic reassessment audit 6) Manage the risks, and create a risk treatment plan.
e Continual lfnprOV'ement 7) Setup policies and procedures to control risks
e Corrective action 8) Allocate resources, and train the staff

e Preventive action

Check
9) Monitor the implementation of ISMS
10) Prepare for the certification of audit

Source: PDCA Cycle (Pelnekar, 2011)

L

Plan: Planning phase is the execution phase of ISMS. Scope for management system,
ISMS policies of company, targets, processes and procedures related to policies is created
in plan phase. Milestones in “Plan” phase are listed below:

a. Defining the ISMS scope.

b. Defining the ISMS policy.

c. Defining risk assessment approach.

d. Risk identification.
Risk assessment.
Identification and evaluation of options for the risk treatment.
Selection of necessary control objectives and controls.

o «Q —Hh @

Preparing a Statement of Applicability (SOA).
Do: Do phase includes realizing the management system and operating the ISMS.
Operating the ISMS means, operation of policies, controls and processes as well as
procedures. Steps in “Do” phase is listed below:

a. Formulation of Risk Treatment Plan.

b. Executing the Risk Treatment Plan.

c. Executing necessary controls.

d. Executing training and customer awareness programs.

e. Managing the operations.
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f.

g.

Managing the resources.
Implementing procedures for detecting and responding to security incidents.

Check: Monitoring the management system and inspecting it is the check phase. Also

evaluating process performance based on policies, measuring where available and

reporting to management for evaluation.

a.
b.

c
d.
e.

f.

Executing the monitoring procedures.

Undertaking regular inspection of management system performance.

Inspecting the level of residual risk and acceptable risk.

Conducting information security management audits internally.

Undertaking regular management reviews for the management system.
Recording actions that has impact on management systems as well as events that

trigger those actions.

Act: Continuity and improvement of ISMS is the Act stage. Ensuring the information

security management system continuity by making corrective and preventive actions

according to the review reports for management.

a.
b.
C.
d.

€.

Implementing the identified improvements.

Taking corrective actions or necessary preventive action.
Applying the lessons learned.

Communicating results to interested parties.

Ensuring improvements to achieve objectives.

Plan, do, check, act stages follow each other as a cycle and creates a living information

security management system.

According to the certification institution, the proposed use of ISO 27001 is;

Internal usage in organization to formulate objectives and business security
requirements.

Internal usage in organization to make sure a way to make sure that security risks
are handled in an economic manner.

Internal usage in organization for make sure organization is compliant with laws
and regulations.

Internal usage in organization as a structure for processes for the execution and
management of security controls to make sure security objectives specified in

scope of the organization are met.
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v.  Definition of new security management processes.
vi.  Recognition and clarification of existing IS management processes.
vii.  Management usage for organizations to understand the state of ISM activities.
viii.  Internal and external auditor usage for determining the level of policy compliance,
standards and directives of an organization.
iX. Internal usage of organization for providing information about IS that has
relevance to security policies, procedures, standards to businesses that has
partnership with and other concerning third parties.

X.  Providing information about IS that has relevance to customers.

2.3.2 1SO 27001 Implementation

Companies should identify informational assets at first place to establish an enterprise
information security management. Which means informational asset inventory should be
made. This is how a company can list their assets, understand the risks that affect those
assets, and foresee how business is impacted if a particular asset is missing. That will
make the value of asset. As a next step; companies should identify how to protect which
asset against which risk. This results in identification of informational assets and
information protection costs.

Assets that are valuable to company should only be protected as their value continues and
the cost for protecting those assets should not be higher than the value of asset itself. Main
purpose of this principle is not to protect meaningless assets. Also another purpose is not
to spend more than recovery / renewal cost for protection, if the asset is damaged or lost.
Implementation of ISMS consists of asset management, risk analysis against this assets,
building security policies, audit and applications of controls and maintaining system by

developing necessary solutions.

2.3.3 Steps of ISMS Implementation

Implementing an Information Security Management System consists of important steps

like team forming, scope identification, and asset value determination just like given in
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table 2.1. Those steps also includes risk assessment process which is very important for
both ISMS and the business.

Table 2.1: Mapping ISO 27001 suggested steps to implement phases

Mapping ISO/IEC 27001 Suggested Steps to Implementation Phases

ISO/IEC 27001:2005 Suggested Steps Implementation Phases
Define an ISMS Policy Phase 1: Identify business objectives
Phase 2: Obtain management support
Define the scope of the ISMS Phase 3: Select the proper scope of implementation
Perform a security risk assessment Phase 4: Define a method of risk assessment
Manage the identified risk Phase 5: Prepare an inventory of information assets to

protect, and rank assets according to risk

classification, based on risk assessment.

Select Controls to be implemented and applied | Phase 6: Manage the risks, and create a risk treatment

Prepare an SOA plan
Phase 7: Set up policies and procedures to control risks

Phase 8: Allocate resources, and train the staff

Source: Mapping of 1SO 27001 suggested steps to implement phases, (Pelnekar, 2011)

2.3.3.1 Team formation

Steps to establish an information security management system starts with forming a team.
A primary connection between the implementation team and senior management called
Chief Information Security Officer (CISO). Role is responsible for getting approvals and
making decisions on behalf of management in a formal way. (Zakaria, 2009)

Also a user will be in charge of the project and will be reporting to Chief Information
Security Officer should be in team. That role is called as project manager or as
Information Security Officer (1SO). Also there should be other team members from every

department within the ISMS scope.

2.3.3.2 Defining the Scope
ISMS can be implemented for a department, a branch or the entire organization.
Implementation team should agree on the areas of information security management

system with senior management. Those areas are defined as the scope of Information
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Security Management System. This should be clearly defined in Information Security
Policy Document.

As soon as the scope is defined, business processes of departments in scope should be
understood for better alignment of ISMS with business. To accomplish this alignment,
one member from all departments in the scope is added to the implementation team.

For each and every business process studied in the scope, a document called Business
Process Study can be prepared. This documentation is not mandatory in ISO 27001
standard but will help in later stages for identifying assets and identifying values for these

assets.

2.3.3.3 Risk assessment and risk management

ISO does not force the method to be used for analyzing the risk, even it forces the risk
analysis to be made. Organizations can not be certified as compliant without proper risk
analysis and proper counter activities. Businesses may characterize and write down a
method of their choice. Usable risk analysis should have the following details in place;

a. How to analyze the risk of companies assets.

b. Understanding the risks that have small effect on business operations thus
disregarded and understanding the risks that have high effect on business
operations thus need to paid attention to.

c. Handling remainder risks by executing proper controls.

Risk evaluations are based on three attributes of an asset. Those are the ones known as
CIA. Confidentiality, Integrity and Availability of assets is detailed within the standard
as below:

Confidentiality: With confidentiality attribute of an information asset defined in clause
3.3; organizations make information reachable to users who need to reach with a proper
business cause.

Integrity: Integrity attribute of an information asset defined in clause 3.8 controls the
protection of validity and totality of information and information processing method.
Availability: Availability attribute of an information asset defined in clause 3.9 makes
sure that the access to information asset is done by only authorized users who have

explicit access to resources when necessary.
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2.3.3.3.1 Preparing of an information asset inventory, asset ranking and risk

classification

After formation of implementation team and definition of the scope, information assets

on scope should be identified for proper risk assessment. Also if there are some legal or

regulatory requirements; or requirements based on contracts are present, those

requirement should be identified properly.

Identified assets can either be information assets or data asset, people or service asset,

technology asset or service asset (i.e. people, procedures, data, software, hardware and

network assets). For listing those assets in a risk management perspective:

a.

People are divided into insiders (employees) and outsiders (non-employees).
Insiders come in two categories: either they hold trusted roles and have
correspondingly greater authority and accountability; or they are regular staff
without any special privileges. The group of outsiders consists of other users who
have rights to reach out to the organization's assets.

Procedures are assets. They are split into two categories: IT and business standard
procedures, and IT and business sensitive procedures. Sensitive procedures have
the potential to enable an attack or to otherwise introduce risk to the organization.
Both groups of procedures are used to create value to organization.

Data components are named for information in all states: in transmission,
processing, and on storage. These categories expand the conventional use of the
term "data", which is usually associated with databases not the full range of
information used by modern organizations.

Software elements can be inventoried in one of three categories: applications,
operating systems, or security components. Software components which provide
security controls like anti-virus or software firewall systems may fall into the
operating systems or applications category, but those are differentiated by the fact
that they are part of the information security control environment. And as they
provide security; they must be protected more thoroughly than other software
components.

Hardware can split into two categories; systems devices and their peripherals, and
the devices that are part of information security control systems. The latter must

be protected more thoroughly than the former.
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f. Networking components are differentiated from both software and hardware

because they are often the focal point of attacks against a system. (Aydogmus,
2010)

Labeling the assets and values are best practices for creating an information asset

inventory.

Asset values are identified by their confidentiality, integrity and availability impact levels

of an asset such as high, medium and low. After identifying the values of an asset;

identification of risk and classification based on their severity and vulnerability is done .

As the identification of the risks and CIA levels of an asset completed, values for risks

should be assigned. Based on the risk values; tolerance of risk or need to implement a

control for reducing or eliminating a risk should be determined.

As the risk assesssment is finished, business can identify what to do for protecting the

information assets that have high effect on business operations and thus need to paid

attention to.

2.3.3.3.2 Business impact analysis

Based on the identification of information assets of needs and requirements a risk
assesment must be made. Risk assessment is a two phased process. First of all a risk value
should be calculated. The risk value of an asset is determined by identifying possible
threats to CIA attributes of asset, how much will business be effected without the asset
and how often may the harm be. This parameters also leads us to Business Impact
Analysis.

BIA is done for analyzing the effect of a loss of and asset because of different possible
reasons. Risk assessment and risk analyze will help businesses understand the possible
weaknesses and hazards to system and how will be business effected with those harms,
where BIA is based on time. Time that a business can go and how the business continues
its operations without that asset if there is a failure on an asset is derived by the business
impact analysis. (Zakaria, 2009)

As each information asset is assigned to its proper priority, asking some simple questions
can help to improve the criterion. This criterion will be used for valuation of assets. Also
this criterion will be used for understanding the effects of a possible business impact.

i.  What information asset is the most critical asset for business operations?
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ii.  Greatest revenue is generated by which asset?

lii.  Highest profit is generated by whsch asset?

iv.  Replacement of which asset costs the highest?

v.  Protection of which asset costs the highest?

vi.  Loss of which asset would create the biggest issue?
After identifying the values of assets and the business impact, probability of occurance is
needed for identifying the risk value. Probability of occurance is shaped by expertise as

well as the present situation.

2.3.3.3.3 Managing the risk
After calculation of risk values with asset values, management should decide which assets
are subject to reduction of risk. This must be done as some controls to reduce the risks
may cost more than the asset itself. For controlling the effect of possible harm to business,
organization should either accept, avoid, transfer or reduce the risk to a lower level using
controls that reduces the risk.
Next stage is to analyze the current state with the controls provided in the standard for
creating a RTP and a SOA document.
Information on how to handle the risk to a lower level as well as understanding of
operational controls and any additional controls are listed in RTP as well as possible
execution time frames. Example shown in table 2.2. There are different methods for
handling risks like:
i.  Risk acceptance: Understanding and accepting risk, continuing operations or
implementing controls for lowering risk where risk level can be accepted.
ii.  Risk Avoidance: Evading risk by removing the reasons.
iii.  Risk Limitation: Risk limitation is used to lower the adverse impact by executing
necessary controls to an asset.
iv.  Risk Transfer: Risk transfer is used to compensate for the loss in the event of risk
Is happened. (i.e. insurance)

22



Table 2.2: Risk treatment plan with applicable controls

Risk Explanation of Risk Treatment Categories
Reduce Avoid Accept Transfer
Information Try to decrease Keeping away Management Search for options
Security Risk the risk; use the from the risk by must understand for transferring
controls for proper planning the exess risk in the whole or a
understanding and scheme, case of part of the risk to
executing a recreating the unavailability of a a third party
proper IS Control. | designing scheme. resolution. (insurer)?

Source: Risk treatment with controls (Pelnekar, 2011)

After deciding the risk management strategy, a Statement of Applicability (SOA) should
be written for ISMS implementation. SOA is a document which lists the ISO 27001
controls and their implementations with proper justifications. A justification should also
be listed if a control is not selected. The document is to be presented t internal and external
parties on demand. An example for headers of an SOA document is shown at table 2.3.
Table 2.3: Example SOA headers

Control Reference Description Implementation Justification
A9.22 Fire Supplies Yes Have UPS systems and a dedicated
generator
A.104.1 Malicious Code Yes Implemented centralized anti virus server

Source: Example SOA headers (Pelnekar, 2011)

As the SoA document is written and all the policies, standards and procedures to
implement the controls are defined requirements for ISMS documentation can be

completed

2.3.3.4 Setting up policies and procedures

For controls that are adopted or implemented as listed on statement of applicability
document, organizations will have to define policies and course of actions and possible
roles and responsibilities for stable execution of planned policies and procedures. Writing

down the policies is a requirement of 1SO 27001. (Pelnekar, 2011)
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2.3.3.5 Allocate resources and train the staff
ISMS Emphasizes one of the management missions that has significant importance.
Dedicating the necessary facilities and people for development, execution, and

management of the isms. It is fundamental to write down the training for the ISMS audit.

2.3.3.6 Monitoring the implementation

In-house audits are must-do’s for inspecting and reviewing the ISMS execution. In-house
audit includes testing and having improver / protective actions for those tests. For
completing the PDCA cycle, gaps found during audits should be covered by
understanding and executing improving and protecting controls that are based on analysis.

And update the necessary documentation.

2.3.4 1SO 27001:2013 Revision

With the 2013 edition, there are some slight differences made to the standard itself. Some
controls have changed and some merged together. Terms and definitions part is
deprecated in 2013 edition. ISO 27001 edition of Terms and Definitions refer to ISO/IEC
27000 standard. Most important change in standard is there is no need for PDCA model
any more as continual improvement occurs. Also there is a shift to move support of the
ISMS to the executive management level.

Risk management section is aligned with the ISO 31000 standard. There is a new concept
of Risk Owner and the management of risks has higher focus then the control
effectiveness. Also there is no need for identifying assets, threats and vulnerabilities
before risk identification. With the alignment of 1SO 31000; risk management section
now discusses consequences instead of impact. Preventive action in risk management no
longer exists but is replaced by “Risks and Opportunuties”. Also determination of
controls is now a part of risk assesment instead of Annex A. But the need for validating

selected controls from Annex A exists.

Goals for changes in 1ISO 27001:2013 edition is listed below:
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i.  To align the structure of all ISO 2700x family and the management standards
including shared language for all non-specific components in management
systems.

ii.  Clarifying the requirements and content of isms..

lii.  Revising and improving the information securty management system technical
requirements.

iv.  Revising and sustaining the additional controls. And conformance with Annex SL
requirements.

v.  Correcting errors, removing the recurring controls in different sections.

When the scope of 2013 edition is compared with 2005 (standard clauses 1-8 and Annex
A), document is shortened to 22 pages fom 29 with a decrease of %25. This decrease is
accomplished by removal of the recurring and unnecessary standard clauses, Annex B
and Annex C.

Requirements of an ISMS is revised in technical and structured manner. Standard clauses
in 4-8 sections of 2005 edition is revised and improved as a new framework. New clauses
listed in sections 4 — 10 is listed below.

Context of the Organization (Clause 4)
Leadership (Clause 5)

Planning (Clause 6): includes planning the information security management system,
setting the acceptable risk level and setting the risk evaluation methodology.

Support (Clause 7): includes preparing supportive and collateral resources for ISMS
implementation, preparing for end user abilities and awareness, trainings, fulfillment of

documentation needs and communicating with involved parties.

Operation (Clause 8): includes operation and management of ISMS implementations,

sustaining evaluation, improvement and risk assessments.

Performance Evaluation (Clause 9): includes evaluating controls and information security

management system with audits, metrics and management review.

Improvement (Clause 10): includes continuous improvement on ISMS.
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Tight relations with PDCA model in 2005 edition is no longer exists. This does not mean
that a PDCA cycle does not exist or can not be used*. (Kosutic, 2014) Sections in 2013
edition can be matched with PDCA cycle steps as listed in table 2.4.

Table 2.4: Matching of PDCA steps with sections in ISO/IEC 27001:2013

PDCA Sections in 27001:2013
Plan 4. Context of Organization
6. Planning
Do 7. Support
8. Operation 5. Leadership
Check 9. Performance Evaluation
Act 10. Improvement

Source: Dejan Kosutic, Has the PDCA Cycle been removed from the new ISO standards?, April, 2014

Total of 133 controls were listed in Annex — A of 2005 edition decreased to 114 controls
in 2013 edition. Some controls like A.12.5.4 Information Leakage and A.11.5.6
Limitation of connection time are removed completely and some of the controls like
Malicious and mobile code is combined to A.12.2.1 Malware. Also there are new controls
added to the standard. Those new controls and sections in 2013 revision are listed in

Appendix B.

Every risk has an owner in 2013 edition. Asset owner concept in 2005 edition is revised
as the risk owner. Risk owner will be responsible for risk mitigation plan and acceptance
of risks. Risk management documentation is not necessary in 2013 edition but the process
of risk management should be defined.

2005 edition had 5 mandatory procedures but 2013 edition has removed the explicit
requirement. Although there is still a requirement for documenting controls including
supporting records. Internal audit is still required but it no longer requires a formal

procedure.

415027001 Blog 2014, [Online], http://blog.iso27001standard.com/2014/04/13/has-the-pdca-cycle-been-
removed-from-the-new-iso-standards/ [date of visit: 14.April.2014]

26



Management review no longer defines specific precise inputs and outputs but provides a
list of topics that needs to be considered and must occur at planned intervals. At least

annually.

Annex B in 2005 edition contained cross references to the OECD principles. Also referred
to the PDCA model which no longer exists. Because of these; there is no equivalent

annexure in 2013 version. (Simpson, 2014)

Annex C provided a cross reference between 27001 and other standards. But as the other

standards in this section is revised, this annexure is removed with no replacement.

2.4. A CASE STUDY FROM FINANCE SECTOR:

An accounting firm from Great Britain Brookson, figured that ISO 27001 certification
would be a business differentiator and a great way to demonstrate a best practice approach
for safeguarding client data and IT systems that the services rely upon. As they give
accountancy services to their customers both from call center and online real time
accounting and tax query services as a differentiator; accessibility attribute of data is
highly important in their client satisfaction. Their services should keep being compliant

and should maintain high level of client satisfaction.

Primary business driver for setting up an isms was an internal decision for adopting best
practice in maintaining the CIE of information and information assets. Despite other
examples which gets pressurized by a group of stakeholders or customers on adopting a
management system, Brookson received no external pressure. They have identified the
importance of adopting a continuous improvement model for protecting both client data

and company reputation proactively.

Even Brookson owned the planning and deployment of isms, they wanted to have
assistance from a certified consultancy company. Their chosen partner made a high level
presentation to project team about the key stages and implications of certifying. During
the deployment phase, brookson got the ownership but appreciated having consultant
available and accessible for guidance.
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Brookson determined the scope of isms to IT services as they are providing critical
services to managed customers which is served by their It infrastructure. As the scope is
set as IT services; company wanted to have all employees to have benefits of having iso
27001 certification.

Even Brookson adopted different risk based approaches across a variety of projects, there
were no formal security related risk assessment has been conducted. Brookson found their
consultancy companies risk assessment tool benefical. Before assessment Brookson
thought that all the risk is internal but after assessment, they had a greater awareness of

external factors like environmental and legal.

Another positive result of risk assessment was having senior management involved in
process. Final result of risk assessment was the risk treatment plan which is signed by the
managing director so prioritization of different treatment for different risks occured.

Even the certification is limited to information technologies; all the policies and processes
were implemented consistently and comprehensively across all organisation. For
communicating the policies and presentation of certification; Brookson used its typical
fun ways. There were different methods used like mastermind quizzes with a cartoon
character where it appeared for reinforcing good practice in areas such as clear desk and

clear screen policies.

Information security was seen as having organization wide important event the scope was
limited to IT. With the company launch and a series of internal presentations, staff
become more aware of the importance of IS and the potential impact on Brookson.

Brookson always treated client data with considerable care and diligence. However
partnering with a third party risk assessment company made the company validate the
best practice used.

One of the processes improved by the implementation was incident management thus
incident reporting. Before the implementation Is incidents were reported with other
issues. As ISO 27001 developed a PDCA model; Brookson developed a new incident

reporting process for corrective and preventive action process.®

5 (Study, 2012)
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3. DATA AND METHOD

3.1 SURVEY INFORMATION

For assesing the requirements for information security management system of companies

in Turkey finance sector; an online survey is conducted. Survey aims to figure maturity

level of attending company in information security management system. Survey is listed

on following webpage:

Survey consists of 61 questions. Those questions belong to a different control categories
in ISO/IEC 27001:2013. Each question is based on a likert scale from 1 — 5 with values

between 0-4. Answer definitions and values are listed in table 3.1.

Table 3.1: Maturity levels and values of each answer

Level | Maturity level in one to five scale Value

1 No awareness about the control or no countermeasure rules are | 0
established

2 Management is aware of the control and will establish a rule in the | 1
future.

3 Necessary rules and controls are being established with the | 2
approval of management. But no review has been made.

4 Necessary rules and controls are established within the scope | 3
aligned with management leadership. No review of controls has
been made.

5 Necessary rules and controls are established within the scope with | 4
management leadership. Review is made on a regular basis.

For each ISO 27001:2013 section, points based on attendants answers are compared with

the maximum available points for that section and maturity level for that sectio