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ABSTRACT

COMPARATIVE ANALYSIS AND BEST PRACTICES FOR
TIVIBU WEB & DIGITURK PLAY

Yavuz SERT
Computer Engineering

Thesis Supervisor Asst.Prof.Dr.Selcuk BAKTIR

January 2016, 61 pages

In today's world, voice-based revenue for telecom operators is decreasing because
of low-cost or free voice based solutions. Operators have to provide new valuable

services beside voice based services to keep their subscribers and revenue.

Another type of service that is preferred by operators is television and
entertainment service. Subscribers can reach good-quality content through
infrastructure of the operator online with all types of supported devices such as,
tablets or smart phones. Operators profit from renting exclusive contents and
periodic subscription fees for this type of service.

There are two major operators that provide such services in our country, TTNET’s
Tivibu and Digiturk. The purpose of this study is to offer best practices for Web
TV solutions. This is done by examining and comparing topics such as streaming
technologies and levels of security; revealing positive and negative aspects of the
solutions, and suggesting solutions for negative aspects of both solutions. In this
context, these two services were tested with real service subscribers, assessment
was done based on the results of the tests and an evaluation of the services

according to the assessments was done.

Keywords: Tivibu, Digiturk, WebTV, Streaming, DRM
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OZET

TIVIBU WEB & DIGITURK PLAY ICIN
KARSILASTIRMALI ANALIZ VE EN IYI UYGULAMA YONTEMLERI

Yavuz SERT
Bilgisayar Miihendisligi

Tez Yoneticisi: Yrd. Dog. Dr. Selcuk BAKTIR

Ocak 2016, 61 sayfa

Gilintimiiz Telekom diinyasinda ses iizerinden gelir imkanlar1 daha az maliyetli
hatta maliyetsiz ¢oziimler nedeni ile giin gectikce daralmaktadir. Operatorler
abonelerini tutmak ve gelirlerini korumak icin ses iletimi disinda hizmetler

sunmak zorundadirlar.

Biiyiik operatorlerin ses iletimi disinda tercih ettikleri diger bir hizmet tiirii
televizyon / eglence servisleridir. Bu servis tiiriinde aboneler operator altyapisini
kullanarak kaliteli icerige internetin oldugu her yerden ve desteklenen tiim
cihazlardan erisebilirler. Operatorler bu servis tirinde hem peryodik abonelik

ticreti hem de 6zel iceriklerin tek basina satilmasi ile gelir saglarlar.

Ulkemizde bu tiir servis saglayan iki bilyiik operatdr vardir, bunlar TTNET'in
sahip oldugu Tivibu ve Digiturk'tlr. Bu ¢alismanin amact Web TV ¢o6ziimleri i¢in
en istiin yontemleri ortaya koymaktir. Bunu yaparken bu iki Web TV ¢oziimii
teknolojileri, guvenlik seviyeleri gibi konulara goére karsilastirilmis, olumsuz ve
olumlu yanlart degerlendirilerek olumsuz yanlart icin ¢ozlim Onerileri
sunulmustur. Bu kapsamda her iki servis gergek aboneler ile test edilmis, bu
testlerin sonucuna gore tespitler yapilmis, son olarak bu tespitlere gore iki servis

arasinda bir degerlendirme yapilmistir.

Anahtar Kelimeler: Tivibu, Digiturk, WebTV, Streaming, DRM
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1. INTRODUCTION

As technological improvements changed the devices that we use, so has the way of
using them. With the growing speed of Internet access and capability of using this speed
for devices, such as smart phones, tablets, or smart watches, lifestyle and entertainment

habits of human beings have changed as well.

In the light of these developments, mobile and fixed telecom operators started to
gravitate towards a more data-services-centric mode [1] to protect their revenue and
subscribers since their revenue was almost based on the voice transmission and short

message service before.

One of these services is entertainment. As Internet access speed increased, accessing
contents (such as videos, music clips, games, etc.) has become easy on the Internet with
High-definition! quality. Today, both mobile and fixed operators are trying to increase
the number of their subscribers and hence their revenue by providing Internet TV?2

services.

1.1 IMPORTANCE OF CONTENT

For Internet TV services, one of the most important parts of the service is the content.
Contents, such as TV films, videos or games are provided by content providers such as
Sony Pictures, Fox or SineTivi. Operators sell these contents at a certain price, so the
content is valuable. Because of this value, service providers have to provide security for
these contents. For example, Digiturk pays 450 million dollars annually for the
broadcasting rights for the Turkish Super League.® Similarly, film studios spend a lot of
money to make films, so they lay down security as a critical condition to provide

contents to service providers.

1 https://en.wikipedia.org/wiki/High-definition_video
2 https://en.wikipedia.org/wiki/Internet_television
3 http://www.ligtv.com.tr/haber/super-lig-maclari-2016-2017ye-kadar-digiturkte



1.2 INTERNET PROTOCOL TELEVISION (IPTV) AND OVER
THE TOP TV (OTT)

There are two main services for Internet TV; IPTV [2] and OTT [3]. IPTV service is
provided in a closed network of the operator. Subscribers need a set-top-box [4] to
obtain this service. OTT service is provided online. This service doesn’t require a
special client like STB; subscribers can reach the content via a PC, mobile phone, tablet

ora Smart TV client.

IPTV service is provided on a closed network but still, there are important security
issues on flows such as STB authentication and authorization to prevent unauthorized
access to the system. OTT service is an online service and OTT subscribers can use any

internet connection to access the service, so security is crucial.

As for content providers, the content is very valuable and service provider has to protect
the content. Protection has to be done in two ways by the content providers; first, some
contents might be produced for specific geographic locations, service providers have to
provide access to that content only from authorized locations. Second, the content has to
be served only to the subscribers who have rights to access that content. Service
providers have to provide a Digital Rights Management [5] solution to solve this
problem. Other problem that has to be solved by a digital rights management server is
the protection of the content from copying and recording. An OTT solution has to solve

these kinds of security issues to provide a successful service.

1.3 OTTIN TURKEY

The first deployment of these kinds of services was done by TTNET [6] in Turkey.
TTNET uses the internet infrastructure of Turk Telekom. TTNET was the first to deploy
an OTT service, then an IPTV service was launched as the first IPTV solution in Turkey
with the brand of “Tivibu EV”. Another company in this sector is Digiturk. Digiturk has
a satellite solution, but it is not in our scope as it is not an IPTV or OTT solution.

Digiturk Play was launched by Digiturk as an OTT service in 2012.



1.4 PREVIOUS WORK AND THESIS ROADMAP

OTT services have some sub-services such as Web TV, Mobile TV and Smart TV. In
this thesis, two Turkish Web TV services, Tivibu Web and Digiturk Play, will be
compared. Issues of streaming infrastructure, content protection applications, web site
security, DRM solutions, output protections, geographical restrictions and client
capabilities will be compared. As a conclusion, deficiency points of said services will be

mentioned and best practices will be revealed.

Issues that will be discussed for this comparison are: accessing the service, session
management, authorization and authentication, login to the service with same username
from different locations, streaming infrastructure, content security and rights

management, service security and location control.

Valuable-content-oriented Internet TV services are very popular in the world.
Especially in the United States, service providers such as Hulu and Netflix are the
leading service providers. These operators make their content available online. There is
one study on the OTT service security. That thesis was studied at the University of
Lisbon by Carlos Filipe Zambujo Lopes Pereira [7]. In his study, Pereira compared
Netflix, Hulux and Comcast Xfinity TV services.

To examine Tivibu Web and Digiturk Play, we captured and monitored the Internet
traffic of the clients of these services. Tools such as Wireshark?, Fiddler® and
capabilities of browsers were used to capture and examine the Internet traffic. Location
control tests were done with a Chrome® browser extension called ZEN Mate’, and with

this extension, traffic could be simulated as if it is coming from outside of Turkey.

Our aim in this study is to examine two popular Web TV solutions in Turkey and reveal
the best practices about Web TV solutions. In this study, Tivibu Web solution will be
examined in the first part, then Digiturk Play solution will be examined through the

4 https://www.wireshark.org/

5 http://www.telerik.com/fiddler

¢ https://www.google.com/chrome/browser/desktop/index.html
7 https://zenmate.com/



issues mentioned before. In Section 4, a hacking study will be done on Digiturk Play’s
flash player. In the last section, a conclusion will be made and the best practices will be

mentioned.



2. TIVIBU WEB

Tivibu is the brand of the Internet TV service of TTNET. TTNET uses this brand for
both IPTV and OTT services. For IPTV services the brand is “Tivibu EV>*® and for OTT

services the brand is “Tivibu Go”°. There are 290.932 subscribers for Tivibu EV service

[7].

Tivibu Web, officially “Tivibu Go”, is the first service TTNET launched as an Internet
TV service. Subscribers can access “Tivibu Go” service via PC, browser, mobile/tablet
and Smart TV clients. Tivibu Go service has 1.5 million subscribers [8]. In this report,
only the number of total Tivibu subscribers is mentioned; number of Tivibu Web
subscribers is calculated by subtracting the number of Tivibu EV subscribers from the

total number of Tivibu subscribers.

Tivibu WEB service has five essential functions [9]:

1. TV Broadcasting: There are over 140 national and international TV channels in
Tivibu WEB service®. In addition, TTNET provides its own thematic channels

in this service such as Tivibu Spor.

2. Subscription Video on Demand (SVOD) [10]: Subscribers can access this type
of videos based on their subscription packages; there is no additional fee for
SVODs.

3. Transactional Video on Demand (TVOD): Subscribers can watch
transactional videos by renting them. They have to pay a fee to rent the video for
a certain period of time. After that time expires, subscriber cannot access the

content. Popular videos are served as TVOD in general.

8 http://www.tivibu.com.tr/sikca-sorulan-sorular/iptv
? http://www.tivibu.com.tr/sikca-sorulan-sorular/tivibu-go
10 http://www.tivibu.com.tr/paketler/super-paket-go



4. Catchup TV: This service is based on recording broadcasts of the contracted
channels and serving these records as SVOD videos. These videos are recorded
by the server of Tivibu Web. Subscribers cannot choose the programs that will
be recorded. Since catchup TV videos are served as SVOD videos, there is no

additional fee to access this type of content.

5. Pause-Watch / Rewind: Subscribers can pause live content with this option.
After a while, subscribers can continue to watch the stream from the paused
point. This option is managed by the server. The duration of the pause is limited
to 1 hour [11]. Subscribers can also rewind live stream up to 1 hour in Tivibu
Web service. Pause-watch and Rewind options for Tivibu EV and Tivibu Web
services work differently. For Tivibu Web, the stream is recorded by the server
so the subscribers can rewind the stream as they shift to that channel. For Tivibu
EV, stream is recorded by the STB, so the subscribers can rewind the stream
only if they watch the stream.

TTNET OTT service consists of three types of sub-services. These sub-services are web
service, mobile service and Smart TV service. All these services use the same Internet
TV infrastructure of TTNET. Tivibu Mobile service (with the brand name Tivibu Cep)
is providing service via Android Smart Phone, Android tablet, IPAD, IPhone and
Windows 8. Tivibu Smart TV service is providing service via Next OTT box, Vestel
OTT box, Arcelik, Samsung, LG, Philips, Beko and Vestel Smart TVs.

2.1 TECHNOLOGY

Tivibu services use different technologies for infrastructure because of various number

of clients using specific services.

Tivibu Web service is a Microsoft Silverlight [13] based solution for both desktop and
browser clients. Silverlight uses [14] Microsoft Smooth Streaming [15] technology to
play live streams, so Tivibu Web uses Microsoft Smooth Streaming technology to play

live broadcast / video streams for desktop / browser clients. In the same way, Tivibu



uses Microsoft PlayReady [16] application as a DRM solution, as it is also a Microsoft

product.

Subscribers should have a Silverlight supported operating system and browser to watch
Microsoft Smooth Streaming based streams. If they don’t not have a Silverlight
supported browser, clients are prompted to download and install Silverlight at the first
attempt to access the service. In 2013, Google Chrome announced [17] they will not
support NPAPI as of 2014. Now, Google Chrome cannot be used as a Tivibu Browser
client. Likewise, Microsoft Edge browser does not support Silverlight as they removed
ActiveX support from the Edge browser [18].

2.2 ACCOUNT CREATION

It is enough to create a single account to use all TTNET services. This technology is
called “Single Sign On (SSO)”. Tivibu Web service also uses SSO authentication and
authorization service. Account set up can be done at a TTNET dealer or from

https://uyelik.tivibu.com.tr/tivibugo web site. Tivibu services can be accessed through
SSO like any other TTNET services such as “TTNET Muzik” or “TTNET Wifi”.
During account set up, the web site requests Turkish Republic National Identity Number
and a credit card number to create the account and to withdraw the subscription fee. To
protect these data, account creation page is served under HTTPS [19] protocol. Data

transmission is done via HTTP POST method.



Figure 2.1: Request details for account creation process

fkisisel-bilgiler HTTP/Ll.1
epr: text/html, applicacion/xhtml+uml, */*®
er: hoops:/ S uyelik.civibu.com.cr/kisisel-bilgiler
Languages: te,en-05:q=0.7,en:q=0.3
ent: Mozilla/5.0 (Vindows NT £.3; WOWE4; Trident/7.0; Touch: rw:ll.0) like Gecko

Content-Type: application/x-wev-Lorm-ur lencodsd

Ac oding: gzip, detlate
Eoat: uyslik.civibu.com.cr
Content-Length: 35

DHT: 1

Connection: Kesp-Alive

Cache-Conteal: no-cache

Cookie: ga=GALl.3.1149120846.1415430713; gact=Ll; ASP.NET Sessionld=rzSbhruvikejczrawlgacitys

fe '.:1:-:-nsh:pn:-=:_.a:-aj.|:cl'.a= L8141

Web pages that take these kinds of parameters could be targeted by hackers. One of the
most used methods to attack the web submit pages is to run an automated script that
sends parameters to that web server. Captcha [20] is a protection method that is used
against this kind of attack. With captcha protection method, the web page checks
whether the requester is a computer or a human. Tivibu Go account set up page uses
captcha protection method. Figure 2.1 shows HTTP POST details for a request. It is
shown that “captcha” parameter is used to control whether the requester is a computer

or not.

The value that the user submits for the captcha parameter can be controlled by the
server or by the client. Client control should not be preferred because with a proxy!!
system like Burp Suite?, requests can be manipulated by an attacker. Results of tests
show that captcha controls for Tivibu account creation pages are done at by the server.

It is not possible to bypass captcha control as the control is done by the server.

' hitps://en.wikipedia.org/wiki/Proxy_server
12 https://portswigger.net/burp/



Figure 2.2: Account creation parameters

TC Kimlik Numaranizi
Giriniz
Siz TTNET lilere ozel fiyatlardan yararlanmak igin

aboneligin kayith oldugu TC Kimlik numarasini giriniz.

TC Kimlik Numaraniz
2
Gilvenlik Kodu

‘manul X ‘ 10300

We used Burp Suite proxy program to catch requests, after the user submits parameters

as it is shown in Figure 2.2. Burp Suite catches the details of the request. During the

test “invalid captcha” message appeared as server controls the process.

Figure 2.3: Account creation request details

FOST /kismisel-bilgiler HTTF/ 1.1

hocept: text/html, application/xhtmlsxml, =/*

Feferer: hoeps:/ uyelik.civibu.com.cr/kisisel-bilgiler

Accepe-Language: tr,en-U5;q=0.7,en;q=0.3

User-Agent: Mozilla/5.0 (Windows NT £.3; WOWEd: Trident/7.0; Touch; rv:l1l.0) like Gecko
Content-Type: applicacion/x-wwv-Lotm-ur lencodsd

hecepe-Encoding: gzip, deflate

Homt: wyelik.civibu.com.cr

Content-Length: 35

INT: 1

Connection: Keep-Alive

Cache-Control: no-cache

Cookie: _ga=GAL.3.L14120B4€.1419430713; gat=l; ASP.NET Sessionld=rzibtuvikejtzrnwlgatjtys

cL:l:ensmpm=:f-i¢a]>Lcha= 10300

2.3 USER AUTHENTICATION AND SESSION MANAGEMENT

Subscribers can use Tivibu PC client or Tivibu Browser client to access the Tivibu Web

service. Subscribers should have a TTNET SSO user to login to the system.



Tivibu Browser client is an embedded version of Tivibu PC client (also known as native
client). When you open the Tivibu Web Browser client for the first time, client
download is initiated as a XAP [21] file. These two clients are identical in terms of

functionality.

We used Fiddler application to capture the traffic between the client and the server to
examine the service. This program shows all incoming and outgoing traffic for the
client. When subscriber logins to Tivibu client, it first makes an authentication request

to the server. Server address of Tivibu system is https://mw.webtv.ttnet.com.tr. This

authentication request is done via HTTPS protocol.

Figure 2.4: Fiddler output for login process

00 HTTE Tunnel to tHnet,com, tr443

mw.webty. tinet.com.tr  fSecureClientServices. svc
Ep22 200 HTTPS mw.webty. tinet.com.tr  fSecureClientServices. svc

Cross Site Request Forgery is a type of attack to the web pages. It is known as CSRF. It
is also known as a one-click attack or session riding and it is a type of malicious exploit
of a website whereby unauthorized commands are transmitted from a user that the
website trusts [22]. To prevent cross-site request forgery, Silverlight allows only site-of-
origin communication by default for all requests other than images and media [23]. For
example, a Silverlight application hosted at https://mw.webtv.ttnet.com.tr/LoginService
can access only services on the same domain by default, for example
https://mw.webtv.ttnet.com.tr/SecureClientServices.svc, but an application served at

http://dummypage.com/service.svc cannot access the site because of this protection.
Because of this rule, if we want to use
https://mw.webtv.ttnet.com.tr/SecureClientServices.svc service, our client should be
located under mw.webtv.ttnet.com.tr domain. To make exceptions for this rule,
clientaccesspolicy.xml file should be used. This file consists of domain names that can
use the service from different domains. In Figure 2.4 request of the client to that file is

shown.
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https://mw.webtv.ttnet.com.tr/
http://dummypage.com/service.svc

User authentication and getting service related information (service configuration) is
done through “SecureClientServices” service. Service configuration response, as shown
in Figure 2.5, is a response for service configuration request that is done before login
request, since clients get necessary information from server to make the client usable.
Configuration parameters for rating and advertisements or VOD categories are
examples of service configuration.

Figure 2.5: Service configuration response

= s:Envelope [ xmins:s=http: //schemas. xmlsoap.org/soapfenvelope/ ]
= s:Body
£} GetAPIConfigurationResponse [ xmins=http: /ftempuri.org/ ]
=) GetAPIConfigurationResult [ xmins:a=http://schemas.datacontract.org/2004/07/Argela. WebTV. II5Cache. Managers. CommonsSec xmins:i=http: /fwww.w3.0rg/200 1/¥MLSchema-instance ]
=} a:ConfigurationResult [ xmins:b=htip://schemas. datacontract.org/2004/07/Argela. WebTV. [ISCache.Managers. Commans |
i~ <b:ErrorMessage i:nil="true" xmins:i="http: /fwww.w3.0rg/2001/XM_Schema-nstance” xmins:b="http: /schemas. datacontract.org/2004/07/Argela. WebTV. IISCache. Managers. Commons™ />
E1-b:HasError
§ b false
- b:Configuration
=} b:Languagelnfolist [ xmins:c=http://schemas.datacontract.org/2004/07Argela. WebTV.MwCore. Services, CommonOperationsService |
2. cilanguagelnfo
B ciclientDefaultField
1
= c:dientDefaultFieldSpecified
- true
=) clanguageldrield
1

lanquageldFieldspecified
- true
=) clanguageLocaleField
r
B clanguageNameField
Lotur
=} b:RatingServerConfig [ xmins:c=http://schemas. datacontract.org/2004/07/Argela.Web TV, MwCore, Services. CommanO) ice ]
=) E:_btvRahngPDsﬁ?enDdlansF\E\d
Bl
=- c:codRatingPostPeriodInMinsField
1
= c:perfRatingLogPeriadInMinsField
b5
=) c:perfRatingPostPeriodInMinsField
10
- cirandomDiffinSecsField
bl
=) c:ratingRetryCountField
3
=) ciratingServerURL Field
L...https: fdienttivibuplay. tivibu, com. rTivibul DataServer L DataServiet
=) cruseOldRatingServerField
true

After the login request is processed by the server, if the user data is correct, a session is
created by the server and information related to the subscription package of the
subscriber is given as the server’s response. This information consists of the user’s

private data such as channel list, favorite list and rented video list.

When a user logins to Tivibu Web service, a session cookie [24] called “tivibus” is
created. An example value for tivibus cookie is shown in Figure 2.6.
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Figure 2.6: Request Headers, tivibus cookie

POST #SecureCliert Services.sve HTTPA1.1
Cache
Cache-Control: no-cache
Client
Accept: ==
Accept-Encoding: gzip, deflate
Accept4Language: fr,en-U5;q=0.7,en;q=0.3
Iser-Agent: Mozilla/5.0 (Windows NT 6.3; WOW&4; Trident/7.0; Touch; rv: 11.0) like Gecko
-1 Cookie
5994eh9e 3041462 5ab4778dd 57b 4267 1=f97e92c 1cbeadac3bfhbe 2680ad4 1630
tivibus=y51lsda2rba53zacr Spuxzt

During user authorization process another cookie called tivibua is created. Here is an

example value for tivibua cookie:

Figure 2.7: Sample tivibua cookie

tivibua=ESEDe4902A8CEZFE211BBTESBOB19CCAEOS490138CE8220303E9D06TBCIF1SERES
TDSBS1FF20504TAL]1959B4C5404D6C98T40B458TCBFDEE145659A245EB16FO0ASEZESLIE042F
AEETAGBESTZ31F1D286eCoCoTARET248T4F11D220EACSELOTOS S A3 2ZEBF6ECF2C3TAGLESS
S322E1815145FT38FTTOA89CFS0EFS38CEBS3005092CETT4F44EAGEDRA0TFE54508FDT0TE
EDIEZ4B4930981D82A41C56Co59DBCA542FD235C0D24F5F493D3D6AEDIAFDDCOARS0A3E0
TCEF61456F28ADF44DEREGECECES4TOBFD0898FEF3358426691RABDEDZTESCAT

Sessions for users created by the server are tracked by these cookies. As these cookies
have no expiration time, when a user logs out or the browser is closed, the session

expires. If the user wants to use Tivibu Web again, they have to login again.

As shown in Figure 2.8, all requests sent to mw.webtv.ttnet.com.tr domain are secure

requests as the connection protocol is HTTPS.
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Figure 2.8: HTTPS requests

[ 23 200 HTTFS mw, webty, ttnet.com.tr  [SecureClientServices.svc
s 24 200 HTTPS mw. webty, tinet.com.tr  [SecureClientServices.sve
[E» 25 200 HTTPS mw.webty. tinet.com.tr  [SecureClientServices.sve
B 26 200 HTTPS mw.webty. tinet.com.tr  [SecureClientServices.sve
B 28 200 HTTPS mw.webty. tinet.com.tr  [SecureClientServices. sve
EL 200 HTTPS mw.webty, ttnet.com.tr  fSecureClientServices.sve

Lo a4 L PaTat LITTION, | I S W . ] Pl H ral

SSL connection is encrypted using 128 bit RC4 which is a famous key stream generator
due to its simple algorithm and fast speed and it is widely used in some popular
protocols such as SSL (Secure Socket Layer) and TLS (Transport Layer Security) to
protect internet traffic [25]. Message authentication is done with SHA1 [26] and key

exchange mechanism is RSA [26].

2.4 LOGOUT PROCESS

When a user logs out of Tivibu Web service, the client sends a logout request to the

server. The server ends the session of the user upon this request.

Figure 2.9: Logout Request and Response

=- s:_EnveIope [ xmins:s =http: /schemas. xmisoap.org/soap/envelope/ ]
= s:Body
... <l ogOut xmins="http: {/tempuri.org/™ />

Expand All Collapse

et SyntaxView | Transformer | Headers | TextView | ImageView | HexView | WebView | Auth Caching | Cookies | Raw J50M XML

- s:Envelope [ xmins:s=http:/schemas. xmisoap.org/soap/envelope ]
i--s:Bcn:Iy
= LogOutResponse [ xmins=http://tempuri.argf]
- LogQutResult [ xmins:a=http: f/schemas. datacontract.org/2004/07 /Argela. WebTv. II5Cache. Managers. Auth xmins:i=http:/fwww.w3.0rgf200 1/¥MLSchema-instance ]

- <ErrorMessage i:nil="true" xmins="http: //schemas. datacontract.org/2004/07/Argela. WebTV.[1SCache Managers, Commons™ xming:i="http: {fwww.w3.0rg/200 1/XMLSchema-nstance” [»

E-HasError [ xmins=http: fschemas. datacontract.org/2004/07/Argela, WebTV. IISCache Managers. Commons |
- false

- a:ReturnResult
-~ SUCCESS

Tivibu subscribers can login to the service only once at the same time. If there is an
active session, the subscriber cannot login to the service with the same username.

Because of this limit, the logout process is very important. If there is an active session
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for a subscriber, and if that subscriber tries to login again with the same username, a
warning message appears as shown in Figure. 2.10.

Figure 2.10: Active session warning

Aktif Oturum

Ayni anda yalnizca tek noktadan yayin izlenebilir. Diger oturumlari sonlandirmak
istiyor musunuz?

If the subscriber clicks “Evet” [Yes] button in this warning box, then the active session
will be terminated. After this operation, the user for the other active session will get the
message shown in Figure 2.11.

Figure 2.11: Active Session termination warning

Oturum Sonlandi

Baska bir cihazda oturum acildigindan, bu oturumunuz kapatilmustir.
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25 STREAMS

There are two main stream categories of Tivibu Web service: TV streams and video
streams. Some of the TV channels and some of the video streams are encrypted. There

are also clean streams for some channels and videos.

When a subscriber logs in to the Tivibu Web service with a client, the client gets some
configuration parameters from the server application. Two of these parameters show the
Content Delivery Network (CDN) address values to get the streams. This configuration
consists of two values, the first is a Primary CDN address and the second is a Secondary
CDN address. CDNs improve network performance and offer fast and reliable
applications and services by distributing content to cache servers located close to users
[28]. The primary goal of a CDN is to provide to end users such content as webpages,
videos, and applications with high availability and performance. The key component
that ensures availability and performance is the CDN's load balancing system that
assigns each incoming request to a server that can serve that request. To this end, a
CDN's load balancing system routes each user's request to a server that is active and not
overloaded [29].

This configuration shows that, Tivibu Web service does not have a load balancing
solution to access CDN streams. There is only one alternative (Second CDN address)
for CDN access and if two CDN addresses are both unavailable, then the user cannot get
a stream from the Tivibu Web service. If there was a load balancing solution to access
the CDN, then clients could get only one CDN address from the server which is the
domain address of the CDN load balancer. In such a solution, when a user tries to
watch, the stream load balancer receives a request and then forwards it to the most

suitable CDN address. Figure 2.12 shows login parameters that the client sends.
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Figure 2.12: Client request for login operation

= -Securel oginExtensive [ xming=http://tempuri.org/ ]
— userName
- yavuz.sert@yahoo.com
— password

- dientType [ xmins:d4p1=http:/fschemas.datacontract. org/2004/07/Argela. WebTV. 11SCache Managers. Auth xmins:i=http: /fwww.w3.0rg/2001/XMLSchema-nstance ]
=I-d4p1:ClientTypeld

=0

- d4p1:ClientTypelame
‘... Desktop

- dientversion

. h542

- languageld

- gresolution iznil="true" xmins:i="http: {fwww. w3.0rg/200 1XMLSchema-instance” xmins="http: /ftempuri.org/" />

Upon this request, the server application processes the request and gives a response
which consists of some configuration values required for the service as shown in Figure
2.13.

Figure 2.13: Server response for login

— 0
=. b:LoginDataObject
- bikey
- PrimaryPOP
- brvalue
‘... DL 12.webtv. tivibu,com. tr
—I- b:LoginDataObject
- bikey
. i SecondaryPOP
- brvalue
‘... DL 1.webtv. tivibu.com. r

As shown in Figure 2.13, the subscriber gets “DL12.webtv.tivibu.com.tr” address as the
primary CDN address, so the client tries to get streams from that address first. If there is
a problem regarding getting stream from the primary CDN, then the client will try to use
a second CDN address. As shown in Figure 2.13, the second CDN address is

“DL1.webtv.tivibu.com.tr”.
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Figure 2.14: Tivibu Web HTTP Streams

B 56 200 HTTPS mw.webtv. tinet.com.ir  [SecureClientServices.svc
di3.webtv. tivibu.com.tr  [Live/8000 L ism|Manifest

HTTR
#| 58 200 HTTP di3.webtv. tivibu.com.tr  [Live/8000L.ismlManifest
'ﬁ 59 200 HTTP di3.webty. tivibu.com.tr  [Live/80001.ismlQualityLevels(54000) Fragments(audio 102_orj=3
ﬁGU 200 HTTP dl3.webty. tivibu,com.tr  [Live/3000L.isml/QualityLevels(500000) Fragments(videa=334023
'ﬁﬁ 1 200 HTTP dl3. webty, tivibu.com.tr  [Live/5000 L.isml/QualityLevels(64000) Fragments(audio101_tur=3
ﬁsz 200 HTTP dl3.webty. tivibu,.com.tr  [Live /8000 L.isml/Qualityl evels(64000) Fragments(audio101_tur=3
'ﬁ63 200  HTTP di3. webty. tivibu.com.tr  [Live/8000 L.isml/QualityLevels(64000) Fragments(audio101_tur=3
ﬁsﬂr 200 HTTP di3.webtv. tivibu.com.tr  [Live/8000 Lisml/QualityLevels(64000) Fragments(audio101_tur=3
ﬁss 200 HTTP di3.webtv. tivibu.com.tr  [Live/8000 Lisml/QualityLevels(64000) Fragments(audio101_tur=3
ﬁﬁﬁ 200 HTTP dl3.webty, tivibu,com.tr  [Live/5000 Lisml/QualityLevels(500000) Fragments(videa=334024
'ﬁﬁ" 200 HTTP dl3. webty, tivibu.com.tr  [Live/5000 L.isml/QualityLevels(64000) Fragments(audio101_tur=3
ﬁsa 200 HTTP dl3.webty. tivibu.com.tr  fLive/8000 L.ismlQualityl evels(500000) Fragments(videa=334025
ﬁsg 200  HTTP di3. webty. tivibu.com.tr  [Live/8000 L.isml/QualityLevels(64000) Fragments(audio101_tur=3
g?ﬂ 200 HTTP di3.webtv. tivibu,com.tr  [Live/8000 Lisml/QualityLevels(1000000)Fragments{video=33402
71 200 HTTP

dl3.webty. tivibu,com.tr  Live/30001,isml/QualityLevels(64000) Fragments(audio101_tur=3

Tivibu streams are served via HTTP protocol as shown in Figure 2.14. Some of the
streams are encrypted, and some are clear. When an attacker records a capture for a
clear stream, he still will not be able to watch the stream because Tivibu Web Service is
setting a CDN session cookie called SID for each session and this SID value is sent to
the CDN for all the chunk requests. This cookie value is generated by Tivibu clients. So
even if the stream is clear, the attacker cannot watch the captured stream as he does not
have the SID value from a Silverlight supported player. This technique is called “URL
Signing” and ensures that only authorized clients can receive streams from the Tivibu
CDN network. The URL Signing system generates a unique key for each user and this
key is transmitted to streamers using cookies. Server application intercepts this request
and checks the validity of the key received from the client. If the key is valid, then
stream is allowed, otherwise 403 HTTP Error comes back on. For encrypted streams,

there are both DRM protection and SID control.
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Figure 2.15: Tivibu Web CDN Session

Cookies [ Login
-1 Cookie
_ga=GA1.3.114120846, 1419430713
SID=1400000904AFDC 50807 22D SAB T 189E8 520 16E97F
DMT: 1
Miscellaneous
Referer: http: ffwww, tivibu, com. tr/ClientBinfArgela. WebTV. Desktop. UL xap

2.5.1 Unencrypted Streams

When a subscriber switches to a TV channel in a Tivibu Web client, the client requests
a Manifest [30] file first, then the server gives a response to that request which is to find
out how many profiles there are and what the bitrate values are for each profile. We

captured this kind of request via the Fiddler capture application as shown in Figure 2.16.

Figure 2.16: Manifest Response

=I-SmoothStreamingMedia [ MajorVersion=2 MinorVersion=0 Duration=0 TimeScale=10000000 IsLive=TRLE LookAheadFragmentCount=2 DVRWindowLength=36000000000 CanSeek=TRUE CanPause =TRUE |
=}- Streamindex [ Type=video Name=video Language=und Subtype=AVC 1 Chunks=0 TimeScale=10000000 Url=QualityLevels({bitrate}) [Fragments(video={start time}) ]

- <Qualitylevel Index="0" Bitrate="2000000" CodecPrivateData="0000000 1674040 1F 36 5230A00B 7602050000000 168EF 3880" Four CC="AVC 1" MaxWidth="1230" MaxHeight="720" />

- <Qualitylevel Index="1" Bitrate="1500000" CodecPrivateData="00000001674D40 1E96528 163 24DFF30 2000 16E0A0000000 168EF 3880 " FourCC="AVC1" Max\Width="1024" MaxHeight="575" >

- <Qualitylevel Index="2" Bitrate="1000000" CodecPrivateData="00000001674D40 1E96528 14078 FFE000300060500000000 168EF 3880 " FourCC="AVC1" MaxWidth="854" MaxHeight="480" />

- <Qualitylevel Index="3" Bitrate="500000" CodecPrivateData="00000001674D40 1596 523 3C 1 7FCBFFE002000 1EDACD00000 168EF 38307 Four CC="AVC 1" Max\Width="640" MaxHeight="360" /»

- £cd="10000000" t="67108962390667" (>

- <cd="10000000" />

- <cd="10000000" />

- <cd="10000000" />

- ¢ d="10000000" /»

- <cd="10000000" />

The Manifest response shows us that the Tivibu Web service uses the Microsoft Smooth
Streaming infrastructure. We understand this as there is a tag named
“SmoothStreamingMedia” [31] in the Manifest response. Another piece of information
that we got from the Manifest file is that there are four stream profiles and bitrates;
these profiles are 2 mbit, 1,5 mbit, 1mbit, and 500kbit.

Microsoft Smooth Streaming is an Adaptive Bitrate [32] based solution. Other popular
adaptive bitrate based solutions are Adobe Flash®® and Apple HTTP Adaptive

Streaming**. Adaptive bitrate streaming is a technique used in streaming multimedia.

13 http://www.adobe.com/tr/products/adobe-media-server-standard.html
14 https://developer.apple.com/streaming/
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Adaptive streaming technologies are almost based on HTTP and designed to work
efficiently over large distributed HTTP networks such as the Internet. It works by
detecting a user's bandwidth and CPU capacity in real time and adjusting the quality of
a video stream accordingly. It requires the use of an encoder which can encode a single
source video at multiple bit rates. The client switches between these bit rates depending
on available resources. In our case, according to the streaming profiles in the manifest
file, if the machine sources and the Internet speed is sufficient, a stream can be watched
with a 2 mbit bitrate. This manifest file does not belong to an encrypted channel stream
because the manifest file doesn’t consist of any encryption-related tags. Clear streams
are played directly in the player according to the data read from the manifest file.
Microsoft Smooth Streaming streams are received as chunks [33] by the player client.

Figure 2.17 shows Microsoft Smooth Streaming chunks.

Figure 2.17: Microsoft Smooth Stream Chunks

200 HTTPS mw.webty, tinet.com.tr  /SecureClientServices.svc 411 private textfxml; c. |
200 HTTPS mw.webty. tinet.com.tr  /SecureClientServices.svc 533 private tesctfxml; c. )
200 HTTP dl12.webtv.tivibu.com.tr  [Live/spor/prt6000 1.isml/Qualityl evels(64000) Fragments(audio 101_tur =67178097943334) 8,275 max-age=3600 video/mp4
200 HTTP di12.webtv. tivibu.com.tr  [Live/spor/prt6000 Lisml/QualityLevels(500000)/Fragments{video=67178102390667) 72,227 max-sge=3500 video/mp4
200 HTTP di12.webtv, tivibu,com.tr  [Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178107543334) 8,432 max-age=3600 video/mp4
200 HTTP dl12.webtv.tivibu.com.tr  /Live/spor/prt6000 1.ismlfQualityL evels(64000) Fragments(audio 10 1_tur=67178117143334) 8,143 max-age=3600 video/mp4
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt6000 1.isml/QualityLevels(64000) Fragments(audio 101_tur=67178126743334) 8,276 max-age=3600 video/mp4
200 HTTP di12.webtv, tivibu.com.tr  Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178136343334) 8,106 max-age=3600 video/mp4
200 HTTP di12.webty tivibu.com.tr Live/spor/prt&000 1.isml/Qualityl evels(54000)Fragments{audio 101_tur =67178145343334) 8,417 max-age=3600 video/mp4
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt5000 1.isml/QualityLevels(500000) Fragments(video=5671758112390667) 46,923 max-age=3500 video/mp4
200 HTTP dl12.webtv, tivibu.com.tr  [Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178155543334) 8,183 max-age=3600 video/mp4
200 HTTP di12.webtv tivibu.com.tr Live/spor/prt&000 1.isml/Qualityl evels(500000)/Fragments{video =6 717812239065 7) 50,673 max-age=3600 video/mps
200 HTTP dl12.webty.tivibu.com.tr  [Live/spor/prt000 1.isml/Qualityl evels(64000) Fragments(audio 10 1_tur=67175165143334) 8,181 max-age=3600 video/mp4
200 HTTP di12.webtv. tivibu.com.tr  JLive/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178174743334) 8,270 max-age=3600 video/mp4
200 HTTP dl12,webtv, tivibu,com.tr  [Live/sporfprt6000 Lisml/QualityLevels(500000)Fragments{video=67178132390667) 66,692 max-age=3500 video/mp4
200 HTTP dl12.webtv.tivibu.com.tr  /Live/spor/prt6000 1.isml/Qualityl evels(500000) Fragments(video=567178142390667) 72,872 max-age=3500 video/mp4
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt6000 1.isml/QualityLevels(64000) Fragments(audio 10 1_tur=67175134343334) 8,215 max-age=3600 video/mp4
200 HTTP di12.webtv, tivibu.com.tr  [Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178193943334) 8,211 max-age=3600 video/mp4
200 HTTP di12.webty tivibu.com.tr Live/spor/prt&000 1.isml/Qualityl evels(500000)/Fragments{video=67178152390657) 68,174 max-age=3500 video/mp4
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt5000 1.isml/QualityLevels(64000) Fragments(audio 101_tur=67178203543334) 8,194 max-age=3600 video/mp4
200 HTTP di12.webtv. tivibu.com.tr Live/spor/prt6000 Lisml/QualityLevels(500000)/Fragments{video=67178162390667) 61,920 max-sge=3500 video/mp4
200 HTTP di12.webtv tivibu.com.tr Live/spor/prt&000 1.isml/Qualityl evels(500000)/Fragments{video =6 717817239065 7) 44,250 max-age=3500 video/mps
200 HTTP dl12.webtv.tivibu.com.tr /Live /spor/prt6000 1.isml/Qualityl evels(64000) /Fragments(audio 101_tur=67173213143334) 8,401 max-age=3600 video/mp4
200 HTTP dl12.webty.tivibu.com.tr  /Live/spor/prte000 1.isml/QualityLevels{500000) Fragments{video=57178182390667) 47,988 max-sge =300 video/mp4
200 HTTP di12.webtv, tivibu,com.tr  [Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur =67178222743334) 8,193 max-age=3600 video/mp4
200 HTTP di12.webty tivibu.com.tr Live/spor/prt&000 1.isml/Qualityl evels(500000)/Fragments{video=67178192390657) 65,583 max-age=3500 video/mp4
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt6000 1.isml/QualityLevels(64000) Fragments(audio 101_tur=67178232343334) 8,094 max-age=3600 video/mp4
200 HTTP dl12,webtv, tivibu,com.tr  [Live/spor/prt6000 Lisml/QualityLevels(500000)/Fragments{video=67178202390667) 64,756 max-sge=3500 video/mp4
200 HTTP di12.webty tivibu.com.tr  Live/spor/prt&000 1.isml/Qualityl evels(54000)/Fragments(audio 101_tur=67178241343334) 8,354 max-age=3600 video/mps
200 HTTP dl12.webty. tivibu.com.tr  /Live/spor/prt5000 1.isml/QualityLevels(500000) Fragments(video=567175212390667) 59,897 max-age=3500 video/mp4
200 HTTP di12.webtv. tivibu.com.tr  Live/spor/prt6000 Lisml/QualityLevels(54000)Fragments(audio 101_tur=67178251543334) 8,232 max-age=3600 video/mp4
200 HTTP dl12,webtv, tivibu,com.tr  [Live/sporfprt6000 Lisml/QualityLevels(500000)Fragments{video=67173222390667) 60,374 max-age=3500 video/mp4
200 HTTP dl12.webtv.tivibu.com.tr /Live/spor/prt6000 1.isml/Qualityl evels(64000) /Fragments(audio 101_tur=67173261143334) 8,268 max-age=3600 video/mp4

As shown in Figure 2.17, some of the chunks are video chunks, others are audio chunks.
Silverlight player receives these chunk packages and shows them as a video. The value
(500000) seen in the video package shows that the stream received by player was
500kbit at that time. This manifest file and chunks are captured from a clear channel

stream. In Tivibu, catchup TV VODs are not encrypted as clear channels.
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2.5.2 Encrypted Streams

The security of content is very important for content owners like film studios, owners of
thematic TV channels, and content providers who have rights for broadcasting of
football leagues. To ensure the contents are secure, a service provider should send the
stream of such contents to the player client in an encrypted form. If the content is
encrypted, the path of the stream from the encoder to the player client will be secure and
protected against attacks. Encrypted streams can only be decrypted with a key. As
mentioned, the player reads a manifest file to get details about the stream. Encryption
related data is also located in the manifest file. A manifest file for an encrypted channel
Is shown in Figure 2.18.

Figure 2.18: Manifest file of the encrypted stream

<?xml version="1.0"2%
<SmoothStreamingMedia Major
LookRheadFragmentCount="2"
<Protection><ProtectionHeader
DAMAAARAAQACAZWAVWBSAEDASARFARRARABFAFTATABAAGOALABUAHMAPDA I AGgAdABDAHAAOGAVACBACWB] AGgAZOBLAGRACWANAGDAADBIAHTAbwBzA
GBAZGBOAC4AYWBVAGDALWEBEAFTATQAVAD IAMAAWADCALWAWADMA LWBOAGWAYOBOAF TAZOBhAGQASOBIAGUAYOBRAGUACgAL ACAAAGBlAHTACWBpAGEADY
ASACTANAANADAALGAWACAAMAA] ADAAPABEAEREAVABBAD A APABQAF TATWBUAEUAQWBUAEKATgEGAEBAPGABAESARQBZAEWARQBOAD AAMOAZADWALWE LAET
ANQBMAEUATgA+ADWAQQBMAE CASQOBEAD AAQDBFAFMAQWBUAF TAPAAVAEEATABHAEK ARAA+ADWALWBQAF T ATwBUAEUAQWBUAEKATGRGAESAPGABAESASQBE
AD4ATWBVAPQASQA? AGsAJABPARRAAaWRXAGOAOQB] AHQACABSAFYAMWAZAFQAQDAIADDAPAAVARSASOBEAD 4APABMAFREAXWEVAFTATAA+AGGAIABOAHAAD
gAVACBADOBIACAAAWBLAGTAAAB2 ACAAAABOAGAAZOBOACAAYWEBVAGOALGBOAHTIAPAAVARWAQOBIAFUAUGBMADAAPABMAFUASOBFAFUAUGBMAD 4 Aa ABDAH
(QACAAGACBALWBTAHCALGB3AGUAYgBOAHYALgBOAHQADGELAHQALGBIAGEADQANAHQACgASACBATABVAEK AXWEVAFIATAA+ADWARABTAF BASQBEADAATUGE
GAGIAawAzADQAeABDADYAMABIADIARQBIARKAUGEGAGAAA0BI ARSAdwASADDAPAAVARQATWB fAEKARAA+ADWAQWBIAEUAQWE LAFMAVOENADAAVwAWAHCA
NQOBwAPMACgBgARKAZOB ADOAPAAVAREMAS ABFARMASwBTAFUATOA+ ADWALWBEAFEAVABBAD AAPAAVAF cAUGBNARGAROBEAEQAROBSADAA

" MinorVersion="0" Duration="0" TimeScale="10000000" IsLive="TRUE"
1="36000000000" CanSeek="TRUE" CanPause="TRUE">

</ProtectionHeader></Protection><StreamIndex Type="video" Name="wideo" Language="und" Subtyps="AVC1"

Time3cale="10000000" Url="QmalitylLevels({bitrate})/Fragments (video={start time})"><QualityLevel Inds
"2000000" CodecPrivateData="00000001674D401F965280A00B7602050000000168EF3680" FourCC="AVC1" MaxWidth="1280"
MaxHeight="T720"/><QualityLevel Index="1" Bitrate="1000000" CodecPrivateData=
"00000001674D401E965281407B7FEO00800060500000000168EF3880" FourCC="AVC1" MaxWidth="854" MaxHeight="480"/>
<QualityLewvel Index="2" Bitrate="1500000" CodecPrivateData=
"D00D0001674D401ES652816824DFFE0200016E0A0000000168EF36880" FourCC="AVC1" MaxWidth="1024" MaxHeight="576"/>
<QualityLevel Index="3" Bitrate="500000" CodecPriwvateData=

"00000001674D4015965283C17FCBFFE0020001E0AO00D0000168EF3880" FourCC="AVC1" MaxWidth="640" MaxHeight="360"/><c d=
"10000000" t="27614505804861"/><c d="10000000"/><c d="10000000"/><c 4="10000000"/><c d="10000000"/><c d="10000000"/>
<c d="10000000"/><c d="10000000"/><c d="10000000"/><c d="10000000"/><c d="10000000"/><c d="10000000"/><c d=
"10000000" />

As it can be seen from the manifest file, this manifest file has a <protection> tag
different from the manifest file of a clear stream. This tag shows that this stream is an
encrypted stream. In this tag, there is another tag named <ProtectionHeader>.
ProtectionHeader tag is base64 hashed value and it consists of data about encryption.
Base64 encoding is mainly used when there is necessity to encode binary data as ASCII
text that needs to be stored or transferred in environments that, perhaps for legal
reasons, are restricted to US-ASCII data [34]. Decoded version of ProtectionHeader for

our example is shown in Figure 2.19.
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Figure 2.19: Decoded Protection Header tag

<WRMHELDER xzmlnz="http://schemas.microsoft.com/DEM/2007/03/PlayReadvHeader" version="4.0.0.0">
<DATR><FROTECTINEO>

<HEYLEN>16</KEYLEN>

<LLEID>AESCTR</ALGID></PROTECTINFO>

<EID>SoTI6ktOAkWAIbtplV33TA—</KID>

<LE URL>http: S /ow . webtv. ttnet. com. t.r«.:,fli-;_'JR:>

<LUI_URL>http://mw.webtv.ttnet.com.tr</LUI_URL>

<D5_ID>RFbk34xt60u2EulRznibRw—</D5_ID>

< CHECHSTM>WOwSpSriyeo=<,/CHECKSTUM>

</ DRTR></WRMHEADER™>

As we can see in the ProtectionHeader data, Tivibu Web system uses Microsoft

PlayReady 4.0 version as DRM application. Data in ProtectionHeader shows us:

The stream is encrypted because there is a <Protection> tag in ProtectionHeader.
Stream is encrypted by Microsoft PlayReady application. (from the tag
<WRMHEADER
xmlns="http://schemas.microsoft.com/DRM/2007/03/PlayReadyHeader"
version="4.0.0.0">

KEYLEN tag reveals that KEY parameter has a 16 byte length (128 bit)
Encryption is done with AES Counter Mode. (from the tag ALGID) AES was
introduced by the National Institute of Standards and Technology (NIST) in
2001. AES supports five secure modes of operation approved by the Federal
Information Processing Standard (FIPS). They are Electronic Code Book Mode
(ECB), Cipher Block Chaining Mode (CBC), Cipher Feedback Mode (CFB),
Output Feedback Mode (OFB), and Counter Mode (CTR) [35].

Explanations of those parameters are given below:

1.

“KID= SoTI6ktOAKWd9btplV33TA==": Contains a base64-encoded key ID
value.

“LA_URL”: Contains the URL for the license acquisition Web service.
“LA_URI”: Contains the URL for a non-silent license acquisition Web page.
“DSID: RFbk34xt60u2EulRznibKw==": Service ID for the domain service.

If it is the first time that a subscriber tries to watch a Microsoft PlayReady encrypted

stream, client player sends a request to Microsoft server for individualization [36]
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process [37]. This process is done to control whether client machine has a DRM
application called “Individualized Black Box (IBX)”. If the appropriate individualized
component software is not already on the client, the client automatically requests the
component from the Microsoft Individualization Service [38]. The process of obtaining
the individualized component software is called individualization. A request for

individualization process is shown in Figure 2.20.

Figure 2.20: individualization process for PlayReady

POST /PlayReady/FW-0SAFA/defanlt. freeway?Individnalize HTTP/1.1

Host: services.silverlight.microscoft.com

Uszer-Agent: Mozilla/5.0 (¥11l: Linux i686; rv: 35.0) Gecko/20100101 Firefox/35.0

Accept: text/html,application/xhtml+xml,application/xml;qgq=0.9,%/%;g=0.8

Accept-Langmage: en-US, en: g=0.5

Accept-Encoding: gzip, deflate

Cockie: WT_FPC=id=1751b390-548c-4a%4-af2bh-46e80becS60f: 1v=1429419163684:5==1429419163684;
MSFPC=ID=Teecb9d415396f44b6dci3b06186cefbaC5=1&LV=201504&V=1"
MC1=CUID=432ef026e0accl1438ad52909eT062ff468HASH=26f02LV=2015042V=42LT=1429433573409; A=I:I=
AXUFAAAAAABOBWAAXI+10aFEivmldO+Gz1zUvAl | V=4 MUID=0CEAAGI4FT3661FA16C2ZANGEBF33662F9
Connection: keep-aliwve
Referer:http://www.tivibn.com.tr/ClientBin/Argela.WebTV.Desktop .Ul . xap

Content-Type: application/x-www-form-urlencoded

Content-Length: 178

x-playready-info: 08Version=5.1.2600 p=2 Service Pack 3;
ClientDllVersion=slmsprbootstrap.dll,/2.0.1446.0000; ClientMi=sc=wininet.dl1/8.00.7601.17601;
Session=fT751celéfdeddbbdabeceT7341alaf3a% ; Last-Session=8ddebecadbb2555b4371bfe39%1afa303;
msprdrm server exception compat: false

PostType=DrmIndivAcquireiProtocolVersion=1.1.0.0&5ecurityVersion=5.0.0.0&aPlatform=0
ghrchitecture=0&ClientSdkTvpe=1&ClientId=lo6TMYheDAECAAAAAARAAAAAAAAAAARARAAAAATRAADAKIAAATDOS3D

After the individualization process, the client player sends a request to DRM application
to obtain a valid license. The response from DRM application is shown in Figure 2.21.
The client player decrypts the stream with this key and the subscriber watches encrypted

stream.
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Figure 2.21: License control request

<s:Envelope xmlns:s="http://schemas.xmlsoap.org/scap/envelope/"><s:Body>

<GetLicenceResponse xmlns="http://tempuri.org/"><GetlicenceResult><?xml version="1.0" encoding=
"ntf-8" ?x<z0ap:Envelope xmlns:scap="http://schemas.xmlsoap.ory/soap/envelope/" xmlns:xsi=
"http://www.w3.0org/2001/¥MLSchena-instance" xmlns:xsd="http://www.w3.org/2001/¥MLSchema"
»<soap:Bodyr<hoguirelicenseResponse xmln=="http://schemas.microsoft.com/DRM/2007/03/protocols"

r<heguirelicenseResult><Response xmlns=
"http://schemas.microsoft. com/DRM/2007 /03 /protocols/messages" ><LicenseResponse xmlns=
"http://schemas.microsoft. com/DRM/2007 /03 /protocols"><Version>l</Version><Licen=ses><License>
WELSAAAAAAOFArGLO61apiDG Tyb+EBAAAMAAQAARSQAAGARAAAARAACADYAAAAGAARAOQAAABIYT2Z4psK+RI+ICKA1WwGnAA
MAAGAAADTAAAANAAAACGABAARAMgAAARWAAAANAARANAAAAACAT gAAADMAAAARAARAAWATAAAADGABAACARACeSoTI6AKEOAKWA
9btplV33TAABAAMAGLr+9zMEkAcmhnvs kVIfm3gg7FNdkBrDTkpGkWF LhrNUngX1 4 2dhMENTj 1d8Yno 4 zddwS SqGwn0Y /A 1los
EjoovvYz4cuRLgPNi JQV0CnPhfradLER0sVHE321 i 0 IFewF tFThpBBQT IASBpC tRIULvxkS  f4+nDREDJs 50T 9czQ0bUAARACWAR
ABwAAQAQI PIDURCYGHr SIH+SETY+Vw—
</License></Licenses></LicenseResponse></Response></hcquirelicenseResult></AcquirelicenseResponses>
</=oap:Body>»</scap:Envelope></GetlicenceResult»</GetlicenceResponse»</s:Body></s:Envelope>

For the Tivibu Web service, SVOD and TVOD videos are encrypted and then streamed.
SVOD is the abbreviation of subscription based video on demand and a subscriber can
watch this type of videos free of charge, based on their subscription package. TVOD is
the abbreviation of transactional video on demand and the subscriber has to pay a fee to
watch this type of videos. Encrypted videos and encrypted TV streams use the same
encryption method and manifest file structure.

For the Tivibu Web service, there are two main functions of watching a stream, the first
is rewind and the second is pause live TV. For both functions, the maximum time for
rewinding and pausing is 1 hour [12]. Video streams also have “continue from where

you have paused” and “continue with other client types” function.

2.6 GEOLOCATION

Tivibu provides service only in Turkey [12]. This is because the content rights are
signed to be provided only in Turkey. Tivibu has content rights of UEFA Champions
League and UEFA League and matches from these leagues can be watched on Tivibu

Spor channel which is provided by Tivibu service.
To simulate our login location as if we were in Turkey, we used Zen Mate add-on

developed for Mozilla based browsers. Zen Mate is a proxy/VPN [39] application you

can use to simulate your connection as if you were connecting from any other country.
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If you login to Tivibu service from outside Turkey, a warning message appears as
shown in Figure 2.22.

Figure 2.22: Warning message for geolocation control

Giris Hatasi

> Tivibu hizmeti verilmemektedir.

If you try to login to the Tivibu Web service from outside Turkey, the server application

responds with an error message- “invalid IP”, as shown in Figure 2.23.

Figure 2.23: Invalid IP response

<=z:Envelope xmlns:=s="http://schemas.xmlsocap.org/scap/envelope/">
<g:Body><5ecureloginExtensiveResponse xmlns="http://tempuri.org/">

<SecureloginExtensiveResult xmlns:a=
"http://schemas.datacontract.org/2004/07/Argela.WebTV.II5Cache . Managers.AnthSec" xmlns:i=
"http://www.w3.org/2001/¥MLSchema-instance"><a:ReturnDigest>
62806B65T9C996C5ADDFTCECST60185C903B6494</a:RecurnDigest>»<a: ReturnLoginResult xmlns:b=

"http: //schemas.datacontract.org/2004/07/Argela. WebTV. IISCache . Managers . Anth"><ErrorMessage xmlns
="http://schemas.datacontract.org/2004/07/Argela.WebTV.IISCache.Managers . Commons ">INVALID IP
</ErrorMessage»<HasError xmlns=

"http: //schemas.datacontract.org/2004/07/Argela.WebTV. IISCache.Managers.Commons">troe
</HasError><b:hccountID>201109275</b:AccountIDy»<b:heccount5erviceID>59201109275
</b:AccountServiceID><b:ChannelInfos i:nil="true" xmlns:c=
"http://schemas.datacontract.org/2004/07/Argela.WebTV. IISCache . Managers .Btv"/>
<b:DeactivationTime>0001-01-02T00:00:00</k:DeactivationTime»<b:Location xmlns:c=
"http://schemas.datacontract.org/2004/07/Argela.WebTV. IISCache . Managers. Location.Model"><c:ID>0
</c:ID><c:Name>Everywehere</c:Name></b:Location»><b:Result>INVALID IP</b:Result><b:ServerTimex
2015-04-19T12:35:28.9200052</b:ServerTime><b:5tatus>1</b:5tatus><b:ThematicChannels xmlns:c=
"http://schemas.datacontract.org/2004/07/Argela.WebTV.IISCache. Managers. Tap .Model"><b:VnoID>1
</b:VnolD»</a:ReturnloginResult></SecureloginExtensiveResult»</SecureloginExtensiveResponse><,/s:Bo
dy></s:Envelope>

According to this test scenario, this control could be bypassed with VPN add-ons or

VPN applications, so even if you are at a location outside of Turkey, you can still use
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the Tivibu Web service at that location with these add-ons. To solve this problem, major
VPN / proxy IPs can be banned from the system.

We can try the same test without a VPN application. To do this, first we have to add
another add-on named “Modify Headers” [40] to Mozilla Firefox browser. This add-on
helps us change header values for the request sent from the browser. Our aim is to
change X-Forwarded-For [41] parameter and see whether the Tivibu Web service is
affected by this change. To do this test, we changed X-Forwarder-For header value with
an IP from outside of Turkey at the configuration page for “Modify Headers” add-on as
shown in Figure 2.24.

Figure 2.24: "Modify Headers' add-on configuration page

@ Modify Headers = =
< & X uB
?ﬂp Headers  Options  About Help
Modify ¥ | | X-Forwarded-For 2.144.13.45 Descriptive comment Save Reset
Action Name Value Comment Edit
Meodify X-Forwarded-For 21441345 Delete

When this configuration is activated, we got “Bulundugunuz bolgeye Tivibu hizmeti
verilememektedir [Tivibu does not provide service for your region]” error message as
the server sends and “Invalid IP” message in response. This test shows that the IP
control for the Tivibu Web service is done via the X-Forwarder-To header value. When
we did the same test with Netflix service, even when we changed the X-Forwarder-To
header value to an IP value from United States, Netflix gave an error message because

of our location.

2.7 OUTPUT PROTECTIONS

There are some output protection properties provided by Microsoft PlayReady DRM

[42]. These properties are used to prevent illegal movements, such as recording and
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copying of the stream. It is also possible with these properties to prevent taking a

screenshot of the stream or to not allow video recording.

The Tivibu Web service can be used with a PC client and a browser client. Microsoft
PlayReady output protections can only be used for a PC client. Browsers don’t have
these capabilities. When you try to take a screenshot or do record while watching a
stream with Tivibu Desktop Client, screenshot or record are saved as a black screen

because of these protections as shown in Figure 2.25.

Figure 2.25: Screenshot taken from Tivibu Desktop client

MUSIC SUPERVISOR

2.8 WATERMARKING

Even if the service providers take precautions to protect their content by the server or
client, these protections cannot prevent users from recording streams from a screen that
the stream is being played on. There are two main methods to solve this issue. The
easier and cheaper way is the showing of an ID by the client that reveals the identity of
the subscriber viewing this screen and this method is called watermarking [43].

The second way is harder and more expensive than the first method. In this method, a
unique 1D that tells service provider who is using the screen is placed into the stream

package. As ID is in the stream package, when you watch the stream on the screen you
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cannot see any ID on the screen. Special cameras are needed to read this ID. This
method is complicated because stream packages have to be changed for every unique
subscriber. In Tivibu Web service, neither of these methods are used as we noticed from
our tests. As there is no watermark solution in Tivibu Web, subscribers can easily

record streams and service provider is not be able to find who the recorder is.

2.9 TIME DIFFERENCE PERFORMANCE BETWEEN
SATELLITE AND TIVIBU WEB STREAM

Time differences between satellite broadcasting and digital broadcasting are an
important performance issue for the world of digital TV. Broadcasts from satellites are
always ahead of digital streams. This is because, for digital TV, broadcasts taken from
satellite are transcoded in transcoders, encoded in encoders and, if it is required, an
encryption process is done. All these steps take some time, so there is a time difference

between satellite broadcasts and digital streams.

Think about a live football match, you have a digital Web TV subscription and you are
watching the football match from your Web TV account, your neighbor is a satellite
subscriber and he is also watching the same match. After a while your neighbor screams
“goaaaallll” but you are watching the same match and no goal has been scored yet.
After about 30 seconds you see the goal. So, for digital TV solutions this time
difference is important. We tested this performance for the Tivibu Web and Digiturk
Play services. We compared the time difference for three national channels. The results
are shown in Table 2.1. According to a study [45] about digital TV delays, these time
differences are not short for live football matches.

Table 2.1: Time difference between satellite broadcasting and Tivibu Web streams

Channel Time Difference between Tivibu Web Stream and Satellite
TRT 1 +16 seconds
Fox TV +12 seconds
ATV +16 seconds
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3. DIGITURK

Digiturk is the first digital television platform in Turkey and was founded in 1999. It
initiated digital broadcasting services in 2000 [46]. The main service for Digiturk digital
platform is Pay TV service which consists of Turkish Super League rights and this
service is provided via satellite. The number of subscribers of Digiturk is 2.891.305 [8]
according to the second quarter report of Information and Communication Technologies
Authority (BTK).

Digiturk Play is another service of Digiturk Platform which serves live TV broadcasts
and video streams over the Internet. In this thesis, a comparison is made between the

Tivibu Web service and the Digiturk Play service.

The Digiturk Play service provides these functionalities:

1. TV Broadcasting: There are a lot of national and international TV channels in
the Digiturk Play service. Besides these channels, there are also thematic
channels like Turkmax, and sport channels to broadcast Turkish Super League
such as LigTV 1, LigTV 2.

2. Subscription Based Videos (SVOD): Subscribers can access this type of videos
based on their subscription package, there is no additional fee for subscription
VODs.

3. Transactional Videos (TVOD): Subscribers can watch transactional videos by
renting them. They have to pay a fee to rent the video for a certain period of
time. After the period expires, the subscriber cannot access the content.
Purchasing is operated via service client and fee is withdrawn online from a

credit card.

4. Catchup TV: This service is based on recording broadcasts of the contracted

channels and serving these records as SVOD content. These videos are recorded
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by the server. Subscribers cannot choose the programs that will be recorded.
Since catchup TV videos are served as SVOD, there is no additional fee to

access this type of content.

5. Pause-Watch / Rewind: Subscribers can pause live content with this option.
After a while, they can continue to watch the stream from the paused point. This

option is managed by the server and it has a limit of 12 hours for Digiturk Play.

3.1 TECHNOLOGY

Digiturk Play service uses different solutions for different services such as SVOD,
Catchup TV and live broadcasting. For live broadcasting, Digiturk Play uses Octoshape
Infinite HD-M [47] solution, but for video streaming, it uses different Third Party CDN
solutions based on Microsoft Smooth Streaming.

Digiturk Play doesn’t have its own CDN solution. It uses Third Party CDN solutions
such as Octoshape or Unified Streaming. The client machine needs Silverlight and

Octoshape modules to play Digiturk Play TV or stream videos.

3.2 ACCOUNT CREATION

Membership is required to log in to the Digiturk Play service. There are three types of
subscription and only one of them is free with only 4 TV channels in the package [48].
Subscription is done via Digiturk Play Subscription page server at

http://www.digiturkplay.com.tr/club/webtvuyelik/ URL. This page is served under

HTTP protocol so the information written on this page is sent to the server as clear text.
Since private data, such as Turkish Republic National Identity Number and username
are sent to the server from this page, it should be SSL protected. However, the login
page is protected by HTTPS protocol. Subscribers can switch to paid packages from the
free package using Digiturk Play internet site and all these pages are protected by
HTTPS protocol.
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http://www.digiturkplay.com.tr/club/webtvuyelik/

As mentioned, HTTPS protocol protects sites from the man-in-the-middle attack types.
We conducted a test to check this protection. We used a Burp Suite Proxy server and
located it between the browser and Digiturk Play servers. Browsers give a warning
message in such situation to warn the user, so the user can understand whether the
connection is secure or not. For our test, Firefox browser warned us as the connection
was not secure as shown in Figure 3.1, because there was a proxy between the browser

and Digiturk Play servers.

Figure 3.1: Browser warns as the connection is not secure

(b, Gavenilmeyen baglant +

€ https: digiturkplay.comn.tr/club/uy i EJ Arama w8

0§ Bubaglant: giivenilir degil

Firefox tarayicisinin gavenli olarak wwwdigiturkplay.com.tr konumuna baglanmasini istediniz, ancak
baglantinizin givenli olup olmadigini dogrulayamiyoruz.

baglaniimak istenen dogruyere
nitlayacek olan gavenilebilr kimlik bilgisi sunar. Ancak bu sitenin kimligi dogrulanamiyer.

Ne yapmaliyim?

Genelde bu siteye hibir sorun yasamadan baglanabiliyorsaniz, bu kez bir bagka kisi siteyi takit ediyor
olabili, dolaynsiyla devam etmemelisiniz.

Beni buradan kurtar!

Teknik aynntilar

wwew digiturkplay,com.tr gegersiz bir gavenlik sertifikast kullaniyor,

Tehlikenin farkindayim

Neler olup bittig yicisina bu sitenin kimlik

Bu sit Kimiik bilgisi sunmamas: icin gegerli bir nedeni olmadikga aynicahk tammayin,

Ayncalik tan.

3.3 USER AUTHENTICATION AND SESSION MANAGEMENT

The Digiturk Play service does not have a desktop client like Tivibu Web does.
Subscribers login and get service only from the browser client. The internet address of
this service is http://www.digiturkplay.com.tr/Anasayfa/. Digiturk Play also provides
service from mobile clients such as 10S or Android clients. Subscribers use their email
addresses as a username to login to the service.

When subscribers enter the Digiturk Play service page, the browser client communicates
with the server for user authentication and authorization processes from

https://www.digiturkplay.com.tr/club/login/ URL. This communication is done via

HTTPS protocol as shown in Figure 3.2.
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Figure 3.2: HTTPS based communication

www . digiturkplay.com. v /dubflogin/

[4 26 302 HTTPS www digiturkplay.com.tr - fAnasayfa/
£327 200 HTTP www. digiturkplay.com.tr  fAnasayfaf
rss{ 28 200 HTTP v, digiturkplay.com.tr  Files/Styles Style. ces?version%620="%620V_2.33

Digiturk Play does not have an XAP file like Tivibu Web, requests are processed and
response pages are produced by the server and then sent to the client machine. A request
sent from the browser during login operation is shown in Figure 3.3. Digiturk Play uses
“ASP.NET_Sessionld =zmjwoq55plda2ajf0oh5n345” session to identify the subscriber.

Figure 3.3: Sample request for login operation

GET http://www.digiturkplay.com.tr/Anasayfa/ HTTP/1.1

Accept: text/html, application/xhtml+xml, #*/%

DHT: 1

Accept-Langmage: tr,en-US:g=0.7,en:g=0.3

User-Agent: Mozilla/5.0 (Windows NT 6.3: WOW&4: Trident/7.0; Touch; rv:11.0) like Gecko

Connection: Heep-Alive

Accept-Encoding: gzip, deflate

Pragma: no-cache

Cookie: ASP.NHET SessionId=zmjwogSSpldaZajfOoh5n345; VL LastPageViewTime=2015-08-08 19:50:10;

(VL LastPVTimeForTD=2015-08-08 19:50:10; VL TotalDuration=354; VL FirstVisitTime=2015-08-08 19:44:17
VL _TotalPV=2: VL PVCountInVisit=2; VL VisitStartTime=2015-08-08 19:44:17: VL TotalVisit=1:
OfferMiner ID=VEBIDTCQYWVJRNHWC20150808154417; OM INW=1:A OMB New=1:
VL_FirstReferrer=http:j/www.bing.comfsearch?qzdigiturkplay.com.tr&form=IE10TR&515=IE10TR&pc=LNJB:
OM g=digiturkplay.com.tr; OM rDomain=http%3A%2F%2Fwww.digiturkplay.con. tri2FAnasayfas2F;

| ntma=1442759456.1206027510.14590522556.1435052256.1439052258.1; utmb=144279456.2.10.1439052258;

_ ntme=144279456;

_ ntmz=144279456.1439052258.1.1.untnesr=bing|ntmeen=(organic) |utmcmd=organic |ntmetr=digiturkplay.com. tr;
| ntmt=1

Host: www.digitorkplay.com.tr

Cache-Control: no-cache

When a subscriber clicks a TV link, a request is sent to the server as shown in Figure
3.4. As seen in this request, there is no information like username and the subscriber is
followed by an ASP.NET SessionId= zmjwog55plda2ajfOoh5n345 session
cookie. Tivibu Web service uses HTTPS protocol for all its processes, but for some

pages of Digiturk Play service, communication is done via HTTP protocol.
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Figure 3.4: Sample request for TV link

GET http://www.digiturkplay.com.tr/Canli-TV/Tv/ HTTP/1.1

lJAccept: text/html, application/xhtml+xml, */*%

[Referer: http://www.digiturkplay.com.tr/Anasayfa/

lAccept-Langmage: tr,en-US:;g=0.7,en;qg=0.3

[User—-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; Touch; rv:11.0) like Gecko
|JAiccept-Encoding: gzip, deflate

Connection: Feep-Aliwve

[DHT: 1

Host: www.digitorkplay.com.tr

Cooklie: ASP.NET SessionId=zmjwogbipldaZajfOohin345; VL LastPageViewTime=2015-08-08 19:51:03;

VL LastPVTimeForTD=2015-08-08 19:51:03; VL TotalDuration=407; VL FirstVisitTime=2015-08-08 19:44:17;
VL TotalFV=3; VL FVCountInVisit=3; VL VisitStartTime=2015-08-08 19:44:17; VL TotalVisit=1;

j0fferMiner ID=VPBIDTCQYVJRNHWC20150808194417; OM INW=1; OMB New=1:
VL_FirstReferret:http:j‘fwww.bing.o.om/searo.h?q=digit.urkplay.c'.om.tr&fo:rrr.=IE10TR&5r5=IE10TR&pc=LNJB:

oM _g=digiturkplay.com.tr; OM rDomain=https%3A%2F%2Fwww.digiturkplay.com.tr#2Fclub%2Fuyeliks2F;

| ExXVID=14078546;: OM vseg?=Galatasaray: _ utma=144275456.1206027910.1435052258.1439052258.1439052258.1;
| ntmb=144275456.3.10.1435052258;  ntmo=1442794567

| ntmz=144275456.1439052258.1.1 .utmesr=bing|utmcen=(organic) |ntnemd=organic|utmetr=digiturkplay.com. tr

3.4 LOGOUT PROCESS

“Log Out” link is used to logout from Digiturk Play service. When the user clicks this
link, the browser sends a request to

http://www.digiturkplay.com.tr/club/logout/ URL. This process is done via HTTPS

protocol. Fiddler output of logout operation is shown in Figure 3.5.

Figure 3.5: Logout Operation

[ WinConfig () 43 Replay %+ b Go | § Stream [i{i Decode || Keep: All sessions + &5 Any Process 34 Find [l Save |8 (&) @ Browse = <k Clear Cache [T TextWizard | [ Tearoff | MSDN Search.. (@

# Result  Protocol Host URL 1| @ statistics | ¥ Inspectors | £ AutoResponder | [ Composer | E] Log | [7] Fiters | = Timelne
15 302 wanw digiturkplay.com.tr  fclubjlogout/ Headers | TextView | WebForms | Hextiew | Auth | Cookies | Raw | JSON | XML
Bl 302 www digiturkplay.com.tr  fclubjlogout/ GET /club/logout/ HTTR/1.1
[l 302 igiturkplay.com.tr  fAnasayfa/ Client
P20 20 hgiturkplay.com.tr - [Anasayfa/ Accept: text/hl, appiication fxhtml-+smi, </
21 200 Accept-Encoding: gzip, deflate
(£]22 200 - | Accept-Language: tr,en-US;q=0.7,en;0=0.3
(23 302 nversion) User-Agent: Mozila/5.0 (Windows NT 6.3; WOW64; Trident/7.0; Touch; rv:11.0) ke Gecko
[&]24 302 www.google.com  fads/user-ists/ 1017625495 fmt= Cookies / Login
€925 0 d reklampart, com tad _pa = Cookie
f@w 2,0 ad.reklamport.com  frpgetad.ashx?tt=t_digiturkwebt, __utma=144279456, 1206027910, 1439052258, 1439052258, 143906016 1.2
<327 0 www.google.com.tr fads/user-ists/ 1017625495 2fmt= __utmb=144279456.6. 10. 1433060151
2 5 __utme=144273456
__utmt=1
B _utmz
ad rekamport.com  frpbi2.ashoxPbrid= 108bvid= 15 . ‘:gzmgé;ﬁaaszzsm. Lutmesr =binglutmeen =(arganic) lutmemd =crganiclutmetr =digiturkplay. com. tr
Tunnel to  safebro LS

ASP.NET_Sessionld=dxf03g552eucmia5z5m5045
= DigiMemberID
PSCPIBhDB3YNYbMGZCDIQ==
octowebbp=true

Je.com cient=g

hinb 28nLWJh:

P25 Wik actowebstatid=gdbdInquw5296x6200Hl
hFnb29nLXBoa OfferMiner_ID=VPEIDTCQYVIRNHWC 2015080819417
hRrb22nLXVuc OM_INWi=1
[Els 00 5.6.580tms= OM_g=dgiturkplay.com.
4 302 nversion/ OM_rDomain=htps%3A%2F %2Fwww.digiturkplay.com. tr % 2Fdub%2Fuyelk %2
B4 .0 ha OM_vseg2=Galatasaray
<ra2 0 tad _pa £ VL_FirstReferrer
a3 302 [ads user-ists/1017625495/mt= form=IE10TR
<¥as 200 A fadsfuser-ists/ 1017625495 fmt= hittp:/fwww.bing.com/search?q=digiturkplay.com. tr
B 4 HTTE et CLOL =L1J
<vs6 w0 HTTP he S IR
Flez om0 sebinnner visiahe com _idiitrkriaviom 0w ke w | Toonsformer | Headers | Textiew | ImogeView | HexView | WiebView | Auth | Caching | Coolies |[Raw | JsON |

Just like Tivibu Web, Digiturk Play controls if there are multiple sessions for a
subscriber. If there is a multiple login with the same username, Tivibu warns the user
with a message that includes an explanation as to why the session has been terminated.

In the same situation, Digiturk Play service is terminated with a warning message but
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message does not include an explanation. It simply states “Yayina erisiminiz reddedildi
[You have been denied access to the broadcast]” as shown in Figure 3.6.

Figure 3.6: Warning message for multiple session

B it £ ~ & || B Digiturk Piay - Canit Tv: We.

digiturkplay.com.tr/ Canli-T

CANLI YARDIM  PROFILIM | NEDIR?

ANASAYFA CANLI SPOR SEG - iZLE KIiRALA - iZLE TEKRAR IZLE DIGIGAME

A
*Sﬂo‘lwlﬂ
El™ ATVHD

0 TRT1HD

= FOX HD

;Jb.
o€ STAR TV HD

@ snowmax

= MOVIEMAX TU...

1200k | 800k | 400k | auto

3.5 STREAMS

There are two main service categories in Digiturk Play like there are in Tivibu Web: TV
channels and videos. Some of these contents are served as clear content and some of
them are served as encrypted content. Digiturk does not use its own CDN solution. For
live TV broadcasting, Digiturk uses Octoshape’s solution. If you log in to Digiturk Play
service for the first time, your browser downloads an Octoshape player from the
Octoshape CDN. As shown in Figure 3.7, the Octoshape player is downloaded from
http://cdn.octoshape.net/resources/player/infinitehd3/player.swf URL.
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Figure 3.7: Octoshape Player download link

E#1 200 HTTP www. digiturkplay. com.tr  jCanli-TV/Tv/

|z 2 200 HTTP cdn.octoshape.net

E,S 200 HTTP ssif1. globalsign.com  /Si digiturkplay.com. tr&p2=5Z 100-50&p3=image...
=5 200 HTTP e-analy 06 &utmhn=www.digiturkplay.com. trButmc. ..
@‘ 02 HTTP Tunnel to  googleads.g.doubledick. net: 443

Y] 200 HTTP www, digiturkplay. com.tr  [AjaxRequest/?AjaxRequest=ChannelGuideJson&ChannellD=228Protocol =http:

] 200 HTTP ad.reklamport.com  frpgetad.ashx?tt=digiturkplay_pageskinrpc=rp_d_digiturkplay_pageskin&async=1&rnd=4493...
5l 10 200 HTTP cdn.octoshape.net  fresources/playerfinfinitehd3/player.swf

5 11 200 HTTP ad.reklamport.com frpbtV2.ashy?brid=10&bvid =1&flid =9&0sid=18srid=0&dom=digiturkplay. com. tr&url=CanliTV/...
®| 12 200 HTTP cdn.octoshape.net  fresources/player finfinitehd3/assets digiturk, xml

3 13 200 HTTF d2iwzbhgddzdwl.doudf... jcrossdomain. xml

gl 14 200 HITD toto toch nat 1LY , i L O INED ORT sepnl

Digiturk Play uses Octoshape solution for its live TV streams as a CDN solution.
Octoshape has its own protocol and architecture [49] to stream live TV broadcasts. The
main difference between this solution and an Http Live Stream is that Octoshape uses a
UDP [50] protocol and not TCP [51]. Http Live Streaming and Smooth Streaming are
TCP based services. Octoshape claims that their solution solves problems of HTTP Live
Streaming such as chunk loss or fluctuations of the Internet connection. They claim that
TCP is optimized for accurate delivery rather than timely delivery. However, the
important issue for digital TV services is quality. We conducted a test to see if their
claim is true and in this test we used one laptop, one internet connection and opened two
clients at the same time and watched the same TV channels. We saw that this claim is
true as Tivibu waited for chunks to be downloaded but Digiturk Play stream continued

without delay.

Figure 3.8: Digiturk Play and Tivibu Web Clients on same machine with one
internet connection, same stream.

= O | Ot Py - Co T e+ |50 s Gt [
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Figure 3.8 shows two clients that are running on the same client machine and using the
same internet connection. The Digiturk Play client on the left continues to play the

channel but the Tivibu Web client on the right is waiting for TCP chunks to continue.

3.5.1 Octoshape’s Technology

The main difference between Octoshape’s technology and HLS or Smooth Streaming is
that Octoshape uses UDP as its data transfer protocol [52]. They claim that their
solution is better than TCP based HLS or Smooth Streaming, because, by design, TCP
has aggressive throughput back off mechanisms in place to ensure the end user receives
data reliably and it sacrifices video quality for reliability. The job of TCP is to make
sure every piece of data is received, but it is not designed to sustain a given bit rate
(which directly translates to video quality). In this way it is not well suited to deliver

video over the Internet.

Actually, HLS is developed to solve these disadvantages of TCP but Octoshape argues
that these solutions cause lots of switch operations between bitrates. To replace the
reliability characteristics of TCP, Octoshape has implemented patented resilient coding

schemes in the data that ensure the video is received at the end user [53].

Other important functionality that Octoshape provides is grid casting [54], Octoshape
uses grid casting, which is a stream-sharing system to minimize the load on bandwidth
for the broadcaster, the content delivery network, the ISP or the mobile operator. The
intention is that each listener relays either a part or all of the stream they download to
several other nodes in the grid as shown in Figure 3.9. The system is able to handle
peers’ leaving the network immediately after switching to another peer that is serving

the same portion of multimedia stream.
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Figure 3.9: Octoshape's grid technology

S‘Z[{/

Since Octoshape uses the UDP protocol, its streams cannot be captured like HLS with
the Fiddler application. Packages can be seen in Wireshark but as it is a UDP package,
packages are not readable as shown in Figure 3.10. When a client machine gets
Octoshape UDP packages, local Octoshape client gets them and converts them to
RTMP packages and then the client plays the stream [55].

Figure 3.10: Octoshape's UDP packages captured in Wireshark

Filter: | udp v | Expression.. Clear Apply Save
0. Time Source Destination Protocol Length Info
£10L0 13,390 38U LTE. LU0 L. Iy ro 3233, 0u i 3¢ BUUILE pur L. 0L%/  UEDLINELIUN PUI L. LiirL
25829 75.4008150 81.214.130.30 192.168.1.37 upP 1085 Source port: 8247 Destination port: 8247
25830 75.4000920 88.251.140.17 192.168.1.37 upP 317 Source port: 8247 Destination port: 8247
25831 75.4173790 209. 95. 50. 254 192.168.1.37 upP 1085 source port: 21082 Destination port: 8247
25832 75.4218760 209. 95. 50. 254 192.168.1.37 upP 1085 source port: 21082 Destination port: 8247
25833 75.4229300 208. 95. 50. 254 192.168.1.37 uDP 1085 Source port: 21082 Destination port: 8247
25834 75.4249580176.42.127.107 192.168.1.37 uDP 1085 source port: 8247 Destination port: 8247
25835 75.4275230 209.95. 50. 254 192.168.1.37 uDP 1085 source port: 21082 Destination port: 8247
25836 75.4280290 209. 95. 50. 254 192.168.1.37 uDP 317 source port: 21082 Destination port: 8247
25837 75.4335880 209.95.50. 254 192.168.1.37 upP 1085 Source port: 21082 Destination port: 8247
25838 75.4360710176.40.145.251 192.168.1.37 upP 317 Source port: 8247 Destination port: 8247
25839 75.4363860192.168.1. 37 176.40.145.251 upP 57 Source port: 8247 Destination port: 8247
25840 75.4398830 209. 95. 50. 254 192.168.1.37 uDP 1085 source port: 21082 Destination port: 8247
25841 75.4398840 78.165.243.32 192.168.1.37 uDP 317 sSource port: 16459 Destination port: 8247
25842 75.4459110176.240.144.17 192.168.1.37 uDP 317 Source port: 51937 Destination port: 8247
25843 75.456782078.175.253.60 192.168.1.37 uDP 60 source port: 17771 Destination port: 8247
25844 75.4632900 85.110.96. 33 192.168.1.37 uDP 317 source port: 8247 Destination port: 8247
25845 75.4635740192.168.1. 37 85.110.96.33 uDP 57 source port: 8247 Destination port: 8247
25846 75.4773460 209. 95. 50. 254 192.168.1.37 upP 1085 Source port: 21082 Destination port: 8247
25847 75.4773500 88.251.140.17 192.168.1.37 upP 317 Source port: 8247 Destination port: 8247
25848 75.4895720 209. 95. 50. 254 192.168.1.37 upP 317 source port: 21082 Destination port: 8247
25849 75.4912660192.168.1. 37 212.252.184.34 upP 1085 source port: 8247 Destination port: 8247
25850 75.4925250176.240.144.17 192.168.1.37 uDP 317 Source port: 51937 Destination port: 8247
25851 75.4970790 209. 95. 50. 254 192.168.1.37 uDP 1085 source port: 21082 Destination port: 8247
25852 75.4970810 208.95. 50. 254 192.168.1.37 UDP 1085 source port: 21082 Destination port: 8247

The OctoshapeClient.exe client program, as shown in Figure 3.11, gets these UDP
packages and converts them to RTMP format as the player requests the stream in RTMP

format.
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Figure 3.11: OctoshapeClient.exe

P

File Options View

Task Manager

Processes | Performance | App history | Startup | Users  Details | Services

Name ‘ PID Status User name CPU  Memory (private wo... Description 4
) ONENOTEM EXE 9236 Running yavuzse 00 368K Send to OneMote Tool
EHD OctoshapeClient.exe 3668 Running yavuzse 00 27,808 K Infinite HD(TM) App
HD OctoshapeClient.exe 12236 Running yavuzse 04 82764 K Infinite HD(TM) App
€3 ohecr.ee 1332 Running SYSTEM 00 1,640 K Bluetooth OBEX Service
L:f'notepadu.exe 10928 Running yavuzse 00 17,884 K Notepad++ : afree (GNU) source code editor
mNETDiSKCrawlerexe 2616 Running SYSTEM 00 4304 K NETDSKCrawler.exe
1 micmute.exe 3088 Running SYSTEM 00 924K Microphone Mute Controll Service for ThinkPad

Octoshape’s grid casting technology makes it easier for the service provider to reduce
bandwidth costs. In this solution, if there is more than one client in the same network,
one of the clients gets stream packages from the other client, not from the server. This
operation reduces bandwidth usage for the service provider. We tested this scenario
with two laptops in the same network and saw that one of the laptops gets the stream
from the other laptop as shown in Figure 3.12. IP addresses of our laptops are
192.168.1.35 and 192.168.1.38. The client, whose IP is 192.168.1.38, gets the stream

from the laptop with the IP number 192.168.1.35, as shown in Figure 3.12.

Figure 3.12: One of the clients gets stream from another client not server
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Filter: | ip.src == 192.168.1.35

o. Time Source
JOUL 1¥.34YOUUY LTL. LUS. L. 33
5862 19.3522820192.168.1.35
5863 19.3573150192.168.1.35
5865 19.3588700192.168.1.35
5866 19.3613860192.168.1.35
5867 19.3614130192.168.1.35
5869 19.3631830192.168.1.35
5870 19.3647810192.168.1.35
5871 19.3663730192.168.1.35
5873 19.3679890192.168.1.35
5875 19.3686980192.168.1. 35
5876 19.3705250192.168.1.35
5877 19.3709360192.168.1.35
5879 19.3712880192.168.1.35
5880 19.3779790192.168.1.35
5911 19.4126240192.168.1.35
5913 19.4133310192.168.1.35
5914 19.4148210192.168.1.35
5915 19.4167480192.168.1.35
5917 19.4189060192.168.1.35
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3.5.2 Unencrypted Streams

Digiturk Play uses a different stream infrastructure for TV and video streams. For TV
streams, Octoshape applications and CDN solution are used, for video streaming
Silverlight-based Microsoft Smooth streaming is used as in the Tivibu Web service.

When we capture a catchup TV video served in Digiturk Play on Fiddler, we see that

the first, browser sends a Manifest [30] request to the server.

Figure 3.13: Manifest file for a catchup TV video in Digiturk Play service

B8t canogied Wosa =2 o= =000 Dt =0T

- StreamIndex [ Type=audio QualityLevels=1 TimeScale= 10000000 Name =audio Chunks =253 Url=QualityLevels({bitrate})/Fragments(audio = {start time})?st=AI8117fwZwFtgES0y4ca8QRe=1442123193 ]

=I-StreamIndex [ Type=video QualityLevels=3 TimeScale=10000000 Name =video Chunks =253 Url=QualityLevels({bitrate})/Fragments(video={start time})?st=AI8117fwZw7tgE80y4ca8Qie=1442128193 Maxwidth=1280 MaxHeight=7|
- <QualityL evel Index="0" Bifrate="470135" CodecPrivateData="000000016 76400 28ACCA 507823 AC044000003000400000 300CA3CA0CE 580000000 168EBES2CER" MaxWidth="430" MaxHeight="270" FourCC="AVC1" [>
B <QualityLevel Index="1" Bitrate="853346" CodecPrivateData="0000000 1676400 28ACCB503C045FBC0440000003004000000CA3CE0CE5300000000 168EBES2C 85" MaxiWidth="060" MaxHeight="540" FourCC="AVC1" >
- <QualityLevel Index="2"Bifrate ="1434480" CodecPrivateData="0000000 1676400 28ACC&50140 16EC044000003000400000300CA3C60C5 580000000 168EBES2CEE™ MaxiWidth="1280" MaxHeight="720" FourCC="AVC1" />
- <0 t="0"d="40000000" />
{<cd="30400000" />
e < d="40000000" >
- <cd="40000000" >
T 3

As shown in Figure 3.13, there is a tag in the Manifest file named
“SmoothStreamingMedia” [31]. This tag shows that Digiturk Play uses Microsoft
Smooth Streaming format for Catchup TV video streams. There are three bitrate profiles
in the Manifest file; 1,36 Mbit, 840Kbit and 460Kbit.

There is no tag about encryption and DRM in the Manifest file, which shows us that
Catchup TV videos are not encrypted and are streamed in a clear format. Clear streams
are played in the player directly according to the data in the Manifest file. Smooth
Streaming packages are received as chunks by the player client. Captured chunks are

shown in Figure 3.14.
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Figure 3.14: Smooth Streaming Chunks for Catch UP TV videos

Resut  Protocal Host LRL Body Caching Content-Ty
200 HITP switch.dt.ercdn.com  /dientaccesspolicy, xml 337 max-age=2; Expires... text/xml; ¢
00 HITP switch.dt.ercdn.com  /apifer/Get?ai=636&ak=null fswitch=castup&customerid = 1&ar =DUB_ERSSNODRM_20001063... 1,219 max-age=2; Expires... videofx-mg
200 HTTP s2.dt.ercdn.com  /dientaccesspolicy. xml 412 private textyxml; ¢
200  HITP s2.dt.ercdn.com  fs2/ss/Mfep/DUB_ERSSNODRM_2000106353.ism/Manifest?st=BUSE2mAtS IFcAZbm03Geywde,., 13,960 private text/xml
00 HITP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353 ism/Manifest?st=8USE 2mAts IFcAZbm03Geywae... 13,960 private textfaml
200 HTTP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(470886) Fragments(video=0)... 148,244 private video/mp4|
200  HITP s2.dt.ercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(95998) Fragments(audio=0)?... 49,082 private video/mp4
00  HITP s2.dt.ercdn.com  fe2fes/Mfep/DUB_ERSSNODRM_2000106353.iem/Qualitylevels(85998) Fragments(audio=400... 49,687 private video/mp4|
00  HTTR s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(470886) [Fragments(video=40... 200,279 private video/mp4|
200  HITP s2.dt.ercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(95998) Fragments(audio=800... 49,603 private video/mp4
00  HITP s2.dt.ercdn.com  fe2fes/Mfep/DUB_ERSSNODRM_2000106353.iem/Qualitylevels(470886) Fragments(video=80... 235,466 private video/mp4|
00  HITP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(85398) Fragments(audio=120... 49,339 private video/mp4|
200 HTTP s2.dt.ercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(860720) Fragments(video=12... 435,790 private video/mp4
200  HITP s2,dt.ercdn.com  fe2fes/Mfep/DUB_ERSSNCDRM_2000106353 ism/Qualitylevels(25998) Fragments(audio=160... 49,367 private video/mp4|
00  HITP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(860720) Fragments(video=15... 457,831 private video/mp4|
200 HTTP s2.dt.ercdn.com  /s2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(95998) Fragments(audio=200... 43,039 private video/mp4
200  HITP s2,dt.ercdn.com  fe2fes/Mfep/DUB_ERSSNCDRM_2000106353 ism/Qualitylevels(860720)Fragments(video=20,., 399,454 private video/mp4|
00  HITP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(85398) Fragments(audio=239... 49,460 private video/mp4|
200 HTTP s2.dt.ercdn.com  /s2/ss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(95998) Fragments(audio=279... 49,382 private video/mp4
200  HITP s2.dt.ercdn.com  fs2/ss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(850720) Fragments(video=23... 416,493 private video/mp4
00 HITP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(860720)Fragments(video=27... 420,753 private video/mp4|
200 HTTP s2.dt.ercdn.com /s2/ss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(95398) Fragments(audio=319... 49,528 private video/mp4
200  HITP s2.dt.ercdn.com  fs2/ss/Mfep/DUB_ERSSNODRM_2000106353.ism/QualityLevels(850720) Fragments(video=31,., 480,011 private video/mp4
00  HITP s2.dt.ercdn.com  fe2fes/Mfep/DUB_ERSSNODRM_2000106353.iem/Qualitylevels(85998) Fragments(audio=359... 48,329 private video/mp4|
200 HTTP s2.dtercdn.com  fs2fss/Mfep/DUB_ERSSNODRM_2000106353.ism/Qualitylevels(860720) Fragments(video=35... 413,792 private video/mp4|

For smooth streaming, audio packages are also received as chunks like video packages.
Silverlight client that is embedded to the client player gets these chunks and plays the
stream. The value (470886) seen in the video package shows that the stream received by
the player is 460kbit at that time.

The most important difference for unencrypted streams between Tivibu Web and
Digiturk Play is that Digiturk Play does not use a protection method such as “URL
Signing”. URL Signing is a technique used by Tivibu Web clients to authenticate their
video stream requests so that unauthorized users cannot receive video streams from
Tivibu Web streamers by directly accessing their publishing points using non-WebTV

specific software as described in Section 2.5.

As shown in Figure 3.14 chunks are requested as an HTTP request. Anybody can
capture these URLSs, especially the manifest file URL and then play the stream if there is
no URL protection. There are test player pages for Smooth Streaming on the Internet; if
you paste the Manifest file onto that sample page, the test player plays the stream if
there is no URL Signing protection. We tested this scenario for catchup TV video
streamed in Digiturk Play. The video’s name was “Heredot Cevdet” and it was
broadcast on the TRT 1 channel. We captured the Manifest request from Fiddler and

pasted that link to Microsoft Smooth Streaming page located at
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http://playready.directtaps.net/pr/doc/slee/.

The test player played

successfully as shown in Figure 3.15.

Figure 3.15: Microsoft Smooth Streaming Test Player with
Digiturk Play Catchup TV video Manifest File

that

| @ http://playready.directtaps.net/pr/doc/slee;

SSSSS Test Player

Presess
[ == |
LA URL (PlayReady License Acquisition URL if any)

o-cf mDlghurkPhy»Tekrarlzle»TRT...‘woctoshape INFINTIE EDGE ‘ @ Microsoft PlayReady Test S. ‘ |

Simple Silverlight Smooth Streaming Service

Manifest URL (Smooth Streamin g Manifest URL to play)

| http://52.d.ercd

uuuuuuuu

FORWARD

stream

We also tested this scenario connecting from outside of Turkey through a VPN

application. With this scenario we succeeded to play the stream. This shows that there is

no geolocation protection for stream URLs. Other test that we did with the same

Manifest URL is to open multiple pages of this test web site and call that Manifest URL

multiple times, this scenario is also succeeded. This shows that there is no multiple

session control for stream URLS for Digiturk Play.

3.5.3 Encrypted Streams

We rented a video to test Digiturk Play’s encrypted video streams from its web site.

Rent operations can be done with credit card via Digiturk Play web site. All traffic for

rent operation is protected by the HTTPS protocol.
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Figure 3.16: Digiturk Play video renting page

CANLI YARDIM

SATIN AL

inlanmiz Sirinler,yanhighkla geldikderl New Yorkta
pes ot kalphi Gargamel den kurtulmak icin buyuk bir
micadelenin igine girfyortar

1,00 TL =

ANASAYFA CANLI SPOR CANLI TV SEC - iZLE KiRALA - iZLE TEKRAR iZLE DIGIGAME

PROFILIM ' NEDIR|

Uriinis incetemel
g tikayin

Toplam Fiyat: 1,00 TL

The expiry time for a rented video is 7 days for Digiturk Play. This time is 2 days for

the Tivibu Web service. When you play your rented video, Digiturk Play opens a new

browser window. The requested URL to stream the rented video is

http://www.digiturkplay.com.tr/player/alternative-

cdn/?1d=2000111659&rid=JrAf/MWLoOw=sbid=1. The stream does not play when a

subscriber tries to connect to this URL from another browser page.

Figure 3.17: Request details for rented video stream

start

GET /player/attemative-cdn/ 7id=20001116554rid=JrAf/MWLoOw=8bid=1 HTTP/1.1
Client
Accept: text/him, applicationfxhtmi-+xml, /=
Accept-Encodng: gzip, defiate
Accept-Language: tr,en-US;q=0.7,en;9=0.3
User-Agent: Mozila/5.0 (Windows NT 6.3; WOW4; Trident/7.0; Touch; rv:11.0) like Gecko
Cookies / Login
£ Cookie
__ utma=144279456. 12060279 10. 1439052258, 1442081339, 1443430440 11
__utmb=144279456. 11,10, 1443430440
utmc=144279456
_utmt=1
= _utmz
144279456, 1441025028, 3. Z.utmesr =igty. com. brjutmcen =DigiturkPlay_Laliga_id083|utmcmd =Pageskin
_ExVID=14078546
ASP.NET_Sessionld =sd3njt3ha4jobhvgufiphlow
octowebbp=true
octowebstatid=gdbd 3nqun5296x6 20phl
Offeriiner_ID=VPEIDTCQYVIRNHWC20150808194417
oM_INw=1
OM_Ipp=sc_PT0000066698%7C2015-09-28%2012%3A00%3A53

OM_pv=sc_PT0000066658
0OM_q=digiturkplay. com. tr
OM_rDamain =http%3A%2F % 2Fwiw. digiturkplay. com. tr%2F Tcerk %27 2000 111659 %2 SecIzle % 27V aband-Fim %2R Sirinler
OM_yseg2=Galatasaray
= token
RBsrQuolxENDAMMALYL Hs 4UBFCQIPO +|$laNIOYUCmKkprEXtDOBMLC Aw ==
VL_FirstReferrer =htips o lighv. com. trig/spor-toto-superig fozet/2015-20 16 /3fistanbul-basaksehir-2-1-bursaspor -mac-ozet
VL_First¥isitTime =2015-08-08 19:44:17
VL _LastPageViewTime =2015-09-28 11:55:18
11 =2015:09.28 11:55 1,

OM_lpvs=sc_PTOD0D066698 % 7C 2015-09-28%2011%3A54%3A42~kr_PT0000041869%7C2015-09-12%2021%3A48%3A 16~s¢_PT0000033362%7C2015-09-12%2021%3A46%3A33 ~sc_P|

As Digiturk Play uses Smooth Streaming technology, there should be a Silverlight

support in the client machine. Transactional videos are streamed as encrypted for

Digiturk Play. The manifest file is shown in Figure 3.18.
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Figure 3.18: Manifest for encrypted video in Digiturk Play

GET /s2/dm/ss/G/Du/PT_ORG_ERSS_DDDDD12256 ism/Manifest ?st=dwGwberT-nRxCTN_sFwhQe=1443477818 HTTP/1.1
Client

Accept: =f*

Accept-Encoding: identity

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOWS4; Trident/7.0; Touch; .NET4.0E; .NET4.0C; .NET CLR 3.5.30728; .NET CLR 2.0.50727; .NET CLR 3.0.30723; Tablet PC 2.0; InfoPath. 3; rv:11.0) ke Gecko
Cookies / Login

DNT: 1
Miscellaneous

Referer: http: //dt.ercdn. com/player fbinfsmf_player.xap
Transport

Connection: Keep-Alive

i s

Get Syntaxview Transformer Headers Textview ImageView Hexview WebView Auth Caching Cookies Raw JSON XML

40170521" />
=" g 39938322" />

<C n="1561" d= 39938322 />
<€ n=" § 39928322" />
<c n 3992383227 />
<c 40170521" />
< n 399238322" />
<c 39938322"/>
< n 399238322" />
<c 40170522" />
< n 39938322" />
<c 39938322"/>
< n 39938322"/>
<c 40170521" />
< n 399238322" />
<c 39938322"/>
< n 40170522" />
<c n 399238322" />
<c 39938322"/>
< n 39938322"/>
<c 40170521" />
< n 399238322" />
<c 39938322"/>
< n 399238322" />
<c 40170522" />
< n 39938322" />
<c n=" 39938322"/>
<c n=" 39938322"/>

[

[

n

<t d="21477551"/>

</StreamIndexs

<Protaction-<ProtectionHeader SystemID="9a04f079-9840-4286-ab92-e65ba0885F95">

QAMAAAE AADA2AZ WAVWBSAEOASABFAEEARABFAF TATAB4AGDADABUAHMAPOAT AGQAIABDAHAADgAVAC BACWE J AGDAZQBTAGE ACWAUAGOAGNE j AHIADWEZ AGEAZ gBOAC 4AYWEVAGDALWBEAF TATQAVA
D TAMAAWAD CALWAWADMAL WBQAGWAYQES AF TAZQBhAGQAEQETAGUAYQEKAGUACOAT ACAACIGB] AHTACWBPAGBADGASAC TANAAUADAAL GAWAC 2AMAAT AD 4APABEAE EAVABBAD 2APABQAF TATWBUAE LAQW
BUAEkATQEGAE BAPGASAESARQEZ AEWARQEOAD 4AMQAZ ADWAL WEL AE UAWQEMAE UATQA +ADWAQQBMAE CASQBE AD 4AQ0BF AFMAQWEUAF TAPAAVAEEATABHAEKARAA +ADWALWBQAF TATWEUAE UAQWBUAEK
|ATgEGAE BAPABAE SASQBEAD 4AbWBWAD EAQEQAE CASOBTAGOAVQE T AGHAQWE 3AE S8AZ0BNAF CAKWBUAF CAWASAD DAPAAVAE SASQEEAD 4APABDAEQARQEDAE SAUWBVAE OAPGEXAGUAT GBI AFKAABK
AGIASABPAGCAPQASAC BAQWE TAEUAQWEL AFMAVQENAD $APABMAE EAXWBVAF TATAA +AGOAJABDAHAADQAVAC BAZ ABPAGCAADBOAHUACGEr ACDAZ ABYAGOAL gB TAHIAYWBKAGHAL OB ] AGBADQAVAHAAD
|ABhAHKACGE 1 AGE AZ ABS AC BAC0BPAGCASABOAHMADQEhAGAAYQENAGUAC JAUAGE ACWE T AHAPAAVAEWAQQBFAF UAUGBMAD 2APABD AF UAUWE UAE BATQBEAFQAVABSAE KAQGEVAFQARQETAD 24APABTAE
kAUWBTAEQAUQENAF BAVOBFAF TAUWE JAE SATQA+AD CALgAXAC 4AMOALAD Y ANJAUADOAPAAVAEKASQETAF SARABSAEDAXWBWAE UAUGETAEKATWEOAD 4AP AAVAEMAVQETAFQATWENAEEAVABUAF TASQE
ICAFUAVABF AFMAPgABAC BARABEAFQAQQA+ADWAL WBXAF TATQETAE UAQQBEAEUAUGA+AA==</ProTectionHeader »</Protection»</smoothstreaningmedi ax

As shown in Figure 3.18, the manifest file has a <protection> tag. This tag shows that
this stream is encrypted. In this tag, there is another tag named <protectionHeader>.
ProtectionHeader tag is base64 hashed value; this tag consists of data about encryption.

The decoded version of ProtectionHeader for our example is shown in Figure 3.19.

Figure 3.19: Decoded ProtectionHeader value

<WRMHEADER xmlns="http://schemas.microsoft.com/DRM/2007/03/PlayReadyHeader" version="4.0.0.0">
<DATA»<PROTECTINFC>

<KEYLEN>16</KEYLEN>

<BALGID>AESCTR</RLGID></PROTECTINEC:

<¥ID>oVI1BPGIm)UncCwl g+ Thw—</KID><CHECKSUM>gqeNkYhdbHOg=</CHECKSUM>

<LA URL>http://digitork-drm.ercdn.com/playready/rightsmanager.asmx</L4 URL>
<CUSTCMATTRIBUTES><IIS DRM VERSICH>7.1.1565.4</II5 DRM VERSICH:>

</CUSTCMATTRIBUTE S»</ DATA><,/WRMHEADER>

The ProtectionHeader data shows us that the Digiturk Play system uses Microsoft

PlayReady version 4.0, similar to DRM applications like Tivibu Web.

Data in ProtectionHeader shows us:

I.  The stream is encrypted because there is a <Protection> tag in ProtectionHeader.
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Il.  The stream is encrypted by the Microsoft PlayReady application. (from the tag
<WRMHEADER
xmlns="http://schemas.microsoft.com/DRM/2007/03/PlayReadyHeader"
version="4.0.0.0">

I1l.  KEYLEN tag reveals that KEY parameter has a 16-byte length (128 bit)

IV.  The encryption is done in the AES Counter Mode. (from the tah ALGID)

As it is seen from this header information, Digiturk Play and Tivibu Web services use
the same encryption method for encrypted videos. However, there is a difference; the
DRM system of Tivibu Web is managed by TTNET but the Digiturk DRM system is
managed by a third party solution. As seen from LA URL parameter

(http://digiturk-drm.ercdn.com/playready/rightsmanager.asmx) the

DRM system is managed by ercdn.com domain.
The bit rates for encrypted videos are a bit larger compared to the unencrypted videos.
As shown in Figure 3.20, the bit rates for the encrypted videos are 1,38 Mbit, 820 Kbit,

and 450 Kbit:

Figure 3.20: Bit rate values for encrypted videos

<?xml version="1.0" encoding="utf-8"?><SmoothS5treamingMedia MajorVersion="2" MinorVersion="0" Duration="53075600000">
<StreamIndex Type="video" QualityLevels="3" Chunks="1590" Url=”Q‘Jalit,yLevels({bitral:e“)/Fragrrents(video={st.art time}) ">

<QualityLevel Index="0" Bitrate="1448781" FourCC="H264" MaxWidth="1280" MaxHeight="720"
CodecPrivateData="0000000167640028ACCE5014016EC044000003000400000300CA3C60C6580000000168EBE152CEBO" />
<QualityLevel Index="1" Bitrate="867742" FourCC="H264" MaxWidth="360" MaxHeight="540"
CodecPrivateData="0000000167640028LCCB503C045FBC0O440000003004000000CA3CA0CE5800000000168EBE152CEBO" />
<QualitylLevel Index="2" Bitrate="473210" FourCC="H264" MaxWidth="480" MaxHeight="270"
CodecPrivateData="0000000167640028ACCB507823FAC044000003000400000300CA3C60C6580000000168EBE152CBB0" />

3.6 GEOLOCATION

The Digiturk Play service is available only in Turkey [56]. Digiturk owns the content
rights of the Turkish Super League, the British Premier League, and the Spanish La
Liga. Therefore, football matches from these leagues can be watched on the Lig TV
channel, which is provided by Digiturk services, but the same content can be served in
other countries with different fees or subscription packages. Because of this, the

location of the login place should be controlled for these kinds of services.
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As we have done for Tivibu Web, to simulate our login location as one outside of
Turkey, we used the Zen Mate add-on developed for Mozilla-based browsers. Zen Mate
is a proxy/VPN application with which you can simulate your connection as if
connecting from any other country. If you login to Digiturk Play service from outside
Turkey, a warning message is given as shown in Figure 3.21. After this message, the
site forwards you to Digiturk’s site that serves subscribers reaching it from outside

Turkey.

Figure 3.21: Warning message of Digiturk Play’s location control

Digiturk Play’in Tiirkiye disindan erisilebilen versiyonuna
yonlendiriliyorsunuz.

Lutfen bekleyiniz.

digiturk

We repeated the same test with the “Modify Headers” add-on for Mozilla Firefox. If
you install this add-on, you can modify the X-Forwarded-For value for your requests.
When we activated this add-on and changed the X-Forwarded-For value as if it were an
IP located outside of Turkey, the Digiturk Play site continued operating as if | were in
Turkey. This shows that Digiturk Play does not use the X-Forwarded-For value to

ascertain whether the subscriber is in Turkey or not.

3.7 OUTPUT PROTECTIONS

There are a number of output protection functions provided by Microsoft PlayReady
DRM. These functions are used to prevent the illegal recording and copying of the

stream. With these functions, it is also possible to prevent the taking of screenshot from
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the stream or to not allow the recording of any videos. [42]. But these functions are not
supported by browsers yet.

The Digiturk Play service does not have a native player for desktops. It has only
browser and mobile clients, so Digiturk Play does not use these output protection
functions. We could not get a screenshot from the Tivibu Web Desktop client, but we

were able to get it in Digiturk Play as it uses a browser client.

3.8 WATERMARKING

The illegal broadcasting of Digiturk’s Lig TV is a very critical issue for Digiturk.
Digiturk tries to track illegal broadcasts in legal manners [57]. Digiturk uses the

watermark method to track down illegal broadcasts.

As mentioned at 2.8 there are two methods to print a unique ID over the stream of the
client. The easier and less costly way is to show an ID at the client side that reveals the
subscriber using this screen, and the second way is harder and costlier than the first
method. In this method, a unique ID that informs the service provider about who is
currently viewing the screen is put in the stream package. As the ID is in the package,
when you watch the stream on the screen, you cannot see any ID on the screen. Special
cameras are needed to read this ID. This method is hard and costly because for every
unique subscriber, stream packages have to be changed. Therefore, Digiturk uses the
first method. We will try to bypass this protection method at Section 4.

3.9 TIME DIFFERENCE PERFORMANCE BETWEEN
SATELLITE AND DIGITURK PLAY STREAMS

The time difference between satellite broadcasting and digital broadcasting is an
important performance issue for Digiturk Play as it is a digital TV solution. The time
difference was about 15 seconds for Tivibu Web as we tested in Section 2.10. When we

calculated the time difference for Digiturk Play, it was seen that the performance of
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Digiturk Play was far worse than Tivibu Web. We tested this performance for three
national channels. The results are shown in Table 3.1.

Table 3.1: Time difference between satellite broadcasting and
Digiturk Play streams

Channel Time difference between satellite and Digiturk Play
TRT 1 +51,8 seconds
Fox TV +51,6 seconds
ATV +50 seconds
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4. HACKING FLASH PLAYER OF DIGITURK PLAY

In this section, we will try to bypass the watermarking protection method of the
Digiturk Play service. As Tivibu Web does not use the watermarking method, only the

Digiturk Play service will be examined in this section.

As it is explained in Section 3.8, Digiturk uses the watermark protection method to
follow the illegal copies of their broadcasts. In our tests, we bought a video film and a
live match event but a watermark value did not appear on screen. But when we
examined the decompiled codes for Digiturk Play’s flash player, we saw that the player

supports watermarking.

In this section we will try to manipulate the appearance of the watermark value on
Digiturk Play’s flash player screen. First of all, we have to find out where the flash
player is downloading from. The download link can be seen in the source code of the

page as shown in Figure 4.1.

Figure 4.1: Source code of Digiturk Play player web page

<div 1d="L1vePlayerContent">
{div
v (div 1d="player">
{script sre=" " type=" "y /scripty
¢script types" "yar player_id = "OctoShape";var player_width = "76.¢/scripty
<object hape” width="768" height="485" type="application/x-shockwave-flash" name="OctoShape" data="ttp://octoshape-a.akamalhd.net/eps/players/infinitendd
[player e="visibility: visible;"»
<param nam " value="true">¢/param>
<param name=" " value=" "3 param;
<param name=" " valye=" ">¢[paramy
¢Jobject>

ivePlayerContent_(ell @ 8" class="LivePlayerContent_Row_8"»

As seen from Figure 4.1, Digiturk Play’s flash player is downloaded at http://octoshape-

a.akamaihd.net/eps/players/infinitehd4/player.swf. Every time a user enters this website,

their flash player is downloaded from the client machine. So, the first step of hacking is

to control this download process.

We need a web server to control this download process. The web server will serve for

the “octoshape-a.akamaihd.net” domain. We used the Apache Web Server as our web
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server on a Linux virtual machine and configured it to serve for the “octoshape-

a.akamaihd.net” domain as shown in Figure 4.2.

Figure 4.2: Apache Web Server configuration

yavuz@ubuntu: fetcfapache2/sites-enabled

nd port that

The Apache Web Server is installed on a virtual Linux machine on our laptop. We have
to make another change to download flash player from our system when we enter
Digiturk Play’s website. We have to change “C:\Windows\System32\drivers\etc\hosts”
file for our laptop to change the result of the DNS query. The DNS query result is
overridden with this change. To do this, we type “192.168.188.131 octoshape-
a.akamaihd.net” in our host’s file as shown in Figure 4.3. After this entry, our laptop
sends the requests for the “octoshape-a.akamaihd.net” domain to our Linux machine as
its IP address is 192.168.188.131. This is the first part of the hacking process. Now,
when we enter Digiturk Play’s website, the player will be downloaded from our Apache
Web Server.

Figure 4.3: Hosts file entries

# localhost name resolution is handled within DNS itself.
# 127.8.68.1 localhost
# N localhost

192.168.188.131 cdn.octoshape.net
192.168.188.131 octoshape-a.akamaihd.net

The second part of the hacking process is to change the code of the “player.swf” file.
We need a decompiler to do this. We used “JPEXS Free Flash Decompiler” software to
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decompile the flash player code. After the decompiling process, the assembler code of a
swf file can be edited with this tool.

Figure 4.4: JPEXS Free Flash Decompiler

@ JPEXS Free Flash Decompiler v.6.1.1 - C:\02 Kisisel\02 YiiksekLi Iphat.swi ~ 8 X
| File | Tools Settings Help
=] Esaeas [C Close £22) Export SWF XML A Import text Resources

O A
-} Save s Exe Close all Exportall parts £/ Import seript Hex dumi
| Open.. Save | = H Epor @ EPOMAP ” import B P B H D ‘
¥ @ Reload t0FLA [ Exportselection | SWFXML 5z Import Symbol-Class
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€2 getlex Qname (Packageliamespace (*
€9 getproperty Oname (Packageliamespace
70 getlocal 0

71 getproperty Oname (PrivateNamespace (null, "1
72 callpropvoid Oname (PackageNamespace(™"), "z
73 getlocal 0

74 getproperty Oname (PrivateNamespace (null, "1
75 getlocal 0

getproperty Oname (PrivateNamespace (null, "1
allpropvoid Qname (PackageNiamespace (™), "1

[0 Baserreid “his._rootElerent.addChild (_locd ) :
1 (this._strean.preRollMinimum)
{
this._skipTimer = new Timer(this._stream.preRollMinimm * 1000,1);
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® protectedvar_viewIUPlaer, -
@ protectedvar _player MediaPlayer,
@ protectedvar _stream:StreamDTO,
@ protectedvar_readyBoolean =false
B protectedvar _type:String ="uk

B protected var _controlsPresenteriCo
@ protectedvar_statePresenteriFlaef
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this._view.getTopBar (] -showSkipCption () :
1
}
this._rootElement.2ddChild (this._parallelComp) :

,this.nextClip);

@ protectedvar_currentPlayState:String Chio. etupediaBlonent (this. rooiElement; retumvoid
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There are two main windows in “JPEXS Free Flash Decompiler” tool, the left one is for
the class code, whereas the right one is for the assembler code. We can change only the
assembler code; it is not possible to change and compile the class code with this tool.
We will carry out two operations on this swf file. As we do not know when Digiturk
will populate watermark for a stream, we will push our own watermark through first,

then we will demonstrate that we can disable it.

In the Octoshape documentation, it is said that “If you find that someone is doing a
screengrab of the stream, you can then inject the special cue point
called onOctoshapeShowUnique, the player will then show the token unique value in
the player viewport of every active viewer.”[58] So, we searched for the term

“onOctoshapeShowUnique” in the code as shown in Figure 4.5.
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Figure 4.5: Search results for onOctoshapeShowUnique term

il FF Search results: onOctoshape ShowUnique x

'_ com.octoshape.players.base. presenter.ind PlayerPresenter

il

it B | o

This term is located in “com.octoshape.players.base.presenter.ihd.PlayerPresenter” class

and used in “onNewNetStream” function as shown in Figure 4.6.

Figure 4.6: Code for onNewNetStream function

private function onNewNetStream(paraml:OctoshapeNetStreamEvent) : void
{
wvar _loc3_:5tring = null;
wvar _leocd :Array = null;
this._ns = paraml.netStream;
NetClient (this._ns.client).addHandler ("onlct
NetClient (this._ns.client).addHandler (" , this.onOctoshapeShowlnigue) ;
NetClient({this._ ns.client).addHandler("on nique”, this.onOctoshapeDisconnectUnique) ;
this._ns.addEventListener (NetStatusEvent.NET_STATUS, this.onNetStatus):

", this.onOctoshapeTriggerAd) ;

var _loc2_ :Dictionary = J5BridgeHelper (OctoshapeCache.config.getJSBridgeHelper ()).cuepoints;
for{_lec3_ in _loc2 )
{
_loc4_ = J5Bridge.instance.addCueFointFunc(_loc3_, _locZ [ loc3_]):
NetClient(this._ns.client).addHandler(_loc3_,_locd_[_loc3_l):
i
1

As it is seen from Figure 4.6, the watermark event is triggered by a streamer. So, to
respond to this event, we have to activate this function. To do this, first we have to find
and examine the “onOctoshapeShowUnique” function.
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Figure 4.7: Code of onOctoshapeShowUnique function

private function onCctoshapeShowUnique (paraml:Cbject) : wvoid
i
var _loc2_:Number =

var _loe3_:String = null;

var _locd_:Number = —';
var _locS5_ :Number = -1;

var _loc6 :5tring = null;

if(paraml ["parameters"] ["filter"] && this._stream.stream.index0Qf(paraml["paramsters"]["filtex"]) < 0)
i
return;
]
_locé_ = this.getCctoshapeMediaElement () .getAuthUniqueValue() ;

1£(1_locé_ )
i
return;
]
if (paraml ["parameters"] ["ttl"])

i
_loc3_ = paraml["parameters"]["position”];
}
if (paraml ["param
i
_locd_ = paraml[":
]
if (paraml ["parameters"] ["vper"])
i

_loc5 = paraml["pa
}

this._view.showUnique(_locé_,_loc2_, loc3_,_loc4_,_locs_):

As it is seen from the “onOctoshapeShowUnique” function, the player calls
“this._view.showUnique(_loc6_, loc2_, loc3_, loc4 , loc5 );” function to show the
watermark as shown in Figure 4.7, so we have to get this call to show the watermark
manually. This function gets five parameters; three of them are important for us. The
“ loc6_” parameter is for the text that will be shown as the watermark, the “ loc2_”
parameter is for the ttl value (ttl shows how many seconds watermark will be shown on
the screen) and the “_loc3_” parameter is for the place of watermark on the screen (“C”
for center). To determine the value of  “ loc6 ” variable,
“this.getOctoshapeMediaElement(). getAuthUniqueValue();” function is used. This
function generates a unique id for each user. According to these information, our call is
shown in Figure 4.8.

Figure 4.8: Class code for our call

var _loec3 :5tring = null;
_loc3_ = this.getlctoshapeMediaElement () .getRuthUniqueValue ()

this._ wiew.showUnique( loc3_,15,"C",-1,-1):

As we mentioned before, we cannot change the class code for the swf file, so we have to

write an assembler code for this call. Figure 4.9 shows the assembler code for this call.
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Figure 4.9: Assembler code for this_view function

getlocal 0
pushnmll
coerce s
setlecal 3
getlecal 0
callproperty (Oname (PrivateNamespace {null, 13"
callproperty (Oname (PackageNamespace(""), "getiuthln

setlocal 3

getlocal 0

getproperty Uname (ProtectedNamespace("com.octoshape.players.base.presenter.ihd:FlayerFresenter™),” view")
getlocal 3

pushbyte 15

pushstring "C"

pushbyte -1

pushbyte -1

callpropvoid Oname (Namespace ("com.octoshape.player.standard?.view. components: ITIPLlayer"), "showlnique™) 5
getlocal 0

getproperty Uname (ProtectedNamespace ("
callpropvoid Qname (Namespace ("com.octos!

The last process that we have to carry out is to find the right place to call this function.
We called this function in the “onNewBw” function, so the player will show the
watermark value for every bandwidth switch operation. Figure 4.10 shows the class
code equivalence for the assembler code that we added.

Figure 4.10: Calling this._view.showUnique function

private functicn onNewBw(paraml:0ctoshapeStreamInfoEvent) : woid
{
thia. wiew.3streamData = {
"bitrate":paraml .newBitrate,
r " rparaml .newStreamilame,
"index":paraml .newFlayingIndex

W

U

}:
J3Bridge.instance.doCallback{J5Bridge . ONBITRATESWITCH, this. stream.
var _locZ :DisplayObjectIrait = DisplayObJectIrait(this.getlctoshap|
var _loc3_:3tring = null;

_loc3_ = thia.getOctoshapeMediaElement () .getAuthUniqueValue()
this._wiew.showUnique{_loc3_,15,"C",-1,-1):

this._wiew.layout();

Now, we can save the swf file and serve it from our Apache Web Server. After doing
this process, the result is shown in Figure 4.11. The value printed on the screen is used
to know who the user is. In our test, the value of watermark printed on the screen is
“ed21332046”. There should be a relevance between our user and this value as it will be
used to know who the user is.
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Figure 4.11: Digiturk Play’s player with watermark

ed21332046

When we trace the traffic between the player and the server with Wireshark, it is seen
that this value is a unique value for our test user, as shown in Figure 4.12. That value is
sent to our client as the response of “/AjaxRequest/GetOctoshapeTicket” request with
parameter “unique” as shown in Figure 4.12.

Figure 4.12: Response for “/AjaxRequest/GetOctoshapeTicket” request

GET /A{axRequest/GetoctoshaEeTicket/?rand=42416301??28&OctoshapeAuth1d=%2033308
%2FCan]1%2DTVEZFTvEZF&octoshapestream=octoshapeX3aX2F%2Fstreams¥2EoctoshapeX2En
Host: www.digiturkplay.com.tr

User-aAgent: Mozilla/5.0 (windows NT 6.3; wow64; rv:42.0) Gecko,/20100101 Firefox
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,%/%;q=0.8
AcCcCept-Language: tr-TR,tr;g=0.8,en-Us;q=0.5,en;g=0.3

accept-encoding: gzip, deflate

DNT: 1

Referer: http://octoshape-a.akamaihd. net/eps/players/infinitehd4 /player.swf
Cookie: VL_LastPageviewTime=2015-12-05 19:47:00; VL_TotalDuration=18133; VL_Fir
OM_INW=1l; _ utma=144279456.965774587.1447656187.1449326386.1449334913.16; _ utm
2Fwww. digiturkplay. com. tr&2FAnasayfa%2F; _ExVID=14078546; OM_vseg2=Galatasaray;
oM_Tlpvs=cnl_0%/C2015-11-27%2017%3A37%3A55; ASP.NET_SessionId=2eqjvk45rchuqgydsnd
_ utmb=144279456.17.10.1449334913; token=RBEsrQvoIxXENDAMMNLYLIHS4UBFCQIpO+ |3 | gni
Connection: keep-alive

HTTP/1.1 200 oK

Cache-Control: no-cache

Pragma: no-cache

Content-Type: text/html; charset=utf-8
Expires: -1

server: Microsoft-1Is5/8.0
X-AspNet-Version: 2.0.50727
X-Powered-By: ASP.NET

Date: 5at, 05 Dec 2015 17:56:08 aMT
Content-Length: 50

715768be0b62b254ddc915a364e19d79
unigque=ed21332046|

It is also possible to print any string as watermark value by changing the “ loc3 ”
parameter. In Figure 4.13, it is shown that we can also change the watermark value.
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Figure 4.13: Digiturk Play’s player with our watermark

We have succeeded in viewing the watermark manually. Now we can try to disable it.
To do this, we have to examine “showUnique” function. As it is seen from Figure 4.14,
the showUnique function calls another function named “newUnique”.

Figure 4.14: Code for showUnique function

public functicn showlnique {paraml:String, param?:Number, param3:S5tring, paramd:Number, paramS:Number) : woid

{
this._ showlUnique.newUnigue (paraml,param,params,paramd,paramsd);

1

The code of the “newUnique” function is shown in Figure 4.15. The most important part
of the code for us is the “txtField.alpha=1.0" line. In this line, the transparency of the
watermark is set, so if we change this value to 0, the watermark will be disabled.

54



Figure 4.15: Code for newUnique function

public
{

var

function newlnigue (paraml:String, param?:Number, param3:String, paramd:Number = -

obj :MovieClip = null;
var txtField:TextField = null;
var unique-String = paraml;
var ttl:Number = parami;
var position:String = param3;
var xper:Number = paramé4;
var yper:Humber = params;
obj = new MovieClip(};
obj.name = unique;
if (position)
1

position = position.toUpperCase();
H
if (position == °

1

)

position = this.positions[Math.flooz (Math.zandom{) * {1 + (this.positions.lengsh -
}

obj[” n"] = pesitien;

ebj[” xpez;

obil[" vper;

txtField = new TextField():
tutField name = “text™;
ebj[” txtField;
obj.addChild (txtField) ;
txtField.alpha = ;
txtField.selectable =

£r] =

false;

txtField.text = unique;

var timer:Timer = new Timer (ttl * S
obil["t
timer.addEventListener (TimerEvent . TIMER_COMPLETE, funection() : v
1

mClips.splice (mClips.indexOf {objl, 1) ;
obj . removeChild (cxcField) ;

txtField = null;

removeChild{chi)

obj = mull;

timer = null;
s

this.mClips.push (cbi);
this.updaselayout (null) ;
addChild (cbi)

timer start():

, params:Number = -1) : v

11115

To see the affect of this change, we set alpha value to 0.2.

Result of this process is

shown in Figure 4.16. If we set alpha value to 0, watermark value will not be shown.
Digiturk Play is showing advertisements on the stream using same way, it could be

passed like watermark, too.
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Figure 4.16: Watermark with the alpha value 0.2

Isik Hizinda
Fiber Internet

jecerlidir. Numara tahsisinde aylik 4,99 TL yansitilir. Damga Vérdisi fatu

We did this hacking by searching function names in decompiled code. If Digiturk Play’s
player file is obfuscated it would not be easy to find where watermark functions are
located, because obfuscate process changes names of variables and functions.
Obfuscation means to make code harder to understand or read, generally for privacy or
security purposes. Figure 4.17 shows an example of an obfuscated code.

Figure 4.17: Obfuscated code example

T

others 7 public class §"0§ extends Object
= scripts H {
E§ 148 g
.|.—<> 5.05 10 private var _stream:§E,§;

E S 1 _ _
ERET 12 private var _parent:String;
t:’ §@p§ 13 ri t r 188 e
> StatDirectUpdate L private var §4lsS:is- S

B0 §#TS . _ _ _

':? §'08 *| 16 private var $9m§:MediaPlayerSprite;
=17
> | BT
SECS : 18 private var §,F§:MediaFactory;

B o
Traits | Constants _ 20 public function §"08()
B private var _stream:§8 §; : 21 {
B private var _parent:String; 22 if(!_locl_)
@ private var §4185 §-_§; 23 {
@ private var §9m§:MediaPlayerSprits 24 super();
@ private var § F&MediaFactory; 235 t
2 publicfunction set parent{param1: 2 t
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5. COMPARATIVE ANALYSIS AND BEST PRACTICES

In the previous sections, we have analyzed the Tivibu Web and the Digiturk Play
Internet TV services based on technology and security mechanisms that they use, and
the differences between their solutions as well as the setbacks of these solutions. For
this analysis, we have focused on the points described below:

Web site security for account creation, authentication and authorization flows
Protecting contents with DRM and granting authorization
DRM solution details

A wnp e

Output protection methods to protect contents from being copied or recorded,

and how to hack these methods

o

Geographical restrictions
6. Client capabilities

We analyzed each of these aspects using browser-based clients and we also evaluated
the Desktop client of Tivibu Web. According to the results of these analyses and

examinations, our assessments and best practices are listed below:

5.1 CLASSIFICATION BASED ON SOLUTION ARCHITECTURE

When we assess these two services, it is seen that Tivibu Web is more holistic than the
Digiturk Play service. Tivibu Web uses the same streaming format for all its sub-
services like TV and video. Tivibu also has its own CDN installation located in Turkey

and manages this infrastructure itself.

Digiturk Play has different sub-solutions for TV and video streams. For TV streams, the
Octoshape solution is used, but for video streams they chose Microsoft Smooth
Streaming. This difference makes me feel that the Digiturk Play solution is unsteady. As
mentioned above in Section 3.5.1, Octoshape’s protocol seems very successful but it is

not preferred for video streaming by Digiturk. We do not know the exact reason of this
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choice, but since Digiturk uses different third party CDN companies, the reason might

be a financial one.

Digiturk Play does not have its own CDN. Using third party CDN solutions is common
in this sector, but the interesting point is that, they use different CDN companies for
catchup TV videos and other videos, and this does not result in an optimum situation for
managing and supporting the service. This also supports our assessment about Digiturk

Play’s solution that it is unsteady.

The cost of operations for such services is very important for companies. If a company
has different types of solutions, that company will need more engineers to operate those
systems and a greater budget to buy support from each vendor. For easy management

and less costs, companies may choose to work with only one vendor.

52 STREAM PROTECTION

In terms of security, both solutions seem to be stable. There is only one point that we
found out about Digiturk Play; Digiturk Play does not use a URL Signing solution to
protect clear or encrypted stream URLs against being used by people apart from the
clients themselves. Catchup TV videos are streamed unencrypted by Digiturk Play and
if any user obtains the manifest URL they can watch that stream on any Silverlight
player. Tivibu Web has a URL Signing solution as described in Section 3.5.2 whether

the stream is clear or encrypted.

TV Service providers should use a URL Signing protection method even when the
stream is unencrypted. One of the biggest costs for TV service providers is data usage
costs, so it is very important to ensure that only authorized clients are receiving the

streams.
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5.3 LOAD BALANCING

One shortcoming of Tivibu Web is that after the login process, two CDN IPs are
returned to the subscriber. This shows that there is not a common Load Balancer in front
of all CDNs. Even through there is little likelihood that two CDNs may be down at the
same time, this is a point that needs to be improved. Digiturk Play uses one CDN URL

for each CDN company.

54 WEBSITE SECURITY

Most of the processes such as account creation or login are done via the HTTPS
protocol for both services. There is one exception, however, at the first step of account
creation: Digiturk Play’s website sends identity number and other data to the server via
the HTTP protocol. This flow should be moved to HTTPS.

Both WebTV providers rely on clients deleting the cookies from the browser’s cookie
store to sign out the user. But if the subscriber does not click on “logoff”, the browser
stores the session cookie and next time the subscriber can use the service without having
to login for Digiturk Play. For Tivibu Web, even if the subscriber does not click
“logoff”, the session cookie expires, so the subscriber should enter his/her login

credentials to log in to the service every time.

5.5 DRM

For both services, Microsoft PlayReady DRM application is used to encrypt valuable
contents. TTNET manages its own DRM solution, whereas Digiturk uses third party
CDN companies for the DRM solution. Both services use the same version of the

Microsoft PlayReady DRM application.
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5.6 GEOLOCATION

Regarding authorization mechanisms, both providers enforce geographical restrictions
based on the source IP address of the request. If the user’s location is outside of Turkey,
clients do not allow users to log in to the services. This restriction can be easily
circumvented through VPN applications. For Tivibu, it is also possible to bypass this
control by modifying the X-Forwarder-header value. To ensure a stronger enforcement
of geographical restrictions, services could require the users to provide a credit card
number with a billing address in Turkey. This means that even with VPN connections
that assign Turkey-based IP addresses, the user has a significant barrier to overcome if

he/she does not possess a credit card with the required billing address.

5.7 TIME DIFFERENCE FROM SATELLITE

Time differences between the broadcasts of Tivibu Web and Digiturk Play, and satellite
broadcasts are not negligible. For Tivibu Web, the average time difference is 14,6
seconds, whereas for Digiturk Play, the average is 51,1 seconds. The value of Tivibu
Web is also not acceptable. The time difference value for Digiturk Play is far worse than
that of Tivibu Web. The CDNs of Digiturk Play are not located inside Turkey but this
could not be the single reason for this big difference. This test shows that Digiturk Play
spends a plenty of time transcoding and encoding. Service providers should try and
minimize the time they spend for operations such as encoding and encrypting.
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6. CONCLUSION

In this thesis, we have analyzed and compared the Tivibu Web and Digiturk Play
Internet TV services on the basis of technology and security mechanisms that they use,
the differences between their solutions, and the down sides of these solutions. Both
solutions have advantages and also have a number of points that should be improved.

When the results of the tests and technology used by these two services are analyzed, it
is clear for both services that the Tivibu Web solution is a few steps ahead of the
Digiturk Play solution. Tivibu Web makes it possible by utilizing a unique technology
for all its services, by managing/operating its own services and by offering user-friendly
clients.

In terms of security, there are critical issues for the Digiturk Play service as described
above, the first of which is, Digiturk Play does not have an URL Signing protection for
its clear streams. Secondly, when submitting some private data such as the Turkish 1D
number, the HTTPS protocol is not used. We have also showed that it is easy to crack
into the watermark protection method of Digiturk Play’s player.

In terms of DRM, both of the solutions are stable as they make use of the Microsoft
PlayReady DRM solution.
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