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ABSTRACT

SMART GRID DATA COLLECTION WITH VEHICULAR AD-HOC NETWORKS
USING PUBLIC TRANSPORTATION BUSES

Bilal Erman BILGIN

Computer Engineering
Supervisor: Assist. Prof. Dr. Selcuk BAKTIR

August 2019, 89 Pages

Recent improvements in wireless communication technology, the popularity of Wireless
Sensor Networks has increased. Agriculture, air pollution monitoring, animal tracking,
chemical leakage detection in rivers, earthquake early detection, environmental monitor-
ing, forest fire detection, gas monitoring, healthcare applications, roadside and transporta-
tion applications, smart parking, smart roads, and surveillance are possible applications
of Wireless Sensor Networks. Moreover, smart grids and vehicular networks are two
important application environments for wireless sensor networks with several potential
applications in these environments.

Firstly, this thesis focuses on a novel solution for collecting smart meter data by merg-
ing vehicular ad-hoc networks and smart grid communication technologies. We apply
vehicular ad-hoc networks to collect data from smart meters to eliminate the need for
manpower. In this thesis, the use of IEEE 802.11p protocol has been proposed for the first
time for use in smart grid applications. In our scheme, data flows first from smart meters
to a bus through infrastructure-to-vehicle communication and then from the bus to a bus
stop through vehicle-to-infrastructure (V2I) communication. Secondly, a secure routing
protocol is proposed to detect and eliminate blackhole nodes in the network. Besides,
the proposed solution secures the transmitted data. Finally, a data collection mechanism,
with added security features, is proposed for collecting data from smart meters using pub-
lic transportation buses.

The performance of proposed mechanisms has been investigated in detail in the matter
of average end-to-end delay and delivery ratio. According to the performance evalua-
tions, the proposed mechanisms perform desired delivery ratios without increasing extra
communication delay.

Keywords: Wireless Sensor Networks, Smart Grid, Vehicular Ad-Hoc Networks, Rout-
ing Protocols, Blackhole Node Attack
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OZET

ARACLAR ARASI AGLARLA TOPLU TASIMA ARACLARINI KULLANARAK
AKILLI SEBEKE VERILERINI TOPLAMA

Bilal Erman BILGIN

Bilgisayar Miihendisligi
Tez Danismani: Dr. Ogr. Uyesi Selcuk BAKTIR

Agustos 2019, 89 Sayfa

Kablosuz iletisimde son ilerlemeler kablosuz algilayici1 aglarin popiilaritesi artmistir. Tarim,
hava kirliligi izleme, hayvan takibi, nehirlerdeki kimyasal sizint1 tespiti, erken deprem
tespiti, cevresel izleme, orman yangin algilama, gaz izleme, saglik uygulamalari, yol ke-
nar1 ve ulagim uygulamalari, akilli otopark, akilli yollar ve gbzetim uygulamalar1 kablosuz
algilayict aglarin olast uygulamalaridir. Dahasi, akilli sebekeler ve aragsal aglar birkag
potansiyel uygulamayla kablosuz algilayict aglar 1¢in iki 6nemli uygulama ortamidir.

Ik olarak, bu tez aragsal arasi aglar ile akilli sebekeler iletisim teknolojisini birlestirerek
akilli sayac bilgilerini toplamak i¢in yeni bir ¢oziime odaklanir. Akilli sayac bilgilerini
toplamada insan giiciinii saf dig1 birakmak i¢in aracsal aras1 aglar1 kullandik. Bu calismada,
akilli sebeke uygulamalarinda ilk kez IEEE 802.11p protokolii kullanilmas1 6nerilmistir.
Semada, veri ilk olarak altyapidan araca vasitasiyla akilli sayaclardan otobiislere ve sonra
aractan altyapiya vasitasiyla otobiisten otobiis duragina ulagir. Ikinci olarak, agdaki zararl
diigtimleri yakalamak ve elemek icin bir giivenilir rota protokolii Onerilmistir. Ayrica,
Onerilen ¢ozlim iletilen veriyi de giivenceye alir. Son olarak, akilli sayaclardan bilgileri
toplamak i¢in toplu tagsima otobiisleri kullanarak giivenlik 6zellikleri eklenmis bir veri
toplama mekanizmasi onerilmistir.

Onerilen mekanizmalarin performanslar1 ortalama ugtan uca gecikme ve aktarilma oram
acisindan incelenmistir. Performans degerlendirmelerine gore, onerilen mekanizmalar
istenilen aktarilma oranlarina iletisim gecikmesini arttirmadan elde etmistir.

Anahtar Kelimeler: Kablosuz Algilayic1 Aglar, Akilli Sebekeler, Aragsal Aras1 Aglar,
Rota Protokolleri, Karadelik Diigiim Saldirilan
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1. INTRODUCTION

With the improvements in wireless communication and Micro-Electro-Mechanical Sys-
tems (MEMS), the usage of Wireless Sensor Networks (WSNs) have started in many
areas. In a WSN, there are lots of sensor nodes. These sensors are cheap, small and
have limited resources.Furthermore, studying in wireless sensors has been started an hot
topic in academy collaborative and low-cost nature of WSNs. The main and possible
applications of WSNs are agriculture, air pollution monitoring, animal tracking, chem-
ical leakage detection in rivers, earthquake early detection, environmental monitoring,
forest fire detection, gas monitoring, healthcare applications, roadside and transportation
applications, smart grids, smart parking, smart roads, surveillance and vehicular ad-hoc

networks (VANETS).

1.1 VEHICULAR AD-HOC NETWORKS

Vehicle-to-Vehicle (V2V) communication has recently become a hot topic in both academy
and automotive industries (Gerla & Kleinrock 2011, Molisch et al. 2009, Santa et al.
2008). The communication between vehicles helps to improve road safety. In these net-
works, vehicles act like sensors and transmit the warning messages to other vehicles in
communication range or receive the messages from other vehicles. Drivers can easily
detect any abnormal or potentially dangerous situations, such as traffic accidents and traf-
fic jam, by receiving telematics information, including location and speed information

(Bilgin & Gungor 2013).

The illustration of V2V communication is shown in Figure 1.1. Generally, V2V has
three types of communications (Zeadally et al. 2010). The first one is communication
between vehicles (V2V), in which vehicles can give some meaningful information about
road including, accident or collision information, and so forth. The second one is commu-

nication between vehicles and infrastructures (V2I), in which, road side units (RSU) can



Figure 1.1: Illustration of vehicular communications

& Vehicle-to-vehicle communication

¢~ » Vehicle-to-infrastructure communication

¢ -3 Infrastructure-to-infrastructure communication

transmit commercial advertisements, vehicles can pay toll or parking payments, and so
forth. The third one is communication between infrastructures (I2I), in which the RSUs

can exchange important information with each other that is come from the vehicles.

The existing applications of VANET are weather-related information alerts, blind spot
warning, do-not-pass warning at intersections, emergency vehicle warning, forward colli-
sion/accident warning, road safety applications and lane change warning (Bilgin & Gun-

gor 2013, Pereira et al. 2012, Hartenstein & Laberteaux 2008).

The communication protocols that are used in vehicular communication are dedicated
short range communication (DSRC) and IEEE 1609 (Gerla & Kleinrock 2011, Hérri et al.
2006, Zeadally et al. 2010). DSRC is used for short range communication in V2V and

V2R applications. The main characteristic of DSRC are high data transfers and low com-

2



Table 1.1: Regional differences in DSRC

Features Japan Europe USA
Radio band 80MHz | 20MHz 75MHz
Data rate 1-4Mbps | 250 Kbps | 3-27Mbps
Communication range 30m 15-20m | 1000m (max)
Radio frequency 5.8GHz | 5.8GHz 5.9GHz

munication delay. DSRC has 7 channels, and they have been allocated in this order: first
channel is used for safety communications, second channel is used for critical safety com-
munications, third channel is used for high power public safety communications, and the
rest of the channels are for either safety or non-safety communications. The standards of
DSRC are different in Japan, Europe, and USA. In each of the three regions DSRC has
different features. For example, the communication range is 30 meters in Japan, 15-20
meters in Europe, and 1000 meters (max) in USA. The data rate is 1-4 Mbps in Japan,
250 Kbps in Europe, and 3—27 Mbps in USA. The comparison of regional differences in
DSRC has been summarized in Table 1.1.

In V2V, IEEE 802.11b protocol may be used for communication. However, there are some
challenges, including high mobility, traffic patterns, and vehicle speed. These challenges
affect the communication, that is, establishing communication between vehicles that ap-
proach from opposite direction. To address these challenges, IEEE 1609 standards for
Wireless Access in Vehicular Environments (WAVE) have introduced. The main features
of IEEE 1609 is multichannel operation protocols, resource manager protocols, security
services protocols, networking protocols. By applying some modification on data link
and physical layers on IEEE 802.11b, IEEE 802.11p has been introduced. By using IEEE
802.11p communication between high speed vehicles is enabled. WAVE protocol works
on the rest of the OSI layers. The physical layer values of the IEEE 802.11b and IEEE
802.11p have been summarized in Table 1.2 (Bilgin & Gungor 2013).



Table 1.2: PHY layer values of IEEE 802.11b and IEEE 802.11p

Channel bandwidth 20MHz 10MHz
Data rates 1 to 11Mbps 3 to 27Mbps
Slot time 20 us 16 us
SIFS time 10 us 32 us
Preamble length 96 us (short), 192 us (long) 32 us
Air propagation time <2 us <4 us
CWmin 31 15
CWmax 1023 1023

1.2 SMART GRID

Today’s electric infrastructure was planned more than 50 years ago (Wang et al. 2011,
Bilgin & Gungor 2012a).The reliability and efficiency of energy needs to be improved to
increase the performance of existing electric power systems (Bilgin & Gungor 2012b).
According to U.S. Department of Energy report the usage and demand for electricity is
continuously increasing by 2.5 percent annually (Bilgin & Gungor 2011). Power out-
age, voltage problems, decreasing in the power quality and reliability are some of the
problems which are caused by increasing in energy consumption. Besides, there is no au-
tomation, monitoring and pervasive and effective communications in the existing power
grid systems (Bilgin & Gungor 2012a). Smart grid which is the new concept of existing
power grids is introduced to address these problems (Bose 2010, Farhangi 2010, Gun-
gor et al. 2010, Heile 2010, Javadi & Javadi 2010, Lightner & Widergren 2010, Gungor &
Hancke 2009, U.S. Department of Energy 2008, Len et al. 2007, Gungor & Lambert 2006,
Amin & Wollenberg 2005, U.S. Department of Energy 2002). The smart grid tries to im-
prove efficiency, reliability, safety of the power grid by adding communication, control
and monitoring capabilities to the existing power grid systems (Bilgin & Gungor 2011,

Bumiller et al. 2010, Molderink et al. 2010).

The main smart electric power grid applications are automatic metering systems, demand
response, distribution automation, electricity fraud detection, fault diagnostics, load con-

trol, outage detection, remote monitoring and underground cable system monitoring, (Bil-



gin & Gungor 2012b, Bilgin & Gungor 2011, Lightner & Widergren 2010, Gungor &
Hancke 2009, Ipakchi & Albuyeh 2009, Len et al. 2007, Amin & Wollenberg 2005).

Using Advanced Metering Infrastructure (AMI) systems in Automatic Metering System
(AMR) for smart grid, between customers and utility companies a two-way communi-
cation will be established. The use of AMI systems decreases the operational costs of
utilities by allowing them to automatically read meters and get electricity consumption
data remotely. Furthermore, it allows customers to be informed about how much power
they are using by giving real-time consumption information (Gungor et al. 2013, Yan et al.

2013).

1.3 PROBLEM STATEMENT

The main problem of the existing traditional electric meters is there is no two-way com-
munication between utility companies and customers. With the smart grid, there are
many studies on AMR systems. With wireless technology, some wireless AMR (WAMR)
projects have been offered. With two way communication capability in WAMR systems,
utility companies can get timely electricity consumption data from their customers. This
helps detect and prevent illegal electricity usage. Besides, meter reading expenses of

utility companies reduces.

However, all the proposed studies made important amendments on existing AMR sys-
tems or proposed alternative mechanisms for collecting data from meters, they have some
drawbacks. Many of them require subscription to GSM or telephone line service, and
some require installations and cable costs. Furthermore, the existing solutions based on

IEEE 802.15.4 protocol will not be a solution for long ranges.

In addition to this problem, security and attacks are another problems for WSNs. There
are different types of attacks that can be applied at each protocol stack layer in WSNss.

The attacks at network layer are very common. These attacks cause decrease in packet



delivery ratio, data integrity problems, data loss or obtaining sensitive information. There
are different solutions for these network attacks in the literature. But most of them have
some disadvantages such as single point of failure, vulnerability to hacking, high end-to-

end delay.

This thesis proposes to investigate several options to address these problems. In this
thesis, a new data collection mechanism from smart meter based on vehicular networks
is proposed. The proposed data collecting mechanism uses public transportation buses,
which has never been used for this purpose before. The data collected by a bus is trans-
mitted to a bus stop. Thus, in our scheme, we combine the vehicular communication
technology and the smart grid technology together. Also, this thesis proposes a light-
weight solution for network layer attacks, especially for blackhole attacks. We propose
improvements on the Ad-Hoc On-Demand Distance Vector (AODV) routing protocol to
overcome some security problems and blackhole attacks. Besides, the importance of hav-
ing reliable and secure end-to-end communication is emphasized for utility companies to
prevent billing frauds and other attacks. Therefore, we apply the blackhole attack solu-
tion to our data collection mechanism to overcome some security problems and make the

communication more reliable and secure.

1.4 MOTIVATION

The first motivation of this thesis is proposing a novel data collection mechanism. This
proposed data collection mechanism is introduced at Chapter 3 and 4. In the proposed
scheme, smart grid and VANET technologies are combined using public transportation
buses. The second motivation of this thesis is proposing a solution to network attacks,
especially for blackhole attacks in WSNs. The proposed solution is light-weight. There-
fore, it increases the packet delivery ratio without causing extra communication delay.
This proposed solution is introduced at Chapter 5. The third motivation of this thesis is
proposing a secure data collection mechanism from smart meters by applying the study in

Chapter 5 to the study in Chapter 4. The proposed mechanism achieves desirable packet
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delivery ratio without increasing end-to-end delay significantly. This proposed solution is

introduced at Chapter 6.

1.5 CONTRIBUTIONS

This thesis focuses on a new data collection mechanism from smart meter based on ve-

hicular networks. Also having a reliable and secure end-to-end communication between

customers and utility companies is another important issue.

The main contributions of this thesis is listed as below:

i

i1

111

v

vi

This is the first study to the best of our knowledge that uses public transportation

buses to collect smart meter data in the literature.

The proposed mechanism only needs smart meters with IEEE 802.11p communica-
tion capability. This communication protocol may extend the communication range
of smart meters up to 1000. This communication protocol will also be used for the

first time in the literature.
In the proposed mechanism, both V2I and I2V communication is utilised.

Since there are two way communication between customers and utility companies,
the proposed mechanism not only get smart meter data from customers but also will
transmit an alert message to its customers such as a message containing a reconfig-

uration file.

By signing the routing packets in the AODYV, routing information in sent packets

are protected. This facilitates establishing secure routes between nodes.

The use of signatures in the routing packets facilitates identification of blackhole
nodes in the network. Furthermore, it helps to discard the fraudulent messages

coming from malicious nodes.



vii The proposed security mechanism is light-weight and does not cause significant

communication delay.

1.6 THESIS OUTLINE

The remainder of this thesis as follows. Related works are given in Chapter 2. The
first version of proposed data collection mechanism from smart meter is introduced in
Chapter 3. Also, the experimental results are shown in the chapter. Chapter 4 introduces
the second version of proposed data collection mechanism. Furthermore, the chapter
shows the experimental results. In Chapter 5, the proposed Secure AODV (SAODV) is
presented. Besides, the experimental results are shown in the chapter. In Chapter 6, the
prosed SAODV is applied to the proposed data collection mechanism from smart meter.
Also, the experimental results are shown in the chapter. Finally, this thesis is concluded

in Chapter 7 by discussing future works.



2. BACKGROUND

The existing traditional electric meters suffer from lack of two way communication. Due
to this problem, utility companies have to hire employees to read meters data manually.
In this model, there are limited hours to read meters and if there is no one in a building,
employees cannot read meters since employees cannot enter the building. Furthermore,

utilities cannot learn actual demand on peak and non-peak hours.

Another issue that focused on this thesis is network attacks in WSNs. Security is one of
the most vital problems of WSNs. Hence, there must be some improvements and mod-
ifications for reliable and secure communication to achieve protection against security

attacks and to provide privacy and reliability for WSNs and their applications.

The organization of this chapter is as follows: Chapter 2.1 presents an overview of
AMR systems. The existing AMR systems has been introduced. Chapter 2.2 presents
an overview of existing security problems and solutions in WSN. Some security issues
with the smart meter data communication and vehicular communication technologies are

introduced in Chapter 2.3.

2.1 OVERVIEW OF EXISTING AMR SYSTEMS

The number of studies on AMR systems has been increased with recent advances in wire-
less technology. With WAMR systems, two way communication capability is enabled
and this allows utilities to get timely electricity consumption data which helps detect and
prevent illegal electricity usage. Moreover, the employee expenses of utilities are reduced

since they do not need to hire employees to read meters.

The existing AMR systems are given as follows (Tuna et al. 2011):

i Drive by AMR systems



ii Fixed network AMR systems
iii Touch based AMR systems

iv Walk by AMR systems

A utility company personnel drives by all the streets where it has customers in drive by
AMR systems. This means extra cost for utility companies since they need vehicle, gas
and etc. In fixed network AMR systems, there is an initial setup cost for setting up a
permanent network. In touch based AMR systems, if there is no one at the building at the
time of scheduled measurement, the utility company cannot get in the building and get
information from the meters in that building. In walk by AMR systems, a utility personnel
has to go inside each building to read meters and this takes too much time. Except fixed
network AMR systems, all others systems require an employee to read meters. This
causes increased expenses for utilities. In addition, these three AMR systems cannot give
timely information to utilities. In drive by AMR and walk by AMR systems, utilities may
get timely information by increasing number of personnel or number of vehicles but these
solutions increase cost significantly. Our proposed data collection mechanism does not
need any utility personnel for reading meters which helps utilities reduce their operating
costs. In addition, our solution helps utilities get timely information from meters. Thus,
utilities can predict users’ future electricity consumption more realistically. A comparison

of existing AMR systems is shown in Table 2.1.

Table 2.1: Comparison of AMR Systems

Drive Fixed Touch | Walk Our
by network | based | by Solu-

AMR | AMR AMR | AMR | tion
Less Cost X X X X v
Less Personnel X v X X v
Initial Setup Cost v v v v v
Timely Measurements | v/ v X v v
Precise Measurements | v/ v X v v

The existing technologies that are used for data communication in AMR systems are
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Power Line Communication (PLC), messaging over a GSM, phone line and short range
Radio Frequency (RF) (Khalifa et al. 2011). In PLC, voltage transmission lines are used
to transmit data. The meters transmit their data to PLC modems via the wireless or wired
channels and these modems transmit data to the utility company using electric transmis-
sion lines (Choi et al. 2008, Kerk 2005, Soh & Kerk 2005, Park et al. 2002). In messaging
over a GSM network, a GSM modem is installed on the meter and all data is transmitted
via SMS to the utility company (Abdollahi et al. 2007, Tan et al. 2007, Zerfos et al. 20006).
In telephone lines, it is assumed that each meter is equipped with a telephone line and data
is transmitted via the telephone network in both directions (Kim 2006, Shi-Wei Lee et al.
1996). In RF, existing electricity meters are equipped with Bluetooth, Wi-Fi or ZigBee,
and they transmit their data to a base station in a hop-by-hop fashion. All data collected
on the base station is transmitted to the utility company using a dial-up connection or it is

collected by an employee (Spencer 2008, Wesnarat & Tipsuwan 2006, Koay et al. 2003).

In (Niyato & Wang 2012), the authors introduced the applications for collecting data of
smart meters in a smart grid. They also offered a solution to make better the transmission
rate of a Data Aggregator Unit (DAU). The data in smart meters are transmitted to a
DAU through a Neighborhood Area Network (NAN) via Wi-Fi and the DAU transmits
the collected data to a Meter Data Management System (MDMS) through a WAN via
WiMAX.

In (Ashna & George 2013), the authors designed a wireless GSM enabled energy me-
ter. They also built a web site to manage the collected data and billing system. In their
proposed mechanism, meters have GSM connection and thus utilities can monitor them
regularly. The data collected at smart meters are periodically transmitted to the utility
company and at the utility side a GSM receiver gets the data and writes it to a central
database to update the consumption. In the proposed system, the data is processed in
three steps as follows: 1) A digital GSM enabled power meter reads electricity consump-
tion data, 2) The electricity consumption data is transmitted via SMS to the utility com-

pany, 3) The electricity consumption data is received and processed by the billing server

11



of the utility company.

In (Luan et al. 2015), the authors offered a hybrid cooperation mechanism for smart me-
ters. In the proposed method, smart meters transmit their data to a base station using a
short-distance communication technology such as Wi-Fi, ZigBee, Bluetooth, etc. And

then, the base station uses the LTE technology to transmit the data to the utility company.

In (Tuna et al. 2011), the authors proposed a cost effective novel approach for AMR
systems in rural areas. Instead of hiring people for meter reading, they offered using
unmanned vehicles with GPS capability. They used the IEEE 802.15.4 communication
protocol for their AMR system. They also made some simulations for the lifetime of
battery used in WSN nodes. According to their performance evaluations, their proposed

method is well suited for wide areas with few customers.

In (Miao et al. 2009), the authors designed and implemented a WAMR system. They
added wireless modules to existing meters by using the ZigBee (Zigbee 2009) commu-
nication protocol. Since they used ZigBee communication, their proposed hardware has
short-range and low-power wireless technology. In their proposed study, wireless modules
are connected to meters through RS-485 buses. These wireless data collecting modules
transmit their data to a sink node individually or through multi-hop communication in a
hop-by-hop fashion. And then, on the sink node, the received data is wirelessly transmit-

ted to a server node via an RS-232 bus.

In (Sheikh & Sharma 2011), the authors offered using GSM as the communication medium
for WAMR Systems. In the suggested mechanism, meters transmit their information, in-
cluding electricity usage, power quality and outage alarm, to the company, and at the end
of each month, the utility suggested method would facilitate the generation of bills which

will be sent to customers via SMS or e-mail.

Although all the mentioned studies in literature have made important amendments on
existing AMR systems or proposed different data collection mechanisms for smart meters,

they have some drawbacks. Many of them require subscription to GSM or telephone line
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service, and some require installations and cable costs. Furthermore, the existing IEEE
802.15.4 protocol based solutions will not work in long ranges. In addition, since it
has low data rate compared to IEEE 802.11p, when the size of transmitted data from
smart meters increases or when the utility wants to transmit big data to its customers, the
communication delay will increase significantly. The comparison of the technologies that
are currently used in existing AMR systems and in our proposed scheme are shown in

Table 2.2.

Table 2.2: Communication technologies for AMR systems

Long Communication Range | No Subscription Requirement
ZigBee X v
Bluetooth X v
GSM v X
Telephone Line v X
Cable X X
IEEE 802.11p v v

2.2 OVERVIEW OF EXISTING SECURITY PROBLEMS AND SOLUTIONS IN
WSN

Although WSNs are popular in both civilian and military sectors, they have their limi-
tations, such as battery life, computation power and memory, when it comes to imple-
menting traditional security mechanisms on WSN nodes (Patil & Chen 2017, 2013). In
(Patil & Chen 2013), the authors give the WSN protocol stack and existing attacks on
WSNs. They also give information about the basic security requirements including au-
thentication, light-weight private key infrastructure and symmetric key algorithms. They

also mention about secure routing in WSNs.

In (Finogeev & Finogeev 2017), the existing attacks on WSNs for SCADA systems are
presented and classified. Key management methods are summarized for achieving se-
cure data transmission. In (Kompara & Holbl 2018), the security issues in Body Sensor

Networks (BSN) are discussed. A key agreement protocol is proposed for BSNs and its
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performance analysis is given in the matter of memory, communication and computation
cost and energy consumption. It is concluded that, due to the limitations of BSNs such as
small storage area and restricted computation power, symmetric key encryption is more

preferable than asymmetric key encryption for providing security to BSNs.

In (Islam et al. 2012), the authors made research about automation and control of in-
dustrial systems. They introduced problems of WSNs in reliability and security for in-
dustrial systems. They claim that, after the energy consumption problem, security is the
most important problem for WSNss in industrial applications. They mention cryptographic
methods used in WSNs and suggest that traditional public key encryption algorithms are
complex and not suitable for WSNs. They suggest that relatively less costly symmetric
key algorithms such as AES, DES and RC4 are used in WSNs and the secret key is kept

in a secure area on the sensor node.

In (He et al. 2017), an anonymous authentication method is proposed for Wireless Body
Area Networks (WBAN). Since the client and server communicate wirelessly in WBANS,
there should be an authentication scheme used for authenticating this communication.
Instead of using traditional authentication schemes, they suggest storing the verification
data on the network manager, unlike other approaches where the verification data is stored
by the application provider. Although the proposed method provides security, since it uses
a bilinear pairing scheme, it is not suitable for a distributed services environment and a

multi-server architecture should be used to guarantee secure communications.

In (Li et al. 2015), the authors made research about the privacy and security issues for
underwater sensor networks. They summarize some attacks on underwater sensor net-
works and countermeasures to overcome them. Furthermore, they propose mechanisms

to achieve security and preserve node privacy in such networks.

In (Tomi¢ & McCann 2017), the authors investigated attacks on WSNs. They review the
protocol stack of WSNs, summarize possible attacks at different protocol stacks and give

the consequences of the attacks on network performance. They implement some of these
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attacks using Cooja, the Contiki’s network simulator/emulator, to show their efficacy.

In (Deshmukh et al. 2016), the authors proposed a mechanism to detect blackhole nodes
in the network. They add a validity value in reply packets to detect blackhole nodes.
Although the simulation results are good, an intelligent blackhole attack may fail the

proposed mechanism by resetting the validity value in the same way it is initially added.

In (Jain & Khuteta 2015), the authors proposed deploying the base node (BN) in the
network to detect malicious nodes. According to the proposed scheme, the BN broadcasts
dummy route request packets periodically and waits for replies. As the non-malicious
nodes do not send a reply packet, the BN can list all the nodes sending a reply packet as
malicious nodes. Finally, the BN shares its list of malicious nodes with the normal nodes,
so that normal nodes can block the malicious nodes. This mechanism can prevent the
blackhole attack and increase the delivery ratio. However, the BN is the single point of
failure here and, in case of the failure of the BN, the proposed blackhole attack prevention

mechanism will not work.

In (Patidar & Dubey 2014), the authors proposed a mechanism to protect the network
against blackhole and wormhole attacks. They also try to improve network stability. They
use a counter for checking the correct AODV routing behaviour. In order to monitor the
system, they count the transmitted reply messages. Although, the delivery ratio increases

for proposed system, there is also increasing in the end-to-end delay.

In (Elmahdi et al. 2018), the authors proposed a reliable and secure data transmission
mechanism to mitigate blackhole attacks in Metropolitan Area Networks (MANETS).
MANETSs use the AOMDV routing protocol which is a modifed version of the AODV
protocol. The main aim of the proposed system is splitting transmitted messages into
many parts. All small messages are encrypted using an enhanced homomorphic encryp-
tion scheme. On the receiver side, all received message parts are decrypted. Although the
delivery ratio increases in the proposed mechanism, since one message transforms into

many small pieces, the total end-to-end delay increases. Moreover, the energy usage may
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increase because of the increased total size of the transmitted messages.

In (Kaurav & Kumar 2017), the authors propose to install an Intrusion Detection System
(IDS) to every node in the network. An unique ID has been assigned to all nodes in
the network and the IDS monitors the traffic in the network. When the system detects a
malicious node, it’s information is transmitted to the base station. In this mechanism, the
base station is the single point of failure and, if the base station breaks down, the system
will fail in detecting malicious nodes. Furthermore, having an IDS run every WSN node

adds a significant computational burden.

In (Kumar & Kumar 2015), the authors make improvements on the AODV routing proto-
col to detect blackhole attacks. They propose adding all incoming route reply packets in
a table in the source node. The information from the received Route Reply (RREP) pack-
ets is stored in this table. Also, a threshold value is defined to compare the destination
sequence number. When a RREP is received by a node, it compares the sequence number
of the RREP with the threshold value and decides whether the node that sent the RREP
is malicious or not. The proposed method increases the delivery ratio and throughput.
However, it does not propose a solution for the RREQ packets and may not work if there

is single adjacent node to the source.

All the studies mentioned above show that security is one of the most vital problems facing
WSNs. Hence, there is an urgent need for investigating effective security mechanisms to

increase the security and thus reliability of WSNs.

Although several of the studies mentioned above have made important and valuable con-
tributions for blackhole attack prevention in WSNs, there is a single point of failure in
most of these proposed solutions. Furthermore, many of the proposed existing solutions
do not take advantage of an encryption algorithm. Finally, existing studies focus on only
the reply packets in the AODV protocol. With this study, a solution is proposed which mit-
igates blackhole attacks by focusing on both the request and reply packets in the AODV

protocol. The proposed solution uses encryption and it does not have a single point of
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failure.

2.3 SECURITY ISSUES OF SMART METER DATA COMMUNICATION AND
VEHICULAR COMMUNICATION TECHNOLOGIES

The existing traditional data collection mechanism from electric meters suffers from the
lack of two-way communication and therefore information is collected from smart me-
ters manually. With the integration of wireless communication technology and electric
meters, smart meters have found a wider range of applications. Both utility companies
and customers benefit from using Automatic Meter Reading (AMR) systems based on
smart meters. By monitoring electricity consumption in real-time, utilities can effectively
balance electricity consumption and production, and increase their efficiency, ultimately
resulting in reduced electricity prices which would benefit customers. By using the smart
metering technology having the capability to collect meter data remotely, utilities reduce

their personnel costs.

Since VANET is updated version of Mobile Ad Hoc Network (MANET), it inherits the
security issues related MANETS. In (Lin et al. 2008) the Vehicle Safety Communications
(VSC) protocol is introduced. In VSC, the use of disposable anonymous certificates,
signed by a certificate authority (CA), is offered to achieve privacy. However, if a Cer-
tificate Revocation List (CRL) is used, it is required to revoke compromised and expired
certificates. A growing CRL and the overhead of the distribution of certificates are the

main drawbacks of this system.

In (Isaac et al. 2010), some security problems and fragilities of VANETS are presented.
In VANETS, malicious nodes can easily alter messages. By sending false messages, a
node can mislead other nodes. By spoofing their identity, nodes can also cause Denial-of-
Service (DOS) attacks. Finally, the identity of a vehicle can be obtained by brute force at-
tack. In (Qu et al. 2015), threats and challenges related to VANETS are overviewed. These

include the bogus information attack, the impersonation attack, eavesdropping, message
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suspension and the hardware tampering attack. A summary of some basic ideas are also
presented to mitigate these attacks. The use of symmetric and asymmetric cryptogra-
phy is proposed to authenticate communicated messages. In (Mokhtar & Azab 2015), a
classification of attacks on VANETS that exploit different network layers are presented.
Furthermore, open research areas are presented for securing VANETS against the men-
tioned attacks, and the importance of data verification is emphasized for highly dynamic

VANETsS.

In (McDaniel & McLaughlin 2009), security and privacy challenges of smart grids are
presented. The threat of smart meter data being manipulated by hackers is emphasized. It
is mentioned that the hacking of smart meters can represent a billion dollar bug. Further-
more, privacy issues are pointed out related to customer data collected from smart meters.
It is mentioned that household activities of home customers or trade secrets of business
customers can be detected by sniffing networks and detecting the electricity usage patterns
of customers. In (Hansen et al. 2017), the security aspects of the AMI system is analyzed
and attacks on smart meters are summarized. Some of these attacks are categorized as
theft of data and power, localized and widespread denial of power and disruption of grid.
In addition, the direct and indirect impacts of these attacks are explained. In (Gungor
et al. 2011), critical issues on smart grid technologies and standards are mentioned. A
thorough review for existing communication systems in the smart grids are introduced
and their pros and cons are summarized. The importance of having reliable and secure
end-to-end communication is emphasized for utility companies to prevent billing frauds
and other attacks. In (Deshmukh et al. 2016), the authors proposed a mechanism to detect
blackhole node in the network. They added a validity value to reply packets to detect
the blackhole node. Although the simulation results are good, an intelligent blackhole
attack may fail the proposed mechanism by resetting the validity in the same way that the

authors do.

As pointed out with the studies referred to in this section, the need for reliable and secure

communication, in order to achieve protection against security attacks and provide privacy
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for customers, is clear for both vehicular and smart grid communications. Our previous
studies contributed to drive-by AMR systems by proposing the use of the IEEE 802.11p
protocol by smart meters and public transportation buses collectively for facilitating smart
grid data communication between household smart meters and utility companies (Bilgin
et al. 2016b,a). In the same context, with this study, we address some security issues with

the smart meter data communication and vehicular communication technologies.
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3. DATA COLLECTION MECHANISM FROM SMART METER USING
PUBLIC TRANSPORTATION BUSES

In this study, we explore the existing mechanisms for collecting data from smart meters
and offer a new mechanism based on vehicular networks. Our solution enables collect-
ing smart meter data using public transportation buses by extending the communication
capability of smart meters to IEEE 802.11p. Since IEEE 802.11p allows communication
in ranges up to 1000 m, smart meters within 1000 m of a public bus stop can transmit
their data to the bus stop, and buses passing by the bus stop can receive the data and then

transmit it to a central database via Road Side Units (RSUs).

3.1 PROPOSED SCHEME

In our proposed scheme, shown in Figure 3.1, data flows from houses, which have WAMR
with 802.11p capability, to a bus stop, and then collected data on the bus stop is transmit-
ted to a bus which drives by on its scheduled time. Upon receiving the collected data,
the bus transmits it to the utility company using its on-board wide-band communication
capability. Although we focus on the flow of smart meter data from smart meters to buses
in this study, the proposed scheme would allow reverse data flow as well. For instance, if
the utility control center wants to transmit an alert message to its customers, €.g2. a new
electricity unit price or a new campaign, or if it wants to send a message containing a re-
configuration file, a bus can download this message to the nearby bus stop within minutes,
and finally the bus stop can transmit the message to the corresponding house. In the same

way, regular updates to smart meters could be realized during specific times of the day.

Figure 3.2 shows that Istanbul has a wide and dense network of bus stops and the distance
between two bus stops in a typical urban neighbourhood is around 500 m. As seen in
Figure 3.2 (b) the three neighbouring bus stops in the central Besiktas neighbourhood,

located only 465.1 m and 402.8 m apart. Hence, in urban neighbourhoods of Istanbul,

20



Figure 3.1: (a) Proposed data collecting scheme (b) extended scheme allowing
hop-by-hop communication

House with WAMR which Bus stoj Bus
has 802.11p capability P

(a) (b)

smart meters having a WAMR system with 802.11p capability can easily communicate
with a nearby bus stop. With our proposed scheme, houses outside the direct communi-
cation range of a bus stop, i.e. farther than 1000 m from a bus stop, e.g. in rural areas far
from city centre, can still communicate with a bus stop through an intermediary house, or

through multiple intermediary houses, in a hop-by-hop fashion, as seen in Figure 3.1 (b).

Figure 3.2: (a) Map of Istanbul bus stops (b) distance between neighbouring bus stops
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3.2 PERFORMANCE EVALUATIONS

The performance of the proposed data collecting mechanism is investigated in this part.

We conducted our performance evaluations using the ns-2 (NS-2 2011) simulator with
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different numbers of sensor nodes.The log-normal channel parameters used for the simu-

lations was experimentally determined by (Kunisch & Pamp 2008).

Wireless channel suffers from multi-channel effects, fluctuations in received signal strengths
(fading), environmental characteristics such as outdoor, indoor, etc., and environmental
effects such as noise (Nabar et al. 2004, Rappaport 2002). Also, there may be diffraction,
scattering or reflection on the propagated signal wave. All these factors lead to decreased
signal strength at the receiver since distance between the source and destination increases
(Bilgin & Gungor 2012a, Zamalloa & Krishnamachari 2007). The following features of
radio channels cause the fading phenomenon (Cerpa et al. 2003, Zhao & Govindan 2003,
Ganesan et al. 2002):

1 Asymmetrical links: Connectivity between nodes may be different,
i1 Non-isotropic connectivity: Connectivity may not be same in all directions,

iii Non-monotic distance decay: Nodes far away from the source may get better con-

nectivity compared to nodes th