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iIn ithis iwork, ia inovel ipixel ipermutation i-diffusion imethod ifor iimage iencryption. iThe 

ioutput itrajectory iof ichaotic isystem iis ivery iunpredictable. iTherefore, ibased ion ithe 

iunpredictable icharacter, iwe iuse ithe ichaotic isequences igenerated iby ichaotic isystems 

ias iencryption icodes i(keys) iand ithen iimplement ithe idigital-color i(rgb) iimage 

iencryption iwith ihigh iconfidential isecurity. iEncryption ialgorithm iis idivided iinto itwo 

iparts, ipermutation iprocess iand idiffusion iprocess. iIn ithe ipermutation iprocess, ithe 

ialgorithm iintroduces iplain-text ifeedback imechanism ithat imakes ithe ipermutation 

ieffect inot ionly iassociated iwith ithe ichaotic isequences, ibut ialso irelated ito iplain-text, 

iin ithis istage, iimage iis iscrambled iin irow ithen iin icolumn iusing iAizawa iand iTSUCS 

ichaotic isystems irespectively. iAnd iin ithe idiffusion iprocess, iSun iWan ichaotic isystems 

isequence iare iused ito ieffectuate iXOR ioperation iof ipixels iand ichaos ivalues ito iget 

ifinal iencrypted iimage. iBy iseveral iexperimental itests isuch ias ihistogram ianalysis, ikey 

ispace ianalysis, iand istatistical ianalysis ishows ithat ithe iproposed ialgorithm ifor ian 

iimage icryptosystem iprovides ian iefficient iand isecure iway ifor iimage iencryption. 

Keywords: iChaos iEncryption, iImage iEncryption, i3D iChaos iSystem 
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1. INTRODUCTION 

This ichapter idescribes ithe istatus iof iinformation ihiding itechnology. iIt iwill iserve ias ian 

iintroduction ito ithe ibackground iof ithis iresearch. iThe imotivation iof ithe iresearch, 

ithe iresearch iproblems iof iexisting iimage iencryption ischemes itechnologies. iThe 

ichapter ifinished iwith iin ibrief iintroduction iof ithe ioverall istructure iof ithis ithesis. 

1.1 BACKGROUND 

With ithe irapid idevelopment iof iinformation itechnology, imultimedia idocuments ihave 

ibecome ia icentral ielement iin ithe ivarious ifields iof iapplication. iIndeed, ithey iare itools iof 

iessential iwork iin ibiomedical, iin isatellite iand iastronomical iimagery, iin ifilm iproduction, 

ior iin iindustrial icomputer iscience. iThis iphenomenal idevelopment ihas inot ibeen idone 

iwithout ithe iconcern iof iillegal imanipulation isince ianyone ican ieasily icopy, imodify iand 

idistribute idigital iimages iwithout ithe irisk iof idamaging ithem. iThese iillicit imanipulations 

iare ia icentral iproblem ifor ithe isecurity iof iany isystem: ithe istate, ia icompany, ior ian 

iindividual. iHence, ithe iimportance iof iprotecting ithese imultimedia idocuments iagainst 

iunauthorized iaccess ior idistribution. 

Therefore, ihow ito ieffectively iprotect icopyright iand ithe isecurity iof iinformation ihas 

ibecome ian iurgent ipractical iproblem. iTraditional iencryption itechniques ican isimply 

iguarantee ithe isecurity iof idigital imedia iinformation iduring itransmission; ihowever, ithere 

iare istill isome ilimitations ito iprotecting ithe iintegrity iof idigital imedia icontent iand 

ipreventing iunauthorized icopying. 

In irecent iyears, iseveral iimage iencryption ialgorithms ihave ibeen iproposed. iImage 

iencryption itechniques imix ithe ipixels iof ithe istandard iimage iand ireduce ithe iassociation 

ibetween ithe ipixels, iso ithat iany iopponent icannot imodify ithe iencrypted iimage. iThe 

ichaotic iencryption imethod iseems ito ibe imuch ibetter iday iafter iday. iChaos-based 

icryptographic ialgorithms iare ione iof ithe inewest iand imost ieffective iways ito idevelop 

isecure iimage iencryption itechniques. 
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1.1  IRESEARCH IMOTIVATIONS 

With ithe igrowing ipopularity iof inetwork iand ithe idevelopment iinformation iprocessing, ia 

ihigh ipercentage iof idigital iimage iinformation itransmission iin ithe inetwork iare irelated ito 

ipersonal iprivacy iand iconfidential isecrets. iIt iis iundoubtedly iimportant ito iensure 

iinformation isecurity. iData iencryption iis ian iimportant imeasure ito iensure idata isecurity iin 

ia inetwork ienvironment; ihowever, iat ithis istage, imost iof ithe iencryption iand 

iauthentication ipassword isystem istructures iare itext imessages, ibecause idigital iimages 

iinvolve ilarge iamount iof idata iand ihigh iredundancy; icurrent iencrypting imethods ihave 

imore ior iless ishortcomings. iThus, ito iensure isecure itransmission iof iimages iin ithe 

inetwork, ithe inew istudy iof idigital iimage iencryption imethod, ihas ibecome ian iurgent ineed. 

iThis ithesis iintroduces ia inew itechnology ithat icombines ithe iimage iprocessing 

itechnologies iwith ithe imodern ichaotic icryptography itechnology. 

Through icomputer inetworks, iit iis ivery iconvenient ifor ipeople ito iwork iand ito ihave iaccess 

ito istudy iresources; iresource isharing ihas ibecome imuch ieasier. iBut, ipeople ihave ito iface 

ivarious isecurity iproblems iin ithe imeantime. iAccording ito istatistics iworldwide, ia ihacking 

iincident itakes iplace inearly ievery i20 iseconds. iA ivariety iof isecurity iincidents iresult iin ithe 

iloss iof iover i$17 ibillion iin ithe iU.S ievery iyear. i[1] iInformation ihacking iincident ihas 

iincreased i250% iin ithe ipast i5 iyears, inearly i99% iof ibig icompanies isuffer ia ivariety iof 

ihacking iincidents, iand ieven iRAS isecurities iwebsites iwere iattacked. i 

The icomplexity iand ithe iflexibility iof inetwork ienvironment idetermine ithe iexistence iof 

inetwork isecurity ithreats. iDigital iimages iin inetwork itransmission iare iprone ito ia ivariety 

iof iman-made iattacks, iincluding iinformation itheft, idata itampering, idata ideletion, iand 

ivirus iattacks, iwhich icause ihuge ilosses ito ithe iinformation iowners. iTherefore, ihow ito 

iensure iinformation isecurity iof ithe iimage ihas ibecome ia ihot iissue. 

Cryptographic itechniques ican ibe iused iprimarily ito iprotect iinformation isecurity. iA isound 

ipassword isystem ican inot ionly iguarantee ithe iconfidentiality iof iinformation, ibut iis iuseful 

ito iensure ithe iintegrity iand iauthenticity iof iinformation. iThe ichaotic iencryption 

itechnology iis ian iemerging iencryption itechnology ithat iuses ichaotic isignals igenerated iby 

ichaotic isystem ifor iencryption, iwhich ihas ifine ifeatures iof ithe ipassword isuch ias ibeing ia 

iclass iof irandom ichaos, iand iextremely isensitive ito iinitial iconditions. iThus, ithe iuse iof 

ichaotic isignals ican ihelp ibuild ia igood iencryption isystem. iBesides, ithe ichaotic iencryption 



3 

 

isystem ican ibe isimply iimplemented iand irun ifast; iit iis isuitable ifor iimage iencryption iwith 

ilarge iamount iof idata. i[2] 

To iensure ithe isecurity iof idigital iimage iinformation, ithere iare itwo ieffective iprotective 

imeasures. iThe ifirst ione iis idigital iwatermarking itechnology, iwhich iembeds ia iwatermark 

iin ian ientire iimage ito ieffectively iprotect idigital icopyright. iBut ithis imethod iis inot iable ito 

ichange ithe iappearance iof ian iimage, iwhich iis inot isuitable ifor ithe iconfidential ineeds iof 

iimage. iThe iother imethod iis iimage iencryption. iThrough iencrypting ioperations iof ithis 

imethod, ithe ioriginal iimage iis itransformed ito iinformation isimilar ito ichannel irandom 

inoise, iand isuch irandom inoise iis inot irecognizable ito ipeople iwho ido inot ihave ithe 

iencryption ikey. iWith ithe ifast igrowth iof inetworking itechnology, iimage iencryption 

itechniques ihave igood iapplication iprospects. 

For iimage iencryption, ipeople iused ito iencrypt iimage iby itraditional iencryption 

ialgorithms. iBased ion ithe isecret ikeys iused iin ithe iprocesses iof iencryption iand idecryption, 

itraditional iencryption imethod ican ibe idivided iinto iasymmetric-key icryptography i(also 

iknown ias isecret ikey iand ipublic-key) iand isymmetric-key icryptography i[2] i. iSymmetric-

key icryptography ialgorithm iuses ithe isame ikey ifor iencryption iand idecryption i, iand ionly 

icommunicating iparties iknow ithe isecret ikey, iwhich ican iencrypt ior idecrypt imessage, isuch 

ias iDES i(Data iEncryption iStandard), iand iIDEA i(International iData iEncryption 

iAlgorithm). iIn ian iasymmetric ikey iencryption, ithe iencryption iand ithe idecryption ikeys 

iare idifferent. iEncryption ikey iis iknown ito ieveryone iand ionly ithe iintended irecipient ihas 

ithe ikey ito idecrypt ithe imessage. iThe itypical ialgorithms isuch ias iRSA i(invented iby iRivest, 

iShamir iand iAdleman) iand iElGamal iare itypical isamples iof ithis itype. iIn itheory, ithe iimage 

ican ibe iencrypted ithrough itraditional iencryption itechniques, ibut imost itraditional 

iencryption itechnologies iare ibased ion itext idesign iwithout iconsidering ithe iinherent 

icharacteristics iof iimages, ithus, iusing ithe iabove iapproach iis inot ionly iinefficient ibut iless 

isecure. iTo isolve ithese iproblems, imany ischolars iturn ito iimage iencryption ialgorithms. 

iSome iof itheir itypical iapproaches iwill ibe iintroduced iin ithe ifollowing: 

▪ Arnold itransforms: 

Arnold itransform ican ibe iconsidered ias istretching, icompressing, ifolding iand imatching 

iprocesses. iThrough ithese iprocesses, iS ipoint iin idiscrete idigital iimage imatrix ican ibe 

irearranged. iDiscrete idigital iimage iis ia ikind iof ifinite iset. iThe iresult iof isuch itransforms 
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ican icause ichaotic iof iposition ichanges iof ipixels iin iS iset. iBut ithe irepeated iiterations iof 

isuch ifinite iset iis iperiodical; itherefore, ireversion iphenomena iwill ioccur iafter ifinite 

iiterations, iwhich iis icalled iPoincare irecurrence itheorem. i[3] iThus, iif iencryption 

ialgorithm iis iobtained, iplain itext ican ibe irecovered iby iany istatus iof icipher itext iperforming 

iiterations. iThe itype iof iattack ioften ilast ivery ishort itime, iwhich imeans ithe ibreaches iof 

isecurity iand iconfidentiality iexist. iOn ithe iother ihand, ithere iare isome ishortcomings 

isimilar ito iArnold itransform iexisting iin iHilbert ipixel ireplacement iencryption. iAlthough 

ithese ireplacement itechnologies ido inot ihave imuch icipher ifeatures, ithey ican ieffectively 

iscramble iinput isequence iof iplain itext, iwhich ican ieffectively icover iup istatistic 

icharacteristics iof ithe iplain itext iin iorder ito iresist istatistic iattacks. iHence, ieven ithough ithe 

iArnold itransform ican istructure ione iof ireplacement iparts iof ispace; iit iis inot isuitable ito ibe 

ian iindependent icryptosystem. 

▪ SCAN ilanguage iencryption: 

SCAN ilanguage iis ian iefficient itwo-dimensional ispatial idata iaccess itechnology. i[4] i iIt 

ican iconveniently igenerate imassive iscanning ipaths ior ispace-filling icurves, iwhich ican 

itransform itwo-dimensional iimage idata ito ione-dimensional idata isequence, iand ithen iuse 

idifferent iscanning iword ito irepresent idifferent iimage icipher itext. iCommercial iencryption 

ialgorithms isuch ias iDES iand iIDEA iare itwo iexample ialgorithms. iThis itype iof iencryption 

ialgorithm idoes inot icompress idata ifor ioriginal iimage idata, ibut iscanned itext iwords ican ibe 

icompressed iwithout ilosses. iIn igeneral, ithis ialgorithm iis inormally iused ito iprocess 

imassive idata, ialthough ilossless icompression iis iapplied ifor iscanning iwords. iUnder 

inormal icircumstances, icompression iratio iis inot ihigh; iit ican ionly iutilize ithe iconvenience 

ithat iSCAN ilanguage itransforms i2D idata ito i1D idata. iData isecurity idepends ion icommon 

icommercial icipher. iDuring ithe iencryption iprocess, i2D idata ishould ibe itransformed ito i1D 

idata ifirst; ithus, ipretreatment iwindow itime iis ineeded, idecrypted idata ineeds ito ibe 

irearranged, iand ithe iefficiency iis inot ihigh. iLike iRSA, iDES iand iAES ialgorithms, ithe 

iSCAN ialgorithm iis ialso ione iof iblock iencryption. iCompared iwith istreaming iencryption, 

iblock iencryption iis ia idirect imethod, ibut ithe ibiggest iproblem iis ithat iit irequires ias ismall ia 

isecret ikey ias ipossible, iso ithat imemory ispace iand ioperation itime ican ibe iminimized. i[5] 

iSCAN ilanguage iencryption iis iclassified ias ithree itypes; ithey iare iscan ipatterns, ipartition 

ipatterns iand imixed ipatterns. i 
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▪ Chaotic iencryption itechniques: 

Since i1992, ichaotic isecure icommunication ihas ievolved ifor igenerations. iChaotic 

imasking iand ichaotic ishift ikeying ibelongs ito ithe ifirst igeneration iof ichaotic isecure 

icommunication itechnology; ithe isecurity iis inot istrong, iand iits ipracticability iis igreatly 

iretarded. iChaotic imodulation iis ithe isecond igeneration iof ichaotic isecure icommunication 

itechnology. iAlthough ithe isafety iof ithe isecond igeneration iis ibetter ithan ithe ifirst, iit istill 

ifalls ishort iof icustomer isatisfaction. iThe ithird igeneration iis ichaotic iencryption 

itechnology. iThis imethod icombines ithe ibenefits iof ichaos iand icryptography, iand iit ihas ia 

ivery ihigh isafety iperformance. iIt iis ifollowed iby isynchronization ipulse iof ichaotic 

icommunication, iwhich iis ithe ifourth igeneration iof ichaotic isecure icommunication ian itis 

itechnology iwill ibe ithe icenter iof iour iinterest iin itis iwork i. i 

1.2 RESEARCH IPROBLEM 

In iorder ito idesign ihyperchaotic iscrambling isystem ifor idigital iimages, ithe ifollowing 

iproblems iwill ibe iaddressed iin ithis iresearch iwork. 

(1) What’s ialgorithm isuitable ito iscrambling 

The ilack iof irobustness iand isecurity iare iimportant iproblem ifor isecret ikey, ibut ithe 

idevelopment iof icommunication itechnology irequires, ithese iproblems iwill inot isolve. iWe 

ifound isingle ichaotic isystem iis isimple ithan ihyperchaotic isystem. iA isingle ichaotic isystem 

iis ieasy ito iimplement; ibecause iof ithis, iit ican ieasily ibe icracked, ias iwell ias ilimited iby ithe 

icomputer iword ilength. iThe iscrambling iimage iwill ireturn ito iits ioriginal istate ithat iafter ia 

icertain inumber iof iiterations ifrom ithe isingle ichaotic isystem. iThe ihyperchaotic isystem 

ihas icomplex icharacteristics iand iunpredictable. 

(2) How ito iimprove ialgorithm ifor idigital iimage iencryption: 

The ihyperchaotic iencryption ispeed iis islower ithan isimple ichaotic. iFor inow, ithe 

idevelopment iof itechnology idepends imore iand imore ion ithe idigital iimage iand ihigh 

iresolution iphoto iare irequired ifor isharp ireproduction iin iour ilife. iThe iencryption iprocess 

ican itake ia ilong itime ior ioutage. iTherefore, ibuilding ia ihighly iagile icontrol isystem ithat 

ihyperchaotic ialgorithm iis iused ito iimprove isecret ikey ispace, irandomly iand iencryption 
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ispeed. iChapter i4 iwill iillustrate ithis iproblem iand imake ispecific iimprovements. 

(3) What’s ibetter itechnology ito ihidden iimage? 

Chaos itheory iis ia ibranch iof imathematics ithat ideals iwith inon-linear iphenomena. iThese 

iphenomena iinclude iweather, ifinancial imarkets, iorganizational ibehavior, ipredicting 

iepileptic iseizures, ifractals iand iother icomplex ireal-world iphysical iphenomena. iChaotic 

iphenomena iare icharacterized iby ithe ifact ithat ithey iare iseemingly irandom, ibut ihave ia 

iprecise imathematical iformulation. iHence, igiven isome iother iparameters ithey iare 

irepeatable/reproducible/predictable iand iyet iapparently irandom. iThe iproperties irequired 

iby icryptography iare ireadily isatisfied iby ichaotic ifunctions ivia itheir iproperties iof i(a) 

isensitive idependence ion iinitial iconditions i(function iparameters), i(b) itopological 

itransitivity iand i(c) ierodicity i(randomness). iThis imakes ichaos itheory ia igood, iattractive 

ioption ifor icryptography. iThus iwe isee ithat iChaos itheory ihas icome ia ilong iway ifrom ithe 

itime ia ibutterfly iflapped iits iwings iin ithe iminds iof iFeigenbaum iand iLorentz, iespecially iin 

iits iapplication ito icryptography iand ito iimage iencryption. 

(4) How ito itest ithe iperformance ievaluation iof iproposed ialgorithms 

Based ion ithese iresults, iperformance ievaluation iof iproposed iencryption ialgorithms iare 

ithe ichaotic iscrambling iand ithe iwatermark iencryption. iBy icomparing ithe ianalysis iresult 

iwith ithe ibit ierror irate iand inormalized icorrelation ifor ithe iscrambled iimage iand ioriginal 

iimage, iand ithe iextracted iimage iand ihost iimage. 

1.3  IRESEARCH IOBJECTIVES 

A iwide irange iof iapplied imultimedia idelivery iin ithe ifuture inetwork iis ibecoming 

iincreasingly iprevalent. iInformation isecurity iproblems ihave ialso ibecome iincreasingly 

iprominent iespecially iimage icryptography ifor isecure itransmission. iHowever, 

itraditional iencryption imethods ifor idigital iimage iare ilimited. iTherefore, iit iis inecessary 

ito iexplore inew ifeatures ifor iimage iencryption. iChaotic iencryption iis ia inew itechnology 

ithat idevelops irapidly iin irecent iyears. iThe itechnology, iwith iits ifeatures iof isimplicity, 

ifast iencryption, iand ihigh isecurity, iis ivery isuitable ifor iimage iencryption. iHowever, idue 

ito ishort idevelopment itime, iit iis istill inot iperfect iand ineeds ito ibe ifurther istudied. iThis 

imajor iwork iis idivided iinto istudying ithe iorigin iof ichaos iand iconducting isimulation 
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ialgorithm. iThrough ianalyzing iand isummarizing, ithe ipros iand icons ifor ivarious 

ialgorithms ican ibe iobtained. iBased ion ithe imodern icryptography, ia imore imulti-

dimensional ichaotic iimage iencryption isystem iis idesigned; iin-depth iexposition iof isome 

ikey iissues ion ithe isystem iwill ibe imade, isuch ias iachieving imulti-dimensional ichaotic 

isystem iand ispecific isteps iof ithe iencryption iprocess. 

In iorder ito iemploy ichaos itheory ito ia ilarger iextent, iwe itry iand icombine ithe iconfusion 

iand idiffusion imechanisms iusing isome ichaotic ifunctions. iWhen iwe iconsider ithe ibinary 

irepresentation iof ithe iintensities iof ithe iimage iat ieach ipixel ilocation, iwe iobserve ithat 

ievery iimage iis iinherently i3D iin inature. iThe iworking iof ithe idiffusion imechanism i- ia 

isubstitution ifunction iof ithe igray ilevel iintensities i- imotivated ius icombine iconfusion iand 

idiffusion iby ia icommon imechanism ion ithe i3D iview iof ithe iimage, iusing ichaos itheory. iIn 

isummary, iwe iprovide ia 

• iMathematic istudy iof imultidimensional ichaotic isystemes iand iPerformance iin iimage 

iencryption. 

• iWay ito iintegrate iconfusion iand idiffusion imechanisms. 

1.4  ISTRUCTURE IOF ITHE ITHESIS 

Chapter i(1) iintroduces ithe ibackground iof ithe iinformation ihiding itechnologies, ithe 

imotivations iof ithe iresearch, ithe iresearch iproblems, iobjectives, imethodology iand ithe 

istructure iof ithe ithesis. iChapter i(2) idescribe ifundamental iconcept iand idefinition iof 

icryptography itheory, ichaos iconcept ibasis iand iconnection ibetween icryptography iand 

ichaos. iChapter i(3) ipresents ia iliterature ireview iof ichaotic itheories, ichaotic icipher 

ialgorithms, iand ichaotic iencryption ialgorithm iproblems. iChapter i(4) iproposes ito iencrypt 

iimages ibased ion ia ihyperchaotic isystems. i 
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2.  IPRELIMINARY IKNOWLEDGE 

In ithis ichapter ithe irelationship ibetween icryptographic iand ichaotic isystems iis ianalyzed. 

iMain idefinitions iabout icryptography iand ichaotic idynamics iare idiscussed. 

2.1 CRYPTOGRAPHY I 

Cryptography iis ithe istudy iof imathematical itechniques irelated ito ithe iaspects iof 

iinformation isecurity isuch ias iconfidentiality, idata iintegrity, ientity iauthentication, iand 

idata iorigin iauthentication. iPractical icryptography iis ithe istudy iof ithe imethods iof ithe 

iencryption iof ithe iinformation, icreation iof ithe idigital isignature, ithe icontrol iof ithe ikeys 

iand ithe icertificates. iCryptanalysis iis ithe iopposite iof ithe icryptography. iCryptanalysis 

istudies ithe idecryption iof ithe icipher iinformation iwithout iknowledge iof ithe ikey. 

iCryptology iis ia ipart iof ithe imathematics istudy iabout ithe imathematical ifooting iof ithe 

icryptography iand icryptanalysis imethods. iIn ithe icurrently isection isome ipreliminary 

iknowledge iabout icryptography iis iintroduced. 

2.2 CRYPTOGRAPHICAL ISYSTEM 

As imentioned, ia icryptosystem iis ia isystem iin iwhich iinformation ican ibe imade 

imeaningless ito iall ipeople iexcept ithe iintended ireader. iIn ia icryptosystem, ithe isender 

i(usually icalled iAlice) iencrypts ia iplaintext ito ia iciphertext ibefore isending iand ithe 

ireceiver i(usually icalled iBob) idecrypts ithe iciphertext ito iobtain ithe iplaintext, isee iFig. i1 

iThe iterm iplaintext imeans ithe ioriginal imessage ior iinformation, iwhich ican ibe ia icompany 

ibusiness iplan ior ia ipersonal imedical irecord, ietc., ithe iencryption iprocess imake ithe 

ioriginal iinformation iunreadable ito igeneral ireaders. iThe iciphertext iis ithe iencryption 

iprocess's ioutput iwhich iis inot irecognizable. iThe idecryption iprocess iconverts ithe 

iciphertext iback ito iplaintext ifor ithe iintended ireaders. 

From ithe imathematical ipoint iof iview, ithe icryptosystem i𝑆 = (𝑋, 𝑌, 𝐾, 𝑓) ifi iis ithe 

itransformation iof ithe iinformation 𝑖𝑓:𝑋×𝐾→𝑌, idefined ion ithe ispaces i𝑋, 𝑌, 𝐾  iwhich 

iwas ithe iinitial istates, ithe ifinal istates iand ithe ikeys irespectively. iCondition ix i∈ iX iencode 

isome iuseful iinformation. iIn ithe icomputer icryptography ispaces iX i⊂ i{0, i1} i∗, iY i⊂ i{0, 

i1} i∗, iK i⊂ i{0, i1} i∗, iand ithe itransformation if iis igiven iby ithe ialgorithm irealized iwith ia 
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iTuring imachine. iThe itransformation if ican ibe iconsidered ias ithe iiteration ifunction iof ithe 

iCryptographical ialgorithm i(Fig. i1). iIn ithis icase, ithe icryptosystem igenerates ithe 

isequences iof istates i 𝑖 𝑖𝑥0, 𝑥1, 𝑥2, 𝑥2, … 𝑥𝑖  i, iwhere i𝑥𝑖 = 𝑓(𝑥𝑖−1, 𝑖𝑘), 𝑖𝑥0 ∈ 𝑋 𝑖, 𝑖𝑘 ∈ 𝐾. iThis 

isequence iis icalled ia itrajectory ior ithe iorbit iof ithe isystem. iThe ioverall iorbit iis idetermined 

iby ithe iinitial istate ix0 iof ithe isystem iand ithe iparameter ik. iSuch ia isubsequent 

itransformation iof isome istate iby ithe iapplication iof ithe isame iprimitive ifunction ican ibe 

iseen iin ithe iblock iciphers, istream iciphers, ipseudo-random ibit igenerators, ietc. iThus ia 

icryptosystem ican ibe iunderstood ias ia idynamic isystem i 𝑖 𝑖𝑆=(𝑓,𝑋,𝐾) i, iKi iwith ia 

inonlinear ifunction if, ithe istate ispace iX, iand ithe iparameter ispace iK. iAs iit iwill ibe ishown 

ibelow, ithe irequirements ifor icryptosystems iare iinterrelated iwith ithe iproperties iof ithe 

ichaotic isystems. 

 

Figure 2.1: iThe iCryptographical isystem. 

 

2.3 MAIN IDEFINITIONS IRELATED ITO ICRYPTOGRAPHY 

Main idefinitions irelated ito icryptography iare ipresented ibelow i[6]: 

▪ 𝐴 iDenotes ia ifinite iset icalled ithe ialphabet iof idefinition. iFor iexample, i𝐴 = {0,1}, 

ithe ibinary ialphabet, iis ia ifrequently iused ialphabet iof idefinition. iNote ithat iany ialphabet 

ican ibe iencoded iin iterms iof ithe ibinary ialphabet. iFor iexample, isince ithere iare i64 ibinary 
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istrings iof ilength isix, ieach iletter iof ithe iCzech ialphabet ican ibe iassigned ia iunique ibinary 

istring iof ilength isix. 

▪ 𝑀 iDenotes ia iset icalled ithe imessage ispace. iM iconsists iof istrings iof isymbols ifrom 

ian ialphabet iof idefinition. iAn ielement iof iM iis icalled ia iplaintext imessage ior isimply ia 

iplaintext. iFor iexample, iM imay iconsist iof ibinary istrings, icomputer icode, iEnglish itext, 

ietc. 

▪  i𝐶  iDenotes ia iset icalled ithe iciphertext ispace. iC iconsists iof istrings iof isymbols 

ifrom ian ialphabet iof idefinition, iwhich imay idiffer ifrom ithe ialphabet iof idefinition ifor iM. 

iAn ielement iof iC iis icalled ia iciphertext. i 

▪ 𝐾  idenotes ia iset icalled ithe ikey ispace. iAn ielement iof iK iis icalled ia ikey. i 

▪  iEach ielement i𝑒 ∈ 𝐾  𝑖 iuniquely idetermines ia ibijection ibetween iM iand iC, idenoted 

iby𝐸𝑒. i𝐸𝑒  iIs icalled ian iencryption ifunction. iNote ithat i𝐸𝑒  imust ibe ia ibijection, ii.e. ione-to-

one imapping ias ithe iprocess iis ito ibe ireversed iand ia iunique iplaintext imessage irecovered 

ifor ieach idistinct iciphertext. 

▪  iFor ieach id i∈ iK, i𝐷𝑑  idenotes ia ibijection ifrom iC ito iM i(i.e., i𝐷𝑑: i𝐶 → 𝑀). iDd iis 

icalled ia idecryption ifunction ior idecryption itransformation. 

▪  iThe iprocess iof iapplying ithe itransformation i𝐸𝑒  ito ia imessage i𝑚 ∈ 𝑀 iis iusually 

ireferred ito ias iencrypting im ior ithe iencryption iof im. i 

▪ The iprocess iof iapplying ithe itransformation i𝐷𝑑  ito ia iciphertext ic iis iusually 

ireferred ito ias idecrypting ic ior ithe idecryption iof ic. i 

▪  iAn iencryption ischeme iconsists iof ia iset i{𝐸𝑒  i: ie i∈ iK} iof iencryption 

itransformations iand ia icorresponding iset i{𝐷𝑑  i: id i∈ iK} iof idecryption itransformations 

iwith ithe iproperty ithat ifor ieach ie i∈ iK ithere iis ia iunique ikey i𝑑 ∈ 𝐾  isuch ithat i𝐷𝑑 = 𝐸𝑒
−1

 i; 

ithat iis, i𝐷𝑑(𝐸𝑒(𝑚)) = 𝑚 i i i i i i i(1) 
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Figure i2.2: iThe iclassical iencryption/decryption ischeme. 

For iall im i∈ iM. iAn iencryption ischeme iis isometimes ireferred ito ias ia icipher. i 

▪ The ikeys ie iand id iin ithe ipreceding idefinition iare ireferred ito ias ia ikey ipair iand 

isometimes idenoted iby i(e, id). iNote ithat ie iand id icould ibe ithe isame. iIf ie i= id, ithen ithe 

icryptosystem iis irefereed ias ithe isymmetric ione. i 

▪  iTo iconstruct ian iencryption ischeme irequires ione ito iselect ia imessage ispace iM, ia 

iciphertext ispace iC, ia ikey ispace iK, ia iset iof iencryption itransformations i{𝐸𝑒  i: ie i∈ iK}, iand 

ia icorresponding iset iof idecryption itransformations i{𝐷𝑑  i: id i∈ iK}. 

▪  iFig. i1.2 iillustrates ithe iclassical iencryption/decryption ischeme. 

2.4 ENCRYPTION ISCHEMES, ITHEIR ICLASSIFICATIONS IAND 

IPROPERTIES 

Encryption ischeme ican ibe iwritten iin ithe ifollowing iform: i 

                                                        𝑆 = (𝐸, 𝐷,𝑀, 𝐶, 𝐾), i i i I                                                                                      i i i(2.2) 
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where, iE i: iM∗ i× iK i→ iC∗ iand iD i: iC i∗ i× iK i→ iM∗ i, isuch ithat ifor ieach ikey ie i∈ iK iexists ia 

iunique ikey id i∈ iK iand i𝐷𝑑 = 𝐸𝑒
−1

 i, ithus i 

                                ∀𝑚 ∈ 𝑀, 𝑖𝑒 ∈ 𝐾  ii i i i∃𝑑 ∈ 𝐾  𝑖:  i i i i i𝑚 = 𝐷(𝐸(𝑚, 𝑒), 𝑑), i                                         i i i(2.3) 

Practically, ischeme iis iassigned iby ialgorithms iE, iD iand ispaces iM, iC, iK. 

Encryption isystems ican ibe iclassified ion ithe ibasis iof imethods iof ikey idistribution, ior 

istructure iof ithe iencryption ialgorithm. iAccording ito ithe ikey idistribution, iencryption 

isystems iare icategorized ias isymmetric isystems iand iasymmetric isystems 

2.4.1  iPrivate iKey iCryptosystems 

In ithe iprivate ikey icryptosystem ior isymmetric isystems, ishown iin iFig. i3, iall iusers iin ithe 

icommunication inetwork i(Bob, iand iAlice iin ithis iexample) ishare ithe isame ikey i(Ke i= 

iKd). iBoth iencryption iand idecryption iare idone iusing ithis ikey. iThis itype iof isystems 

idepends ion ithe iassumption ithat ithe iadversaries icannot iobtain ithe isecret ikey iwhich iis inot 

ialways ipractical. iExamples iof isymmetric iencryption iare: ithe iAdvanced iEncryption 

iStandard i(AES), iInternational iData iEncryption iAlgorithm i(IDEA), iand iRC4. 

 

 

 

 

 

 

Figure i2.3: iPrivate ikey icryptosystem ischeme 
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In iterms iof ithe ioutput idata, isymmetric iencryption isystems ican ibe iclassified iinto iblock 

iciphers ior istream iciphers: 

▪ Stream iciphers 

A istream icipher iis ia itype iof iprivate ikey iencryption iwhere ithe istream icipher ialgorithm 

igenerates ikey istream. iThe ikey istream ibits iand ithe iplaintext ibits iare icombined itogether, 

iusually iwith ithe iexclusive-or i(XOR) ioperation, iand ithen ithe iresult ifor ithis icombination 

iis ithe iciphertext. iStream iciphers iare iconsidered imuch ifaster iwith ilower ihardware icost 

ithan ithe iblock icipher ialgorithms i[7]. 

 

Figure i2.4: iStream ichiper 

 

▪ Block iCiphers 

A iblock icipher iis ia iprivate ikey iencryption ithat iencrypts ia ifixed-length iblock iof iplaintext 

iinto isame ilength iof iciphertext iblock. iThe iencryption iand idecryption iin ithe iblock icipher 

iare iperformed iby iusing ithe isame isecret ikey. iTypically, ia iblock icipher ithat itakes ithe 

iinput i64-bit iblock iof iplaintext imust iproduce ithe ioutput i64-bit iblock iof iciphertext 
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Figure i2.5: iBlock icipher. 

2.4.2  iPublic iKey iCryptosystems 

On ithe iother ihand iPublic ikey icryptosystem ior iasymmetric isystems, ishown iin iFig. i6, 

idepend ion idifferent iclass iof imathematical itransformations iin iwhich ieach iuser iin ithe 

inetwork ihas itwo ikeys: ipublic iand iprivate ikeys. iThe ipublic ikey iof ieach inode iis 

iannounced ito ievery iother inode iwhereas ithe iprivate ikey iis ihidden. iMessages iare 

iencrypted iusing ithe ireceiver’s ipublic ikey iand ican ionly ibe idecrypted iby icorresponding 

iprivate ikey i(Ke i≠ iKd). iThe ikeys iare irelated imathematically ithrough ian iirreversible 

ifunction iand ithus ithe iprivate ikey icannot ibe iderived ifrom ithe ipublic ikey. iExamples iof 

iprivate ikey iencryption iare: iDigital iSignature iAlgorithm i(DSA), iand iRSA. 

 

Figure i2.6: iAsymmetric isystems 

2.5 CHAOS IAND ICRYPTOGRAPHY 

In ithis isection, ithe idefinitions iof ithe idynamic iand ichaotic isystems iare iintroduced. iThe 
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irelationship ibetween ithe iproperties iof ichaotic iand icryptographic isystems iis igoing ito ibe 

idiscussed ias iwell. 

2.5.1  iDynamical iSystems 

In imany icases, isystems ithat ibehave iclose ito ilinear iare imore ipredictable, ii.e. ithe ioutput iis 

ia idirect ifunction iof ithe iinput. iAs ithe inonlinearities iof ia isystem ibecome istronger, ithose 

ioutcomes ibecome iless ipredictable. iThis iis ithe icase ifor idynamical isystems ithat iexhibit 

ichaotic ibehavior. iDynamical isystems iare imathematical imodels ithat iprovide ia irule ifor 

ihow ithe isystem ichanges irelative ito itime i[8]. iThe istate iof ia idynamical isystem ican ibe 

ivisualized ias ia ipoint iand ithe iphase-space iof ithe isystem iis ithe iset iof iall ipossible istates. iIn 

imany icases, ia idynamical isystem iis ithe iapproximation iof ia isystem’s itrue idynamics iwhich 

ican ibe ialtered iby iinteractions iwith iother isystems ior iby itime iscales ithat icannot ibe 

iincorporated iinto ithe imodel. iThese itime iscale ichanges iare ioften ivery islow iand iare 

itherefore iincorporated ias iparameters. iThe iset iof iall ipossible iparameters iis ioften irefered 

ito ias ithe iparameter ispace ior icontrol ispace. iThere iare itwo itypes iof idynamical isystems, 

idiscrete-time iand icontinuous-time. iContinuous-time idynamical isystems ican ibe 

irepresented iby ia isystem iof ifirst iorder idifferential iequations, ix˙ i(t) i= iF’(x(t)) iand iare ioften 

ireferred ito ias iflows. i 

(1) Continuous idynamical isystem iS i=< iX, iK, if i>, idepending ion ithe iparameters, ican 

ibe ipresents iby ithe ifollowing iequation: 

                                            
𝑑𝑥

𝑑𝑡
= 𝑓(𝑥, 𝑘), 𝑖 𝑖𝑥  𝑖𝜖  𝑖𝐾 ∈ 𝑅, 𝑖 𝑖𝑘 ∈ 𝐾 ∈ 𝑅  i i i i i                      i i i i i i i i i i i i(2.4) 

Where i𝑓: 𝑋 ∗ 𝐾 → 𝑌 iis ismooth ivector ifunction, iX iis ia istate ispace iand iK iis ia ispace iof ithe 

icontrol iparameters. iFor ievery iinitial icondition ix0 isystem isatisfies ithe icondition iof ithe 

iexistence iand iuniqueness iof isolutions ix i(t, ix0), 

Where ix i(0, ix0) i= ix0. iCurve iφt i(t, ix0) iwhich icorresponds ito ithe isolution iis icalled ia 

itrajectory. 

(2)  iA idiscrete-time, idynamical isystem ican ibe ipresented iby ithe ifollowing iiteration 

ifunction: 

                                𝑥𝑛+1 = 𝑓(𝑥𝑛, 𝑘), i𝑥𝑛 ∈ 𝑋 ∈ 𝑅, i i𝑘 ∈ 𝐾 i ∈ 𝑅, i i𝑛 = 1, i2, i…. i i i I        (2.5) 

Where ixi iare idiscrete istates iof ithe isystem. iTrajectory iφ i(i, ix0) iis ia isequence iof ix0, ix1, 
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ix2.... iIt ieasy ido inote, ithat iequation i(5) iresembles ia iCryptographical iiteration ifunction 

iused iin ithe ipseudo-random inumber igenerators, iblock iciphers, ietc. i(see iFig. i5). iIterative 

itransformation iof ithe iinformation, idepends ion ithe icontrol iparameter, iused iin iboth iof 

ithe idynamical iand iCryptographical isystems. iFurther, ithe icontrol iparameter ik iin ithe 

idefinitions iof ithe isystem i< iX, if i> iand iiteration ifunction if(x), iwill ibe iomitted. 

2.5.2 Chaotic iSystem 

Chaos iis ithe iphenomenon iof iapparently irandom ior iunpredictable ibehavior iin 

ideterministic isystems, iit irefers ito ithe iirregular ioutput iof ideterministic isystem iwhose 

ibehavior iis idifficult ito ipredict ibecause ithere iare iso imany ivariable ior iunknown ifactors. 

iThese isystems' istate ievolves iwith itime iand iexhibit idynamics iand ihigh isensitivity ito 

iinitial iconditions. iAs ia iresult iof ithis isensitivity, iwhich imanifests iitself ias ian iexponential 

igrowth iof iperturbations iin ithe iinitial iconditions, ithe ibehavior iof ichaotic isystems 

iappears ito ibe irandom i[10], i[11]. iThis ihappens ieven ithough ithese isystems iare 

ideterministic, imeaning ithat itheir ifuture idynamics iare ifully idefined iby itheir iinitial 

iconditions, iwith ino irandom ielements iinvolved. iThis ibehavior iis iknown ias ideterministic 

ichaos, ior isimply ichaos i[12]. iThis ikind iof isystems ican ibe ia isimple inon-linear iequation 

ior ia icomplex iprediction imathematical imodel. 

Sensitivity ito iinitial iconditions imeans ithat ieach ipoint iin isuch ia isystem iis iarbitrarily 

iclosely iapproximated iby iother ipoints iwith isignificantly idifferent ifuture itrajectories. 

iThus, ian iarbitrarily ismall iperturbation iof ithe icurrent itrajectory imay ilead ito 

isignificantly idifferent ifuture ibehavior. i 

Chaos iis idefined ias ithe iproperty iexists iin ideterministic inonlinear idynamical isystems 

ithat ishow irandom ibehavior. iA idynamical isystem iis ireferred ito ia imathematical imodel, 

iusually ifor inatural iphenomena, iincludes ithe iset iof iall ipossible istates iof ithe isystem iin 

iaddition ito ia ifixed iset iof iequations idescribing ithe ievolution iof ithe isolution iwith itime 

i[36]. iChaotic isystems iare ideterministic isince ithe ifuture ibehavior iof ithe isolution iat iany 

istate iis ifully idetermined iby iits ifixed iequations. iNonetheless, ithe ibehavior iis 

iunpredictable idue ito ithe istrong idependence iof isuch isystem ion ithe iinitial iconditions 

iproducing ian iexponential idivergence iin ithe isolutions i[37]. iChaotic idynamical isystems 

ican ieither ibe icontinuous ior idiscrete. iContinuous idynamical isystems ican ibe iexpressed 
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ias ifollows: 

                                               
𝑑𝑥

𝑑𝑡
= 𝑓(𝑥, 𝑝), 𝑖 𝑖𝑥 ∈ 𝑋 ⊆ ℝ, 𝑖𝑝 ∈ 𝑃 ⊆ ℝ i i i i i i i i i i i i I                 i i i(2.6) 

where if iis ithe ifunction idetermining ithe ibehavior iof ithe isystem, iX iis ithe iset iof ithe 

ipossible istate ispace iand iP iis ithe ispace iof icontrol iparameters. iThe icurve iϕ(t,x) 

icorresponds ito ithe ievolution iof ithe isystem iover itime iand iis icalled ithe itrajectory ior iorbit. 

iSimilarly, idiscretetime idynamical isystems ican ibe iexpressed ias ifollows: 

                                                     𝑥𝑛+1 = 𝐹(𝑥𝑛, 𝑖𝛿), 𝑖 𝑖𝑛 = 1, 𝑖2,… i i i i i i i i i i i i i           i i i i i i i i i i i i i i(2.7) 

Where ithe istate ivariable i𝑥 iand ithe isystem iparameter i𝛿 iare iscalars, ii.e., i𝑥, i𝛿 i∈ iℝ, iand i𝑓 iis 

imapping ifunction idefiened iin ithe ireal idomain iℝ i→ iℝ. 

From iEq. i(7), iit ican ibe iseen ithat ione-dimensional ichaotic imaps irefer ito ithose iwith ithe 

irelation iwhere ithe ivalue iof i𝑥𝑛+1 iis idetermined ionly iby i𝑥𝑛. iMore ispecifically, ithis iis 

iknown ias irecurrence irelation. iIn ichaotic idynamics, iiteration iis iinvolved, iwhich imeans 

ito ievaluate ithe imap i𝑓 iover iand iover. i[13, i14] iFor iexample, ilogistic ichaotic imap iis ione-

dimensional ichaotic imap. 

2.5.2.1  iLogistic ichaotic imap 

The ilogistic imap iis ia ipolynomial imapping i(equivalently, irecurrence irelation) iof idegree 

i2, ioften icited ias ian iarchetypal iexample iof ihow icomplex, ichaotic ibehavior ican iarise 

ifrom ivery isimple inon-linear idynamical iequations. iThe imap iwas ipopularized iin ia 

iseminal i1976 ipaper iby ithe ibiologist iRobert iMay, iin ipart ias ia idiscrete-time idemographic 

imodel ianalogous ito ithe ilogistic iequation ifirst icreated iby iPierre iFrançois iVerhulst. 

iMathematically, ithe ilogistic imap iis iwritten iby: 

                                                                   𝑥𝑛+1 = 𝑟𝑥𝑛(1 − 𝑥𝑛) i i i i i i i i i i I                         i i i i i i i i i i(2.8) 

Where: i 

𝑥𝑛  iis ia inumber ibetween izero iand ione, iand irepresents ithe iratio iof iexisting ipopulation ito 

ithe imaximum ipossible ipopulation iat iyear in, iand ihence i𝑥0  irepresents ithe iinitial iratio iof 

ipopulation ito imaximize ipopulation i(at iyear i0). i𝑟 iis ia ipositive inumber, iand irepresents ia 

icombined irate ifor ireproduction iand istarvation. 
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Figure i2.7: iLogistic ifunction ifor ir=3.5 iafter ifirst i3 iiterations 

2.5.3 Features Iof IClassically IChaotic IMotion 

Compared iwith ilinear isystems iand iother inonlinear isystems, ithe ichaotic isystem ihas iits 

iown icharacteristics. iThe imain ifeatures iare: 

▪ Initial ivalue iof ithe isensitivity: 

 iChaos iis ieasy ito irecognize iusing iinitial-value iof ithe isensitivity. iWith ithe ipassage iof 

itime, iany itwo iadjacent iinitial iconditions iwill ishow iitself iindependent iof ithe itime. iThere 

iis isensitive idependence ion iinitial iconditions ieverywhere, ie.g. iin ithe ifamous i‘butterfly 

ieffect’ itheory; 

▪ Properties iof ibeing ibounded: i 

Chaotic iis ibounded; iits imovement iis ialways ibeen ilimited ito ia idefinite iregion, iwhich iis 

iknown ias ichaotic idomain; 

▪ Periodicity: i 

The ichaotic imotion iis iergodic iin iits ichaotic iattractor idomain, ior ichaotic iin ia ifinite itime, 

iwhere ithe ichaotic iorbit ipasses ievery istate ipoint iin ithe ichaotic iregion, ibut iwill inever istay 

iat ia icertain istate ipoint; 
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▪ Randomness: 

 iUnder icertain iconditions, ithe isituation imay ichange iin ia iqualitative iway ior imake ithe 

isystem ichaotic ibut ia istatus imay iarise ior imay inot iappear; 

▪ Local iInstability: 

A ichaotic isystem iis isensitive ito ithe iinitial iconditions iand iparameters. iFig. i8 ishows ithe 

ioutput iplot iof itwo iorbits iof ithe ilogic imap iwith ired iline i(r=3.9995) iand iblue iline 

i(r=3.9994), istarting iwith isame iinitial icondition i𝑥0 i= i0.567021 

 

Figure i2.8: iOrbits i100 iiterations iof ilogistic imap iusing itwo idifferent i 

System iparameter i(r) 

Fig. i9 ishows ithe ioutput iplot iof itwo iorbits iof ithe ilogic imap iwith ired iline i(𝑥0 i= i0.567021) 

iand iblue iline i(𝑥0 i= i0.567020) i, istarting iwith isame ir= i3.9995. 
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Figure i2.9: iOrbits i100 iiterations iof ilogistic imap iusing itwo idifferent iinitial 

▪ Stochasticity: 

The ioutput iof inormal ideterministic idynamic isystem iis ieasily ipredictable. iHowever, ifor ia 

ichaotic idynamic isystem, ithe ioutput ibehavior iis irandom-like iand ihard ito ipredict iin ilong 

iterm. iFig.10 ishows ithe irandom-like ioutput iof ia ilogistic imap i𝑥0 i= i0.565 i𝑎𝑛𝑑 i𝑟 i= i3.9995. 

 

Figure i2.10: iOrbits i200 iiterations iof ilogistic imap iusing ithe iinitial icondition i= 

i0.565 with iconstant isystem iparameter i(r= i3.9995) 

▪ Ergodicity: 

For ia inormal ideterministic idynamic isystem, iits ioutput iis iusually iperiodicity. iHowever, 

ifor ia ichaotic idynamic isystem, ithe isystem ioutput iis iergodic i(non i- iperiodic). i 
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▪ Self-similarity: i 

The iprogression iof ithe isystem, iin itime ior ispace, idemonstrates ithe isimilar ipresence iat 

idissimilar iscales iof iobservation. iThis idistinguishing ifeature icreates ithe isystem ito iappear 

iauto-repetitive iat idissimilar iscales iof iobservation i[15]. i 

▪ Universal iapplication: i 

The iso-called iuniversal iapplication irefers ito idemonstrate icertain icommon 

icharacteristics ifor idifferent isystems iwhen ithey iapproach ithe ichaotic istate. iThey iwould 

inot ibe iaffected iby ispecific iparameters iof ithe isystem ior ithe iequation ito ichange; 

▪ Fractal idimension: i 

It iis ia igeometric ifeature iof ia ipoint iset iin in-dimensional ispace. iIt ihas ithe iinfinitely 

idivisible istructure. 

▪ Long-term iunpredictability i: i 

Because iinitial iconditions iare iconfirmed ito ia ilimited iprecision, ithe iinitial iconditions iof 

ismall idifferences icould ihave ienormous iconsequences, iso iit iis inot ipossible ito ipredict 

ilong-term ifuture iof ia ichaotic isystem iat ithe idynamics; 

2.6 CHAOTIC ISYSTEM IFOR ICRYPTOGRAPHY 

Because ia ichaotic isystem iis isensitive ito iinitial iconditions, ismall ierrors iin isome iinitial 

ivalues ierrors ican ibe ienlarged iby isystem. iTherefore, ithe isystem idevelopment iin 

ianticipating iis iunpredictable; ialso ibecause ichaotic isequence ihas igood istatistical 

iproperties, iit ican igenerate irandom inumbers. iThese icharacteristics iare iwell isuited ito 

isequence iencryption itechnology. iAccording ito ithe iinformation itheory iof imathematician 

iShannon’s iwhen isome imethods iare iused ito iproduce ia irandom isequence, ithe isequence 

ican ionly ibe iidentified iby ithe ikey. iAny iinput iof ia islight ichange imay ilead ito ia isignificant 

ieffect, ithus ithe isequence ican ibe iencrypted. i[16] i iA ichaotic isystem ican iprecisely imeet 

isuch irequirement.. Owing ito ithe icharacteristics iof ia ichaotic isystem, iits inumerical 

idistribution idoes inot iconform ito ithe iprinciple iof iprobability istatistics iand ino istable 

iprobability idistribution icharacteristic ican ibe iobtained. iIn iaddition, ia ichaotic inumber iset 
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iis ireal ivalued, iand ican ibe iextended ito ithe icomplex ivalue idomain. iTherefore, iemploying 

ithe iprinciple iof ithe ichaos itheory ito iencrypt ithe idata ican iguard iagainst iattacks ilike 

ifrequency iand iexhaustive iattack, iso ithat iit iis idifficult ito ianalyze iand idecipher ithe 

ipassword. 

There iare isome isimilar iproperties ibetween ichaotic isystems iand itraditional icryptographic 

ialgorithms. iIn icryptographic ialgorithms, idiffusion iand iconfusion iare iapplied ion 

iplaintext iover ithe iencryption irounds iof ithe ialgorithm. iIn ichaotic isystems, isimilar ithings 

ihappen ion ithe iinitial iinput iparameters. iAfter ia isufficiently ilarge inumber iof iiterations, ian 

iinput iparameter iwill ibe ieventually ispread iover ithe ientire iphase ispace ithrough ithe 

irandom-like iorbit iover iiterations. iThe istochasticity iproperty iof ia ichaotic isystem iis 

isimilar ito ithe idiffusion iand iconfusion iproperties iof icryptographic ialgorithms. iFor 

icryptographic ialgorithms, iin iorder ito idecrypt ithe iciphertext ito ithe ioriginal iplaintext 

icorrectly, ithe isame ikey ishould ibe iused iin iboth iencryption iand idecryption. iThis iis ijust 

isimilar ito ithe irequirement ithat ichaotic isystems ineed ithe isame iinput iparameter ito 

ireproduce ithe isame ioutput iorbit. iIn ithis icase, ithe isystem iparameters iand iinitial 

iconditions ican ibe iconsidered ias ithe iprivate ikey iof ia ichaotic icryptosystem. iThe itable i1 

isummaries ithe icommon irelationship iwhich ipromotes ichaos itheory iinto ipractical 

icryptographic idesign i[17, i18]. 

Table .2.1: iSimilarities iand idifferences ibetween ichaos iand icryptography 

 

Chaotic isystem Traditional icryptosystems 

Ergodicity Confusion 

Sensitivity ito iinitial icondition 

iand isystem iparameters 

Diffusion 

Parameters Encryption ikey 

Iterations Cipher irounds 
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In iother iwords, iconfusion iin itraditional icryptosystems icauses iplaintext itransforming ito 

irandom iciphertext isuch ithat ithere ishould ibe ino irepeated ipattern iin ithe iciphertext. iBy ithe 

isame itoken, ithe itrajectories iof ichaotic isystems ipass ithrough iall ipoints if ithe iphase ispace 

igenerally iwith iuniform idistribution, iwhich imeans, iit iis ivery idifficult ito ipredict ithe ifinal 

iposition iof ione ipoint ifrom iits iinitial iposition. iIt iis iindeed ithe iconcept iof iergodicity iwhich 

ican ibe iassociated iwith iconfusion iin icryptosystems. i 

To idevelop ia igood icryptosystem, ianther iessential idesign iprinciple iis ithe iproperty iof 

idiffusion. iBy idoing iso, ia itotally idifferent iciphertext iis iresulted ino imatter ihow ione ibit iof 

ikey ior iplaintext iis ichanged. iThis iimplies ithat ithe isystem iis isensitive ito iplaintext iand iits 

iencryption ikey. iOn ithe iother ihand, irecall ithat ithe ichaotic isystems ihighly idepend ion 

iinitial iconditions iand iparameters. iA ismall ivariation iin iany iof ithe isystem iparameters ior 

iinitial ipoints ileads ito ithe itrajectories idiverged isignificantly. iIn ithis iregard, ichaotic 

isystems iand icryptosystems ican inaturally ibenefit ifrom ieach iother. 

 

 

Figure i2.11: iThe iorbits iof ithe ilogistic imap iat idifferent inumber iof 

iiterations 
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2.6.1 Comparison iOf iChaotic iAnd iCryptographic iProperties i 

In ithe ireview iarticle iof i2006, iAlvarez i& iLi ihave imade ithe icomparison ibetween ithe itwo 

ivery iclearly i[19]: i 

▪ Periodicity, iMixing iproperty iand iAuto- isimilarity iin ichaotic icompare iwith ithe 

iconfusion iin icryptography iwhere ithe ioutput iof ithe isystem iseems isimilar ifor iany iinput. i 

▪ Sensitivity ito iintroductory iconditions iand icontrol iparameters iin ichaotic irelate ito 

iDiffusion iin icryptography iwhere ia ismall idifference iin ithe iinput iproduces ia ivery 

idifferent ioutput. i 

▪ Deterministic iproperty iof ichaotic irelate ito ideterministic ipseudo irandomness 

iwhere ia ideterministic iprocedure iis ione ithat iproduces ipseudo irandomness. i 

▪ Complexity iof ichaotic irelates ito ialgorithmic icomplexity iof icryptography iwhere 

ia isimple ialgorithm iproduces ihighly icomplex ioutputs. i 

2.6.2 Performance IEvaluation Iof IChaotic IEncryption IAlgorithm 

According ito isome istudies iof ipseudorandom ibit igenerator iusing ithe istatistical itest isuite 

iof ithe iU.S. iNational iInstitute iof iStandards iand iTechnology i(NIST), ia ichaotic iencryption 

ialgorithm ishould ibe idivided iinto ithree iparts: isecurity, icosts iand iapplicability. i(Andrew 

iet ial., i1997) iThey iintroduce ia iLorenz ichaotic iencryption ialgorithm, iand iset ia istandard iof 

iencryption ialgorithm, ito icompare ithe icurrent iencryption ialgorithms. 

▪ Security ianalysis 

First iof iall, ithe ichaotic isystem iis ivery isensitive ito ithe iparameters iand ithe iinitial ivalues; iit 

ican iprovide ia ilarge ikey icollection ito ifully isatisfy ithe imeet ifor ithe iencryption. iThrough 

iexamining ithe ibinary isequence igenerated iby ithe ichaotic isystem, ithe idistribution iof i0 

iand i1, iwhen ithe irun-length imeets ithe irequirement iof irandom isequence, iit ican ibe itreated 

ias irandom isequence. iSecondly, ichaotic iencryption iis ia ikind iof istream iencryption; iso iit 

iinvulnerable ito iattacking imethods ithat iaim iat igrouped iencryption. iBesides, ifor iattacking 
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imethods iaiming ito idecipher itext, iit iis inot iimpossible ito iguess ithe ikey ithrough iXOR 

ioperation ibecause iof ithe iunidirectional iand iiterative inature iof ichaotic isignals. 

▪ Cost ianalysis 

Algorithm icost iincludes itime icost iand ispacing icost. iTime icost iincludes itime iof 

ipreparation iand itime iof iencryption. iUsually, ipreparation itime iprior ito ithe iencryption iis 

iused ito icreate isub-key iencryption; iencryption itime iis imainly iused ifor ithe iexchange iof 

ideciphered itext idata iunder iencryption icontrol. iAs ia iking iof istream iencryption, ichaotic 

iencryption ihas ishort ipreparation itime. iSince iXOR ioperation iis icarried iout ieach ibit iof 

idata, itime iis imainly ispent ion ithe igeneration iof ikey istream. iCompared iwith icurrent 

ipopular igrouped iencryption ialgorithms, iit itakes imuch iless itime. iRun-state ispace irefers 

ito ithe itemporary ispace ineeded iby ithe ialgorithm iduring ithe iencryption iprocess. iBecause 

ichaotic iencryption ialgorithm ihas ino iS-box ispaces, ifew itemporary ivariables, iand iit iis 

iable ito igenerate ikey istream iby icycling, iwhich irequires iless ispace ito istore ivariables, 

itherefore, iit ioccupies iless ispace iduring irun-time, iwhich isuggests iit iis ioutstanding ion 

ispacing icosts. 

▪ Applicability: 

The iencryption iand idecryption iprocesses iof ichaotic iencryption ialgorithm ican ibe ireused; 

ithus, ithe ioccupied ispace iis icompressed. iIt ihas igood iapplicability ito iboth ihardware iand 

isoftware iof iinformation isecurity. iThe ialgorithm ihas ibeen iimplemented iby iusing iC++ 

iand iJAVA. iDSP iis idesigned iand ideveloped ibased ion isuch ian ialgorithm. 

2.7 CONCLUSION 

This ichapter iintroduced isome ipreliminary iknowledge iabout icryptography iand ichaotic 

idynamics. iThe imain ipurpose iwas ito ishow ithat ithere iis iclose irelation ibetween 

icryptography iand idynamical isystems itheory. iTherefore, imethods ifrom iautomatic 

icontrol itheory ican ibe iconsidered ifor iapplication iin icryptography. iThe ianalogy ibetween 

idynamical isystems itheory iand icryptography iis ireadily iillustrated iby iTab.1 
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3. IIMAGE IENCRYPTION IUSING ICHAOS: IRELATED IWORK I 

With ithe iincreasing ireliance ion icommunications ivia ithe iInternet iand inetworks, imany 

iforms iof idata, isuch ias itext, iaudio, iimage iand ivideo, ican ibe itransmitted idigitally, iimages 

ibeing ithe imost iwidespread iand ioldest iencryption itechniques isuch ias: iAES, iDES, iRSA, 

ietc. iare inot iapplicable iin iimage iencryption. iThis iproblem ihas ibeen isolved iusing ichaos 

iencryption, iwhich iis ian iacceptable iform iof iencryption ifor iimage idata. iSensitivity ito 

iinitial iconditions iand icontrol iparameters imakes ichaos iencryption isuitable ifor iimage 

iapplications. iThis istudy idiscusses ivarious itechniques iof iencryption iof ichaos. iThis 

ichapter ipresents ia iliterature ireview ion ichaos-based iimage iencryption iand icryptosystem 

ianalysis imethods. 

3.1 IMAGE IENCRYPTION 

Image idata icharacteristics iare itotally idifferent ifrom itext idata iin iterms iof ithe inature iof ithe 

ibits iconstituting iimage ipixels iand iaccordingly iin iterms iof ithe isecurity irequirements iin 

iencryption ialgorithms. iSome ifeatures iof iimage idata iare isummed iin i[38] ias: ihigh 

iredundancy, ibulk icapacity, iuneven idistribution iof icolor iintensities, iand istrong 

icorrelation ibetween ipixels iin ithe ihorizontal, ivertical, iand idiagonal iorientations. iSuch 

icharacteristics iimpose ithe ifollowing ichallenges iin ithe iimage iencryption i[38]: i1. iBits iin 

ithe iciphered iimage ishould iappear irandom iwith iuniform ihistogram iand ido inot iimply iany 

istatistical irelationship iabout ithe ioriginal iimage. i2. iCorrelation iin ithe iciphered iimage iis 

ikept iminimal iin iall idirections. i3. iEncryption iis idone ifor ithe iwhole iimage iwith iequal 

isecurity ilevels. iPerhaps ithe imost iimportant irequirement iin iimage iencryption iis ito isatisfy 

ithe iconfusion iand idiffusion iproperties iidentified iby iShannon i[16]. iConfusion iin iimage 

iencryption irefers ito ichanging ithe ivalue iof ieach ipixel iin ithe ioriginal iimage ithrough ia 

icomplex itransformation. iThe irelationship ibetween ioriginal ipixels iand ithe 

icorresponding iciphered iones icannot ibe idetermined ieasily. iDiffusion irefers ito ithe 

iproperty iof idividing ithe iinfluence iof ieach ibit iin ithe ioriginal iimage iover imany ibits iin ithe 

iciphered iimage. iConsequently ia ichange iin ione ibit iin ithe ioriginal iimage iresults iin ia 

icompletely idifferent iciphered iimage. 
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3.2 CHAOTIC IIMAGE IENCRYPTION 

The iproperties iof ichaos icomprise iunpredictable ibehavior, ideterministic idynamics, iand 

inon-linear itransform iand ican ibe iused ifor ichaotic iimage iencryption. iThis iconcept ileads ito 

itechniques ithat ican isimultaneously ioffer isecurity ifunctions iand ian ioverall ivisual icheck, 

iwhich imight ibe iappropriate iin isome iapplications. iDigital iimages iare iwidely iused iin 

ivarious iapplications, ilike imilitary, ilegal iand imedical isystems iand ithese iapplications 

inecessitate icontrolling iaccess ito iimages iand iproviding ithe imeans ito ivalidate iintegrity iof 

iimages. 

Block iencryption iis ia ischeme iin iwhich ithe iplain itext iis idivided iinto iblocks iof ifixed 

ilength, iand iencryption iof ione iblock iis idone iat ia itime. iWhereas, istream iciphers iare ibased 

ion igenerating ian i"infinite" icryptographic ikey istream, iand iuse ithis ikey istream ito iencrypt 

ione ibit ior ibyte iat ia itime. iThe iTable i1 ishows ithe ireview iof iBlock iand iStream icipher 

iimage iencryption ischemes iconsidering ithe iparameters idiscussed iby ithe ivarious 

iresearchers iin itheir iwork. 

3.3  IARCHITECTURE IOF ICRYPTO ICHAOTIC IIMAGE ISYSTEMS 

A itypical iarchitecture iof iexisting ichaos-based iimage icryptosystems iis ishown iin iFig. i12. 

iIt iconsists iof itwo istages, inamely; iconfusion iand idiffusion istages. iIn ithe iconfusion istage, 

ipermutations iof iimage ipixels iare idone iin ia isecret iorder, iwithout ichanging itheir ivalues. 

iThe ipurpose iof ithe idiffusion istage iis ito ichange ithe ipixel ivalues isequentially iso ithat ia 

ismall ichange iin ione ipixel iis ispread iout ito imany ipixels, iwith ianticipation ito ithe iwhole 

iimage. iTo idécor irelate ithe iaffiliation ibetween iadjacent ipixels, ithe iconfusion istage iis 

iperformed in itimes, iwhere in iis iusually ilarger ithan i1, ifollowed iby ithe idiffusion istage. iThe 

icomplete in-round iconfusion iand isingle iround idiffusion irepeat iform itimes, iwith im 

iusually ilarger ithan i1, iso ias ito iget ian iacceptable ilevel iof isecurity. iThe iparameters iof ithe 

ichaotic imaps ileading ithe ipermutation iand ithe idiffusion ishould ibetter ibe idissimilar iin 

idifferent irounds. iThis iis iobtained iby ia iround ikey igenerator iwith ia iseed isecret ikey ias 

iinput. 
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Figure i3.12: iSchéma igénéral ide icryptage id'images ibasé isur ile ichaos 

 

3.3.1 Criteria ifor iAnalyzing ian iImage iEncryption iAlgorithm 

▪ Key ispace: 

The isize iof ithe ikey ispace iis ithe inumber iof iencryption i/ idecryption ikey ipairs ithat iare 

iavailable iin ithe iencryption isystem i[20]. iA inecessary ibut inot isufficient icondition ifor ian 

iencryption ischeme ito ibe isure iis ithat ithe ikey ispace iis ilarge ienough ito iprovide isecurity 

iagainst ibrute iforce iattack. 

▪ The ihistogram: 

The ihistogram iis iused ito irepresent ithe igraphical idistribution iof ipixels iin ian iimage iby 

iplotting ithe itotal inumber iof ipixels iat ieach igray ilevel ivalue. iIn ian iimage iprocessing 

icontext, ithe ihistogram iof ian iimage idesignates ia ihistogram iof iis ia igraph iillustrating ithe 

inumber iof ipixels iin ian iimage iat ieach iintensity ivalue ifound iin ithat iimage. iIn ian iimage 

iencryption icontext, ithe ihistogram iof ithe iencrypted iimage imust ibe iuniform iso ithat ian 

iadversary icannot iextract iany iinformation ifrom ithis ihistogram i[21]. iPixel iintensity 

ivalues. i 

▪ Correlation: 

Correlation iis ia itechnique ithat imakes iit ipossible ito icompare itwo iimages ito iestimate ithe 

idisplacements iof ithe ipixels iof ian iimage irelative ito ianother ireference iimage. iAdjacent 

ipixels iin ia istandard iimage ihave ia istrong icorrelation. iA igood iimage iencryption ischeme 
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ishould iremove isuch ia icorrelation ito iensure isecurity iagainst istatistical ianalysis. iIn iorder 

ito itest ithe icorrelation ibetween itwo iimages, i10,000 ipairs iof itwo iadjacent ipixels iare 

irandomly iselected iin ithe ithree idirections; ihorizontal, ivertical iand idiagonal ifrom ithe 

icomponents iR, iG, iB iof ithe iclear iimage iand iits iencrypted iimage iand ithe icorrelation 

icoefficients iof ieach ipair iwere icalculated iusing ithe ifollowing iformulas: 

                                              coefficient ide icorrélation =
𝑐𝑜𝑣(𝑥,𝑦)

√𝐷(𝑥)√𝐷(𝑦)

 i i i i i I                   I                     i i i i i i i i(3.9) 

Where icovariance iof ix, iy iis: iThe iresult iof ithe icalculation iis ia ireal ivalue ibelonging ito ithe 

iinterval i[0,1]. iIf ithe icoefficient iis i1 ithen ithe itwo iimages iare iequal. iOtherwise, iIf ithe 

ivalue iobtained iis i0 ior iclose ito i0 ithen ithe itwo iimages iare idifferent i[21]. 

▪ Entropy: 

The ientropy iof ian iinformation iis ithe iamount iof iinformation iencompassed ior ireleased iby 

ian iinformation isource. iIn iparticular, ithe imore iredundant ithe isource, ithe iless iinformation 

iit icontains. iHigh ientropy ivalues ishow ia ihigh idegree iof irandomness; iand ifor iany imessage 

icoded ion iM ibits, ithe iupper ilimit iof ithe ientropy iis iM. iThe iformula iused ito icompute ithe 

ientropy iof ia isource im iis ias ifollows: 

                                                                                                             i i i i i i i i                     i i i i i i i i i(3.10) 

Where iP i(Ci) irepresents ithe iprobability iof ioccurrence iof ithe isymbol iCi, iM i× iN iis ithe 

itotal inumber iof isymbols. iFor ian i8-bit igray-scale iimage, ithe itheoretical imaximum 

ientropy ivalue iis i8 ibits i/ isymbol, iwhich ioccurs iwhen iall ipixel ivalues iare iequiprobable ior 

ithe ihistogram iis iflat. iThe ientropy iof ithe iimage ishows ithe idistribution iof ithe ivalue iof ithe 

igray ilevel. iThe iuniform idistribution iof igray ilevels iindicates ihigher ientropy. iSo ifor ia 

icrypto isystem iof iperfect iimage iencryption ithe ivalue iof ithe ientropy imust ibe ivery iclose ito 

i8 ifor ieach iplane. 

▪ Differential iattacks: 

In iorder ito idetect ithe irelationship ibetween ithe ioriginal iimage iand ithe iencrypted iimage, 

ian iopponent imakes ia ismall ichange ion ithe iclear iimage, ithen iuses ithe iencryption 

ialgorithm ito iencrypt ithe iimage ibefore iand iafter ithe ichange, iin iorder ito itest ihow ia ismall 

ichange iin ithe ioriginal iimage iaffects ithe iencrypted iimage. iThis ikind iof iattack iis icalled 
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idifferential iattack. 

To iensure ithe isecurity iof ian iimage iencryption ischeme iagainst idifferential ianalysis, itwo 

iquantitative imeasures iare iused: ithe iNumber iof iPixels iChange iRate i(NPCR) iand ithe 

iUnified iAverage iChanging iIntensity i(UACI). 

The iNPCR irepresents ithe irate iof idifferent ipixels ibetween ithe itwo iencrypted iimages, 

iwhile ithe iUACI irepresents ithe idifference iof ithe iaverage iintensity. iThe iformula iused ito 

icalculate ithese itwo ipercentages iis idefined ias ifollows: 

                                                                             𝑁𝑃𝐶𝑅 =
∑ 𝐷(𝑖,𝑗)𝑖𝑗

𝑀×𝑁
× 100% i i i                       i i i i(3.11) 

                                                        𝑈𝐴𝐶𝐼 =
1

𝑀×𝑁
[∑

𝑐1(𝑖,𝑗)−𝑐2(𝑖,𝑗)

255𝑖,𝑗 ] × 100% i I                               i(3.12) 

3.4  IIMAGES IBASED ICHAOS IENCRYPTION ISCHEMES 

Obtaining ia iconsistent imethod ifor iencryption ihas ialways ibeen inecessary ieven iin ithe ipast. 

iExpertise ihas iimproved ito itake iinto iaccount isimpler iand iimproved iencryption iand 

itransmission, iso ithat iit ihas ialso ienabled ithe idevelopment iof iinterception iand 

icryptanalysis. 

Several iimage iencryption ialgorithms ibased ion iconventional iencryption imethods i(RSA, 

iDES iand iAES) iare ipresent ibut ihave ifailed isince idigital iimages iare icharacterized iby ihigh 

iredundancy, ihigh icorrelation iand ilarge isize. iTherefore, ia ispecial iinterest iis ineeded iwhen 

iencrypting ithis idata. iAccording ito iShannon i[16]: iconfusion i(substitution) iand idiffusion 

i(permutation) iare ithe itwo imain imethods ifor ieliminating ihigh iredundancies iand ihigh 

icorrelation. iConfusion icreates ia istrong irelationship ibetween ithe ikey iand ithe iciphertext. 

iOn ithe iother ihand, ithe idiffusion ireduces ithe iredundancy iof ithe iplaintext iin ithe 

ipropagation ion ithe itotal iciphertext. 

In irecent iyears, iencryption itechnology ihas ibeen ideveloped irapidly iand imany iimage 

iencryption imethods ihave ibeen iput iforward. iThe ichaos-based iimage iencryption 

itechnique iis ia inew iencryption itechnique ifor iimages. iIt iuses ia irandom isequence iof ichaos 

ito iencrypt ithe iimage, iwhich iis ian ieffective iway ito ideal iwith ithe iintractable iproblem iof 

ifast, ihighly isecure iimage iencryption. 

The iadvantage iof iusing ichaos iin isecure icommunication iis ito iobtain iadditional 

iunpredictability iand irandomness iin ithe idata. 
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In ithis ipart iwe ipresent ivarious itechniques iof iimage iencryption ibased ion ichaos iby 

iclassifying iencryption itechniques iaccording ito itwo imain icategories isuch ias iflow iand 

iblock iencryption ischemes. 

3.4.1 Block iImage iEncryption iSchemes 

▪ Image iEncryption iUsing iRandom iBit iSequence iBased ion iChaotic iMaps i2014 

Himan iKhanzadi iet ial. i[22], iproposed ian ialgorithm ifor iimage iencryption iusing ithe 

irandom ibit isequence igenerator ibased ion ichaotic imaps. iTo igenerate irandom ibit isequence, 

ichaotic ilogistic iand itent imaps iare iused iand ipixels iof ithe iplain iimage iare ipermuted iusing 

ithese ichaotic ifunctions. iThe iimage iis ipartitioned iinto ieight ibit imap iplanes iand iin ieach 

iplane, ibits iare ipermuted iand isubstituted iaccording ito irandom ibit iand irandom inumber 

imatrices. iBased ion ithe ichaotic irandom iErgodic imatrix, ithe ipixels iand ibit imaps 

ipermutation iare ievaluated. iPerformance iof ithe ischeme iis ievaluated iusing ichi-square itest, 

icorrelation icoefficient, inumber iof ipixel iof ichange irate i(NPCR), iunified iaverage 

ichanging iintensity i(UACI), iand ikey ispace. iThe ihistogram iof iencrypted iimage iis 

iapproximated iby ia iuniform idistribution iwith ilow ichi-square ifactor. iExperimental iresults 

iand ianalysis ishows ithat ithe ischeme iexhibits igood iproperties ito iresist iattacks. iTotal ikey 

ispace iis i2∧2,160, iwhich iis ilarge ienough ito iresist iany ibruteforce iattack. 

▪ Image iEncryption iBlock-Wise iwith iMultiple iChaotic iMaps ifor iPermutation iand 

iDiffusion, i2016: 

Gopalakrishnan iand ial. i[23] ihave isuggested ianother ialgorithm ifor iimage iencryption 

ibased ion ivarious ichaotic imaps. iThe ialgorithm iintegrates ithe inotion iof ipermutation iof 

ipixel ipositions. iThe iencryption iprocess iconsists iof idividing ithe ioriginal iimage iinto i8 i× i8 

isize iblocks, iand ithen idifferent ichaotic icards iare iused ifor ifive isteps iof ithe iproposed 

iencryption ialgorithm. iFirst, ithe icubic imap iis iused ito iswap ithe ipixels ithat iare icontained iin 

ithe iblocks. iSecond, ithe iHenon imap iwas iused ito ibroadcast ithe ipermuted ipixels. iThird, ia 

iquadratic imap ihas ibeen iworked ion ito iswap ithe iblocks. iFourth, ia ilogistics imap iwas iused 

ito iswap iall ithe ientire ipixels iof ian iimage. iFinally, ithe iHenon imap iwas iapplied ito idiffuse 

ithe ipermuted iimage iusing ithe iXOR ioperation. 
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▪ Image iEncryption iBased ion iDiffusion iand iMultiple iChaotic iMaps,2011: 

G.A. iSathishkumar iand ial. i[24] iproposed iencryption ialgorithm ibelongs ito ithe icategory 

iof ithe icombination iof ivalue itransformation iand iposition ipermutation iIn ithis i, itwo 

idifferent itypes iof iscanning imethods iare iused iand itheir iperformances iare ianalyzed. iIn ithe 

itypical ischematic iof ithe iproposed imethod ifirst, ia ipair iof isub ikeys iis igiven iby iusing 

ichaotic ilogistic imaps. iSecond, ithe iimage iis iencrypted iusing ilogistic imap isub ikey iand iin 

iits itransformation ileads ito idiffusion iprocess. iThird, isub ikeys iare igenerated iby ifour 

idifferent ichaotic imaps iand iimages iare itreated ias ia i1D iarray iby iperforming iRaster 

iscanning iand iZigzag iscanning. iThe iscanned iarrays iare idivided iinto ivarious isub iblocks. 

iThen ifor ieach isub iblock, iposition ipermu iaction iand ivalue itransformation iare iperformed 

ito iproduce ithe iencrypted iimage. iThe isub ikeys iare igenerated iby iapplying ithe isuitable 

ichaotic imap ibanks. iBased ion ithe iinitial iconditions, ithe igenerated ichaotic imap ibanks iare 

iallowed ito ihop ithrough ivarious iorbits iof ichaotic imaps. iThe ihopping ipattern iis 

idetermined ifrom ithe ioutput iof ithe ipreviousmap.Hence ifor ieach isub iblock ivarious 

ichaotic imapping ipatterns iare iapplied iwhich ifurther iincreases ithe iefficiency iof ithe ikey ito 

ibe idetermined iby ithe ibrute iforce iattack. iIn ieach iorbit, ia isample ipoint iis itaken iand iused ias 

ikey ifor ia ispecific iblock iand ia icondition ito ichoose ithe iparticular iorbit iin ia iparticular imap 

iis iadopted. iThen, ibased ion ithe ichaotic isystem, ibinary isequence iis igenerated ito icontrol 

ithe ibit-circulation ifunctions ifor iperforming ithe isuccessive idata itransformation ion ithe 

iinput idata. iIn iaddition ito ichaotic ifeatures iof imixing, iunpredictable, iand iextreme 

isensitive ito iinitial iseeds, ithrough imultiple ichaotic imaps iand iorbits ihopping imechanism 

ispread iout ithe ipseudo irandom inumber ibase ito ia iwide iflat ispread ispectrum iin iterms iof 

itime iand ispace. 

▪ A iNovel iImage iEncryption iAlgorithm iBased ion iBit-level iImproved iArnold 

iTransform iand iHyper iChaotic iMap, i2015 

Bouslehi iHamdi iet ial. i[25] iinvented ia i4-dimensional ihyper-chaotic isystem ifrom iLorenz's 

ichaotic isystem ito iperform iimage iencryption. iHyper ichaotic isequences igenerated iwith ia 

inew imethod iare iused ito igenerate ikey isequences ithat iare iused ifor iimage iencryption. iThis 

iarticle ihas ifollowed ithe isame imethod iof ichaos iencryption ias ithe imajority iof ithe iwork iin 
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ithe iblock iencryption iprocess ibut ithe ideference ilies iin ithe iprocess iof ipermuting ipixels iin 

ithe iimage. iFirst ithe iimage iis ibroken iinto ifour iblocks iand ithe iimage ipixels iare iswitched 

iusing ia irandom ifunction iand ilinear ipermutation ifunction idiagonal ipermutation, ithe ilogic 

ifunction i"XOR" iand ithe ichanging iintensity ifunction. iSecurity ianalysis, iincluding 

irandomness, ientropy iof iinformation iand ikey isensitivities. iThe irandomness iof ithe 

iproposed isystem iincreases ithe irobustness iof ithe ialgorithm. 

▪ A inew iimage iencryption imethod: iParallel isub-image iencryption iwith ihyper 

ichaos, i2012: 

Omid iMirzaei iand ial. i[26] iproposed ian iimage iencryption ischeme, ibased ion ia itotal ipixel 

imixing iand iparallel iencryption ialgorithm. iThe iimage iencryption ialgorithm icombines ithe 

iLorenz iand iChen ichaotic isystems ito iconfuse ithe irelationship ibetween ithe ioriginal iimage 

iand ithe iencrypted iimage. iThe isize iof ithe ioriginal igrayscale iimage iis iM i× iN. iThe ioriginal 

iimage iis ifirst idivided iinto i4 isubpictures, ithen ithe iposition iof ieach isubpicture iis ialtered 

irandomly iusing ithe ilogistic imap iby ithe ithen ia itotal iconfusion imatrix iis iused ito imix ithe 

iposition iof ithe ipixels iin ithe ientire iimage, ithen ithe isub-images iare iencrypted 

isimultaneously iin iparallel. iThe isecurity ianalysis iis idone iby ikey ispace ianalysis, ikey 

isensitivity itest, iadjacent ipixel isimilarity iand iencryption ispeed. 

 

3.4.2 Stream iImage iEncryption iScheme 

▪ An iefficient ichaotic iimage iencryption ialgorithm ibased ion ia igeneralized iArnold 

imap, i2012: 

Guodong iYe iand iKwok-WoWong i[27], iproposed ian iefficient iimage iencryption 

ialgorithm iusing ithe igeneralized iArnold imap. iThe iconventional iconfusion-diffusion 

iarchitecture iis iadopted, iin iwhich ithe ikeystream iused idepends ion ithe iplain-image. iTwo 

istages, ii.e., ipermutation iand idiffusion iare icomposed iin ithe ialgorithm. iTo isubstantially 

ireduce ithe icorrelation ibetween iadjacent ipixels, ia itotal icircular ifunction irather ithan ithe 

itraditional iperiodic iposition ipermutation iis iused iin ithe ipermutation istage. iWhereas, 
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idouble idiffusion ifunctions ilike ipositive iand iopposite imodule iare iutilized iwith ia inovel 

igeneration iof ithe ikeystream iin ithe idiffusion. iExperimental iresult iand ianalysis ishow ithat 

ithe ischeme ican iresist iknown- iand ichosen-plaintext iattacks. iIn ifuture, ithe ischeme ican ibe 

iextended ito iadopt iother ichaotic isystems iby isimply ichanging ithe igeneration iof ithe 

ichaotic isequences iin ithe iconfusion istage. iAs imentioned iby ithe iauthors, ithe ischeme ican 

ialso iadopt ihigh-dimensional ichaotic isystems isuch ias iChen’s isystem, ispatial ichaotic 

isystem, iand i3D icat imap. 

▪ Designing ia imulti-scroll ichaotic isystem iby ioperating iLogistic imap iwith ifractal 

iprocess, i2017 

Nabil iBen iSlimane iet ial. i[28] iont iprésente iun inouveau isystème ichaotique ibasé isur ile 

iprocessus ifractal ide iJulia, iles iattracteurs ichaotiques iet ila icarte ilogistique idans iun 

iensemble icomplexe. iL'algorithme ide icryptage ise icompose ide ideux iétapes iprincipales: ila 

iconfusion iet ila idiffusion. iL'analyse ide isécurité, iy icompris il'analyse ides iattaques 

idifférentielles, iles itests istatistiques, il'analyse ides iespaces iclés, ile itest id'entropie ide 

il'information iet ile itemps ide ifonctionnement. 

▪ New iImage iEncryption iAlgorithm iBased ion iLogistic iMap iand iHyper-chaos, 

i2013: 

LEI iLi-hong iand ial. i[29] iproposed ia inew iimage iencryption ialgorithm ibased ion ilogistic 

imap iand ihyperchaotic isystems, itwo ikinds iof ikeys iwere iproduced iby iusing ilogistic 

ichaotic iiteration iand ihyper ichaotic isystems. iThe itwo ikinds iof ikeys iare ialternately iused iin 

ithe iimage iencryption iprocess, iso ithe ithe iencryption ikeys ihave ia ibetter irandom 

idistribution. iThe iencryption ialgorithm iintroduced iCiphertext icross-diffusion ito iincrease 

ithe iciphertext isensitivity i.The isimulation iresults iof ithe iexperiment ishowed ithe ievenly 

idistributed iciphertext ipixels, ithe ilarge ikey ispace, ithe ismall icorrelation iof ineighbor 

iciphertext ipixels, ihighly isensitive ikeys iand iso ion. iTherefore, ithe ialgorithm ihas isome 

ipotentiality iin ithe ifield iof iimage isecure istorage iand iimage isecure icommunication. 

▪ Multi ichaotic isystems ibased ipixel ishuffle ifor iimage iencryption, i2009 
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C.K. iHuang iand iH.H.[30] i iNien iintroduces ia inew ipixel ishuffle itechnique iwith imulti 

ichaotic isystems ifor ithe iimage iencryption. iSince ithe ichaotic isystem iis ihighly isensitive ito 

iinitial ivalues iand isystem iparameters, imeanwhile, ihas ian ienormous ikey ispace, ithe 

iproposed imethod icombined iwith ifour ichaotic isystems iand ipixel ishuffle ican ifully ibanish 

ithe ioutlines iof ithe ioriginal iimage, idisorders ithe idistributive icharacteristics iof iRGB 

ilevels, iand idramatically idecreases ithe iprobability iof iexhaustive iattacks. iWe iconduct 

iFIPS iPUB i140-1, icorrelation icoefficient, iNPCR, iand iUACI ito itest ion ithe isecurity 

ianalysis iand ithe idistribution iof idistinguished ielements iof ivariables ifor ithe iencrypted 

iimage. iThe iadopted iexamples ishow ithe ihighly iconfidential iencrypted iimages iand 

idemonstrate ia igood ipotential iin ithe iapplication iof ithe idigital-color iimage iencryption i[2]. 

▪ A iNovel iChaotic iMap iand ian iImproved iChaos-Based iImage iEncryption 

iScheme, i2014 

Xianhan iZhang iand iYang iCao i[31] isuggested ia ione-dimensional ichaotic imap iwhich 

iexhibits ia ilarger imaximal iLyapunov iexponent, iindicating ibetter iproperties iof ithe ichaotic 

imap. iA inew ialgorithm ibased ion ithis inew ichaotic imap iis iused iin iimage iencryption, 

iproviding ia ibrand inew iway ito iencrypt iimages. iIt ialso ientails ianother iclassical imap: 

iArnold’s iCat iMap, ithrough iwhich ithe icoordinates iof ithe itarget iimage's igrey ivalue imatrix 

iwill ibe ichanged ito ianother. iHere, ithe isafety iof ithe iimage iis ilargely istrengthened iand 

iguaranteed. 

▪ A iNovel iImage iEncryption iScheme iBased ion iDynamical iMultiple iChaos iand 

iBaker iMap, i2012 

XiaoJun iTong iand ial. i[32] iproposed iencryption ialgorithm iincludes itwo iparts: ifirstly, ithe 

ipositions iof ithe ioriginal iimage ipixels iare ipermuted iby iBaker imap; isecondly, ithe ivalues 

iof ithe ipermuted ipixels iare iencrypted iby imultiple ichaotic imap iThe isecurity ianalysis iof 

ithe iproposed iimage iencryption iis idiscussed ihere, isuch ias isensitivity ianalysis, istatistical 

ianalysis, isp800-22 itesting, iand ientropy itesting iand iso ion ito iprove ithat ithe iproposed 

iencryption ischeme iis isecure iagainst ithe imost icommon iattacks. iA ifast iimage iencryption 

ischeme iis iproposed iwhich iutilizes idynamical imultiple-chaotic imap iconfuse ithe 
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irelationship ibetween ithe icipher iimage iand ithe iplain iimage. iBaker imap iis iused ito 

ipermute ithe ipositions iof iimage ipixels iin ithe ispatial-domain iand ithe imixing iof iconfusion 

iand idiffusion ican iproduces imore irandomness. iThe iexperimental iresults idemonstrate ithat 

iimage iencryption itechnique ihas iadvantages iof ihigh-level isecurity, isuch ias ihigh irobust 

iagainst istatistic iattacks iand ithe iprecision iof icipher ibe isensitive ito ithe isecret ikey iapproach 

ito i10-14. iAt ithe isame itime, ithe iprobability iof iprecision idegradation iis ilower ithan isimple-

chaotic imap iencryption ischeme iand ihas ihigh iencryption ithan iother ifamous iencryption 

imethods i. 

3.5 COMPARAISON IAND IANALYSIS 

The ischemes idiscussed iin ithe iprevious isection iare icompared iand ianalyzed ihere iin ithis 

isection. iThe isecurity iof iimage iencryption ischemes ican ibe idetermined iby isome itests. 

iThese itests iinclude ikey ispace itests, istatistical itests iand idifferential itests. iWe ihave 

iconsidered ionly ithose itests iin iwhich iplain iimage i‘lena’ iis iused isuch ithat iuniformity ifor 

icomparison ican ibe iachieved. iBased ion ithe itest iparameters, itable i2 iand i3 ibelow ishows 

ithe icomparison ibetween ivarious ischemes idiscussed iin ithe iprevious isection. 

Table i3.2: iComparison iof idifferent iblock iencryption itechniques 
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It ican ibe ianalyzed ifrom itable i2 ithat ithe ischemes iexhibit igood iproperties ito iresist 

idifferent iattacks. iSome ischemes i[22] iand i[26] ipossess igood iproperties ito iresist 

istatistical iattacks ias itheir icorrelation ivalues iare ivery iclose ito izero ias icompared ito iother 

iones. iWhereas ion ithe iother iside, iother ischemes i[22] iand i[25] ihave igood iresistance ito 

idifferential iattacks. I 

Table i3.3: iComparison iof idifferent istream iencryption itechniques 

 

3.6  iDISCUSSION 

Ensuring ithe isecurity iof idigital iimages idistributed ior isaved iin ia inon-network iis istrongly 

irelated ito ithe iimage iencryption ialgorithm iused. iHowever, icurrent iencryption itechniques, 

isuch ias iAES, iDES, iand iRSA, iare inot isuitable ifor iimage idata iencryption iand icannot 

iguarantee ithe iprivacy iand isecurity iof idata idue ito ithe isize iand iredundancy iof iimages. iIn 

iorder ito iovercome ithis iproblem, iseveral iimage iencryption icryptosystems ihave ibeen 

iproposed ibased ion idifferent itechniques iand istrategies. iNevertheless, imost iof ithese 

icryptosystems isuffer ifrom ione ior imore iproblems isuch ias ilow isensitivity ito iclear iimage 
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ivariation, irestricted ikey ispace i[24] i[25], iweak ikeys iand iequivalent ikeys. iIrresistibility ito 

iclear itext iattack iknown iand iirresistibility ito iclear itext iattack ichosen. 

Chaos-based ialgorithms ihave ishown iremarkable iproperties iin imany iaspects irelated ito 

isecurity, icomplexity, iperformance, ispeed, iand iso ion. iThe ipossibility iof iself-

synchronization iof ichaotic ioscillations ihas itriggered ia iflood iof iwork ion ithe iapplication 

iof ichaos iin icryptography. 

The ifundamental icharacteristics iof ichaotic imaps ihave iabsorbed ithe iconsciousness iof 

icryptographers ibecause ithey ihave imany iproperties isuch ias ierodicity, isensitivity ito iinitial 

iconditions, inonlinear, ideterministic, icomplex ibehavior, iand iso ion. iMost iproperties iare 

irelated ito icertain irequirements isuch ias imixing iand ispreading icryptography 

According ito ithe iChaos iEncryption iTechnique iLiterature iStudy, iit ihas ibeen iconcluded 

ithat iencryption imethods ibased ion ichaotic isystems i[31] i[32] idespite iits iadvantages ifor 

ithe iimage isecurity ichain ipose imajor iproblems: 

(1) Encryption imethods ibased ion ione-dimensional i(1D) icontinuous ichaotic isystems 

ishow ithe iproblem iof ilow ikey ispace iin ifront iof ithe ihuge iamount iof iinformation 

itransmitted iand ithe ilack iof icontrol iparameters ifor isecure iencryption iagainst ithe iattack. 

iBrute iforce. 

(2) the iexisting isystem iwill itake ia ilot iof icomputing itime ithat ithe iinapplicable ifor 

ireal-time isystems ior imodern icommunication isystems iso iare inot ieffective ifor inetwork 

isystems 

(3) Currently, imost istudies ion ichaotic iencryption itechnology iare ibased ion ione 

idimension iand itwo idimensions. iSome istudies isuggest ithat ithe iconfidentiality iof ithe ilow 

idimension iis inot isufficient. iNumerous ismall-scale ichaotic iencryption isolutions ihave 

ibeen iproposed iin irecent iyears, ibut iall iof ithem ihave imore ior iless igaps iin iconfidentiality. 

iIt iis igenerally iaccepted ithat imany icurrent ichaotic iencryption isolutions ihave isecurity 

ivulnerabilities. 

To iimprove isecurity, ithe ifollowing imethods ican ibe iconsidered: 
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(1) Design iquasi-chaotic isequences iwith icomplex iand idynamic ibehavior, ia ilong 

itime. iThus, ithe idevelopment iof ia imulti-dimensional ichaotic iencryption isystem iis 

iessential ito ithe idesign iof ia irobust ichaotic iencryption isystem, iand ithe idesign iof ihigh-

quality ichaotic isequences iis iessential ito ithe idevelopment iof ia ihigh-quality ichaotic 

iencryption isystem. 

(2) Explore ithe ipossibility iof iusing ichaotic ior ichaos-based iencryption itechniques ito 

iprotect iremote isensing isatellite iimages iand iprovide ia ihigh ilevel iof isecurity iin ian 

iefficient iand ireliable imanner. 

3.7 CONCLUSION 

Dans ice ichapitre ion ia idonné iun iaperçu isur iles iconcept ifondamentale ide ila icryptographie i 

ien iprésentant ila irelation iente ieu i ila ithéorie ide ichaos i ien i ien ipremier ilieu iensuite ion ia 

iprésenté iune irevue ide ilittérature isur iles idifférents iméthodes ide icryptage ide il’image 

inumérique ibasé isur iles isystèmes ichaotiques iainsi iles iparamètres ide iperformance iet 

id’évaluation ide isécurité iexistants ipar ila isuite ion ia iélaboré iune iétude icomparative ien ise 

ibasant idans icette iétude isur iles iparamètres id’évaluations iconsidère iet ila iméthode iutilisé 

ipour ichaque iarticle iafin ide idégager iles iinconvénient ides ialgorithme idans iune 

iproblématique i. 
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4.  ISTUDY AND DEVELOPMENT OF NEW COLOR IMAGE 

IENCRYPTION SCHEME BASED ON MULTIDIMENSIONAL 

ICHAOTIC SYSTEMS 

This ichapter iis iintended ifor iour iresearch icontributions iin ithe ifield iof iimage iencryption. 

iThis iis ia inew isymmetric iencryption ischeme ibased ion ithe istream iencryption ischeme iand 

iwhich imakes ia istrong irelationship ibetween ithe iencrypted iimage iand ithe isecret ikey ito 

iprevent iknowledge iof ithe iclear iimage iwithout ithe iknowledge iof ithe ikey. iThe iproposed 

iencryption ialgorithm iis ibased ion ithree-dimensional ichaotic isystems iand ithe 

ipermutation-diffusion istructure. iUnlike ipermutation-based icryptographic isystems iwith 

ismall ikey ispaces, ithe iproposed iimage iencryption ialgorithm ihas ia ilarge ikey ispace. iThus, 

iit iprevents ibrute iforce ianalysis. iThe iresults iof ithe isimulation ishow ithe iefficiency iand 

isafety iof iour iproposed isystem. iIn iaddition, ithe iAES ialgorithm iand iother isymmetric 

ialgorithms ihave ibeen iinvestigated iand ithe icomparison iwith ithe iproposed ialgorithm 

ishows ithe isuperiority iof ithe iproposed ischeme. iOn ithe iother ihand, ithe icalculation iof ithe 

inumber iof iprimitive iinstructions iof ithe iproposed ischema iasserts ithat iour icontribution iis 

ithe ifastest iby icomparing iit iwith irecently iproposed ialgorithms. 

4.1 CHAOTIC ISYSTEMS 

Chaos itheory iis ia ifield iof istudy iin imathematics iwhich istudies ithe ibehavior iof idynamical 

isystems ithat iare ihighly isensitive ito iinitial ivalues iand iparameters—an ieffect iwhich iis 

ipopularly ireferred ito ias ithe ibutterfly ieffect. iSmall idifferences iin iinitial iconditions i(such 

ias ithose idue ito irounding ierrors iin inumerical icomputation) iyield iwidely idiverging 

ioutcomes ifor isuch idynamical isystems, irendering ilong-term iprediction iimpossible iin 

igeneral. 

In imathematics, ia ichaotic imap iis ia imap ithat iexhibits isome isort iof ichaotic ibehavior. iMaps 

imay ibe iparameterized iby ia idiscrete-time ior ia icontinuous-time iparameter. iContinuous 

imaps iusually itake ithe iform iof iiterated ifunctions. iTheir iproperties iare isimilar ito 

iconfusion iand idiffusion icryptography iproperties, iso ithey ihave ibeen iused ito ibuild igood 

icryptosystems. iFurthermore, ithese iproperties imake ichaotic icryptosystems irobust 

iagainst istatistical iattacks. iChaotic imaps ioften ioccur iin ithe istudy iof idynamical isystems. 
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 iIn ithis isection iwe ipresent ia imathematic istudy ifor icontinuous ichaotic isystem iused iin iour 

icryptosystem ifor icolor iimage 

4.1.1  iAizawa iAttractor 

The iAizawa iattractor iis ia isystem iof iequations ithat, iwhen iapplied iiteratively ion ithree-

dimensional icoordinates, ievolves iin isuch ia iway ias ito ihave ithe iresulting icoordinates imap 

iout ia ithree idimensional ishape, iin ithis icase ia isphere iwith ia itube-like istructure ipenetrating 

ione iof iit's iaxis. iThe iAizawa iattractor iis ia ispecial icase iof ithe iLorenz iattractor i[34] i. iThe 

iequations ithemselves iare ifairly istraightforward: 

                                      

{
 
 

 
 
𝑑𝑥

𝑑𝑡
= (𝑧 − 𝛽)𝑥 − 𝛿𝑦 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖

𝑑𝑦

𝑑𝑡
= 𝛿𝑥 + (𝑧 − 𝛿)𝑦 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖

𝑑𝑧

𝑑𝑡
= 𝛾 + 𝛼𝑧 −

𝑧3

3
− (𝑥2 + 𝑦2)(1 + 𝜖𝑧) + 𝜎𝑧𝑥3

 i i i I           i i i i(4.13) 

for i(𝑥, 𝑦, 𝑧) ∈ ℝ i iand iparameters i𝛼, 𝛽, 𝛾, 𝛿, 𝜌 iand i𝜖  iCommonly iused ivalues iof ithe 

iparameters iin ivisualizations iare i𝛼  i = 0.95; i𝛽 = 0.7 i; i𝛿  i = 3.5; i𝜖 = 0.25; i i𝛾 = 0.6 i; iand 

i𝜎 = 0.1 i. iThe isolution ito ithe iAizawa iequation i(13) iwith ithese iparameters iand iinitial 

ivalue i𝑥0 = (0.1,0,0) i iis ipictured iin iFigure i13. 

 

 

Figure i4.13: iAizawa iAttractor iα=0.95 
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Figure i2.14: iEvolution iof ithe iaxes iin itime 

 

4.1.2  iThree iScroll iUnified iChaotic iSystem i1 

The iunified ithree-scroll ichaotic isystem i(TSUCS) iwas iintroduced iby iLin iPan, iWuneng 

iZhou, iJian'an iFang iand iDequan iLi iin i2010 i[33]. iThe isystem iis idescribed iby ithe 

ifollowing ithree-dimensional iequations: 

                                                                   

{
 
 

 
 
𝑑𝑥

𝑑𝑡
= 𝑎(𝑦 − 𝑥) + 𝑑𝑥𝑧

𝑑𝑦

𝑑𝑡
= 𝑏𝑥 − 𝑥𝑧 + 𝑓𝑦 i i i i i

𝑑𝑧

𝑑𝑡
= −𝑒𝑥2 + 𝑥𝑦 + 𝑐𝑧

 i i i i i i i i i i i i i                      i i i i(4.14) 

In i(10), ix, iy, iz iare istate ivariables iand ia, ib, ic, id, ie, if, iare ipositive iconstant isystem 

iparameters. iThe isystem ishows ia ichaotic iattractor i(see ifigure. i15) iif ithe ivalue iof ithe 

isystem iparameter iis ichosen ias ifollows: 

a i= i40, ib i= i55, ic i= i11/6, id i= i0.16, ie i= i0.65, if i= i20 i(4.10) 
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For imathematical isimulations, ithe iinitial istate ivalue iof ithe ichaotic isystem i(14) iis 

iassigned ias ifollows: ix i(0) i= i0.0001, iy i(0) i= i0.0001, iz i(0) i= i0.0001 i(4.11) 

Figure i(15) ishows ithe i3D iview iof ithe iattractor iof ithe inew ichaotic isystem i(14) iof ithe 

ithree-scroll iattractor ion ithe ithree icoordinate iplanes. 

 
 

Figure i4.15: iTSUCS iattractor iin i3D 

 

 
 
Figure i4.16: Evolution of the axes in the time of Three Scroll Unified Chaotic System attractor 
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4.1.3  iWang iSun iFour iScroll iChaotic iSystem 

In i2009, iWang iet ial. idiscovered ia ichaotic ifour iscroll isystem, iwhich iis igiven iby ithe ithree-

dimensional isystem iof ithe ifollowing inonlinear idifferential iequation: 

                                                                     

{
 
 

 
 
𝑑𝑥

𝑑𝑡
= 𝑎𝑥 + 𝑐𝑦𝑧 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖

𝑑𝑦

𝑑𝑡
= 𝑏𝑥 + 𝑑𝑦 − 𝑥𝑧

𝑑𝑧

𝑑𝑡
= 𝑒𝑧 + 𝑓𝑥𝑦 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖 𝑖

 i i i i i i i i i                      i i i i i i i i i i i(4.15) 

In i(15), ix, iy, iz iare istate ivariables iand ia, ib, ic, id, ie, if, iare iconstant isystem iparameters. iThe 

isystem i(15) ishows ia ichaotic iattractor i(see ifigure) iif ithe ivalue iof ithe isystem iparameter iis 

ichosen ias ifollows: 

a i= i0.2, ib i= i-0.02, ic i= i1.0, id i= i-0.4, ie i= i-1.0, if i= i-1.0 i(4.18) 

For imathematical isimulations, ithe iinitial istate ivalue iof ithe ichaotic isystem iis iassigned ias 

ifollows: ix i(0) i= i0.1, iy i(0) i= i0.1, iz i(0) i= i0.1 i(4.19) 

Figure i(17) ishows ithe i3D iview iof ithe iattractor iof ithe inew ichaotic isystem i(15) iof ithe ifour-

volute iattractor ion ithe ithree icoordinate iplanes. 

 

Figure i4.17: iStrange iattractor iof ithe iWang iSun ichaotic isystem 
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Figure i4.18: iEvolution iof ithe iaxes iin itime iof iWang iSun iattractor 

 

4.1.4  iDiscussion iOf iChoice iOf iSystems 

(1) Compared ito icommon ichaotic imaps, ihyper-chaotic isystems ineed imore iparameters 

iand ihave imore icomplex idynamic ibehaviors ithat iare iunpredictable. 

(2)  iLarge ikey ispace iwithstands ibrute iforce iattacks 

(3)  iThe isystems iare isensitive ito islight ichanges iin ithe ioriginal icondition ithe isystem iis 

iresistant ito isynchronous iattack iof iadaptive iparameters ibecause iof iits icomplex ithree-

dimensional istructure ithe isystems ihave i3 ichaotic isequences 

4.2 PROPOSED ISYSTEM 

Since ithe ichaotic isystem iis ihighly isensitive ito iinitial ivalues iand isystem iparameters, 

imeanwhile, ihas ian ienormous ikey ispace. iThe iproposed ialgorithm ifor iimage iencryption 

iis ibased ion iShanon iidea iof iconfusion iand idiffusion i[16], ithat iis, icombining ithe 

isubstitution iand ipermutation inetwork i(S–P inetwork), iwhich iis ialso inow ithe ibase iof 

imodern iblock iciphers. iIn iaddition ito ithe iS–P inetwork, irandom inoise iis ialso iadded ito 

idecorrelate ithe iplain iimage ipixels. iThus, ithere iare ithree imodules iof ithe ianticipated 

itechnique, iaddition iof inoise, iPermutation iand iSubstitution. 

In ithis isection, ia inew icolor iimage iencryption ialgorithm ibased ion ihyperchaotic ichaotic 

isystems iand ipermutation-diffusion istructure ihas ibeen iproposed. iIn ithe irows iand 
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icolumns ipermutation iprocess, iwe iuse ithe ichaotic isequences igenerated ifrom iAizawa iand 

iTSUCS ichaotic isystems ito ipermute ithe ifirst iunit iand ispread ithe iinfluence ito ithe 

ifollowing iother iunits. iTherefore ithe ipermutation ieffect irelies ion iboth ithe ikeys iand iplain 

iimage. iThe ikey istream iin ithe idiffusion iprocess idepends ion iboth ithe ikey i(the iinitial ivalue 

iand ithe icontrol iparameters iof ithe ihyperchaotic isystem) iand ithe ipermuted iimage. iThe 

ikey ispace iis ilarge ienough ito iresist ibrute-force iattacks. iStatistical ianalysis ishows ithat ithe 

ischeme ican iprotect ithe iimage ifrom ithe istatistical iattack ivery iwell. iThe ischeme 

ipossesses ihigh ikey isensitivity iand igets ia igood iability ito iresist idifferential iattack. iIt ican 

iavoid ithe ichosen iplain-text iand ichosen icipher-text iattack. iWith ihigh-level isecurity, iit 

ican ibe iwidely iused iin ithe iInternet iapplications, isuch ias iInternet isecure iimage 

icommunications. 

4.3 ALGORITHM IDESIGN 

The idesign iof ithe iproposed ialgorithm i(AIST) iis iexplained iin ithis isection. iThe ifirst ithree 

isubsections iprovide idesign idetails istep iby istep. iThe ilast isubsection iillustrate ithe ioverall 

iworkflow iof ithe ialgorithm. 

4.3.1  iEncryption iProcess 

The iencryption iprocess iinvolves iscrambling iof irows iand icolumns ibased ion ithe ichaotic 

isequence igenerated iby ithe iAizawa iand iTSUCS iattractor ifollowed iby iXOR’ing ithe 

ipixels iwith ithe ipseudorandom i inumbers igenerated iby iWan iSun iFour iscroll ichaotic 

isystem 

4.3.1.1  iRow iscrambling ialgorithm 

The idetailed idescription iof ithe irows iscrambling ialgorithm iis icomposed iof iseven isteps: 

▪ Step i1. iIterate ithe ihyper ichaotic isystem iby iusing iEq. i(13) ifor i𝐿0  itimes ito iget irid 

iof itransient ieffect, iwhere i𝐿0  iis ia iconstant. iContinue ito iiterate ithe isystem ifor iL itimes, 

iwhere iL iis ithe imax i(𝑋, 𝑌, 𝑍) ifor idigital iimage𝑃(𝑋, 𝑌, 𝑍), iand iobtain ichaotic ithree 

isequences iwhich ieveryone ihas iL ielements. iSelect ithree isequences iand imodify ithem iby 

iusing ithe ifollowing iformula: 

                                   𝑥 = 𝑚𝑜𝑑((𝑎𝑏𝑠(𝑥) − 𝑓𝑙𝑜𝑜𝑟(𝑎𝑏𝑠(𝑥))) × 1015, 𝑖𝐿 i i i i i i i i i(4.16) 
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▪ Step i2: iTransform ithe ioriginal iimage iinto imatrix iof ithree idimension ito iget 

i𝐴(𝑖, 𝑗), i𝐵(𝑖, 𝑗) iand i𝐶(𝑖, 𝑗) 

▪ Step i3. iSplit ieach imatrix i(𝐴𝑋1×𝑌1, 𝑖𝐵𝑋2×𝑌2, 𝑖𝐵𝑋3×𝑋3) iinto i𝑀 iunits. iEach irow iis ia 

iunit, iand iany iof ithe iith irow iis irepresented ias                                                                                            i i 𝑖𝑃𝑖, 𝑖𝑖=1,2,…𝑀, i i i               

i i i i(4.17) 

▪ Step i4. iSelect ithe ithree ichaotic isequences iwhich iwere iderived ifrom iStep i1, 

itruncate ithem iwith ithe ilength i𝑁 ito iget ivector_row1, ivector_row2 iand ivector_row3. 

▪ Step i5. i𝑖 = 1. 

▪ Step i6. iFor ieach imatrix, iall ielements iin ithe iPi iare ipermuted iby ithe ivectors 

ivector_row1, ivector_row2 iand ivector_row3 iaccording ito ithe ifollowing iformula i(18) 

iand iobtain ithe inew ithree irow iof ipermutation iimage. 

                                                                 𝑝𝑖
𝑟(𝑗) = 𝑡_𝑟𝑜𝑤(𝑗)) 𝑖, 𝑖𝑗 = 1, 𝑖2, 𝑖… , 𝑖𝑁 i I                              i i i(4.18) 

▪ Step i7. iThen ithe i𝑝𝑖
𝑟derived ifrom iStep i6 iis isorted iaccording ito ithe imethod 

imentioned iabove ito iobtain ia inew ithree ivectors, iwhich iwill ibe iused ito ipermute ithe inext 

irow. 

▪ Step i8. i𝑖 = 𝑖 + 1; iGo ito istep i6 iuntil i𝑖  ireaches 𝑖𝑀. i iThen, iwe iget ithe irow iscrambled 

iimage 𝑖𝑃𝑟. 

//The igoal iof ithe iprocess iis ito ichanging ipixels ipositions iof icolor iimage iby iscrambling ipixel ivalues iin 

irows iusing ithree ipseudorandom isequences igenerated iby iAizawa iattractor// 
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4.3.1.2 Column iscrambling ialgorithm 

The idetailed idescription iof ithe icolumns iscrambling ialgorithm iis icomposed iof iseven 

isteps: 

▪ Step i1. iIterate ithe ihyper ichaotic isystem iby iusing iEq. i(14) ifor i𝐿0  itimes ito iget irid 

iof itransient ieffect, iwhere i𝐿0  iis ia iconstant. iContinue ito iiterate ithe isystem ifor iL itimes, 

iwhere iL iis ithe imax i(𝑋, 𝑌, 𝑍) ifor idigital iimage𝑃(𝑋, 𝑌, 𝑍), iand iobtain ichaotic ithree 

isequences iwhich ieveryone ihas iL ielements. iSelect ithree isequences iand imodify ithem iby 

iusing ithe ifollowing iformula i(16): 

                                   𝑥 = 𝑚𝑜𝑑((𝑎𝑏𝑠(𝑥) − 𝑓𝑙𝑜𝑜𝑟(𝑎𝑏𝑠(𝑥))) × 1015, 𝑖𝐿 i i i i i i i i i(4.16) 

▪ Step i1. iintercept ia isubsequence iof ilength iM ito iget ia ivector_col1, ivector_col2 iand 

ivector_col3 

▪ Step i2: iTransform ithe iscrambled iimage iinto imatrix iof ithree idimension ito iget iA, 

iB iand iC 

▪ Step i3. iSplit ithe irow iscrambled iimage i𝑝𝑟  iinto iN iunits. iEach icolumn iis ia iunit, iand 

iany iof ithe iith icolumn iis irepresented ias                                                                i i𝑝𝑗 𝑖,𝑖
𝑟 𝑗 = 1, 𝑖2, 𝑖… , 𝑖𝑁 i. i                      i i i(4.19) 

▪ Step i4. ij=1. 

▪ Step i5. iAccording ito ithe ifollowing iformula i(20), iall ielements iin i𝑝𝑗
𝑟

 iare ipermuted 

iby ithe ivector ivector_col1, ivector_col2 iand ivector_col3. iThen iwe iobtain ithe inew iith 

icolumn iin ipermutation iimage. 

                                                       𝑝𝑗
𝑟é(𝑗) = 𝑝𝑗

𝑟 = (𝑡𝑐𝑜𝑙(𝑖)), 𝑖 𝑖𝑖 = 1,2,… , 𝑖𝑀                            i i i i(4.20) 

▪ Step i6.𝑃𝑖
𝑟𝑐

 i iWas isorted iaccording ito ithe imethod imentioned iabove ito iget ia inew 

ivector it_col, iwhich iwill ibe iused ito ipermutated ithe inext icolumn. 

▪ Step i7. i𝑖 = 𝑖 + 1; iRepeat ithe istep i4 iand i5 iuntil ii ireaches iN.Then, iwe iget ithe 

ipermuted iimage 𝑖𝑃𝑟𝑐. 
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//after irealizing ithe iscrambing iin irow iin ithis iprocess iwe iaim ito ichange ipixels iposition iby iscrambling i i 

ipixels ivalue iin icolumn iusing ithree ipseudorandom isequences igenerated iby iTSUCS isystem.// 

 

4.3.1.3  ISubstitution algorithm 

This iprocess iis iconsist iin ichanging ipixels ivalue iby icalculation i i ipseudorondom inumbers 

ifrom iWang iSun isystem iand iXOR’ring ithese inumber iwith ipixels ivalue.// 

Input: iShuffled iimage i i 

Output: iEncrypted iimage i 

Step i1: iCalculate ipseudorandom inumbers ifrom iFour iScroll iattractor 𝑖(𝑥𝑘,𝑦𝑘 , 𝑧𝑘) 

Step i2: iCalculate ithese inumber ito iget ithree imatrix i 

                                               𝐼𝑛𝑒𝑤1(𝑖, 𝑗), 𝑖𝐼𝑛𝑒𝑤2(𝑖, 𝑗), 𝑖𝐼𝑛𝑒𝑤3(𝑖, 𝑗) i i i i i i i                       i i i i i i i i i(4.21) 
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Step i3: iTransformation iof iimage iin itree imatrix i𝐴(𝑖, 𝑗), 𝑖𝐵(𝑖, 𝑗), 𝑖𝐶(𝑖, 𝑗) 

Step i4. i iDo iXOR ioperation iwith i(A, iB, iC) iin ipoints i(𝑖, i𝑗) iand i𝐼𝑛𝑒𝑤1, 𝑖𝐼𝑛𝑒𝑤2  𝑖𝑎𝑛𝑑  𝑖𝐼𝑛𝑒𝑤1  i, 

iHence(𝐼𝑛1, 𝑖𝐼𝑛2, 𝑖𝐼𝑛3) iis iobtained 

                                                      𝐼𝑛1 = 𝐴(𝑖, 𝑗)⨁𝐼𝑛𝑒𝑤1(𝑖, 𝑗) i i i i i i i i I                                                i i i i i i(4.22) 

                                                       𝐼𝑛2 = 𝐵(𝑖, 𝑗)⨁𝐼𝑛𝑒𝑤2(𝑖, 𝑗) i i i i I      i i                                      i i i i i i i i(4.23) 

                                                       𝐼𝑛3 = 𝐶(𝑖, 𝑗) ⊕ 𝐼𝑛𝑒𝑤3(𝑖, 𝑗) i i i i i i i I                                             i i i i i(4.24) 

Step i5: iTransformation iof imatrix ito iget ifinal iencrypted iimage i 

                                                      𝐼 = 𝑟𝑒𝑠h𝑎𝑝𝑒(𝐼𝑛1, 𝑖𝐼𝑛2, 𝐼𝑛3) i i i i i i i                i                            i i i i i i i i(4.25) 

//This iprocess iis iconsist iin ichanging ipixels ivalue iby icalculation i i ipseudorondom inumbers ifrom iWang 

iSun isystem iand iXOR’ring ithese inumber iwith ipixels ivalue.// 
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:  

Figure i4.19: iProcess iof iencryption 

 

4.3.2  iDecryption iAlgorithm 

The idecryption iprocess iinvolves iXOR'ing ipixels iwith ithe ipseudorandom inumbers 

igenerated iby ithe iWan iSun iattractor ifollowed iby ithe iinverse icolumn irow iscrambling 

ioperation. 

Input: iEncrypted iimage 

Output: iDecrypted iimage 

Step i1: iRead iencrypted iimage 

Step i2: iUsing iWan iSun igenerate ipseudorandom inumbers i(xk) 

Step i3: iXOR ipixel ivalues iwith iXk igenerated ifrom iWang iSun iAttractor. i 

Step i4: i iUse ithe inumbers ifrom iTSUCS i(Three iScroll iUnified iChaotic iSystem) ifor iinverse 

icolumn iscrambling. i 
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Step i5: iUse ithe inumbers ifrom iAizawa iAttractor ifor iinverse irow iscrambling. 

4.4  IEXPERIMENT IRESULT 

In iorder ito iverify ithe ivalidity iof ithe ialgorithm, iwe iencrypt i i iimage iwhose isize iis i320x i256 

ix i3 iin ithe iMATLAB isimulation ienvironment. i 

 

 

Figure i4.20: iOriginal iimages 
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Figure i4.21: iEncrypted iimages 

                         
Figure i4.22: iDecrypted iimages 
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The iresult iof iencryption iis ishown iin iFig.21, iwhile iFig.20 igives ithe ioriginal iimage. iA 

igood iencryption ischeme ishould ihave iefficient isecurity iproprieties, isuch ias ilarge ikey 

ispace ito iresist ibrute-force iattacks iand ihigh isensitivity ito ithe isecret ikeys. 

Different isecurity ianalysis, isuch ias istatistical ianalysis, ikey ispace ianalysis, ientropy, 

iNPCR, iUACI iand ispeed ianalysis iare icomputed ito iprove ithe iefficiency iof iour iencryption 

ischeme iand ithe ipotential iof ithe iproposed ichaotic imaps. 

4.5  IENCRYPTION IPERFORMANCE IANALYSIS 

4.5.1 Key iSpace iAnalysis 

For ithe iWang iSun ichaotic imap, ithe isensitivity iof ithe icontrol iparameters iand iinitialization 

ivalues iis iconsidered 𝑖10
20

. iTherefore, ithe ispace iof ieach iinitialization ivalue iis1020. 

iWhile ithe icontrol iparameters ia, ib, ic, id, ie, if iis iin ithe irange i(-0.02, i0.5), ithen ithe ikey ispace 

ifor ieach iis 𝑖0.5×10
16

. iThus, ithe ikey ispace iof ithe iproposed ischema iis 𝑖0.125×10
16

. iIt iis 

ilarge ienough ito iensure ithe iresistance iof ithe ischeme iagainst ibrute iforce iattacks. 

4.5.2  iVisual iAnalysis 

The ipurpose iof ithe ivisual itests iis ito ihigh ithe ipresence iof isimilarities ibetween ia iclear 

iimage iand iits inumber. iFigure.21 ishows ithat ithe iencrypted iimages ido inot icontain iany 

ifeatures iof ithe istandard iimages. iVisual itests iwere iperformed ion idifferent iimages, isizes 

iand iformats, iand ishowed ithat ithere iwas ino iperceptual isimilarity. 

4.5.3 Correlation iAnalysis 

Correlation ibetween itwo ivertically iadjacent ipixels iand itwo ihorizontally iadjacent ipixels 

iin ia isingle iimage iand ian iencrypted iimage iare iconsidered iin ithis iinvestigation. iWe 

icalculate ithe icorrelation icoefficients iof ithe iadjacent ipixels ifor ithe isingle iimage iand ithe 

iencrypted iimage ifor ithe iBarbara iimage. iIt iis iwell iknown ithat iadjacent iimage ipixels iare 

istrongly icorrelated iin ihorizontal, ivertical idirections i(x, iy). iSuch ia ihigh icorrelation 

iproperty ican ibe iquantified iby imeans iof icorrelation icoefficients ithat iare igiven iby: 

 

                                              𝐶𝑟𝑥𝑦 =
𝑐𝑜𝑣(𝑥,𝑦)

√𝐷(𝑥)√𝐷(𝑦)
 i i i I                                                 i i i(4.21) 

Where iCr iis ithe iCorrelation iCoefficient ix iand iy iare ithe ihorizontal iand ivertical idirections. 
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i 

Table i4 isummarizes ithe iauto icorrelation ivalues ifor ihorizontal, ivertical, iand idiagonal 

iorientations iof ithe ioriginal iand iciphered iimage ifor iall icolor icomponents. iFig. i23 idepicts 

ithe ieffect iof iencryption ion ithe iauto icorrelation iin ithe ihorizontal idimension ifor iall icolors. 

iThe isame itrend iis ialso inoticed ion ivertical iand idiagonal idimensions. iCross icorrelation 

icoefficient ibetween ithe iciphered iimage iand ithe ioriginal iare ifound ito ibe i- i0.0041, i0.002, 

iand i0.0032 ifor iRGB icolors irespectively. iLow icoefficient ivalues iimply ithat ithe istream 

icipher iimplements ithe irobust iconfusion iand idiffusion ialgorithm iimplemented iin ithe 

iproposed isystem iwhich iefficiently iprevents iany iinformation ileakage iregarding ipixel 

icorrelations. 

 
Figure i4.23: iPixel icorrelation idiagram 
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Table i4.4: iPixel icorrelation idiagram 

Direction  iOriginal iimage Encrypted iimage 

R G B R G B 

Horizontal 0.9530 0.9422 0.9257 -0.0042 -0.0024 0.0087 

vertical 0.9350 0.9204 0.8955 -0.0013 -0.0096 0.0009 

Diagonal 0.9125 0.9512 0.9220 -0.0027 -0.0003 0.0038 

 

Table i1 ishow ithe icoefficients iof ithe icorrelations imeasured iby ithe iclear iimages iare iclose 

ito i1 iwhile ithe iciphered iimages iare iclose ito i0, ibased ion ithe iresults iobtained iwe ican iaffirm 

ithat ithe iproposed ialgorithm ihas isuccessfully iremoved ithe icorrelation iof ithe iadjacent 

ipixels 

4.5.4 Histogram iAnalysis 

The ihistogram iof ithe iencrypted iimage ias ishown iin iFigure i24 iis iuniform, isignificantly 

idifferent ifrom ithat iof ithe ioriginal iimage, iand ihas ino istatistical iresemblance ito ithe 

iordinary iimage iand itherefore iprovides ino iindication ifor iuse ia istatistical iattack ion ithe 

ipresent iimage iencryption iprocedure. iTherefore, ia istatistical iattack ion ithe iproposed 

iimage iencryption iprocedure iis idifficult. i 
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Figure i4.24: iHistograms: i(A) ihistogram iof ioriginal iimage iLena, i(B) ihistogram iof 

iencrypted iimage iLena ihistogram iof ioriginal i(C) iimage iBarbara, i(D) ihistogram iof 

iencrypted iimage iBarbara. 

 

4.5.5 Analysis iof iThe iEntropy iof iInformation 

Entropy ivalues iof ithe iciphered iimage icompared ito ithe ioriginal iare ishown iin iTable i5 ifor 

iall icolor icomponents. iLow ientropy ivalues iin ithe ioriginal iimage ireflect ithe ihigh 

ipredictability iin ithe iimage idata. iHowever, ihigh ientropy ivalues iin ithe iciphered iimage 

iimply ithe irandomness ilevels iachieved iby ithe iproposed istream icipher. 
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Table i4.5: iAnalysis iof ithe iinformation ientropy iof ithe ialgorithm 

4.5.6  iDifferential iAttacks iAnalysis 

In iimage iencryption, ithe icipher iresistance ito idifferential iattacks iis icommonly ianalyzed 

ivia ithe inumber iof ipixels ichange irate i(NPCR) iand iunified iaverage ichanging iintensity 

i(UACI) itests. iNPCR irepresents ithe ipercentage iof idifferent ipixel inumbers ibetween ithe 

iplane iimage iand ithe iencrypted iimage, iand iUACI irepresents ithe iaverage iintensity 

idifferences ibetween ithe iplane iimage iand ithe iencrypted iimage ior ibetween itwo iencrypted 

iimages. 

 i i i i i i i i i i i i i i i i i i i i i                                                                                       i i i i i i i i i i𝑁𝑃𝐶𝑅 =
∑ 𝐷(𝑖,𝑗)𝑖𝑗

𝑀×𝑁
× 100% i i i i                                                           i i i(4.22) 

                                   𝑈𝐴𝐶𝐼 =
1

𝑀×𝑁
[∑

𝑐1(𝑖,𝑗)−𝑐2(𝑖,𝑗)

255𝑖,𝑗 ] × 100% i i I                                                                 (4.23) 

 

 𝑖 𝑖 𝑖Where iM iand iN irepresent ithe iwidth iand iheight iof ithe iimage irespectively. iTwo iimages 

iwere iused iin ithe itests. iThe ifirst iimage iis ithe ioriginal iimage, iand ithe iother iis iobtained iby 

ichanging ithe ivalue iof ithe ilast ipixel iwith ia idifference iof i1. iWe iencrypt ithe itwo iimages 

iusing ithe isame iencryption ikey ito iobtain ithe icorresponding iimages iC1 iand iC2. i 

Both iNCPR iand iUACI itests iare iconducted i500 itimes iwith iinputs ihaving ionly ione ibit 

ichange irandomly iin ionly ipixel iwith ian iarbitrary ilocation. iTable i6 idepicts ithe imean 

ivalues iof ithe iNCPR iand iUACI itests ifor iall icolor icomponents. iResults ireflect ithe ieffect 

iof iusing ithe ichained iconfusion ialgorithm iimplemented iin ithe isystem iin iwhich ichanging 

ione ibit iin ithe iinput iaffects ithe ichaotic isequence ifrom igenerator iresulting iin icompletely 

idifferent ioutput. 

 

 

 

 Lena Barbara 

Color R G B R G B 

Entropy iof iinformation 7.5562 7.5243 7.5318  i i7.4757 7.4688 7.4462 
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Table i4.6: iResults iof inumber iof ipixels ichange irate, iunified iaverage ichanging 

iintensity 

Image i Lena.png Barabara.png 

Color R G B R G B 

NPCR 99.4619% 99.4157% 99.4315% 99.4402% 99.4720% 99.4922% 

UACI 33.5596% 33.5702% 33.6317% 33.4569% 33.5113% 33.4437% 

 

4.5.7 Discussion 

The ialgorithm igathers i3 itypes iof ichaotic isystems i(mono iscroll, ithree iscroll iand i4 iscroll) 

iwhich ipresents ia inew imethod iof iexploitation iof ithe ipermutation-diffusion iencryption 

istructure. iThe isystem iused iin ithis ialgorithm iwas iinvented irecently iand ibased ion i3-

dimensional iequations iMoreover, icompared ito icommon ichaotic imaps, ihyper-chaotic 

isystems ineed imore ithan iparameters iand ihave imore icomplex idynamic ibehaviors ithat iare 

iunpredictable ithe iproposed ialgorithm ito ia istronger iproperty iand ia ilarger ikey ispace. 

iTheoretical ianalysis iand iexperimental iresults ishow ithat ithe iimage iencryption isystem 

ioffered iat ia ihigh isecurity ilevel iand iexcellent 

4.6  iCOMPARISON 

The ifollowing itable i7 iillustrates ithe icomparison iresults ibetween ithe iproposed ialgorithm 

iand ithe ialgorithm iof ireference i[4] iat ithe idifferential iattack iresistance ilevel. iThe iresults 

ishow ishowed ithat ithe iproposed ialgorithm ihad imodified imany ipixels iand itheir ivalues 

ifor isingle iimages. iCompared ito ithe ialgorithm iin ireference i[4], ithe iaverage iNPCRs iof 

ieach icomponent iof ithe iimages itested iare igreater ithan i99.4%, iwhich iis imuch ihigher ithan 

ithem, iand ithe iaverage iUACIs iare iefficiently imodified, iwhich imakes iit ipossible ito iresist 

idifferential iattacks. 
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Table i4.7: iResult iof icomparison ibetween ithe ialgorithms 

Algorithme Image NPCR i(%) UACI i(%) 

R G B R G B 

Proposed i Lena.png 
 

99.4619 

 

99.4157 

 

99.4315 

 

33.4969 

 

33.5113 

 

33.4437 

Ref i[35] Lena.png 99.58649 99.2172

2 

98.84796 33.48347 33.46399 33.26891 

 

4.7  ICONCLUSION 

In ithis ipaper iwe ihave iintroduced ia inew isecure iand iefficient itechnique ithat iprovides 

icolor iimage iencryption. iIn iorder ito iovercome ithe iweakness iof ione-dimensional icard-

based iencryption isystems iwith ismall ikey ispaces, ithe iproposed iimage iencryption 

ialgorithm ihas ia ilarge ikey ispace iand ican isuccessfully iprevent ibrute iforce iattack. 

iSecurity ianalysis isimulations iwere iperformed ito iensure ithe ieffectiveness iof ithe 

iproposed isystem iagainst istatistical ianalysis, ikey ispace ianalysis, isensitivity ianalysis, 

iand iso ion. iBased ion ithe iresults iobtained, iwe ican isay ithat ithe iproposed ischeme iis 

isuitable ifor iimage iencryption iapplications. iIn ithe ifollowing ichapter, iwe iwill iintroduce 

iour isecond icontribution, iwhich iconsists iof ia icryptosystem ifor idigital iimages ibased ion 

iconfusion-diffusion iarchitecture iusing ichaos itheory. 
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5. DISCUSSION AND FUTURE RESEARCH 

The iamount iof ivisual iinformation iavailable iin idigital iformat ihas igrown iexponentially iin 

irecent iyears idue ito ithe iwide iavailability iof iequipment’s isuch ias idigital icameras iand 

icamera iphones, ichanges iin ithe iway ipeople isocially iinteract iby isetting iup icommunity 

iweb ipages, iwide ispread iuse iof ithe iInternet iin iall itypes iof ipersonal iand ibusiness 

iactivities, iand idevelopments iin ihigh ispeed itransmission iof idigital iimages iwith ihigh 

ireliability. 

However ithe iwide iaccessibility iof ithe iInternet iand iits iconnected ihosts iand iavailability iof 

itechnology ito icapture inetwork itraffic ior ipenetrate ihosts ihave imade idigital iimages 

ivulnerable ito iunauthorized iaccess iwhile iin istorage iand iduring itransmission iover ia 

inetwork. iHence iusers iof ithe iInternet iand iapplication ithat iuse ior iprocess idigital iimages 

ineed ito iaddress isecurity iissues ito iprotect icommercial ivalue iof iimages iand ialso iensure 

iuser iprivacy iand iother iissues. 

Apart ifrom ithe iabove i isecurity i irelated i iissues, i inumeric i iimage i itrading i ihas i ibecome ia 

imainstream itrade iin icyber ispace iand ipay-after-trial iservices iof idigital imultimedia i iare i 

iin i iwide i ipractice. i iFor i iexample, i ithumbnail i iversions i iof i iimages i i iare iused ito iprovide 

ipreviews ito i icustomers i iprior i ito i ithe i itransaction i iin i iorder i ito i ihave ia ichoice iof iselection. 

iCurrent ipractices iinclude ishowing ionly ia ismall itile i(thumbnail) iof ithe ioriginal iimage, 

ishowing ia ilower-resolution iversion iof ithe ifull iimage, ishowing ithe ioriginal iimage 

ioverlaid iwith ia ivisible iwatermark iimage, ior ipartial iencryption iof ithe iimages iallowing 

ionly ifor ia ilow ivisibility ilevel ithan ithe ioriginal iimage. 
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Among ithese ischemes, iexcept ifor ithe imethod iusing ipartial iencryption, iother imethods ican ibe 

isuccessfully iattacked ito iobtain ithe ioriginal iimage iby iwatermark iremoval, iimage 

ienhancement, ietc. iIn ithis icontext, iimage iencryption ibecomes iimportant i in iachieving ithe 

isecurity irequirements ilisted iearlier ito iprotect icommercial iinterests iand iensure iprivacy. 

The iobjective iof ithe iresearch ipresented iin ithis ithesis iis ito ipropose ian iimage iencryption 

itechnique i iwhich i iis i icapable i iof i iencrypting i ian i iimage i ieffectively i iand i isecurely i iwith ia 

ipredefined ivisibility ilevel. iUnlike ia iconventional isymmetric ikey iencryption ischeme, iapart 

ifrom ithe iinput iplaintext iimage iand ithe isecret iencryption ikey, ithere iwill ibe ia ithird iinput 

idefining ithe ivisibility ilevel iof ithe ioutput iciphertext iimage. iThis iresearch istudies ithe iuse iof 

ichaos itheory iin iimplementing isuch ian iencryption ischeme iand iproposes ia iconcrete iimage 

iencryption ischeme iusing i3D ichaotic imaps icalled iIkeda imap iand ithe iKaplan-Yorke imap 

iachieving ithe istipulated iobjective. 

5.1 CONCLUSION 

This iproject iintroduces iour iproposal icolor iimage iencryption ischeme, iwhich iis ia inew isecure 

iand iefficient itechnique ithat iprovides icolor iimage iencryption. iIn iorder ito iovercome ithe 

iweakness iof ione-dimensional icard-based iencryption isystems iwith ismall ikey ispaces, ithe 

iproposed iimage iencryption ialgorithm ihas ia ilarge ikey ispace iand ican isuccessfully iprevent 

ibrute iforce iattack. iSecurity ianalysis isimulations iwere iperformed ito iensure ithe ieffectiveness 

iof ithe iproposed isystem iagainst istatistical ianalysis, ikey ispace ianalysis, isensitivity ianalysis, 

iand iso ion. iBased ion ithe iresults iobtained, iwe ican isay ithat ithe iproposed ischeme iis isuitable ifor 

iimage iencryption iapplications. iIn ithe inext ichapter, iwe iwill iintroduce iour isecond 

icontribution, iwhich iconsists iof ia icryptosystem ifor idigital iimages ibased ion iconfusion-

diffusion iarchitecture iusing ichaos itheory. 
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5.2 PERSPECTIVE IWORK 

Although ithe iproposed icontributions iare iquite ieffective, ithe isolutions iobtained iare inot 

ioptimal. iHowever, ithere iare iseveral ipoints ithat ican ibe iimproved. i 

(1) iThe iuse iof ithe inotion iof iparallelism, ithe ipurpose iof iwhich iis ito iprocess ithe iimages iin ia 

isimultaneous imanner, iwill imake iit ipossible ito ioptimize ithe iexecution itime iof ithe itwo 

ipropositions. iOn ithe iother ihand iit iis ivery iimportant ito iuse ianother idevelopment itool iand 

iprogramming ilanguage imore iadvanced iand ipowerful. iIn iaddition, ian iimage icompression 

iapproach imust ibe icombined iwith ithe iproposed ischemes ito ioptimize ithe iimage itransmission 

itime ias iwell ias iits istorage. 

(2) iThe ifuture iresearch istudy iwill ifocus ion ithe irealization iof iencryptions ifor iboth ivideo iand 

iaudio ifiles. iShifting ito ifurther istrengthen ithe isecurity iof ichaotic iencryption. 

(3) iThe icombination iof ichaotic iencryption iand iimage idata icompression itechnology. iWe ican 

iconsider ithe iimage iof iinformation iis iencrypted iand iappropriate ito iintroduce ia icertain iloss iof 

idata. iHow ito iuse ichaotic isystem iproperties iof ithe idesign imore isecure, imore iefficient ichaotic 

iimage idata. iIt iis ia ipromising iresearch idirection. 

(4) iThe istudy iof irealization iof ichaotic iencryption itechnology ihas iprovided ian ieffective itool 

ifor iboth ichaotic iencryption iand ichaotic iconfidential icommunications. iSome iresearchers 

ihave iproposed ito iimplement ichaotic iconfidential icommunications iand ichaotic iencryption iby 

iusing ivery-large-scale iintegration i(VLSI) itechnology; isuch ia itechnology iis ibelieved ito ihave 

itremendous ipotential ifor ifuture iresearch iwork. 
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