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OZET

MOBIL CIHAZLAR YARDIMIYLA DAGITIK GUVENLIK DUVARI YONETIMI
Duygulutuna, Yafes Murat

Bilgi Teknolojileri
Tez Danigmani: Yrd. Dog. Dr. Yal¢in Cekic

Mart, 2010, 75

Hemen hemen giinlimiizden on yil once giivenlik duvarlari, orta ve biyiik 6lgekli
firmalarda genellikle Internet ile i¢c ag1 birbirinden ayirmak icin kullanilir, Internet’ten
gelebilecek tehlikelere karsi bir 6nlem i¢in konumlandirilirdi. Gilinlimiizde ise, bu durum
tamamiyle degiserek, orta Olcekli bir sirkette bile i¢c ag alanlarini korumak i¢in sayilari
onlar1 ge¢meye basladi. Hatta, kullanict bilgisayarlarina ait giivenlik duvarlar1 da dahil
oldugunda, bu say1 yiizlere ulasti, gegti. Eger durumu bir de biiylik olcekli sirketler
acisindan ele alacak olursak, durumun daha da karmagik hale geldigini gorebiliriz. Bu
biiyiik sirketler i¢in giivenlik duvarlarinin ylizlercesinin ag koruma amagli ve binlercesinin
de kullanici bilgisayarlarini korumak amagh kullanildigini séyleyebiliriz.

Sayilar1 yiizleri, binleri bulan bu giivenlik duvari tarlasin1 yonetebilmek, kural eklemek,
silmek giin gectikce zorlasmakta, i¢ aga bulasan bir viriisiin yayilmak i¢in kullandig1 bir
kapiyr kapatmak ic¢in ise, zamaninda miidahale etmeyi neredeyse imkansiz kilmaktadir.
Ozellikle giivenlik duvari tarlasmi ydneten sistem ydneticilerinin, her an guvenlik
sistemlerinin basinda olmamalar1 ya da haftasonlar1 karsilasacaklart bir giivenlik
durumunda mudahale etmeleri oldukca guglesmistir.

Ginlmuizde, hayatimizin her asamasinda kullanmaya basladigimiz mobil teknolojilerin
imkanlarint bu noktada, dagitik giivenlik tarlalarimi yonetmek i¢in kullanmak, en hizli ve
ayni zamanda giivenli bir ¢ozliim olarak karsimizda durmaktadir.

Bu tez ile, birbirinden bagimsiz giivenlik duvarlarinin mobil cihazlar iizerinden her yerden
ve kolayca yonetilmesini saglamak amaglanmistir. Bunun i¢in yapilan g¢alismalar ile
basarili bir sonuca ulasilmstir.

Bu calisma, giivenlik duvari yonetilecek sistem Ttzerine bir istemci uygulamasinin

yazilmasi, tiim isteklerin yonetildigi bir ag ge¢idi uygulamasi ve mobil cihazlar tarafindan
yonetilebilmesi i¢in bir mobil uygulamadan ibarettir.



ABSTRACT

DISTRIBUTED FIREWALL MANAGEMENT VIA MOBILE DEVICE
Duygulutuna, Yafes Murat

Computer Science
Supervisor: Assist. Prof. Dr. Yalgin Cekig

March, 2010, 75

Almost ten years ago, mid-size and large companies were using a firewall especially for
guarding internal network from the Internet.

Nowadays, techniques for securing the internal network has enormously changed both for
mid-size and large companies.

For the case of mid-size companies, tens of firewalls are used for securing the internal
zones and employees’ computers from the Internet and internal threats. On the other hand,
for the case of large companies, thousands of firewalls are used.

Management of thousands of firewalls simultaneously, may easily turn out to be a hard
work and a real trouble for security/network personnel. For instance, a virus infection
spread over the network via a specific port; means vast work loads consist of addition of a
rule for that port throughout the firewalls and client systems at the same time.

Instant management of networks became possible with the introduce of mobile technology
in recent years. Which allows us to access any system, at anytime easily and reliability. So
why not use a mobile device such as an ordinary Java enabled mobile phone for this task.

The purpose of this work, is establishing a distributed firewall management system with the
help of a mobile device.

For accomplishing this goal, a client application on the firewall node, a network gateway
application on the mediation device, and a mobile application residing in the mobile device
is developed.
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1. GIRIS

Mobil cihazlar, glinimiz ve gelecegin iletisim ihtiyacin1 yer bagimsiz hale getirmistir.
Ayni sekilde bu dinamizm ile birlikte bir ¢ok ihtiya¢ da mobil cihazlar sayesinde kolayca
gergeklestirilebilmektedir.

Bu tez ile; Microsoft Windows Mobile, Symbian ve Linux bazli mobil isletim sistemli
cihazlar {izerinden, Microsoft Windows, Linux, ve tlirevlerinde giivenlik duvari
cozimlerini yonetmek (giivenlik duvarit kurali eklemek, silmek, agik kapilar1 gérmek),
bunu ayn1 zamanda dagitik olarak da yapmak amag¢lanmaktadir.

Basit olarak guvenlik duvari, internet protokol (IP) adresi almis herhangi bir sistemin,
kapilarmin (port) acik ya da kapali olmasi igin kurallar konulan bir uygulamadir. Ornegin
bu uygulama, istenilen kapilari kapatarak sistem disindan erisimleri engelleyebilir. IP
adresi, herhangi bir sistemin internet diinyasinda diger sistemlerle konusmasi igin
kullanilan bir kimlik numarast olarak diisiiniilebilir. Mobil cihaz, radyo frekans ile
iletisimini saglayan taginabilir cihazdir.

Yaptigim arastirmalarda, mobil cihazlar ile dagitik giivenlik duvar1 yonetimi konusunda
daha oOnce yapilmis herhangi bir caligmaya rastlamadim. Mobil olmayan ve tek sistemi
farkli yontemler kullanarak yoneten ¢aligmalara rastladim fakat gerek ¢alisma ve gerekse
esneklik anlaminda yapilan bu ¢aligmayla pek ilgileri olmadigini sdyleyebilirim.

Mobil cihazlar ile dagitik giivenlik duvart yonetimi i¢in kullanilan altyapi ve uygulama
yontemleri su sekildedir. Uygulama dili olarak her ortamda galisabilmesi sebebiyle Java
secilmistir. Islemlerin hizli ve esnek olabilmesi icin de Web Servisi olarak fonksiyonlar
kullanilmistir. Glivenlik duvari yonetilecek sistemler, Microsoft Windows, Linux, Solaris,
vb isletim sistemleri olabilir. Uygulama altyapisinda ag gec¢idi gorevi gorecek sistem, hizl
ve glivenilir olmasi i¢in Linux Ubuntu Server se¢ilmistir.

Devam eden bdoliimler igirisinde, daha dnce tez olarak yapilan ve benzer kabiil edilebilecek
bir tez ile karsilastirilmasi, giivenlik duvarlar1 hakkinda bilgi, uygulama altyapisinda
kullanilan dil ve yontemler konusunda bilgi, uygulama altyapisinin dizayn detaylari,
kodlamayla ilgili bilgiler, yapilan testler ve sonuglarini bulacaksiniz.



2. GENEL BILGILER

Bu boliimde, Gilivenlik Duvarinin ne oldugunu, Java hakkinda bilgi ve uygulama gelistirme
asamalarmin neler oldugunu, son olarak da Mobil Terminal hakkinda bilgileri
bulabilirsiniz.

2.1.GUVENLIK DUVARLARI

Giivenlik Duvari nedir?

Internet gilivenlik duvari, Internet lizerinden bilgisayariniza erismeye ¢alisan bilgisayar
korsanlarini, viriisleri ve solucanlar1 engellemeye yardimci olan yazilim kodu parcasi veya
donanimdir. Ev kullanicisi veya kiiclik isletme kullanicistysaniz, bilgisayarinizi korumaya
yardimc1 olmak icin uygulayabileceginiz en etkin ve en onemli adim gilivenlik duvari
yiiklemektir. Gilivenlik duvarmin ve viriisten koruma yaziliminin Internet'e baglanmadan
once acilmis olmasi énemlidir.

Kaynak: Microsoft, 2010,
http://www.microsoft.com/turkiye/athome/security/protect/firewall.mspx

Internmel
Genel A

Donanimsal Guvenlik
Cuwvar genellikle
Yanlendirici Cihazin bir
parcasidir.

1 B
é_.'.\.
: Givenli Gzel
AE
Genel A

Ozel Lokal Alan Ag

Sekil 2.1 : Glivenlik Duvari

Kaynak: GoModem.net, 2010,
http://www.randommart.com/images/firewall 1 images/firewall.diagram?2.qif



http://www.microsoft.com/turkiye/athome/security/protect/firewall.mspx
http://www.randommart.com/images/firewall_1_images/firewall.diagram2.gif

2.2. JAVA

Yalin olarak ifade etmek gerekirse, Java, yeni nesil nesne tabanli uygulama gelistirme
imkan1 sunan ve yazilan uygulamanin farkli platformlarda calismasini saglayan bir derleme
araci, programlama dilidir.

2.2.1. JAVA NEDIR?

Java Sun Microsystems firmasi tarafindan gelistirilmis olan iist seviye bir programlama
dilidir. Ilk adi OAK olan Java aslinda bilgisayarlar degil, set iistii araclar (WebTV gibi)
veya avug i¢i cihazlar (PDA'ler gibi) i¢in hazirlanmisti. OAK 1995 yilinda basarisiz olunca
Sun firmasi bu programlama dilinin adin1 Java olaak degistirdi ve Internet tzerinde populer
bir programlama dili haline getirmeye c¢alisti. Java, C++ dili gibi nesne yodnelimli bir
programlama dilidir ancak bu dile gore ¢cok daha sadelestirilmistir. Soyadi .java olan Java
programlarinin ¢alisitirilabilir hale getirildiginde soyadlar1 .class olur ve Java destegi olan
herhangi bir web tarayicisi ile g¢aligtirilabilirler. Java programlari calistirildigi isletim
sisteminden hemen hemen bagimsizdir ¢linkii bu programlar icin gerekli destek hemen
hemen tum platformlarda (UNIX, Macintosh OS ve Windows gibi) verilmektedir.

Kaynak: Bilisim Terimleri, 2010,
http://www.bilisimterimleri.com/bilgisayar bilgisi/bilgi/18.html

2.3. JAVA’NIN UYGULAMA GELISTIRME DIYAGRAMI

Java, kendinden Onceki dillerden farkli olarak, her platformda calistirilabilecek
uygulamalar yapmak iizere hazirlanmisti. Bunun yapabilmek i¢in de platform ile uygulama
arasinda koprii olacak Virtual Machine, yani sanal makine katmanin gelistirdi. Bu sayede,
platform, yani 6rnegin blgisayarin isletim sistemi ne olursa olsun, bu isletim sisteminin
tizerinde calistirllmast istenen uygulamalar aslinda bu sanal makine {izerinde
calistirilacakti. Dolayistyla platformdan bagimsiz bir programlama dili olusturulacakti.

Bu riiya tam anlamiyla saglanamamis olsa da Java uygulamalarinin ¢aligma prensibi bu
sekilde isliyor. Asagidaki diyagramda Java uygulamalarinin gelistirilme asamalarini
gorebiliriz.


http://www.bilisimterimleri.com/bilgisayar_bilgisi/bilgi/18.html

1. Diizenleme

2. Derleme

3. Yikleme

4. Dogrulama

5. Gahgtirma

Editor - -
Disk
Derleyici -
Disk
Birincil
Bellek
Simf Yiikleyici >
Disk
Birincil
Bellek
Bayt Kod Dogrulayicai <—»
Birincil
Bellek

Java Virtwal Machine (JVM) «+——»

Sekil 2.3 : Java Uygulama Gelistirme Asamalari



Bu safhalar1 kisaca agiklamak gerekirse;

1. Safha: Dlzenleme
Program, bir editorde olusturulur ve diskte .java uzantili bir dosya olarak kaydedilir.

2. Safha: Derleme
Derleyici bayt kodlarin1 (bytecodes) olusturur ve bunlar1 diskte .class uzantili bir dosyada
sakli tutar.

3. Safha: Yukleme
Smif yiikleyici diskten i¢cinde bayt kodlar1 bulunan .class dosyalarini1 okur ve bu bayt
kodlarini bellege (RAM ya da birinil bellek olarak ayarlanmis bellek hangisiyse) koyar.

4. Satha: Dogrulama
Bayt kod dogrulayici, biitiin bayt kodlarin gecerli oldugunu ve bunlarin Java giivenlik
kisitlamalarini ihlal etmedigini onaylar

5. Safha: Caligtirma

Programi1 calistirmak i¢in Java Sanal Makinesi (Java Virtual Machine - JVM), bayt
kodlarin1 okur ve hemen o anda (Just in time -JIT) calistirilan bilgisayarin anlayacagi dile
cevirir yani uygun dile derler. Program calistirdigindan, birincil bellege veri kaydedebilir.

Kaynak: Hosaf.org, 2010, http://hosaf.org/yazi/javanin-uygulama-gelistirme-diyagrami



http://hosaf.org/yazi/javanin-uygulama-gelistirme-diyagrami

2.4. MOBIL CIHAZ / TERMINAL

Mobil cihazlar, giiniimiiz ve gelecegin iletisim ihtiyacini bir aga kablosuz olarak radyo
frekans iizerinden dahil olarak, birbirine bagli kablosuz iletisim aglarinin yaygin oldugu her
yerde kullanilabilen taginabilir cihazlardir.

Sekil 2.4.1 : Mobil Cihazlar

Kaynak: AdamSelwood, 2009,
http://farm4.static.flickr.com/3105/3158195615 3263elcc6f.jpg



http://farm4.static.flickr.com/3105/3158195615_3263e1cc6f.jpg

Sekil 2.4.2 : Mobil Cihaz

Kaynak: Somewhat Frankd, 20009,
http://www.flickr.com/photos/somewhatfrank/3596303489/



http://www.flickr.com/photos/somewhatfrank/3596303489/

3. UYGULAMA

Mobil Cihazlar Yardimiyla Giivenlik Duvari Yonetimi igin gelistirilen uygulamalar,
platform bagimsiz olarak yazilmis oldugundan, Uzerinde Java bulunan hemen her mobil
cihazda calisabilirler.

3.1. UYGULAMA ALTYAPISI

Uygulama altyapisi tasarlanirken, her ortamda ¢aligabilmesi igin Java secildi. Yonetilecek
guvenlik duvar1 diigiimii ile, ag gec¢idi gorevi goren sunucunun gerekli fonksiyonlari
kolayca yerine getirebilmesi icin, web servisi olarak tasarlandi. Kullanici tarafi ise her tir
telefonda caligabilmesi i¢in Mobil Java uygulamasi olarak gelistirildi.

Asagida uygulama altyapisina ait diagrami bulabilirsiniz:

Mobil Cihazlar Yardimiyla Dagitik Giivenlik Duvar1 Yonetimi

% INTERNET ¥
'8 J
D —— - — —
Mabile Java Kullanicisi Diigiim Java Web Servisi
& Syinbian, @ Ubnutu Linux
VS, o4 Desktop Edition
Ag Gegidi P
iy Java Web - %
Maobile Java Kullanicis: (tan) Servisi ’,/ Diigiim Java Web Servisi
I MEWindows Y T e Migrosoft
o i - - .
¥ Mobile 1 . e Windows XP
—— — =1 Web Servisi g-’— ——=r - Web Servisi ..
i ~ It " )
Mab::e Java 1 b= Sa ~a Diigiim Java Web Servisi
5 Kullamicisi “a. e
IPhone Ll T Migrosoft
Ubuntu Server s Windows Vista
~
m . ~ \
Mobile Java Kullanicisi (Linux) N ~
Arcdroid \\ Diiglim Java Web Servisi
Linux, vs. \ Sun
e —— OPENSOLARIS
'nugum - Glvenlik duvar kullanimin igletildigi sistemler. Bu sistemlar MS Windows, Linux ve Unix tirevleri olabilir. h
Ag Gegidi - Mobile Java Kullamicisindan gelen kural isteklerini gerpel;llirmek igin Digim'e gonderen araci sistem.
Ag gegidi ayn zamanda hangi IP'nin hangi lletim Sistemine ait oldugu ve istatistiki bilgilerni de tutmaktadir,
LIlcbile Java Kullanicis = Maobil Telefonlar araciliyla, Digum'ler dzerndeki givenlik duvarlarnnin yénetimini saglamaktadir.

Sekil 3.1.1 : Uygulama Altyapisi



Uygulamalarin web servisleri ise:

Diigiim Web Servisleri:
EI@) ExecuteWWebService

> i) execute(String data, String isFirewallRule) : String
() getMSXPPort(String port) : String

Ag Gecidi Web Servisler:

-y AddRuleWehService
By filePath : String
'3} getdMode(String serverType, String part, String ar, String nodelP) @ String
'3} send2Mode(String IF, String rule) @ String
add(5tring servers, String part, String addremove) @ Strina[]
setservers(String server) : String
getServerList{String server) : String[]
serverDeleteChange(String old3erver, String newServer) : String
getActiveServerPorts(String IP) : String[]
getStatistics() : String[]
setStatistics(String item, String duration) @ String

©c000000



Mobil Kullanic1 Akis Diagrami:

5| Mobile Device =
B [Z] aboutForm =

D et o d
= Started S
= aboutFormhback
Resumed
L statisticsForm =
: = W o = Commands
splashScreen = = ;
[ sp - . 2| mainForm = = statisticsFormbacks
ommands
DS COMMAND u armrmands statisticsFormUpdate
- = = exitCommand
ltem Commands —
NS 2 portaddDeleteForm =
— g W oW m W Commands
21 serversForm © portaddDeleteFormbacks
Commands [tern Commands
serverFormbacks portAddDeleteFormoks
[term Commands
serverFormokc =
[Z1 nelpForm =
= Commands
[Z3 activePortsForm = # helpFarmbacks
Commands
activePortsFormhbackc I
activePartsFormokc

Sekil 3.1.2 : Mobil Istemci Uygulamas1 Akis Diagrami
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Mobil Kullanici Ekranlarindan bazilari: Ana ekran:

F il =3 B
m2 Glvenlik Duvan Yonetinm

Segenekler

= Wap Hekle, =il
CISunucy faktit kap listesi
I Sunucu fekle, =i, dizelt
listatiztik

vardim

IHakkinda

kIS it

Sekil 3.1.3 : Uygulama Ana Ekrani

Sunucu listesi ve kap1 bloklama ekrani:

= B

2. 112
WS W7 192 168 56 113
WS NP 192165 56 114
WS W 127 0.0
TORC

Secenek (kapnn erigime kapat ya da ag)
®EKle
s

Giivenlik Duvarinda iglem yapilacak Kap

Sonug:

Geti

Sekil 3.1.4 : Uygulama Kap1 Islemleri Ekrani

11



Port Listesi Ekrani:

F il =2 B
Sunucu Aktif Haplar

Sunucu

I inu: 192 165.56.112
IS W7o 192 165.56.113
WS %P 192.168.56.114
0] | 192 16556111
CIMS WT-: 127 0.0
CIMS W7 1419

Sonug : 334 milizaniye.

Interesting ports on 192.163.56.111:
Mot showen: 994 closed ports

PORT STATE SERWICE

22tcp open  =szh

S3tcp open  domain

139hcp fitered nethioz-z=sn
45458cp open  unknown
S050fcH open  hitp-proxy

81581 cp open unknown

e Tamatt

Sekil 3.1.5 : Sunucu Aktif Kapilar Listesi Ekrani
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3.2. UYGULAMA DILIiNIN KULLANILDIGI PLATFORM ve
KODLAMA DETAYLARI

Java ile kodlar gelistirilirken Netbeans platformu kullanilmistir (Sekil 3.2 : Netbeans 6.8).
Kodlar nesne tabanli uygulama mimarisine uygun olacak sekilde yazilmis olup, degisken
isimlerinde miimkiin oldugunca anlasilir ve kullanim alislanliklarina uygun sekilde
gelistirilmeye ¢aligilmustir.

Ag Gegidi sunucusu ile, Diigiim’ler tizerindeki istekler i¢in web servisleri yontemi se¢ilmis
ve kodlama bu sekilde miimkiin oldugunca diizenli ve anlagilir hale getirilmistir.

Java’nin 1.6.x.x stiriimii kullanilmistir.
Uygulama sunucusu olarak da Glassfish kullanilmistir.

Microsoft Windows 7 iizerinde Microsoft’a ait aktif glivenlik duvar1 kullanilmistir.
Microsoft Windows XP (izerinde Ucretsiz yazilim olan WIPFW uygulamasi kullanilmistir.
Linux isletim sistemlerinde de iptables kullanilmistir. Ayn1 zamanda iptables ile Unix ve
Unix ailesinden gelen sistemlerin de guivenlik duvarlarini yonetmek miimkiindjir.
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Netbeans 6.8

File Edit View Mavigate Source Refactor Run Debug Profile Team Tools Window Help

P 1 68 B i) : Defutconfourstin ] T B b ED - @ -

[: services StartPage ([ MainMIDlet.java 5[] AddRuleWebService.java s3] [[0] ExecutelebService java 5| EEE %
Source | Saeen  Fow Andyer R B-F QAT STBICLR|E 20 O L
[/ WebPages . AP |
£ [ Source Packages 2 l
S META-INF . I
B[ com.yafes.m2gateway 4 * —
----- (@] AddruleWebservice.java s
[}5 TestPackages &  package main;
- S =
[ Libraries 2 B import addrulewebserviceservice.lAddRuleWebServiceService_Stub:
[ TestLibraries 3 import javax.microedition.midlet.*;
(s Web Services 10 | import javax.microedition.ledui.*;
({3 Web Service References 11| import javax.xml.rpe.Stub;
[ Configuration Files 1z import org.netbeans.microedition.lcdui.SplashScreen; =
= m2mobile =l
£ [ Source Packages 14 -
[ <defauit package> = _ _ - \
16| [ Generated Getter: mainForm |
[ addrulewebserviceservice 16 i ll
&-E man _
162 Fl public veid getServers(ChoiceSroup cg, String weg) |
L2 mMainMDlet java 2 . -]
Resources 165 LddRuleNebServiceService_Stub servicel = Ll
[) praject Configuratians 166 new AddRuleWebServiceService_Stub();
@ manode 167 servicel. setProperty{Stub.ENDPOINT ADDRESS PROFERTY, ewsEndpoint): il
/3 WebPages 168 5tring[] resultl = servicel.getServerlist({"zec"); =
l‘ﬁ Source Packages 1le3
£ com.yafes.m2node 170 "t :
L-[@) ExecutewebService.java 171 cg.deletedll () |
[} TestPackages 172 for {int i = 0; i < resultl.length; i++) | i
[ Ubraries 173 cg.append (resultl[i], null): i
[ TestLibraries ak I
(& Web Services 175 1 lainiMIDIet java - Properties [
[ Configuration Files 178 if (‘weg.equals("L7)) { Al Files CburetBeansProie... )
177 cg.append ("AIL", null); Boot Classpath Cilsersiyatesineth... [
4 } Compile Classpath CoVProgram Filestet .. [
173 I eateh (Exceprion €) | Extension Java |
180 e.printStackTrace(); File Size 50581 I
el ' Wodification Time Jan 6, 201010:51:26 P | [i
 Navigator ax) =2 ' Name MainlMIDlet
Members View | Runtime Classpath CibuNetBeansPrae... (o)
5@ ManlMIDlet :: MIDiet : ItemCommandL ||y oc | [/keaizaso261d deZauitatate="collapaeda” deac=" Generated Mechod: cormandnction
& midietaused : boolean mg e
% ewsEndpoint : String 187 * Called by a system to indicated that a command has been invoked on a particular
&0 mainForm : Form 188 aram command the
@ mainFormCG : ChoiceGroup 18a e oo e -
&7 portAddDeleteForm : Form 3
& portAddDeleteFormResultsI : Stir || Output : Usages
& portAddDeleteFormPortTF : Textr | ([ [ mamobie (un) x | magateway (dean,dist) x | m2node (dean,dst) |
& portAddDeleteFormServerListCG :
& portAddDeleteFormOptionCG : Chi a iaslusieninseschive i
R %2 inclusicn-in-manifest:
& splashSareen : Splashsareen Created dir: C:\bu\NetBeansProjects\mZ\m2node\build\empty
@ serversForm : Form Compiling 1 source file to C:\bu\NetBeansProjects'\mZ2\mZnode\build\web\WEB-INF\classes
& serverFormOSTypeCG : ChoiceGre i
&) serverFormServerlistCG : ChoiceC
% serverFormOptionCG : ChoiceGroL Created dir: C:\bu\NetBeansProjects\mZ\mZnode\dist
% serverFormIPTF : TextField Building jar: C:\bu\NetBeansProjects\mZ\mZnode\dist\mZnode war
& aboutForm : Form 2 =
Pl — v
~ BUILD SUCCESSFUL (total time: 1 second)
e [O)E3)([E) 8 -
| 309173 \INSI

Sekil 3.2 : Netbeans 6.8
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3.2.1. Microsoft Windows 7 Giivenlik Duvari

Microsoft Windows Vista ile Microsoft Isletim Sistemi Ailesine katilan giivenlik duvari
Windows 7 (izerinden biraz daha gelistirilmistir.

Bir kapinin kapatilmasi i¢in asagidaki komut kullanilabilir:
"netsh advfirewall firewall add rule name=block KAPINO protocol=TCP dir=in
localport=KAPINO action=Dblock™

Kapal1 bir kapinin agilmasi igin ise:
"netsh advfirewall firewall delete rule name=blockKAPINO”
komutunu kullanmak yeterli olacaktir.

KAPINO (Port) : Anlagilmasi kolay olmasi amaciyla bu sekilde ifade edilmistir.

Kaynak: Microsoft, 2010,
http://windows.microsoft.com/tr-TR/windows7/products/features/windows-firewall

3.2.2. Microsoft Windows XP Giivenlik Duvar

Microsoft Windows XP lizerinde gelen aktif bir giivenlik duvari bulunmamaktadir. Sistem
kaynaklarina eriserek gilivenlik duvar1 yonetimi igcin WIPFW uygulamasi kullanilmistir. Bu
giivenlik duvarina kural eklemek i¢in:

"ipfw add deny tcp from any to me KAPINO™
demek yeterli olacaktir.

Eger kap1y1 agmak isterseniz:

“ipfw delete KAPINOi¢inKURALNUMARASI”
demek yeterli olacaktir.

Kaynak: WIPFW, 2010, http://wipfw.sourceforge.net/
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3.2.3. Linux/Unix ve Tiirevlerinde Kullanilan Giivenlik Duvari

Linux/Unix ve tiirevleri isletim sistemlerinde kapilar1 yonetebilmek i¢in iptables programi
kullanilmustir.
Bu tir sistemlerde kap1 kapatmak igin:

"iptables -A INPUT -p TCP --dport KAPINO -j REJECT"

Kap1 agmak i¢in:
“iptables -D INPUT -p TCP --dport KAPINO -j REJECT"

komutlarii kullanmak yeterli olacaktir.

Kaynak: Netfilter, 2010, http://www.netfilter.org/
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3.3. KODLAMAYLA iLGILi ONEMLI NOKTALAR

Uygulama kodlar1 gelistirilirken, diiglimlerin ana gorevi olan giivenlik duvar1 yonetimi géz
onlnde bulundurularak sistem kaynaklariyla ¢akisacak ya da sistemi saglam olmayan
duruma sokacak bir kancalamadan uzak durulmus ve kodun 6zellikle minimum kaynak
tikketmesi i¢in oldukga yalin ve kisa yazilmistir. Diiglim {izerindeki web servisi toplam iki
web servisi ve yaklasik 50 kod satirindan olugsmaktadir.

Gerek Ag Gegitlerinin farkli farkli olabilmesi ve 6zellikle de diigiim sayisinin ¢okluguna
gore elle ayar yapilmamasi igin, Web Servisi igin ulasim noktas1 kodu yazilmustir. Ilgili kod
parcacigi, Mobil Java ve standart Java yazim kodlamasinda farklilik gostermesinden dolayi
asagida her iki kodu da ekliyorum.

Standart Java ulagim noktas1 kodlamasi:

private String get4Node(String serverType, String port, String ar, String nodelP) {

String ewsEndpoint = "http://" + nodelP.trim()

+ ":8080/m2node/ExecuteWebServiceService";
ExecuteWebServiceService ewsService = new ExecuteWebServiceService();
ExecuteWebService ruleNumber = ewsService.getExecuteWebServicePort();
((BindingProvider)ruleNumber).getRequestContext().put(

BindingProvider.ENDPOINT_ADDRESS_PROPERTY, ewsEndpoint);

3

Mobil Java Kullanicisi ulasim noktas1 kodlamasi:

String ewsEndpoint =
"http://192.168.56.111:8080/m2gateway/AddRuleWebServiceService";

public void getServers(ChoiceGroup cg, String wcg) {

AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
service1._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY, ewsEndpoint);
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3.4. KARSILASTIRMA

Yapilan aragtirmalar sonrasinda mobil cihazlarla dagitik giivenlik duvari yonetimine dair
herhangi bir ¢alismaya rastlanmamistir.

Yapilani mobil cihazlarla dagitik giivenlik duvari yonetimi tezine benzerlik tespit edilen bir
calisma, Development of a Distributed Firewall Administrator Tool ¢aligmadir.

Kaynak: Yunus Erdogan, 2008,
http://library.iyte.edu.tr/tezler/master/bilgisayaryazilimi/T000226.pdf

Izmir Institute of Technology’ye verilen bu tez, Microsoft Windows isletim
sistemine C/C++’da yazilan uygulama ile kanca atarak ag paketlerinin kontroliinii aktif
olarak yonetmesi amacglanmustir.

Mobil cihazlar ile yaptigim bu tez ¢alismasinin, sadece Microsoft Windows isletim
sistemi degil, Microsoft’a ait 2000 yil1 ve sonrasi tiim isletim sistemlerini, tiim Linux ve
tirevlerini, tim Unix ve turevlerini yonetebilirlik olarak kapsamasi ve hemen hemen tiim
cep telefonlarindan kullanilabilmesi en biiyiik farkidir.
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4. CALISMA YONTEMI, TEST PLATFORMLARI ve CALISMA
EKRANLARI

Uygulama altyapisinin  kogsmasi icin, Oncelikle Ag Gegidinin ayaga kalkmasi
gerekmektedir. Mobil Kullanicinin herhangi bir anda Ag Gegidine web servisleri
araciligiyla baglanip yeni diigiimler eklemesi ve diigiimler iizerine de giivenlik duvarinin
yonetimi icin web servisinin yiiklenmesi yeterli olacaktir.

Yeni diiglimlerin eklenmesi i¢in gerek Ag Gecidinin veya herhangi bir diigiim ya da mobil
kullanic1 sisteminin kapatilmasina ya da uygulamanin tekrardan baslatilmasina gerek
yoktur. Web Servisi olarak uygulama mimarisinin gelistirilmis olmasinin en Onemli
avantajlarindan birisi de budur.

Kosmaya baglayan mobil kullanici uygulamasi, A Geg¢idine baglanarak web servisleri
araciligiyla aktif sunucu listesini ¢ekerek kullaniciya sunar. Yeni sunucu eklenmesi, veya
sunucu silinmesi, sunucu IP’si diizeltmesi yapilabilir. Bunlarin disinda, kullanici herhangi
bir sunucuya ait aktif kap1 listesini Ag Gegidinden talep edebilir, herhangi bir diigiim ya da
tiim diigiimlere bir anda kap1 kapatma ya da kapanmis kapinin acilmasi gérevini atayabilir.
Atanan tiim gorevlerin siirelerine uygulama ana ekranindan erisilen Istatistikler
penceresinden ulasilabilir.

Uygulamanin gercege yakin olarak calistirilabilmesi i¢in dort adet sanal sistem
kurulmustur. Sanal sistem yonetimi i¢in VirtualBox tercih edilmistir. Bu sanal sistemler Ag
Gegidi ve aym1 zamanda diigiim olarak kullanilan Ubuntu Server 9.10, digiim olarak
kullanilan Ubuntu Desktop 9.10, ve yine diigiim olarak kullanilan Microsoft Windows XP
ve Microsoft Windows 7 isletim sistemlerinden olusmaktadir.

Ag Gegidi tizerinde tiim diigtimlerin IP ve tip bilgileriyle, istatistik verileri tutulmakta olup,
diigiimlerin kap1 durumlarinin incelemesi de yine Ag Gegidi tarafindan yapilmaktadir.

Ag Gegidi sanal sistemi, 256 Mb RAM ve 10Gb disk ile olusturulup, uygulamanin bir ¢ok
farkl1 ag ortamlarinda calisabilmesi i¢in dort adet ag adaptérii atanmis ve ayarlar
yapilmustir.

Diiglimler icin Linux Desktop Ag Gecidi ile ayni Ozelliklere sahip olup, Microsoft
Windows XP, 384 Mb RAM ve 10Gb disk aym 6zellikleri ag bagdastiricilar1 ve Microsoft
Windows 7 ise 768 Mb RAM ve 20Gb disk ve yine aynm ozelliklerde ag bagdastiricilar
ayarlar1 yapilmistir.
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Ag Gegidi sunucusu ekran:

P __ _
l_ <~ mZ.LinuxUbuntu.Server.910 [Running] - Sun VirtualB - = 2%

root@mZlu=s310:74# ifconfig eth3
=th3 Link encap:Ethernet HWaddr 08:00:27:96:2e:cc
inet addr:192.168.56.111 Bcast:192.168.56.255 HMask:255.255.255.0
inetb addr: feB0::a00:2Vff :fe96:2ecc-641 Scope:Link
UP BROADCAST RUNMNING MULTICAST HMTU:1500 HMetric:1
RX packet=:17120 errors:9 dropped:0 overruns:0 frame:0
TX packet=:49114 errors:0 dropped:Q overruns:0 carrier:0
collisions:0 txgqueuelen:1000
R¥ bytes: 1712216 (1.7 MB) TX bytes:9228578 (9.2 MB)
Interrupt:5 Base address:0xd280

root@mZlus910:7# uname -—a
Linux mZlus910 2.6 .31-16-generic #53-Ubuntu SHF Tue Dec 8§ 04:01:29 UTC 2009 i686

GHU-Linux
rootemZlu=s910:74 4df -k
Filesysten 1Kk-blocks Used Available Usex Mounted on
lrdev mapper-nZlus310-root
7583436 1227252 2970956 59«
125372 236 125136 1x ~dewv
125372 ¢} 125372 0 rsdevsshnm
125372 204 125168 1 ~wvar-run
125372 0 125372 # ~svarslock
125372 [} 125372 # slibrinit rw
233335 30957 189930 » ~boot

= &= & = [#] right Cirl

Sekil 4.1 : Ag Gegidi Sunucusu Ekrani
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Uzerine Glassfish Uygulama Server’1 ve yiiklenmis Ag Gegidi ve Diigiim uygulamalari
ekrant:

xp

i = ore
-
@& |g, http://192.168.56.111:4848 /common/index jsf
L

|E\|E Edit VMiew Favorites Tools Help

Home Version

Domain: domain1  Server: 1

Sun GlassFish™Enterprise Server v3

User: admin

- Applications
CoireT T Applications can be enterprise or web applications, or various kinds of modules.
[& Registration = 7
&3 GlassFish News - n yec Lpplications 2) .
[] Enterprise Server |87 8 | Urideploy, Enable Diszble | | Fiker:
5 | Name +, | Enabled + | Engines +, | Action
Lifecycle Modules m2Zgateway v [web, websenices] Launch | Redeploy | Restart
¥ [ Resources m2node v [web, websenvices] Launch | Redeploy | Restart
> [g JDBC
> & Connectors I
Resource Adapter Configs
» gF JMS Resources
| JavalMail Sessions
> gD
f v Configuration
& JVM Settings
g% Logger Settings il
'4| T T b —
| Done e‘. Unknown Zone (Mixed) | Protected Mode: Off  #3 ~ #,100% =

Sekil 4.2 : Glassfish Uygulama Sunucusu iizerinde yiiklii Ag Gegidi ve Diiglim
uygulamalari
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Bir diigiim sunucu ekrani:

,
E3] m2.MSW7U [Running] - Sun VirtuziBax R . = = |

= || =) ER

Control Panel D

-~ = - X R X —
@\J‘_Jh <« Windows Firewall » Customize Settings - | +y | | Se

Heme or work (private) network location settings
al @ Turn on Windows Firewall
i Block all incoming connections, including those in the list of allowed programs

| Motify me when Windows Firewall blocks a new program

@I Turn off Windows Firewall (not recommended)

Public network location settings
&l @ Turn on Windows Firewall

m

Block
BN C\Windows\system32\cmd.exe
7] Notify el
@I Turn off Windows IP Configuration

Ethernet adapter Local Area Connection 6:

Connection—specific DNS Suffix
Link-local IPuvb Address . elBB::?d7h:ef67:18bf ccalf3¢
IPv4 Address. - . . . 92.168.56.113

e = & B "
e (& (3] right Ctrl

Sekil 4.3 : Diiglim sunucu ekrani
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Uzerinde Glassfish Uygulama Server’1 ve yiiklenmis Diigiim uygulamalari ekrani:

——_‘:I @ﬁ"

& Applications - Windows Internet Explorer

@u < [&] nttp://192168.56.112:4848 common/indlex.jsf ~[+ ]| %[ &ing o ~|

File Edit View Favortes Tools Help

5lr Favorites | 515 @ Suggested Sites v 2| Get More Add-ons ~

| @& Applications

Home Version Logout Help
User: admin Domain: domain1 Server: 192.168.56.113
Sun GlassFish™Enterprise Server v3

Applications

Applications can be enterprise or web applications, or various kinds of modules

Common Tasks

[& Registration
&z GlassFish News il
Enterprise Server 157 8 Filter:
> Applications | Name ‘ Enabled | Engines |A(‘.’lion
Lifecycle Modules [ m2node v [web, webservices] Launch | Redeploy | Restart
¥ lgp Resources
* |5 JDBC
» 5 Connectors
Resource Adapter Configs
» g JMS Resources
JavaMail Sessions
> L dnD
¥ |@% Configuration
& JVM Settings
ii% Logger Settings
4 — F‘l". : (2 -

Done € Unknown Zone (Mixed) | Protected Mode: Off #5 ~ #100% -

Deployed Applications (1)

Sekil 4.4 : Diiglim {izerine yiiklenmis uygulama ekrani

Test amagli Microsoft Windows 7 tizerindeki 139 nolu kapinin:
Kap1y1 kapatmadan 6nce ulagilabilirligini kontrol etmek:

7 —— = B
BX C:\Windows\system32\cmd.exe E = | =)

C:\Users\yafes>telnet 192.168.56.113 1395 —

Sekil 4.5 : Dliglim sunucuna yapilan bir telnet baglant1 denemesi ekrani
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Erisilen kapida, kap1 komut bekliyor:

B Telnet 192.168.56.113 I E=EERC

Sekil 4.6 : Diiglim’iin 139 nolu kapisina erisim ekrani

Mobil Kullanicisi tarafindan Ag Gegidi araciligiyla ilgili diigiimiin kap1 durumu aliniyor:

Fanil = B
Sunucu Aktif Kapilar

Sunucu

IS %P 192 165 56 114
CIlinue: 192 16856 111
OIS w7 127004
Omswi7- 1114

Sonug : 10104 milizanive.
Irteresting ports on 192168 56113
Mat zhowen; 293 fitered portz

PORT  STATE SERVICE

1354cp open msrpc

1394ckp open nethios-zsn

445hcn open microsoft-ds
45488cp open unknowen

5357 cp open unknowen

S0804ck open hitp-prosy

2499 drin mmen ninb o

et n Tamatt

Sekil 4.7 : Dliglim aktif kapi listesi ekrant
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Kap1 numarasi 139 mobil kullanici tarafindan kapatiliyor:

IT..m AEC = B
Kapr: EKLE, SiL

Sunucular
Linux:: 19216856112
MS W 192 168.56.113
MS XP: 19216556114
FIms w7 127001
TORC

Secenek (kapnn erigime kapat ya da ag)
®Ekle

sl

Giivenlik Duvarinda iglem yapilacak Kap
|12

Sonug: 2465 milizanive.

127 .0.0.1: Baganll

Geti Gander

Sekil 4.8 : Diiglim’itin 139 nolu kapisinin kapatilmasi ekrani

Kapiya tekrar telnet ile ulagilmaya caligiliyor:

BN CA\Windowsh\system32\emd.exe

C:“Userswyafes>telnet 192.168.56.113 139

Sekil 4.9 : telnet ile Diigiim kapisina erismeye c¢alisma ekrani
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Ve sonug olarak kapattigimiz kapiya erisim engelleniyor:

I FPEEFER x

BN C\Windows\system32\cmd.exe

C:wUserswyafes>telnet 192.168.56.113 139
Connecting To 192_168_.56.113.._Could not open connection to the host, on port 13%9: Connect failed

C:wUserssyafesr

Sekil 4.10 : Kapitilan Diigiim kapisina erisilememesi ekrani
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5. TARTISMA

Tezin hedefi, yalin olarak mobil cihazlarla dagitik giivenlik duvarlarini kural ekleyebilmek
ve cikarabilmekti. Basarili bir sekilde sonuglanan bu tez, uygulama altyapisina giivenlik
duvarlarim1 yonetebilmek i¢in daha fazla fonksiyonun eklenme, giivenli yollar {izerinden
verinin ulastirilmasi, giivenli dogrulama yontemleriyle uygulamalarin ve kullanicilarin
iletisim kurmasi seklinde genisletilebilir.

Tezde oldugu gibi mobil cihazlar yardimiyla, sadece giivenlik duvari yonetimi degil,
bununla birlikte hemen her tiir sistem altyapilarin1 da yonetebilecegimizi diisiinebiliriz.
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6. SONUC

Bir kag y1l dncesine kadar, uygulama gelistirmeden bahsedilince aklimiza masaiistii ya da
tagmabilir bilgisayar ve sunucular lizerinde uygulama gelistirmek anlasiliyordu. Fakat
ginimuzde Onemli seviyelere gelen Mobil Uygulama Gelistirme kipirdanmalari,
Oniimiizdeki yillarda hem uygulama teknolojileri anlaminda, hem de uygulama pazar payi
anlaminda ciddi boyutlara ulasip, hayatimizin kacinilmaz ihtiyaglari arasina girecegi ve
hatta belki en 6nemlileri arasinda kendisine yer bulabilecigini soyleyebiliriz.

Bu tez ile, mobil uygulama imkanlarinin isyerlerimizde basta olmak iizere, egitim
sektorinde, evlerimizde, IP diinyasina bagli sistemleri yonetmek ig¢in ve bu sekilde
siralamanin uzayip gidecegi hayatimizin hemen her asamasinda kullanilabilecegini gérmiis
oluyoruz.

Mobil uygulamalar, 6niimiizdeki yillarda, uygulama diinyasinin kalbine dogru aldigi yolda
olduke¢a hizlanacaktir 6ngoriistindeyim.
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Giivenlik Duvar:1 Web Servis Uygulamasi Kodlar (Ek: 1)
Ag Gegidi Sunucu Web Servis Uygulamasi Kodlar: (Ek: 2)
Mobil Istemci Uygulamasi Kodlar (Ek: 3)

30



EK1

Guvenlik Duvarlar: iizerinde ¢alismast igin gelistirilen web servis kodu:

/**

* @author Yafes Duygulutuna

* Bahcesehir University, Computer Science, Master Education, 2007-2010
*/

package com.yafes.m2node;

import java.io.BufferedReader;
import java.io.lOException;
import java.io.lnputStream;
import java.io.lnputStreamReader;
import javax.jws.WebMethod;
import javax.jws.WebParam;
import javax.jws.WebService;

@WebService()
public class ExecuteWebService {

/**
* Web service operation
*/
@WebMethod(operationName = "execute")
public String execute(@WebParam(name = "data”)
String data, @WebParam(name = "isFirewallRule")
String isFirewallRule) {
//TODO write your implementation code here:
String OperationResult = "Basanl!”;
Runtime ProcessCommand = Runtime.getRuntime();
try {
Process ProcessProcess = ProcessCommand.exec(data);
InputStream inStd = ProcessProcess.getInputStream();
InputStreamReader inStdR = new InputStreamReader(inStd);
BufferedReader bStd = new BufferedReader(inStdR);
String line = null;
while((line = bStd.readLine()) != null && (lisFirewallRule.equals("FW"))) {
OperationResult = OperationResult + "\n" + line;
3
} catch (I0Exception ioe) {
ioe.printStackTrace();
OperationResult= "Basarisiz!";
3

return OperationResult;

3

@WebMethod(operationName = "getMSXPPort")
public String getMSXPPort(@WebParam(name = "port”)
String port) {
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//TODO write your implementation code here:
boolean findOK= false;
String OperationResult = null;
Runtime ProcessCommand = Runtime.getRuntime();
try {
Process ProcessProcess = ProcessCommand.exec("ipfw -at list");
InputStream inStd = ProcessProcess.getInputStream();
InputStreamReader inStdR = new InputStreamReader(inStd);
BufferedReader bStd = new BufferedReader(inStdR);
String line = null;
while(((line = bStd.readLine()) != null) && (!findOK)) {
if (line.indexOf("deny tcp from any to me " + port) > -1) {
findOK= true;
OperationResult= line.substring(0, 5);
// System.out.println("rule number: " + OperationResult);

}

} catch (IOException ioe) {
ioe.printStackTrace();

3

return OperationResult;

3
3
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EK?2

Ag Gegidi olarak gdre yapan sunucu i¢in yazilan web servis kodu:

/**

* @author Yafes Duygulutuna

* Bahcesehir University, Computer Science, Master Education, 2007-2010
*/

package com.yafes.m2gateway;

import com.yafes.m2node.ExecuteWebService;
import com.yafes.m2node.ExecuteWebServiceService;
import java.io.BufferedReader;

import java.io.BufferedWriter;

import java.io.File;

import java.io.FileReader;

import java.io.FileWriter;

import java.io.lOException;

import java.io.lnputStream;

import java.io.lnputStreamReader;

import java.io.PrintWriter;

import java.util.ArrayList;

import javax.jws.WebMethod;

import javax.jws.WebParam;

import javax.jws.WebService;

import javax.xml.ws.BindingProvider;

@WebService()
public class AddRuleWebService {

String filePath=
//"c:/bu/NetBeansProjects/m2/m2gateway/";

"/usr/local/sges-v3/glassfish/domains/domain1/m2gateway.data/";

private String get4Node(String serverType, String port, String ar,
String nodelP) {
String s1= null;
if (serverType.equals("MS W7")) {
if (ar.equals("A")) {
s1="netsh advfirewall firewall add rule name=block" + port
+ " protocol=TCP dir=in localport="+ port
+ " action=block";
} else {
s1="netsh advfirewall firewall delete rule name=block” + port;
3
1 else if (serverType.equals("MS XP")) {
if (ar.equals("A")) {
s1="ipfw add deny tcp from any to me " + port;
}else {
String ewsEndpoint = "http://" + nodelP.trim()
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+ ":8080/m2node/ExecuteWebServiceService";
ExecuteWebServiceService ewsService =
new ExecuteWebServiceService();
ExecuteWebService ruleNumber =
ewsService.getExecuteWebServicePort();
((BindingProvider)ruleNumber).getRequestContext(). put(
BindingProvider.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);
s1= "ipfw delete " + ruleNumber.getMSXPPort(port);

1} else if (serverType.equals("Linux")) {
if (ar.equals("A")) {
s1="iptables -A INPUT -p TCP --dport " + port + " -j REJECT";
}else {
s1= "iptables -D INPUT -p TCP --dport " + port + " -j REJECT";
3
3

return st;

h

private String send2Node(String IP, String rule) {
String ewsEndpoint = "http://" + IP.trim()
+ ":8080/m2node/ExecuteWebServiceService";
String result1="";
try {
ExecuteWebServiceService ewsService =
new ExecuteWebServiceService();
ExecuteWebService ewsPort = ewsService.getExecuteWebServicePort();
((BindingProvider)ewsPort).getRequestContext().put(
BindingProvider. ENDPOINT_ADDRESS_PROPERTY, ewsEndpoint);
/1 System.out.println("ewsEndpoint: " + ewsEndpoint);
result1 = ewsPort.execute(rule, "FW");
// System.out.println("rule: " + rule);
} catch (Exception e) {
e.printStackTrace();
result1= "Basanzi!";
3

// System.out.println("sure: " + durationTime + " result1: " + result1);
return result1;

h

/**
* Web service operation
*/
@WebMethod(operationName = "add”)
public String[] add(@WebParam(name = "servers")
String servers, @WebParam(name = "port")
String port, @WebParam(name = "addremove”) java.lang.String addremove) {
//TODO write your implementation code here:
String s1="";
ArrayList<String> rs1 = new ArrayList<String>();

while (servers.indexOf("::") > -1) {

34



if (servers.indexOf("|")> -1) {
s1= servers.substring(0, servers.indexOf("|"));
servers= servers.substring(servers.indexOf("|")+1,
servers.length());

} else {
s1= servers;
servers="";
3

String nodelP= s1.substring(s1.indexOf("::")+3, s1.length());
String nodeCommand= get4Node(s1.substring(0, s1.indexOf("::")),
port, addremove, nodelP);
/1 System.out.println("nodeCommand: " + nodeCommand + " nodelP: "
/! + nodelP);
rs1.add(nodelP + ": " + send2Node(nodelP, nodeCommand));
3
String[] rsa= new String[rs1.size()];
return rs1.toArray(rsa);

h

/**
* Web service operation
*/
@WebMethod(operationName = "setservers")
public String setservers(@WebParam(name = "server”)
String server) {
//TODO write your implementation code here:
String s1="";
s1=server + "\r\n";
try {
// Open the file that is the first
// command line parameter

BufferedWriter writer = new BufferedWriter(new FileWriter(filePath + "servers.txt",
true));

writer.write(s1);
writer.close();

} catch (Exception e){//Catch exception if any
System.err.printin("Error: " + e.getMessage());

h

return ™;

3

/**
* Web service operation
*/
@WebMethod(operationName = "getServerList”)
public String[] getServerList(@WebParam(name = "server")
String server) {
//TODO write your implementation code here:
ArrayList<String> rs1 = new ArrayList<String>();
try {
BufferedReader br = new BufferedReader(new FileReader(new File(
filePath + "servers.txt")));
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h

/**

String strLine;
while ((strLine = br.readLine()) != null) {
if ((strLine = strLine.trim()).equals(™)) {
continue;
3

rs1.add(strLine);

//Close the input stream
br.close();

} catch (Exception e){//Catch exception if any

System.err.printin("Error: " + e.getMessage());

String[] rsa= new String[rs1.size()];
return rs1.toArray(rsa);

* Web service operation

*/

@WebMethod(operationName = "serverDeleteChange”)
public String serverDeleteChange(@WebParam(name = "oldServer")
String oldServer, @WebParam(name = "newServer") String newServer) {

//TODO write your implementation code here:
String s1= null;
try {

File inFile = new File(filePath + "servers.txt");
File newFile = new File(inFile.getAbsolutePath() + ".tmp");
BufferedReader readerServer = new BufferedReader(new FileReader(
filePath + "servers.txt"));
PrintWriter writerServer = new PrintWriter(new FileWriter(newFile));
while ((s1 = readerServer.readLine()) != null) {
if (!s1.trim().equals(oldServer)) {
writerServer.println(s1);
writerServer.flush();
} else if (InewServer.equals(™)) {
writerServer.printin(newServer);
writerServer.flush();

3
3

writerServer.close();
readerServer.close();
if (linFile.delete()) {
// System.out.println("Could not delete file");
3
if (!newFile.renameTo(inFile)) {
// System.out.println("Could not rename file");

}

} catch (Exception e){//Catch exception if any

System.err.printin("Error: " + e.getMessage());

return ";
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3

/**
* Web service operation
*/
@WebMethod(operationName = "getActiveServerPorts")
public String[] getActiveServerPorts(@WebParam(name = "IP")
String IP) {
//TODO write your implementation code here:
ArrayList<String> rs1 = new ArrayList<String>();
Runtime ProcessCommand = Runtime.getRuntime();
try {
Process ProcessProcess = ProcessCommand.exec("nmap -P0O " + IP);
InputStream inStd = ProcessProcess.getInputStream();
InputStreamReader inStdR = new InputStreamReader(inStd);
BufferedReader bStd = new BufferedReader(inStdR);
String line = null;
boolean bStart= false;
while(((line = bStd.readLine()) != null)) {
if (line.indexOf(IP) > -1) {
bStart= true;

3
if (bStart) {
if (line.indexOf("Nmap done:") > -1) {
bStart= false;
}else {
rs1.add(line);
3
3
// System.out.println(line);
} catch (IOException ioe) {
ioe.printStackTrace();
3
if (rs1.size()==0) {
rs1.add("Basarisiz!”);
3

String[] rsa= new String[rs1.size()];
return rs1.toArray(rsa);

h

/**
* Web service operation
*/
@WebMethod(operationName = "getStatistics”)
public String[] getStatistics() {
//TODO write your implementation code here:
String s1= null;
ArrayList<String> rs1 = new ArrayList<String>();
try {
BufferedReader readerServer = new BufferedReader(new FileReader(
filePath + "statistics.txt"));
while ((s1 = readerServer.readLine()) != null) {
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rs1.add(s1);
3
readerServer.close();
} catch (Exception e){//Catch exception if any
System.err.printin("Error: " + e.getMessage());

String[] rsa= new String[rs1.size()];
return rs1.toArray(rsa);

3

/**
* Web service operation
*/
@WebMethod(operationName = "setStatistics”)
public String setStatistics(@WebParam(name = "item")
String item, @WebParam(name = "duration”) String duration) {
//TODO write your implementation code here:
String s1= null;
try {
File inFile = new File(filePath + "statistics.txt");
File newFile = new File(inFile.getAbsolutePath() + ".tmp");
BufferedReader readerServer = new BufferedReader(new FileReader(
filePath + "statistics.txt"));
PrintWriter writerServer = new PrintWriter(new FileWriter(newfFile));
while ((s1 = readerServer.readLine()) != null) {
if (s1.substring(0, s1.indexOf(":")).equals(item)) {
int itemCount= Integer.parselnt(s1.substring(s1.indexOf(":")
+ 1, s1.indexOf("::"))) + 1;
int newDuration= Integer.parselnt(s1.substring(
s1.indexOf("::") + 2, s1.length()))
+ Integer.parselnt(duration);
writerServer.println(s1.substring(0, s1.indexOf(":")) + ":"
+ Integer.toString(itemCount) + "::"
+ Integer.toString(newDuration));
}else {
writerServer.println(s1);
3

writerServer.flush();
3
writerServer.close();
readerServer.close();
if (linFile.delete()) {
// System.out.println("Could not delete file");
3
if (!newFile.renameTo(inFile)) {
// System.out.println("Could not rename file");

} catch (Exception e){//Catch exception if any
System.err.printin("Error: " + e.getMessage());

3

return ™;

3
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EK3

Mobil Kullanici igin gelistirilen kod:

/**

* @author Yafes Duygulutuna

* Bahcesehir University, Computer Science, Master Education, 2007-2010
*/

package main;

import addrulewebserviceservice.AddRuleWebServiceService_Stub;
import javax.microedition.midlet.*;

import javax.microedition.lcdui.*;

import javax.xml.rpc.Stub;

import org.netbeans.microedition.lcdui.SplashScreen;

//</editor-fold>
/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: mainForm ">
public class MainlMIDlet extends MIDlet implements ItemCommandListener, CommandListener {

private boolean midletPaused = false;

String ewsEndpoint =
//"http://127.0.0.1:8080/m2gateway/AddRuleWebServiceService";
"http://192.168.56.111:8080/m2gateway/AddRuleWebServiceService";

/ /<editor-fold defaultstate="collapsed” desc=" Generated Fields ">
private Form mainForm;

private ChoiceGroup mainFormCG;

private Form portAddDeleteForm;

private Stringltem portAddDeleteFormResultSl;
private TextField portAddDeleteFormPortTF;

private ChoiceGroup portAddDeleteFormServerListCG;
private ChoiceGroup portAddDeleteFormOptionCG;
private SplashScreen splashScreen;

private Form serversForm;

private ChoiceGroup serverFormOSTypeCG;

private ChoiceGroup serverFormServerListCG;

private ChoiceGroup serverFormOptionCG;

private TextField serverFormIPTF;

private Form aboutForm;

private Stringltem aboutsi;

private Imageltem aboutii;

private Form activePortsForm;

private ChoiceGroup activePortsFormcG;

private Stringltem activePortsFormsi;

private Form statisticsForm;

private Stringltem serverPortListingCountSl;

private Stringltem serverPortListingAverageDurationSl;
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private Stringltem deleteRuleCountSl;
private Stringltem deleteRuleAverageDurationSl;
private Stringltem addRuleCountSl;

private Stringltem addRuleAverageDurationSl;
private Stringltem stringltem;

private Form helpForm;

private Stringltem helpFormStatisticsSl;
private Stringltem helpFormServerAddvsSl;
private Stringltem helpFormAboutSl;

private Stringltem helpFormHelpSl;

private Stringltem helpFormServerPortvsSl;
private Stringltem helpFormPortAddvsSl;
private Command portAddDeleteFormbackC;
private Command exitCommand;

private Command mainFormGoC;

private Command portAddDeleteFormokC;
private Command aboutFormback;

private Command serverFormbackC;

private Command activePortsFormbackC;
private Command activePortsFormokC;
private Command serverFormokC;

private Command statisticsFormbackC;
private Command statisticsFormUpdateC;
private Command helpFormbackC;

private Image aboutl;

private Image splashl;

/ /</editor-fold>

/**

* The MainlMIDlet constructor.
*/

public MainlMIDlet() {

3

/ /<editor-fold defaultstate="collapsed” desc=" Generated Methods ">
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: initialize ">

/**

* Initilizes the application.

* It is called only once when the MIDlet is started. The method is called before the
<code>startMIDlet</code> method.

*/

private void initialize() {

/1 write pre-initialize user code here

// write post-initialize user code here
3
/ /</editor-fold>
/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: startMIDlet ">

/**
* Performs an action assigned to the Mobile Device - MIDlet Started point.
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*/
public void startMIDlet() {
// write pre-action user code here
switchDisplayable(null, getSplashScreen());
// write post-action user code here

3
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: resumeMIDlet ">
/**
* Performs an action assigned to the Mobile Device - MIDlet Resumed point.
*/
public void resumeMIDlet() {
/] write pre-action user code here

// write post-action user code here
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: switchDisplayable ">

/**

* Switches a current displayable in a display. The <code>display</code> instance is taken from
<code>getDisplay</code> method. This method is used by all actions in the design for switching
displayable.

* @param alert the Alert which is temporarily set to the display; if <code>null</code>, then
<code>nextDisplayable</code> is set immediately

* @param nextDisplayable the Displayable to be set

*/

public void switchDisplayable(Alert alert, Displayable nextDisplayable) {

/1 write pre-switch user code here
Display display = getDisplay();
if (alert == null) {
display.setCurrent(nextDisplayable);
}else {
display.setCurrent(alert, nextDisplayable);

3

// write post-switch user code here
3
/ /</editor-fold>

public void commandsListAction() {
if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Kap1 //ekle, sil")) {
switchDisplayable(null, getPortAddDeleteForm());
1} else if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Hakkinda")) {
switchDisplayable(null, getAboutForm());
1} else if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Sunucu //ekle, sil, dizelt")) {
switchDisplayable(null, getServersForm());
1} else if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Sunucu //aktif kapi listesi")) {
switchDisplayable(null, getActivePortsForm());
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} else if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Istatistik")) {

switchDisplayable(null, getStatisticsForm());

} else if (mainFormCG.getString(mainFormCG.getSelectedindex()).equals(
"Yardim")) {

switchDisplayable(null, getHelpForm());
3

}
//</editor-fold>

public void getServers(ChoiceGroup cg, String wcg) {
try {

AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();

servicel._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY, ewsEndpoint);
String[] result1 = service1.getServerList("get");

// System.out.println("cg: " + cg);

cg.deleteAll();

for (inti=0; i < result1.length; i++) {
cg.append(result1[i], null);

if (Iwcg.equals("L")) {
cg.append("ALL", null);

} catch (Exception e) {
e.printStackTrace();
3
3

/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: commandAction for Items ">
/**

* Called by a system to indicated that a command has been invoked on a particular item.
* @param command the Command that was invoked

* @param displayable the Item where the command was invoked

*/

public void commandAction(Command command, Item item) {
// write pre-action user code here
if (item == mainFormCG) {
if (command == mainFormGoC) {
// write pre-action user code here

// write post-action user code here
commandsListAction();

1} else if (item == portAddDeleteFormPortTF) {
if (command == portAddDeleteFormokC) {

// write pre-action user code here

// write post-action user code here
String s1="";
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String ar="A";

short i1= (short) (portAddDeleteFormServerListCG.size() - 1);
boolean bALL= portAddDeleteFormServerListCG.isSelected(
portAddDeleteFormServerListCG.size()-1);

while (i1 > -1) {
if ((portAddDeleteFormServerListCG.isSelected(i1)== true)
|| (bALL== true)) {
if (s1.equals(™)) {
if (!portAddDeleteFormServerListCG.getString(i1).equals(
"ALL")) {
s1= portAddDeleteFormServerListCG.getString(i1);
3
}else {
s1=s1+"|"
+ portAddDeleteFormServerListCG.getString(i1);

3
i1--;

)

3

// portAddDeleteFormResultSl.setText(s1 + "|"

// + portAddDeleteFormPortTF.getString());

if (portAddDeleteFormOptionCG.isSelected(1)== true) {
ar="D";

3
if (s1.equals(™)
| | portAddDeleteFormPortTF.getString().equals(™)) {
portAddDeleteFormResultSl.setText(
"Lutfen sunucu secin ve/ya kap1 numarasini girin!");
}else {

try {
long startTime = System.currentTimeMillis();

AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
service1._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);

String s = portAddDeleteFormPortTF.getString();

// System.out.println("s: " + s);

String[] result1 = service1.add(s1, s, ar);

// System.out.println("Sonuc: " + result1);

long durationTime = System.currentTimeMillis() - startTime;

String result2= service1.setStatistics(
portAddDeleteFormOptionCG.getString(
portAddDeleteFormOptionCG.getSelectedindex()),
Long.toString(durationTime));

// System.out.println("sure: " + durationTime + " result1: "
// + result1);
portAddDeleteFormResultSl.setText(
Long.toString(durationTime) + " milisaniye.”
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+"\r\n");
for (inti=0; i < result1.length; i++) {
portAddDeleteFormResultSl.setText(
portAddDeleteFormResultSl.getText() + result1[i]
+"\r\n");

} catch (Exception e) {
e.printStackTrace();

3

3

} else if (item == serverFormIPTF) {
if (command == serverFormokC) {
// write pre-action user code here

// write post-action user code here
if ((!serverFormIPTF.getString().equals(™)
&& (serverFormOptionCG.isSelected(0)== true))) {
try {
AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
service1._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);
String result1 = service1.setservers(
serverFormOSTypeCG.getString(
serverFormOSTypeCG.getSelectedindex())
+ "1 " + serverFormIPTF.getString());
// System.out.println(result1);
} catch (Exception e) {
System.out.println(e.toString());

} else if (serverFormOptionCG.isSelected(1)== true) {
try {
AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
service1._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);

String result1 = service1.serverDeleteChange(
serverFormServerListCG.getString(
serverFormServerListCG.getSelectedindex()), ™);

// System.out.println(result1);

} catch (Exception e) {

System.out.println(e.toString());

3

} else if (serverFormOptionCG.isSelected(2)== true) {
try {
AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
service1._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);
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String result1 = service1.serverDeleteChange(
serverFormServerListCG.getString(
serverFormServerListCG.getSelectedindex()),
serverFormOSTypeCG.getString(
serverFormOSTypeCG.getSelectedindex())
+ "1 " + serverFormIPTF.getString());
// System.out.println(result1);
} catch (Exception e) {
System.out.println(e.toString());
3

}

getServers(serverFormServerListCG, "L"); // for List
getServers(activePortsFormcG, "L"); // for List
getServers(portAddDeleteFormServerListCG, "W"); // for Work

3

// write post-action user code here

h

}
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: mainForm ">
/**
* Returns an initiliazed instance of mainForm component.
* @return the initialized component instance
*/
public Form getMainForm() {
if (mainForm == null) {
/1 write pre-init user code here
mainForm = new Form("m2 G\uOOFCvenlik Duvar\u0131 Y\uOOF6netimi", new ltem[] {
getMainFormCG() });
mainForm.addCommand(getExitCommand());
mainForm.setCommandListener(this);
/1 write post-init user code here

3

return mainForm;

}
/ /</editor-fold>

/ /</editor-fold>
//</editor-fold>
/ /</editor-fold>
//</editor-fold>
//</editor-fold>
/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteFormResultSI ">
/**
* Returns an initiliazed instance of portAddDeleteFormResultSI component.
* @return the initialized component instance
*/
public Stringltem getPortAddDeleteFormResultSI() {
if (portAddDeleteFormResultSI == null) {
/] write pre-init user code here
portAddDeleteFormResultSIl = new Stringltem("Sonu\uO0E7:", null);
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/] write post-init user code here

3
return portAddDeleteFormResultSl;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteFormPortTF ">
/**
* Returns an initiliazed instance of portAddDeleteFormPortTF component.
* @return the initialized component instance
*/
public TextField getPortAddDeleteFormPortTF() {
if (portAddDeleteFormPortTF == null) {
/1 write pre-init user code here
portAddDeleteFormPortTF = new TextField("G\uOOFCvenlik Duvar\u0131nda i\u015Flem
yap\uO131lacak Kap\u0131", null, 200, TextField.ANY);
portAddDeleteFormPortTF.addCommand(getPortAddDeleteFormokC());
portAddDeleteFormPortTF.setltemCommandListener(this);
/1 write post-init user code here

3
return portAddDeleteFormPortTF;

}
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Method: commandAction for
Displayables ">
/**
* Called by a system to indicated that a command has been invoked on a particular displayable.
* @param command the Command that was invoked
* @param displayable the Displayable where the command was invoked
*/
public void commandAction(Command command, Displayable displayable) {
/1 write pre-action user code here
if (displayable == aboutForm) {
if (command == aboutFormback) {
/1 write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here

} else if (displayable == activePortsForm) {
if (command == activePortsFormbackC) {
/1 write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here
} else if (command == activePortsFormokC) {
/1 write pre-action user code here

// write post-action user code here
activePortsFormsi.setText("Lutfen bekleyin...");

try {
long startTime = System.currentTimeMillis();
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String s1= activePortsFormcG.getString(
activePortsFormcG.getSelectedindex());
s1=s1.substring(s1.indexOf("::")+3, s1.length());

AddRuleWebServiceService_Stub service1 =
new AddRuleWebServiceService_Stub();
servicel._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);

String[] result1= service1.getActiveServerPorts(s1);

s1="";
long durationTime = System.currentTimeMillis() - startTime;
s1= Long.toString(durationTime) + " milisaniye.";
for (inti=0; i < resultl.length; i++) {
s1=s1 + "\r\n" + result1[i];
3

activePortsFormsi.setText(s1);

servicel.setStatistics("Nmap”,
Long.toString(durationTime));

// System.out.println("Sonuc : " + activePortsFormsi.getText());

} catch (Exception e) {
e.printStackTrace();
portAddDeleteFormResultSl.setText(e.toString());

3

3

1 else if (displayable == helpForm) {
if (command == helpFormbackC) {
// write pre-action user code here

switchDisplayable(null, getMainForm());
// write post-action user code here

} else if (displayable == mainForm) {
if (command == exitCommand) {
// write pre-action user code here
exitMIDlet();
// write post-action user code here

3
1 else if (displayable == portAddDeleteForm) {
if (command == portAddDeleteFormbackC) {
// write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here

1 else if (displayable == serversForm) {
if (command == serverFormbackC) {
/1 write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here

3
1 else if (displayable == splashScreen) {
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if (command == SplashScreen.DISMISS_COMMAND) {
// write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here

1 else if (displayable == statisticsForm) {
if (command == statisticsFormUpdateC) {
// write pre-action user code here

// write post-action user code here
try {
AddRuleWebServiceService_Stub servicel =
new AddRuleWebServiceService_Stub();
servicel._setProperty(Stub.ENDPOINT_ADDRESS_PROPERTY,
ewsEndpoint);

String[] result1 = service1.getStatistics();
// System.out.println("Sonuc: " + result1);
long count= 0;
long duration= 0;
for (inti=0; i < resultl.length; i++) {
if (result1[i].substring(0, result1[i].indexOf(
":")).equals("Ekle")) {
count= Long.parseLong(result1[i].substring(
result1[i].indexOf(":") + 1,
result1[i].indexOf("::")));
duration= Long.parseLong(result1[i].substring(
result1[i].indexOf("::") + 2,
result1[i].length())) / count;
addRuleCountSl.setText(Long.toString(count));
addRuleAverageDurationSl.setText(
Long.toString(duration));
1} else if (result1[i].substring(
0, result1[i].indexOf(":")).equals("Sil")) {
count= Long.parseLong(result1[i].substring(
result1[i].indexOf(":") + 1,
result1[i].indexOf("::")));
duration= Long.parseLong(result1[i].substring(
result1[i].indexOf("::") + 2,
result1[i].length())) / count;
deleteRuleCountSl.setText(Long.toString(count));
deleteRuleAverageDurationSl.setText(
Long.toString(duration));

if (result1[i].substring(
0, result1[i].indexOf(":")).equals("Nmap")) {
count= Long.parseLong(result1[i].substring(

result1[i].indexOf(":") + 1,
result1[i].indexOf("::")));

duration= Long.parseLong(result1[i].substring(
result1[i].indexOf("::") + 2,
result1[i].length())) / count;

serverPortListingCountSl.setText(
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Long.toString(count));
serverPortListingAverageDurationSl.setText(
Long.toString(duration));
3
3
} catch (Exception e) {
e.printStackTrace();
portAddDeleteFormResultSl.setText(e.toString());
3
1} else if (command == statisticsFormbackC) {
// write pre-action user code here
switchDisplayable(null, getMainForm());
// write post-action user code here
3
3
// write post-action user code here

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteFormbackC ">
/**
* Returns an initiliazed instance of portAddDeleteFormbackC component.
* @return the initialized component instance
*/
public Command getPortAddDeleteFormbackC() {
if (portAddDeleteFormbackC == null) {
/1 write pre-init user code here
portAddDeleteFormbackC = new Command("Geri", Command.BACK, 0);
/1 write post-init user code here

}
return portAddDeleteFormbackC;

}
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: splashScreen ">
/**
* Returns an initiliazed instance of splashScreen component.
* @return the initialized component instance
*/
public SplashScreen getSplashScreen() {
if (splashScreen == null) {
// write pre-init user code here
splashScreen = new SplashScreen(getDisplay());
splashScreen.setTitle("m2 G\uOOFCvenlik Duvar\u0131 Y\uOOF6netimi");
splashScreen.setCommandListener(this);
splashScreen.setlmage(getSplashl());
splashScreen.setText("Ho\uO15Fgeldiniz...");
// write post-init user code here
3

return splashScreen;

3
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//</editor-fold>

//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed" desc=" Generated Getter: aboutl ">
/**
* Returns an initiliazed instance of aboutl component.
* @return the initialized component instance
*/
public Image getAboutl() {
if (aboutl == null) {
/1 write pre-init user code here
try {
aboutl = Image.createlmage("/splash2.jpg");
} catch (java.io.lOException e) {
e.printStackTrace();
3

/1 write post-init user code here

3

return aboutl;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: mainFormGoC ">
/**
* Returns an initiliazed instance of mainFormGoC component.
* @return the initialized component instance
*/
public Command getMainFormGoC() {
if (mainFormGoC == null) {
// write pre-init user code here
mainFormGoC = new Command("Tamam”, "Git", Command.OK, 0);
/1 write post-init user code here

3

return mainFormGoC;

}
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: exitCommand ">

/**

* Returns an initiliazed instance of exitCommand component.

* @return the initialized component instance

*/

public Command getExitCommand() {

if (exitCommand == null) {

/] write pre-init user code here
exitCommand = new Command("\u00C7\u0131k\u0131\u015F", Command.EXIT, 0);
/1 write post-init user code here

3

return exitCommand;

}
//</editor-fold>
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//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed" desc=" Generated Getter:

portAddDeleteFormServerListCG ">

/**

* Returns an initiliazed instance of portAddDeleteFormServerListCG component.

* @return the initialized component instance

*/

public ChoiceGroup getPortAddDeleteFormServerListCG() {

if (portAddDeleteFormServerListCG == null) {

// write pre-init user code here
portAddDeleteFormServerListCG = new ChoiceGroup("Sunucular”, Choice.MULTIPLE);
portAddDeleteFormServerListCG.setSelectedFlags(new boolean[] { });
/] write post-init user code here

}
return portAddDeleteFormServerListCG;

}
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteFormokC ">
/**
* Returns an initiliazed instance of portAddDeleteFormokC component.
* @return the initialized component instance
*/
public Command getPortAddDeleteFormokC() {
if (portAddDeleteFormokC == null) {
// write pre-init user code here
portAddDeleteFormokC = new Command("G\uO0Fénder”, Command.OK, 0);
/1 write post-init user code here

3
return portAddDeleteFormokC;

3
//</editor-fold>
//</editor-fold>

//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteFormOptionCG ">
/**
* Returns an initiliazed instance of portAddDeleteFormOptionCG component.
* @return the initialized component instance
*/
public ChoiceGroup getPortAddDeleteFormOptionCG() {
if (portAddDeleteFormOptionCG == null) {
// write pre-init user code here
portAddDeleteFormOptionCG = new ChoiceGroup("Se\uOOE7enek (kap\u0131y\u0131
eri\u015Fime kapat ya da a\uOOE7)", Choice.EXCLUSIVE);
portAddDeleteFormOptionCG.append(“Ekle", null);
portAddDeleteFormOptionCG.append("Sil", null);
portAddDeleteFormOptionCG.setSelectedFlags(new boolean[] { true, false });
// write post-init user code here
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3
return portAddDeleteFormOptionCG;

}
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: aboutForm ">
/**
* Returns an initiliazed instance of aboutForm component.
* @return the initialized component instance
*/
public Form getAboutForm() {
if (aboutForm == null) {
/1 write pre-init user code here
aboutForm = new Form("Hakk\u0131nda", new Item[] { getAboutii(), getAboutsi() });
aboutForm.addCommand(getAboutFormback());
aboutForm.setCommandListener(this);
/1 write post-init user code here

h

return aboutForm;
3

//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: aboutii ">
/**
* Returns an initiliazed instance of aboutii component.
* @return the initialized component instance
*/
public Imageltem getAboutii() {
if (aboutii == null) {
// write pre-init user code here
aboutii = new Imageltem(™, getAboutl(), Imageltem.LAYOUT_DEFAULT, "<Missing
Image>", Item.PLAIN);
// write post-init user code here
3

return aboutii;
}
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: aboutsi ">
/**
* Returns an initiliazed instance of aboutsi component.
* @return the initialized component instance
*/
public Stringltem getAboutsi() {
if (aboutsi == null) {
// write pre-init user code here
aboutsi = new Stringltem("m2 G\uOOFCvenlik Duvar\u0131 Y\uOOFé6netimi
Uygulamas\u0131", "Yafes Duygulutuna, Bahce\u015Fehir \uOODCniversitesi, Bilgi Teknolojileri,
Y\uOOFCksek Lisans”, Item.PLAIN);
aboutsi.setLayout(Imageltem.LAYOUT_DEFAULT | Item.LAYOUT_TOP |
Iltem.LAYOUT_BOTTOM | Item.LAYOUT_VCENTER);
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/1 write post-init user code here

3

return aboutsi;

//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: aboutFormback ">
/**
* Returns an initiliazed instance of aboutFormback component.
* @return the initialized component instance
*/
public Command getAboutFormback() {
if (@boutFormback == null) {
// write pre-init user code here
aboutFormback = new Command("Geri”, Command.BACK, 0);
/1 write post-init user code here

h

return aboutFormback;
3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: mainFormCG ">

/**

* Returns an initiliazed instance of mainFormCG component.

* @return the initialized component instance

*/

public ChoiceGroup getMainFormCG() {

if (mainFormCG == null) {

// write pre-init user code here
mainFormCG = new ChoiceGroup("Se\uOOE7enekler”, Choice.EXCLUSIVE);
mainFormCG.append("Kap\u0131 //ekle, sil", null);
mainFormCG.append("Sunucu //aktif kap\u0131 listesi”, null);
mainFormCG.append("Sunucu //ekle, sil, d\uOOFCzelt", null);
mainFormCG.append("\u0130statistik”, null);
mainFormCG.append("Yard\u0131m", null);
mainFormCG.append("Hakk\u0131nda”, null);
mainFormCG.addCommand(getMainFormGoC());
mainFormCG.setltemCommandListener(this);
mainFormCG.setDefaultCommand(getMainFormGoC());
mainFormCG.setFitPolicy(Choice. TEXT_WRAP_DEFAULT);
mainFormCG.setSelectedFlags(new boolean[] { true, false, false, false, false, false });
/1 write post-init user code here

3

return mainFormCG;

3
//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: serversForm ">
/**
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* Returns an initiliazed instance of serversForm component.
* @return the initialized component instance
*/
public Form getServersForm() {
if (serversForm == null) {
// write pre-init user code here
serversForm = new Form("Sunucu Listesi", new Item[] { getServerFormServerListCG(),
getServerFormOptionCG(), getServerFormOSTypeCG(), getServerFormIPTF() });
serversForm.addCommand(getServerFormbackC());
serversForm.setCommandListener(this);
/1 write post-init user code here
getServers(serverFormServerListCG, "L"); // for List

3

return serversForm;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormOSTypeCG ">
/**
* Returns an initiliazed instance of serverFormOSTypeCG component.
* @return the initialized component instance
*/
public ChoiceGroup getServerFormOSTypeCG() {
if (serverFormOSTypeCG == null) {
// write pre-init user code here
serverFormOSTypeCG = new ChoiceGroup("™\u0130\u015Fletim Sistemi T\uOOFCr\uOOFC",
Choice.POPUP);
serverFormOSTypeCG.append( Linux”, null);
serverFormOSTypeCG.append("MS W7, null);
serverFormOSTypeCG.append("MS XP", null);
serverFormOSTypeCG.setFitPolicy(Choice. TEXT_WRAP_DEFAULT);
serverFormOSTypeCG.setSelectedFlags(new boolean[] { false, false, false });
/1 write post-init user code here

3

return serverFormOSTypeCG;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormbackC ">
/**
* Returns an initiliazed instance of serverFormbackC component.
* @return the initialized component instance
*/
public Command getServerFormbackC() {
if (serverFormbackC == null) {
// write pre-init user code here
serverFormbackC = new Command("Geri", Command.BACK, 0);
/1 write post-init user code here

3
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return serverFormbackC;
h
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: portAddDeleteForm ">
/**
* Returns an initiliazed instance of portAddDeleteForm component.
* @return the initialized component instance
*/
public Form getPortAddDeleteForm() {
if (portAddDeleteForm == null) {
// write pre-init user code here
portAddDeleteForm = new Form("Kap\u0131: EKLE, S\u0O130L", new Item[] {
getPortAddDeleteFormServerListCG(), getPortAddDeleteFormOptionCG(),
getPortAddDeleteFormPortTF(), getPortAddDeleteFormResultSI() });
portAddDeleteForm.addCommand(getPortAddDeleteFormbackC());
portAddDeleteForm.setCommandListener(this);
/1 write post-init user code here
getServers(portAddDeleteFormServerListCG, "W"); // for Work
3

return portAddDeleteForm;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormServerListCG ">
/**
* Returns an initiliazed instance of serverFormServerListCG component.
* @return the initialized component instance
*/
public ChoiceGroup getServerFormServerListCG() {
if (serverFormServerListCG == null) {
// write pre-init user code here
serverFormServerListCG = new ChoiceGroup("Sunucu”, Choice.EXCLUSIVE);
serverFormServerListCG.setSelectedFlags(new boolean[] { });
// write post-init user code here

3

return serverFormServerListCG;

}

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormOptionCG ">
/**
* Returns an initiliazed instance of serverFormOptionCG component.
* @return the initialized component instance
*/
public ChoiceGroup getServerFormOptionCG() {
if (serverFormOptionCG == null) {
// write pre-init user code here
serverFormOptionCG = new ChoiceGroup("Se\u00E7enek”, Choice.EXCLUSIVE);
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serverFormOptionCG.append("Ekle", null);

serverFormOptionCG.append("Sil", null);

serverFormOptionCG.append("D\u00FCzelt", null);

serverFormOptionCG.setSelectedFlags(new boolean[] { true, false, false });
// write post-init user code here

3

return serverFormOptionCG;

}

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormIPTF ">
/**
* Returns an initiliazed instance of serverFormIPTF component.
* @return the initialized component instance
*/
public TextField getServerFormIPTF() {
if (serverFormIPTF == null) {
// write pre-init user code here
serverFormIPTF = new TextField("Sunucu IP Adresi”, null, 32, TextField.ANY);
serverFormIPTF.addCommand(getServerFormokC());
serverFormIPTF.setltemCommandListener(this);
// write post-init user code here

3

return serverFormIPTF;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: serverFormokC ">
/**
* Returns an initiliazed instance of serverFormokC component.
* @return the initialized component instance
*/
public Command getServerFormokC() {
if (serverFormokC == null) {
// write pre-init user code here
serverFormokC = new Command("Tamam”, Command.OK, 0);
// write post-init user code here

h

return serverFormokC;
}
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: activePortsForm ">
/**
* Returns an initiliazed instance of activePortsForm component.
* @return the initialized component instance
*/
public Form getActivePortsForm() {

if (activePortsForm == null) {

// write pre-init user code here
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activePortsForm = new Form("Sunucu Aktif Kap\uO131lar", new Item[] {
getActivePortsFormcG(), getActivePortsFormsi() });
activePortsForm.addCommand(getActivePortsFormbackC());
activePortsForm.addCommand(getActivePortsFormokC());
activePortsForm.setCommandListener(this);
/1 write post-init user code here
getServers(activePortsFormcG, "L"); // for List

3

return activePortsForm;
h
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: activePortsFormcG ">
/**
* Returns an initiliazed instance of activePortsFormcG component.
* @return the initialized component instance
*/
public ChoiceGroup getActivePortsFormcG() {
if (activePortsFormcG == null) {
// write pre-init user code here
activePortsFormcG = new ChoiceGroup("Sunucu”, Choice.EXCLUSIVE);
activePortsFormcG.append("Test", null);
activePortsFormcG.setSelectedFlags(new boolean(] { false });
// write post-init user code here

3

return activePortsFormcG;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: activePortsFormsi ">
/**
* Returns an initiliazed instance of activePortsFormsi component.
* @return the initialized component instance
*/
public Stringltem getActivePortsFormsi() {
if (activePortsFormsi == null) {
// write pre-init user code here
activePortsFormsi = new Stringltem("Sonu\uOOE7 :", null);
// write post-init user code here

h

return activePortsFormsi;

}
/ /</editor-fold>
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: activePortsFormbackC ">
/**
* Returns an initiliazed instance of activePortsFormbackC component.
* @return the initialized component instance
*/
public Command getActivePortsFormbackC() {

if (activePortsFormbackC == null) {

// write pre-init user code here
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activePortsFormbackC = new Command("Geri", Command.BACK, 0);
/1 write post-init user code here

3

return activePortsFormbackC;

}
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: activePortsFormokC ">
/**
* Returns an initiliazed instance of activePortsFormokC component.
* @return the initialized component instance
*/
public Command getActivePortsFormokC() {
if (activePortsFormokC == null) {
// write pre-init user code here
activePortsFormokC = new Command("Tamam”, Command.OK, 0);
/1 write post-init user code here

h

return activePortsFormokC;

3
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: statisticsForm ">
/**
* Returns an initiliazed instance of statisticsForm component.
* @return the initialized component instance
*/
public Form getStatisticsForm() {
if (statisticsForm == null) {
// write pre-init user code here
statisticsForm = new Form("\u0130statistik”, new Item[] { getAddRuleCountSI(),
getAddRuleAverageDurationSI(), getDeleteRuleCountSl(), getDeleteRuleAverageDurationSl(),
getServerPortListingCountSl(), getServerPortListingAverageDurationSl(), getStringltem() });
statisticsForm.addCommand(getStatisticsFormbackC());
statisticsForm.addCommand(getStatisticsFormUpdateC());
statisticsForm.setCommandListener(this);
// write post-init user code here

3

return statisticsForm;

}

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: addRuleCountSI ">
/**
* Returns an initiliazed instance of addRuleCountSI component.
* @return the initialized component instance
*/
public Stringltem getAddRuleCountSl() {
if (addRuleCountSI == null) {
// write pre-init user code here
addRuleCountSI = new Stringltem("Bloklanan Kural Say\u0131s\u0131 :", null);
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/1 write post-init user code here

return addRuleCountSl;
3
//</editor-fold>
/ /</editor-fold>
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: addRuleAverageDurationSI ">
/**
* Returns an initiliazed instance of addRuleAverageDurationSI component.
* @return the initialized component instance
*/
public Stringltem getAddRuleAverageDurationSI() {
if (addRuleAverageDurationSI == null) {
// write pre-init user code here
addRuleAverageDurationSI = new Stringltem("Ortalama Bloklama S\uOOFCresi :", null);
// write post-init user code here

return addRuleAverageDurationSl;
3
/ /</editor-fold>
/ /</editor-fold>
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: deleteRuleCountSI ">
/**
* Returns an initiliazed instance of deleteRuleCountSI component.
* @return the initialized component instance
*/
public Stringltem getDeleteRuleCountSI() {
if (deleteRuleCountSI == null) {
// write pre-init user code here
deleteRuleCountSI = new Stringltem("Silinen Kural Say\u0131s\u0131 :", null);
/1 write post-init user code here

3

return deleteRuleCountSl;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: deleteRuleAverageDurationS| ">
/**

* Returns an initiliazed instance of deleteRuleAverageDurationS| component.
* @return the initialized component instance
*/
public Stringltem getDeleteRuleAverageDurationSI() {
if (deleteRuleAverageDurationSI == null) {
// write pre-init user code here

deleteRuleAverageDurationS| = new Stringltem("Ortalama Silinme S\uOOFCresi :", null);
/1 write post-init user code here

3
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return deleteRuleAverageDurationSl;

3

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: serverPortListingCountSI ">
/**
* Returns an initiliazed instance of serverPortListingCountSI component.
* @return the initialized component instance
*/
public Stringltem getServerPortListingCountSI() {
if (serverPortListingCountSI == null) {
// write pre-init user code here
serverPortListingCountSI = new Stringltem("Sunucu Kap\u0131 Listeleme Say\u0131s\u0131
", null);
/1 write post-init user code here
3
return serverPortListingCountSl;
3
/ /</editor-fold>
/ /</editor-fold>
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter:
serverPortListingAverageDurationSI ">
/**
* Returns an initiliazed instance of serverPortListingAverageDurationSI component.
* @return the initialized component instance
*/
public Stringltem getServerPortListingAverageDurationSI() {
if (serverPortListingAverageDurationSI| == null) {
// write pre-init user code here
serverPortListingAverageDurationS| = new Stringltem("Ortalam Listeleme S\uOOFCresi :",
null);
/1 write post-init user code here
3

return serverPortListingAverageDurationSl;

}

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: statisticsFormbackC ">
/**
* Returns an initiliazed instance of statisticsFormbackC component.
* @return the initialized component instance
*/
public Command getStatisticsFormbackC() {
if (statisticsFormbackC == null) {
// write pre-init user code here
statisticsFormbackC = new Command("Geri", Command.BACK, 0);
/1 write post-init user code here
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3

return statisticsFormbackC;

}

//</editor-fold>
//</editor-fold>
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: statisticsFormUpdateC ">
/**
* Returns an initiliazed instance of statisticsFormUpdateC component.
* @return the initialized component instance
*/
public Command getStatisticsFormUpdateC() {
if (statisticsFormUpdateC == null) {
// write pre-init user code here
statisticsFormUpdateC = new Command("Tamam”, "G\uOOFCncelle", Command.OK, 0);
/1 write post-init user code here
3
return statisticsFormUpdateC;
3
/ /</editor-fold>
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: splashl ">
/**
* Returns an initiliazed instance of splashl component.
* @return the initialized component instance
*/
public Image getSplashl() {
if (splashl == null) {
// write pre-init user code here
try {
splashl = Image.createlmage("/splash1.jpg");
} catch (java.io.lOException e) {
e.printStackTrace();
3
// write post-init user code here

3

return splashl;
3
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpForm ">
/**
* Returns an initiliazed instance of helpForm component.
* @return the initialized component instance
*/
public Form getHelpForm() {
if (helpForm == null) {
// write pre-init user code here

helpForm = new Form("Yard\u0131m", new Item[] { getHelpFormPortAddvsSI(),
getHelpFormServerPortvsSl(), getHelpFormServerAddvsSl(), getHelpFormStatisticsSI(),
getHelpFormHelpSI(), getHelpFormAboutSi() });
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helpForm.addCommand(getHelpFormbackC());
helpForm.setCommandListener(this);
/1 write post-init user code here

3

return helpForm;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormPortAddvsSI ">
/**
* Returns an initiliazed instance of helpFormPortAddvsSI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormPortAddvsSI() {
if (helpFormPortAddvsSI == null) {
// write pre-init user code here
helpFormPortAddvsSI = new Stringltem("Kap\u0131 //ekle, sil :", "Bir ya da birden fazla
sunucuda kap\u0131 bloklamas\u0131 yap\u0131lmas\u0131.");
// write post-init user code here
3

return helpFormPortAddvsSI;
3
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormServerPortvsSI| ">
/**
* Returns an initiliazed instance of helpFormServerPortvsSI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormServerPortvsSI() {
if (helpFormServerPortvsSl == null) {
// write pre-init user code here
helpFormServerPortvsSI = new Stringltem("Sunucu //aktif kap\u0131 listesi : ", "Sunucuya
ait hangi kap\u0131lar\u0131n a\uOOE7\u0131k oldu\u011Fu bilgisini getirir.");
/1 write post-init user code here
3

return helpFormServerPortvsSl;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormServerAddvsSI ">
/**
* Returns an initiliazed instance of helpFormServerAddvsSlI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormServerAddvsSI() {
if (helpFormServerAddvsSI == null) {
// write pre-init user code here
helpFormServerAddvsS| = new Stringltem("Sunucu //ekle, sil, d\uOOFCzelt",
"D\UOOFC\u011F\uOOFCmler aras\u0131na yeni sunucu eklenmesi, sunucu silinmesi ya da
eklenmi\u015F sucunun IP adresinin d\uOOFCzeltilmesi i\uO15Flemleri yap\u01310\u0131r.");
/1 write post-init user code here
3
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return helpFormServerAddvsSl;
3
//</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormStatisticsSI ">
/**
* Returns an initiliazed instance of helpFormStatisticsSI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormStatisticsSI() {
if (helpFormStatisticsSI == null) {
// write pre-init user code here
helpFormStatisticsSI = new Stringltem("™\u0130statistik : ", "Kap\u0131 ekleme, silme, aktif

kap\u0131 listesi s\uOOFCresel istatistiki bilgileri bulunur.");

/1 write post-init user code here

return helpFormStatisticsSl;
3
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormHelpSI ">
/**
* Returns an initiliazed instance of helpFormHelpSI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormHelpSI() {
if (helpFormHelpSI == null) {
// write pre-init user code here
helpFormHelpSI = new Stringltem("Yard\u0131m : ", "Yard\u0131m penceresi.");
/1 write post-init user code here

return helpFormHelpSl;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormAboutSI ">
/**
* Returns an initiliazed instance of helpFormAboutSI component.
* @return the initialized component instance
*/
public Stringltem getHelpFormAboutSI() {
if (helpFormAboutSI == null) {
// write pre-init user code here
helpFormAboutSI = new Stringltem("Hakk\uO131nda : ", "Program ni\uOOE7in ve kim

taraf\u0131ndan yaz\u0131ld\u0131\u011F\u0131 ile ilgili bilgiler bulunur.”);

// write post-init user code here

return helpFormAboutSl;
3
/ /</editor-fold>

/ / <editor-fold defaultstate="collapsed” desc=" Generated Getter: helpFormbackC ">
/**
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* Returns an initiliazed instance of helpFormbackC component.
* @return the initialized component instance
*/
public Command getHelpFormbackC() {
if (helpFormbackC == null) {
// write pre-init user code here
helpFormbackC = new Command("Geri", Command.BACK, 0);
/1 write post-init user code here

return helpFormbackC;
3
/ /</editor-fold>

/ /<editor-fold defaultstate="collapsed" desc=" Generated Getter: stringltem ">
/**
* Returns an initiliazed instance of stringltem component.
* @return the initialized component instance
*/
public Stringltem getStringltem() {
if (stringltem == null) {
// write pre-init user code here
stringltem = new Stringltem("--------=s=m-m e e "
"De\u011Ferler milisaniye cinsindendir.");
// write post-init user code here
3

return stringltem;
3
//</editor-fold>

/**

* Returns a display instance.

* @return the display instance.

*/

public Display getDisplay () {
return Display.getDisplay(this);

3

/**

* Exits MIDlet.

*/

public void exitMIDlet() {
switchDisplayable (null, null);
destroyApp(true);
notifyDestroyed();

3

/**
* Called when MIDlet is started.
* Checks whether the MIDlet have been already started and initialize/starts or resumes the
MIDlet.
*/
public void startApp() {
if (midletPaused) {
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resumeMIDlet ();
}else {

initialize ();

startMIDlet ();

midletPaused = false;

3

/**

* Called when MIDlet is paused.

*/

public void pauseApp() {
midletPaused = true;

3

/**

* Called to signal the MIDlet to terminate.

* @param unconditional if true, then the MIDlet has to be unconditionally terminated and all
resources has to be released.

*/

public void destroyApp(boolean unconditional) {

3
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