T.C
YEDITEPE UNIVERSITY
GRADUATE INSTITUTE OF SOCIAL SCIENCES

THE IMPACT OF THE ELECTRONIC INTELLIGENCE -ELINT- IN THE
FUTURE BATTLEFIELD

by
Mustafa KAYAR

Supervisor

Assoc. Prof. Dr. Mesut Hakk: CASIN

‘Submitted to the Graduate Institute of Social Sciences
In partial fulfillment of the requirements for the degree of
- Master of
Business Administration

ISTANBUL, 2004 \ 45 0% (



THE IMPACT OF THE ELECTRONIC INTELLIGENCE -ELINT- IN THE
FUTURE BATTLEFIELD

by

Mustafa KAYAR

Approved by:

Assoc. Prof. Dr. Mesut Hakki CASIN
(Supervisor)

Assoc. Prof. Dr. Ali Fuat BOROVALI

Asst. Prof. Dr. Mehmet YAHYAGIL

Date of Approval by the Administrative Council of the Institute 01.R3./2004



TABLE OF CONTENTS

TABLE OF CONTENTS
LIST OF ABBREVIATIONS
LIST OF FIGURES
LIST OF TABLES
ACKNOWLEDGMENTS
ABSTRACT
OZET
1. INTRODUCTION
1.1. DEFINITION OF THE PROBLEM
1.2. OBJECTIVES OF THE STUDY
1.3. SCOPE OF THE STUDY
1.4. METHODOLOGY
2. THE FUTURE’S WARS PLATFORM: DIGITIZED BATTLEFIELD
2.1. INFORMATION WARFARE
2.2. NETWORK-CENTRIC WARFARE
2.2.1. The Command and Control (C?) Cycle
2.2.2. Command Systems
2.3. COMMAND AND CONTROL WARFARE
2.4. INTELLIGENCE-BASED WARFARE
2.4.1. Offensive IBW
2.4.2. Defensive IBW
2.5. PARALEL WAR
2.6. MILITARY ADVANCE IN INFORMATION TECHNOLOGY
2.6.1. Know the Enemy
2.6.2. Know Yourself
2.6.3. Know the Ground, Know the Weather
2.6.4. Know When Victory Is Endangered
2.7. HOW NEW INFORMATION CAPABILITIES MIGHT AFFECT
MILITARY OPERATIONS
2.8. DOMINATE BATTLEFIELD AWARENESS
2.9. FUTURE WEAPON SYSTEMS
2.10. REQUIRED FLEXIBILITIES FOR FUTURE WARFARE
3. ELECTRONIC WARFARE '
3.1. COMMUNICATIONS AND NONCOMMUNICATIONS EW
3.2. EW SUBDIVISION
3.3. INTEGRATED INTELLIGENCE SUPPORT
3.4. SIGNALS INTELLIGENCE (SIGINT)
3.5. ELECTRONIC INTELLIGENCE (ELINT) SYSTEMS
3.5.1. ELINT Sensors
3.5.2. The ELINT Processing Center
3.6. THE HISTORY OF EW AND ELINT
3.6.1. The Dawn of EW and ELINT
3.6.2. Korean War, EW and ELINT
3.6.3. United States-Vietnam War, EW and ELINT
3.6.4. Arab-Israecl War
3.6.5. Cold War (Related to Turkey), EW and ELINT

iii

i
vii

Xii
Xiv
XV
Xvi

J——d
O AWV WWN -

18
22
25
29
30
34
36
37
40
40
42
42
43
44

49
50
51
54
58
61
65
67
70
71
72
73
73
74
76
78
80



3.6.6. Operation Desert Storm (Gulf War-)
3.6.7. Kosovo Crisis, EW & ELINT
3.6.8. Operation to Afghanistan
3.6.9. Operation Iraqi Freedom (Gulf War-II)
4. RADAR AND ELINT
4.1. ADVANCED RADAR SYSTEMS
4.1.1. Radial Velocity Discrimination
4.1.2. Synthetic Aperture Radar (SAR)
4.1.3. Inverse Synthetic Aperture Radar (ISAR)
4.2. DIGITAL RADAR
4.3. IMAGING RADAR
4.4. SPACE BASED RADAR (SBR)
4.5. SHIPBOARD ANTI-AIR-WARFARE (AAW) SYSTEMS, RADAR AND
ELINT
4.6. FUTURE AIRCRAFT RADAR SYSTEMS
5. SPACE, SATALLETIES AND ELINT
5.1. BATTLESPACE DOMINANCE ,
5.2. SPACE SURVEILLANCE, INTELLIGENCE, AND TARGET
ACQUISITION
5.3. SPACE SURVEILLANCE NETWORK SENSORS
5.3.1. Dedicated Sensors: Optical
5.3.2. Dedicated Sensors: Radar
5.3.3. Collateral Sensors
5.3.4. Contributing Sensors
- 5.4. UNITED STATES’ SIGINT, COMINT AND ELINT SATELLITES
5.4.1. World’s First ELINT Satellite
5.4.2. The US Fifth Generations (2000+) US ELINT Satellites
5.5. RUSSIAN AND CHINESE ELINT SATELLITIES
5.6. SATELLITE COMMUNICATIONS SYSTEM
5.7. METEOROLOGICAL SATELLITE PROGRAM
5.8. MILSTAR: A JOINT SERVICE PROGRAM
5.9. NAVSTAR: GLOBAL POSITIONING SYSTEM (GPS)
5.10. DEFENSE SUPPORT PROGRAM
5.11. ON LAND SATELLITES “REACHING BACK” (Above 200-500 miles
above Earth) -
5.12. MICRO AND NANO ELINT SATELLITES
5.13. WIDEBAND GAPFILLER AND ADVANCED EXTREME HIGH
FREQUENCY
5.14. WEAPONS IN SPACE, SPACE-BASED INFRARED AND LASER
SYSTEM
5.15. KEY ENABLERS OF SPACE TECHNOLOGY
5.16. AREAS FOR FUTURE PROGRESS
6. UAV AND ELINT
6.1. UAVs’ HISTORICAL DEVELOPMENT
6.1.1. UAV and ELINT during Cold War
6.1.2. Vietnam War and UAV & ELINT
6.1.3. Arab-Israel Conflict and UAV & ELINT
6.1.4. The Guif War, UAV and ELINT

v

82
92
94
96
106
107
107
111
114
115
116
118
120

122
126
132
135

137
137
139
140
142
143
146
149
152
155
160
161
164
166
168

169
172

175

178
180
183
187
188
191
193
194



6.1.5. The Yugoslavian (Bosnia) Civil War, UAV and ELINT
6.1.6. Operation Enduring Freedom in Afghanistan
6.2. THE US DEFENSE AIRBORNE RECONNAISSANCE OFFICE
6.3. THE PREDATOR MEDIUM ALTITUDE ENDURANCE UAV
6.4. THE HIGH ALTITUDE ENDURANCE UAV (HAE UAYV)
6.5. THE GLOBAL HAWK HIGH ALTITUDE ENDURANCE UAV
6.6. THE DARKSTAR LOW OBSERVABLE HAE UAV
6.7. ADVANCED CONCEPT TECHNOLOGY DEMONSTRATIONS
(ACTD)
6.8. STRIKESTAR UAV AND ELINT
6.8.1. Milestones of UAV
6.8.2. Effect of Pro-pilot Bias on UAV Development
6.8.3. Effect of Responsiveness on UAV Development
6.8.4. StrikeStar Technology
6.8.5. Communications Systems
6.8.6. Mission Control Equipment
6.8.7. StrikeStar Concept of Operations
6.9. INTEGRATE SPACE-BASED SYSTEMS AND UAVs
6.10. NEXT GENERATION OF UAVS
6.10.1. Breaking from Current Design Paradigms
6.10.2. Superior ELINT, IMINT etc. Sensors
6.10.3. Integrating Propulsion Systems
6.10.4. Improved Safety and Effectiveness
6.11. UNINHABITED COMBAT AERIAL VEHICLES (UCAVS)
6.12. MICRO UNMANNED AERIAL VEHICLES (MicroUAV)
7. AIR FORCE AND ELINT
7.1. C*ISR ROSOURCES AND REQUIREMENTS
7.2. THEATER AIR CONTROL SYSTEM
7.3. AIR OPERATIONS CENTER
7.4. CONTROL AND REPORTING CENTER
7.5. AIRBORNE WARNING AND CONTROL SYSTEM
7.6. AIRBORNE BATTLEFIELD COMMAND AND CONTROL CENTER
7.7. AIR FORCE RADAR (ELINT) SYSTEM AND JSTARS
7.8. AIRSPACE CONTROL AND INTEGRATION WITH AIR
OPERATIONS
7.9. FRIENDLY AND ENEMY COMBAT IDENTIFICATION
7.10. OPERATION IRAQI FREEDOM AND DEVELOPMENT OF AIR
FORCE ELINT
8. NAVY AND ELINT
8.1. IMPORTANCE OF INFORMATION NETWORKS
8.2. FUNDAMENTALS IN NAVAL ELECTRONIC WARFARE
8.2.1. Electronic Support Measures
8.2.2. Electronic Counter Measures
8.2.3. Electronic Counter-Counter Measures
8.3. NETWORKED SPECIFIC EMITTER IDENTIFICATION
8.3.1. Rapid dissemination of information
8.3.2. Development of Electronic Order of Battle
8.3.3. Networking achievements

196
197
200
202
205
207
210
213

214
216
216
217
218
220
222
223
226
228
230
231
231
232

233

235
238
240
242
243
245
246
251
253
257

259
261

264
265
268
269
270
270
270
272
272
273



8.4. AUTOMATIC TARGET RECOGNITION
8.5. ELINT & OTHER SENSORS AND AUTOMATIC TARGET
RECOGNITION
8.6. RADAR TECHNOLOGY ISSUES FOR FUTURE NAVAL WARFARE
8.6.1. Types of Reconnaissance and Surveillance Platform
8.6.2. Key Radar Technology Development for NAVY
8.6.3. Sensor-to-Shooter Concept and ELINT
8.7. ELECTRONIC BEAM STEERING AND LONG-RANGE LASER
8.8. USNAVY’S UAV PLAN AND ELINT
8.9. FUTURE DEVELOPMENTS AND TRENDS
9. ARMY AND ELINT
9.1. ARMY MODERNIZATION AND ELINT
9.2. COMMAND, CONTROL, COMMUNICATIONS, COMPUTERS AND
INTELLIGENCE (C41I) SYSTEMS
9.3. PROVIDING OPERATIONAL INTELLIGENCE TO THE
WARFIGHTER

9.3.1. The All Source Analysis System (ASAS)
9.3.2. ASAS-AS
9.3.3. ASAS-SS
9.3.4. ASAS-CCS
9.3.5. ASAS-RWS and ASAS-L
9.4. ENHANCED COMBAT POWER: GENESIS II AND DIGITAL BRIDGE
9.5. SOLDIER AS A SYSTEM: LAND WARRIOR SYSTEM
9.6. THE WARFIGHTER INFORMATION NETWORK-TACTICAL
(WIN-T)
9.7. WIN-T MILESTONE B (PHASE II)
9.8. WIN-T ON THREE LAYERS GROUND, SATELLITES, AND UAV
10. CONCLUSION
REFERENCES
CIRRICULUM VITAE

vi

274
276

278
279
281
283
284
285
286
289
292
296

297

298
300
301
302
303
304
305
307

310
311
313
317
348



AAA
AAW
ABCCC .
ACTD
AEHF
AFB
AFRL
AOC
ARPA
ASAT
ATR
AWACS
AWS

C2

ccw

C3

c
CYSR

CAP
CGS

CIS
COMINT
CONOPS
CONV HAE
DARO
DARPA
DBA

DF
DMSP
DOD
DSCS
DSP

EA
ECCM
ECM
EIW
ELINT
EO
EO/IR
EOB

EP
EPDS

LIST OF ABBREVIATIONS

: Anti-Aircraft Artillery
: Anti-Air Warfare
: Airborne Battlefield Command and Control Center
: Advanced Concept Technology Demonstrations
: Advanced Extreme High Frequency
: Air Force Base
: Air Force Research Laboratory
: Air Operation Center
: Advance Research Projects Agency
.+ Anti-Satellite
: Automatic Target Recognition
: Airborne Warning and Control System
: Advanced Wideband Satellite
: Command and Control
: Command and Control Warfare
: Command, Control, Communications
: Command, Control, Communications, Computers And Intelligence
: Command, Control, Communications, Computers, Intelligence,

Surveillance, and Reconnaissance

: Combat Air Patrol

: Common Ground Segment

: Communications and Information Systems
: Communications Intelligence

: Concept of Operations

: Conventional High Altitude Endurance

: Defense Airborne Reconnaissance Office

: Defense Advance Research Projects Agency
: Dominant Battlefield Awareness

: Direction Finding

: Defense Meteorological Satellite Program
: Department of Defense

: Defence Satellite Communications System
: Defense Support Program

: Electronic Attack

: Electronic Counter-Counter Measures

: Electronic Countermeasures

: Economic Information Warfare

: Electronic Intelligence

: Electro-Optical

: Electro-Optical/Infrared

: Electronic Order of Battle

: Electronic Protection

: Electronic Processing and Dissemination System

vii



ER

ES

Ew
EWIS
FEAF
GCS
GPS
GRAB
HAE
IBW
IMINT

- IOSA
IR

ISR
ITEC
v
JDAM
JSTARS
JTF
LIDAR
MAV
NATO
NRO
OEF
OIF
OODA
PACAF
PHOTINT
PLGRs
PSYOPS
PSYW
R&D
RAF
RISTA
RSTA
SAC
SAM
SAR
SATCOM
SBIRS
SBL
SBR
SEAD
SIGINT
SLAR

: Electronic Reconnaissance

: Electronic Support

: Electronic Warfare

: Electronic Warfare Integrated System

: Far East Air Force

: Ground Control Station/Segment

: Global Positioning System

: Galactic Radiation Background Experiment

: High Altitude Endurance

: Intelligence Based Warfare

: Imagery Intelligence

: Integrated Overhead SIGINT Architecture

: Infrared -

: Intelligence, Surveillance and Reconnaissance
: Information, Technology, Electronics and Communications
: Information Warfare

: Joint Direct Attack Munitions

: Joint Surveillance Target Attack Radar System
: Joint Task Force '

: Light-Detection and Ranging

: Micro Air Vehicle

: North Atlantic Treaty Organization

: National Reconnaissance Office

: Operation Enduring Freedom

: Operation Iraqi Freedom

: Observe, Orient, Decide, and Act

: Pacific Air Force

: Photographic Intelligence

: Precision Lightweight GPS Receivers

: Psychological Operations

: Psychological Warfare

: Research and Development

: Royal Air Force

: Reconnaissance, Intelligence, Surveillance, and Target Acquisition
: Reconnaissance, Surveillance, and Target Acquisition
: Strategic Air Command

: Surface-To-Air Missile

: Synthetic Aperture Radar

: Satellite Communications

: Space-Based Infrared System

: Space Based Laser

: Space Based Radar

: Suppression Of Enemy Air Defenses

: Signals Intelligence

: Side Looking Airborne Radar

viii



SLEP
SOF
TAC
TUAV
UAV
UCAV
UFO
uGv
UHF
uUs
USAF
USCENTCOM
VHF
WGS
WWII

: Service Life Enhancement Program
: Special Operation Force

: Tactical Air Command

: Tactical Unmanned Aerial Vehicle
: Unmanned Aerial Vehicle

: Uninhabited Combat Aerial Vehicle
: Ultra-High Frequency Follow—on

: Unmanned Ground Vehicle

: Ultra-High Frequency

: United States

: United States Air Force

: United States Central Command

: Very High Frequency

: Wideband Gapfiller Satellites

: World War 11

ix



Figure 2.1

Figure 2.2
Figure 2.3
Figure 2.4
Figure 2.5
Figure 2.6
Figure 2.7
Figure 2.8
Figure 2.9
Figure 2.10
Figure 3.1
Figure 3.2
Figure 3.3
Figure 3.4
Figure 3.5
Figure 3.6
Figure 3.7
Figure 3.8
Figure 3.9
Figure 3.10
Figure 3.11
Figure 3.12
Figure 3.13
Figure 3.14
Figure 3.15

Figure 4.1
Figure 4.2
Figure 4.3
Figure 4.4
Figure 4.5
Figure 4.6
Figure 4.7
Figure 4.8
Figure 4.9
Figure 4.10
Figure 4.11
Figure 5.1
Figure 5.2

Figure 5.3
Figure 5.4
Figure 5.5
Figure 5.6

LIST OF FIGURES

Seven Forms of Information Warfare vie for the Position of
Central Metaphor

C2W Major Branches

The Grid Arrangement of Network-Centric Warfare.
The C2 Cycle.

Various Command System Terms

The Five Pillars of Command and Control Warfare
Target Categories

Parallel War’s Four Key Technologies

The Technological Possibilities and Their Implications
Future Warfare Requirements

The Potential Impact of EW on The C2 Cycle.

The Electronic Warfare Integrated System (EWIS)
SIGINT Main Subcomponents

Major Subdivisions of EW

The Main Parts of Electronic Warfare

The Parameters of Received Signals

Elements of Information Superiority

Examples of COMINT methods.

Examples of ELINT methods.

Block Diagram of an ELINT System

Diagram of an ELINT Processing Center

United States ELINT Station in Boztepe-Trabzon
Royal Air Force Nimrod R1 Reconnaissance Planes
Operation Center In Operation Iraqi Freedom
Strategic, Operative and Tactical Level of C41, COMINT, ELINT,
and ECM.

Radar Signals

An example of radar

- Pulsed Doppler Radar

Pulsed Doppler Display

Nexrad Doppler

Synthetic Aperture

Equivalence of SAR and ISAR

Radar Transmits a Pulse Measures Reflected Echo (Backscatter )
Future Space Based Radar (SBR)

Shipboard AAW & Electronic Warfare Systems

Doppler-Notch Diagram

Space as the Fourth Dimension

There are Illustrated US Satellites That How Many Miles are
above Earth

Space as a Dominate Force

The United States” SIGINT, ELINT and COMINT Programs
GRAB-I First Operational Intelligence Satellite

The ELINT Information to be Derived by Processing the Satellite
Downlink.

17
21
23
25
30
37
39
47
52
55
57
60
61
62
63
66
68
68
71
72
81
95
97
105

106

108

109
110
111
112
115
117
119
121
123
127
129

133
145
147
148



Figure 5.7
Figure 5.8
Figure 5.9
Figure 5.10
Figure 5.11
Figure 5.12
Figure 6.1
Figure 6.2
Figure 6.3
Figure 6.4
Figure 6.5
Figure 6.6
Figure 6.7

Figure 6.8

Figure 6.9

Figure 6.10
Figure 6.11
Figure 6.12
Figure 6.13
Figure 6.14
Figure 6.15
Figure 6.16
Figure 6.17
Figure 6.18
Figure 6.19
Figure 6.20
Figure 6.21
Figure 7.1

Figure 7.2
Figure 7.3
Figure 7.4
Figure 7.5

Figure 7.6
Figure 7.7

Figure 7.8
Figure 7.9

Figure 7.10
Figure 8.1
Figure 8.2
Figure 8.3

Figure 9.1

Milstar spacecraft that provide strategic tactical relay.

The Network of Global Positioning System (GPS) Satellites.
US Air Force Defense Support Program (DSP) Satellites
Advanced Extremely High Frequency (AEHF) System Concept
Some Space Systems

Building Blocks for Information Dominance

AQM-34 Lightning Bug

D-21 Tagboard

BQM-34 UAV With Stubby Hobo

Pioneer on Sea Duty

Hellfire Missiles From a Predator UAV

UAYV Evolution

The Predator UAV Flew a Reconnaissance Mission Over
Afghanistan.

Predator EUCOM Deployment C4I Architecture.

High Altitude Endurance UAV Concepts of Operations

The Global Hawk UAV

Global Hawk Employment Concept

Global Hawk Airborne Communications Node Concept
DarkStar UAV

The DarkStar UAV

Some Technologies Support the StrikeStar Concept

StrikeStar C> Architecture

A System of Systems Over Time Continuum

Next Generation of UAVs’

UCAV Attacking Air & Land Targets with High Power Laser
MicroUAVs

MicroUAV enhance soldiers capacity

Intelligence, Surveillance and Reconnaissance Platforms such as
the U-2 Increase Battlespace Awareness.

Theater Air Control System.

Typical Theater Air Communication Links

Air Force Combat Operations

E-3 Airborne Waming and Control System (AWACS) aircraft are
a key element of C2.

Airborne Battlefield Command and Control Center (ABCCC)
Provides Critical C3 Functions in the Theater Air Control System.
The Radar Being Developed for the F-35 Joint Strike Fighter will
Also be Fitted Onboard the F/A 22 Raptor.

RC-135 Rivet Joint provides battlespace assessment.

The Theater Air Control System plans, directs, and controls air
operations.

Combat Identification Concepts

Networked Systems on Every Platform.

Ubiquitous Wide-Band Communications.

SEI TACELINT Message Carries SEI Signature from SEI Capable
Units '

ASAS-Remote Workstation

Xi

162
165
167
173
176
179
188
189
190
195
198
201
203

204
206
208
209
210
211
212
218
224
225
229
233
235
236
241

242
243
244
247

252

254

255
258

260
267
268
272

300



Figure 9.2 ASAS-AS Provides Multi-Intelligence Products. 301

Figure 9.3 ASCDB Display the Overall Situation. 302
Figure 9.4 ASAS-RWS Support the Operational Commander’s Intelligence 304
Figure 9.5 Land Warrior Program “Soldier as System” 306
Figure 9.6 Warfighter Information Network-Tactical System (WIN-T) 307

Figure 9.7 WIN-T Milestone System 310

xii



Table 2.1
Table 2.2
Table 2.3
Table 3.1

Table 3.2
Table 6.1
Table 6.2
Table 7.1

LIST OF TABLES

Information Warfare - What's New, and What is Effective
Comparisons Between Aerospace War and Information War
Intelligence Support to Command and Control Warfare

The Impact of Coalition Air Forces: Electronic Warfare And C*
Missions

United States (US) Electronic Warfare Aircraft In The Gulf War.

US UAVs, System Characteristics
Strikestar System Characteristics
SIGINT Aircraft in Asian Countries

Xiil

13
17
33
86

89
219
220
249



ACKNOWLEDGEMENTS

I would like to express my deep gratitude to my supervisor Associated Prof. Dr. Mesut
Hakki Casmn for his invaluable comments, his advices and help throughout my study. His
knowledge and guiding insights into strategic studies have provided me a new sound

perspective. It was a great honor for me to study with him.

I would thank to Associated Prof. Dr. Abdiilkadir Varoglu (Colonel, War College) for
giving the opportunity to study in Yeditepe University in the context of institutional

framework (Turkish Armed Forces).

I want to thank Mr. Bedrettin Dalan, the founder of the university, for his services to the
Atatiirk's Turkish youth, establishing opportunities in such a marvelous university with its

precious academic personnel, contemporary educational system and modern buildings.

I would like to express my best regards to the Prof. Dr. DoZan Altuner, the Dean of Yeditepe
University Graduate School of Social Sciences, for his support throughout the Master of
Business Administrative (MBA), and to the Ret. Maj. Gen. Riza Kiigiikoglu, the Secretary
General of Yeditepe University, for his help.

I would like to thank all academic members of the University, especially Prof. Dr. Erhan
Adal, Asst. Prof. Gaye Gencer, Asst. Prof. Tuba Dumlu, Asst. Prof. Cetin Kaya, Nilgiin
Bilsel, Ali Bah¢uvan, Cahit Yilmaz, Orlando Calumeno for sharing their knowledge.

I also would like to express my best regards to Turkish Nation, Command of the Turkish Land
Forces, Command of the Land Forces Academy, and Command of the Infantry School for
providing this chance to attend the master of business administration program and improve
myself. 1 believe that, as Atatiirk has targeted, our nation will go beyond the level of

contemporary nations with these well-educated personnel.

February 2004, Mustafa KAYAR

Xiv



ABSTRACT

Electronic technology has come to play an increasingly important role in military
operations. To need information about enemy will be integral to any future conflict.
Simply information warfare will dominate future war. Command and control warfare
(C*W) and electronic warfare (EW) are the core of information warfare. Electronic warfare
in its broadest sense goes far beyond electronic intelligence (ELINT). Satellites, aircrafts,
unmanned aerial vehicles, ships, and land vehicles are used as a platform for electronic

intelligence.

In order to be effective at future war, intelligence must be integrated the tactical,
operational, and strategic levels and used as part of campaign planning. Mutually
supportive, intelligence enhances C*W effects against enemy. The intelligence must be
timely to support the current mission. Out of date or inaccurate data could lead to disaster
for the commander’s overall mission. Electronic intelligence (ELINT) sensors provide

accurate and timely intelligence for the commanders.

The implementation of information technology is essential to provide the automation
necessary to transfer, process, and store the large volumes of data on the future battlefield.
Electronic intelligence (ELINT) will play a significant role in the support developed to
allow commanders to plan and maneuver faster than an adversary. Signal intelligence
(SIGINT) and electronic intelligence (ELINT) senéors enable target detection and accurate

location, on a large scale, in a short time.

Airborne, ship-based, and land-based ELINT are currently used. The development of
space-based and unmanned aerial vehicles electronic intelligence (ELINT) systems will be

more affect the future battlefield. Other sensor platforms will continue to be used.

New technology will offer the potential to achieve military objectives in different ways and
indeed provide means to do completely new things. Maintaining close collaboration with
allied partners, and with the civil sector, will be vital in order to maximize the achievement
of the objectives and maintain a technological lead over potential adversaries whilst

minimizing costs.
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OZET

Askeri operasyonlarda, elektronik teknolojinin Onemi gittikge artmaktadir. Cikacak
herhangi bir sorunda diigman hakkinda bilgi elde etmek ¢ok Onemlidir. Basit¢e gelecek
savaglarda bilgi belirleyici rol oynayacaktir. Komuta-kontrol savas: ve elektronik savag
bilgi savaglarinin en 6nemli kismim tegkil etmektedir. Elektronik savagin en genis anlamda
uygulanmasinda elektronik istihbarat gittikge artan oranda rol iistlenmektedir. Uydular,
insansiz hava araglari, gemiler, ucaklar ve kara araglan elektronik istihbarat igin platform
olarak kullamilmaktadir.

Gelecek savaglarda etkin olabilmek icin taktik, operatif ve stratejik seviyedeki
planlamalarda istihbarat etkin kullanilmahidir. Diigmana karg1 etkili komuta-kontrol i¢in
istihbarat ¢cok oOnemlidir. Vazifenin ifasi igin zamaninda saglanan istihbarat inisiyatif
kazandirir. Zamam gegmis ve dogru olmayan bilgi komutanin vazifesini yapmasina engel

teskil eder. Elektronik istihbarat sensorleri komutana dogru ve zamaninda bilgi saglarlar.

Gelecek savaslarda bilginin transferi, islenmesi ve depolanmas: i¢in bilgi teknolojilerinin
otomasyonunun saglanmasi zorunludur. Elektronik istihbarat komutana diigmanlarindan
daha hizli planlama ve manevra yapabilmesi i¢in 6nemli bir rol oynayacaktir. Muhabere ve

elektronik istihbarat sensorleri hedefin ¢ok kisa siirede dogru tespitini yapacaklardir.

Hava, deniz ve karadan elektronik istihbarat hala kullanilmaktadir. Gelismekte olan uydu
ve insansiz hava araglari tizerinden elektronik istihbarat faaliyetleri ise gelecek savag
ortaminda daha etkili olacaklardir. Diger elektronik istihbarat platformlan da gelistirilerek

kullamlmaya devam edilecektir.

Askeri hedeflere ulagabilmek icin ileri teknolojik gelismeler ¢esitli farkliliklar
sunmaktadir. Miittefiklerle ve sivil sektor ile siki igbirligi igerisinde bulunmak, askeri
harcamalarin en alt seviyede tutularak hedeflere ulasmanin en iist diizeyde
gerceklesebilmesi ve potansiyel diigmanlara karsi iistiinliikk saglanabilmesi igin hayati

Oneme sahiptir.
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“In God we trust, all others we monitor.”
-ELINT intercept operator’s motto.

1. INTRODUCTION

With the passing of time, electronic technology has come to play an increasingly important
role in military operations. The electronic era, and with it the first steps in the introduction
of electronics into weapons, goes back to the time when radio and the radio direction finder
were first used to give the platform position. The second step was the introduction of radar
for the detection, and location in angle and in range, of hostile platforms, and its
subsequent use to increase the accuracy of artillery. The last step, and probably the most

lethal one, has been the use of electronic devices for precision guidance of missiles.

The effectiveness of electronically guided weapon systems, expressed in terms of kill
probability, has risen to values very close to unity, thus leaving undefended targets little
hope of escape. Consequently, almost all effective weapons now employ electronic

guidance devices."

The enduring lesson from recent conflicts since the Gulf War is that what can be seen can
be hit, and what can be hit can be killed. The function of “seeing” is now much more
sophisticated and entails electronic, optical, and acoustic ELINT sensors that can have
global coverage. These sensors can be linked in real time to computer-controlled weapon

systems with unparalleled accuracy and l_etha‘lity.2

The fruitfulness of countermeasure techniques has quickly become apparent. They have
been developed to the point that they can seriously degrade the performance of nearly all
weapon systems. The inevitable next step has been the development of counter-

countermeasures to try to restore the original effectiveness of the weapon sensors.

The techniques and technologies that lead to the construction of devices capable of
electronically countering a weapon system, and to the development of counter-
countermeasures, go under the name “electronic warfare”. However, given the basic

harmlessness of these electronic systems (“Electrons don’t make holes”, at least as long as

! Neri, Flippo, “Introduction to Electronic Defense Systems”, Artech House, Boston, 1991, p. 1-2.
2 Frater, Michael R., and Michael Ryan, “Electronic Warfare for the Digitized Battlefield”, Artech House,
Boston, U.S.A_, 2001, p. 16-17.



no directed-energy weapons are available), the name “electronic defense” seems more

appropriate3 .

However, this is not enough. The decisive advantage on the modern battlefield will go to
the commander who can gather and exploit information most effectively. While this is
greatly assisted by the technologies associated with the information revolution, the human
element is arguably the most significant. For example if computers and communications
systems are used to reinforce hierarchical information flows —and therefore perpetuate the

information overloads and bottlenecks —it is the fault of humans, not technology.*

Commanders of the past have adopted most of their practices because the technology
available simply did not allow them to do more. The information revolution will change
that. Commanders can have unparalleled information available to them; they can see the
full extent of the battlefield, even if spans the globe. Careful thought must now be given to
what practices are the most efficient. Just because it can be done, does not mean that it
should.

1.1. DEFINITION OF THE PROBLEM

ELINT is almost as old as man's attempts to use radio signals. But especially when the
United States (US) and Soviet Union stood astride the globe eyeing each other warily, the
development of strategic recdnnaissance/ELINT satellites, aircrafts, and UAVs were seen
easily, except for their key role in the political area at the time two superpowers brought
the world on the brink of war. In the first place, ELINT has been unveiled the secret roles
and impacts of military revolution. With grounding this phenomenon, this research aims
the development of ELINT concomitant with the military perspective. More importantly, it
has been suggested that ELINT have such an important position that seriously affect the
future battlefield.

After the cold war ended in 1991, the technology has improved quickly. So, the first Gulf
War has heralded the uncertain nature of the future battlefield and the integrated role of
ELINT activity on platform of space, UAV, and aircraft systems.

3 Neri, Flippo, “Introduction to Electronic Defense Systems”, Artech House, Boston, 1991, p. 1-3.



1.2. OBJECTIVES OF THE STUDY

A descriptive study is committed in order to determine the common characteristics of the
ELINT and to assess the impacts of the ELINT by analyzing the means, usage and its
platforms like as satellites, aircraft, and UAVs.

The main objective of the study is to clarify the impact of the ELINT on the future
battlefield. The other objective is to build up an essential base for future studies.

1.3. SCOPE OF THE STUDY

The main scope of this study is search for the characteristics of the ELINT and its impacts
on the future battlefield. However, in order to determine their mentioned role, this study
begins with the digitized battlefield of future’s war platform. In order to portray the future
battlefield, American and other foresight studies of the future battlefield are examined.
While doing so, the emphasis is given to the technological priorities determined. Asitisa
new dimension of war and one of the most important factors in future information or net-

centric war, space and unmanned air vehicles are also examined as a part of the study.
The project report starts with an introductory chapter to draw the framework of the study.

Chapter 2 is about the definition and the characteristics of the future digitized battlefield.
The chapter begihs With the definition of future war, and information revolution.
Information warfare, Network-centric warfare, Command, control system, Parallel war,
Intelligence-based warfare, technological dimension on the future battlefield, dominate
battlefield awareness, future weapons system, military advanced in information
technology, and how the information technology effect the military operations are

explained in this chapter.

Chapter 3 presents the electronic warfare and electronic intelligence. This chapter has brief
history of electronic warfare and electronic intelligence especially from dawn of radio
signals to now on. Subsequently, at the end of World War II, the United States and the

Soviet Union stood astride the globe eyeing each other warily. They, of all the combatants,

4 Allard, C., “Command, Control, and the Common Defense”, Yale University Press, New Haven, U.S.A,,
1990, p. 263-264.



had emerged stronger than when they entered the war. They alone had the power to shape
the postwar world. This inevitably brought the two superpowers increasingly into conflict
which also caused them to leap to develop new technological breakthrough — ELINT

capabilities.

Chapter 4 presents a brief summary of the characteristics of radar, and their contributions
to the conduct of war are analyzed in detail. This chapter also focuses on the vulnerability

of radar and on the future trends.

Chapter 5 firstly presents definitions of ELINT satellites, battlespace dominance and
surveillance, and space surveillance network sensors. After brushing upon the basic
features of a satellite, the development of the U.S. ELINT satellites and successively the
Soviet ELINT satellites is examined. Future US space ELINT program like GPS,
meteorological satellites, defense support program, MILSTAR, on land spy satellites,

micro and nano ELINT satellites, and areas for future progress are analyzed in detail.

Chapter 6 presents definitions of unmanned aerial vehicles, and historical development. US
Navy’s UAV program, US Air Force UAV program, Strikestar UAV as a force multiplier,
integration of space-based ELINT systems and UAV, uninhabitet combat aerial vehicles,

micro unmanned aerial vehicles, and next generation of UAV are analyzed in detail.

Chapter 7 presents relation with Air Force and ELINT, air Force CYSR resources_and
requirements, theater air control system, air operation center, control and reporting center,
airborne warning and control system, airborne battlefield command and control center, Air
Force radar (ELINT) system and River Joint, Airspace control and integration with air
operations, friendly and enemy combat identification, and Operation Iragi Freedom and
development of Air Force ELINT.

Chapter 8 presents relation with Navy and ELINT, command and control on Navy forces,
importance of information network, operational capabilities enabled by information
technology, networked specific emitter identification, automatic target recognition and
ELINT sensors, radar technologies for future naval warfare, and US Navy’s unmanned

aerial vehicles program and ELINT.



Chapter 9 presents relation with Army and ELINT, modernization and ELINT, Army C4I
system, providing operational intelligence for the warfighter, GENESIS II and Digital
Bridge, Land warrior system, the warfighter information network tactical, and Army
ELINT satellites and UAV.

1.4. METHODOLOGY

In the first step, all interested areas have been selected, and program planned with time
diagram. In the second step, in order to reach required information, literature review,
internet survey and interview with signal commanders in the Land Force has been used.
Many books, articles and military magazines have been examined to determine the
characteristics of ELINT, Future War, Radars, Satellites, UAVs, Aircraft and Land-based
systems and their impact on future battlefield.

While analyzing, as the United States ELINT capabilities are given on the conceptual
approaches that are obtained by utilizing existing and uncovered academic resources. By
taking into consideration the rational and objective methodological criterion in the study,
the possible parameters belonging to the ELINT and the ELINT platforms like satellites
etc. are tried to be uncovered. As in all of the scientific studies, there may be some
deficiencies in this study but we hope that it will be very helpful to the future

academicians.

In the third step, this thesis is prepared and in the last step, although there may be some
deficiencies in this academic study like in all of the studies, is presented to the future

academicians. I hope that it will be helpful to all researchers.



2. THE FUTURE’S WARS PLATFORM: DIGITIZED BATTLEFIELD

Technology has always pioneered the creation of new concepts, and the improvement of
strategies presented new battle techniques and tactics. So, as the interaction between
technology and strategy makes the unbelievable developments continuous, it also shapes
up the important principles of the international foreign policy targets and preservation of
peace.” Throughout history, technological, political, and social advances have caused
profound shifts in military doctrine, organization, strategy, and tactics. In recent history,
six revolutions in military affairs have radically altered the conduct and character of war.

The first five were;6

e The institution of universal military obligation (the French Revolution of 1978),

e The Industrial Revolution of the mid-nineteenth century,

e The managerial revolution of the late nineteenth century,

e The mechanized revolution occurring between 1919-1939,

e And the scientific revolution that followed shortly afterwards, culminating in the

production of the atomic bomb.

Even before the Cold War ended, the Army was realizing that the information revolution
promised potentially radical improvements in the effectiveness of ground forces, as well as
significant changes in their organization.” Then, in the early 1970s, the introduction -an
information revolution centered on the concept that the dominant factor in war is the ability

to collect, analyze, disseminate, and act upon battlefield information.®

The Soviet Union first called attention to this issue in the 1970s with discussion in military
journals of what it called the military technical revolution. By the 1980s, the label had

been altered in the United States to the revolution in military affairs, but the core theme

> Cagin, M. Hakki, “Digital Revolution for the Military: The Effects of the Electronics Revolution in the 21
Century on the International Security Strategy”, Armed Forces Communications and Electronics Association,
AFCEA, Ankara, September 1995, p.6-7.

¢ Frater, Michael R., and Michael Ryan, “Electronic Warfare for the Digitized Battlefield”, Artech House,
Boston, U.S.A., 2001, p. 2.

7 Nardulli, Bruce R. and Thomas L. McNaugher, “Transforming America’s Military - The Army: Toward the
Objective Force”, Ed. Hans Binnendijk, NDU, U.S.A., June 2002, p. 51-52.

¥ Reimer, D. “Foreword - War in the Information Age: New Challenges for U.S. Security Policy”,
Ed.R.Pfaltzgraff and R.Shultz, Brassey’s, Washington D.C., U.S.A., 1997.



remained the same: given what the information revolution was doing to commercial firms,

surely it could work radical change in military forces.”

These advances in technology have produced an environment on the modern battlefield
that is characterized by continuous, 24-hour action; increased volume, lethality, range, and
precision of fire; smaller more effective units due to better integration of technology; a
disjunction between greater dispersion of more mobile, faster units and an increased
tendency for combat in built-up areas with congestion of forces in short ranges; and a
further dichotomy between greater invisibility, due to dispersion and speed, and increased

risk of detection, due to larger numbers of more capable battlefield sensors.

Arguably, therefore, the most significant technological revolution in warfare will be in the
role of information and knowledge, and, in particular, in the degree of situational
awareness made possible by the increasing number of communications and information
systems supporting combat forces. However, not all armies will be able (or will choose) to
take advantage of this revolution, and today’s Information Age army must be prepared to
deal with broad spectrum of threats from Agrarian, Industrial, and Information Age

adversaries.'’

The information revolution, with the associated provision of information technology,
favors networks rather than hierarchies; it diffuses and redistributes power; it crosses
* borders and redraws boundaries of offices and responsibilities; and it expands horizons.
This is particularly true in the civilian environment, where organizations have become

more democratic in information distribution and have realized considerable efficiencies.!!

The network form is very different from the institutional form. While institutions (large
ones in particular) are traditionally built around hierarchies and aim to act on their own,
multi-organizational networks consist of (often small) organizations or parts of institutions
that have linked together to act jointly. The information revolution favors the growth of

such networks by making it possible for diverse, dispersed actors to communicate, consult,

9 Nardulli, Bruce R. and Thomas L. McNaugher, Ibid, p. 51-52.

12 Toffler, A., and H. Toffler, “War and Anti-War: Survival at the Dawn of the 21st Century”, Little Brown,
Boston, MA, U.S.A., 1993. '

1 Toffler Alvin, “Powershift: Knowledge, Wealth, and Violence at the Edge of the 21st Century”, Bantam
Books, New York, U.S.A., 1990.



coordinate, and operate together across greater distances and on the basis of more and

better information than ever before.'*

The information revolution is a harbinger of notable changes in the conduct of war. As
Martin van Creveld said in Command in War, "The history of command can thus be
understood in terms of a race between the demand for information and the ability of
command systems to meet it." The revolution in military affairs surrounding information
dominance is as important and vital as the advent of steam propulsion, the radio, radar, the
tank, or the airplane.”® For warfare, the major lesson from the commercial world is that in
the Information Age conflict will largely be about knowledge and mastery of the network
and networked organizations will provide major advantage in conflict. However, these
concepts can be an anathema to military commanders who tend to see command and
information (and even communications in many armies) following the same hierarchical
lines. In a nonhierarchical, network model, command and information flow must
necessarily diverge. Sensors, commanders, and weapon systems are connected via a
networked grid that ensures that situational awareness data can be shared by all elements,
regardless of whether they belong to the same unit. Command lines need no network;
command and control are directed in accordance with the order of battle. Therefore, the
adoption of these new technologies will not only significantly affect the way armies are
commanded and controlled, but it will also change the way they are organized and

trained.™

Leveraging technology to dominate information, and to put that information where it is
needed when it is needed, will be a significant force multiplier. Likewise, gaining complete
access to needed information--and validating that information--will limit misinformation,
enhance the opportunity for peace, and provide the basis for success in battle and speedy

. . 15
resolutions to crises.

2 Arquilla, J., and D. Ronvelt, “Cyberwar Is Coming!”, Rand, Santa Monica, California, U.S.A., 1992, p.3-4.
13 Atkins, Robert L., Duane A. Lamb, Marlene L. Barger, Larry N. Adair, and Michael J. Tiernan, “2025 In-
Time Information Integration System (13S)”, U.S. Air Force, April 1996, p. 9, Available on site:
http://www.au.af.mil/au/2025/volume1

' Frater, Michael R., and Michael Ryan, Ibid, p. 2.

1% Atkins, Robert L., et al., Ibid., p. 7.



Modern armed forces must be able to defeat adversaries across a wide range of operations
such as conventional warfighting, peace enforcement, peacekeeping, counterterrorism,

humanitarian assistance, and civil support.

A key component of full-spectrum dominance is information superiority —the capability to
collect, process, and disseminate an uninterrupted flow of information while exploiting or
denying an adversary’s ability to do the same. Information superiority can therefore be
defined as that degree of dominance in the information domain which permits the conduct
of operations without effective opposition. Superior information is to be converted to
superior knowledge which, when combined with organizational and doctrinal adaptation,
relevant training and experience, and proper command and control mechanisms and tools,
is to achieve decision superiority. Current capabilities for maneuver, strike, logistics, and
protection will become dominant maneuver, precision engagement, focused logistics, and
full-dimensional protection.'®

o Dominant maneuver: This defined as the ability of joint forces to gain positional
advantage with decisive speed and overwhelming operational tempo in the
achievement of assigned military tasks. Widely dispersed joint air, land, sea,
amphibious, special operations, and space forces, capable of scaling and massing force
or forces and the effects of fire as required for either combat or noncombat operations,
will secure advantage across the range of military operations through the application of
information, deception, engagement, mobility, and countermobility capabilities.

e Precision engagement: This is the ability of joint forces to locate, observe, discern, and
track objectives or targets; select, organize, and use the correct systems; generate
desired effects; assess results; and reengage with decisive speed and overwhelming
operational tempo as required, throughout the full range of military operations.

o Focused logistic: This is the ability to provide the joint force the right personnel,
equipment, and supplies in the right place, at the right time, and in the right quantity,
across the full range of military operations. This will be made possible through real-
time, networked information systems providing total asset visibility as part of a
common relevant operational picture, effectively linking the operator and logistician

across service and support agencies.

1 Frater, Michael R., and Michael Ryan, Ibid, p. 3.



o Full-dimensional protection: This ability of the joint force to protect its personnel and
other assets required to decisively execute assigned tasks. Full-dimensional protection
is achieved through the tailored selection and application of multilayered active and
passive measures, within the domains of air, land, sea, and space, and information

across the range of military operations with an acceptable level of risk.

In this sense, the artillery branch, for example, exploits satellites and electronics to use the
global positioning system to lay in its artillery pieces and to add speed and precision to
aiming artillery tubes. Information technologies have been used to improve the accuracy
and rate of fire of the tank.'’ |

2.1. INFORMATION WARFARE

The term information warfare is relatively new, but the role that information and
information technologies have played in warfare in the more general sense has been crucial
almost since the beginning of recorded history.'® Although information warfare is a newly
introduced concept, information has always been a critical factor in war. Clausewitz said
‘imperfect knowledge of the situation, can bring military action to a standstill’."

Nearly 2000 years ago, the Romans, striving to secure their borders and mobilize troops
quickly, developed some yet undeciphered precursor of Morse Code to send messages via
flashing mirrors the entire length of the Empire in a single day. Aerial surveillance (via
balloon) combined with telegraphic communication back to a field command center began
as early as the Civil War, providing a tactical advantage to the forces commanding the new
technology. More recently, and more ominously, the federal government took over the
entire US telephone system dliring World War I based upon military and information
security considerations. Even in those times, the notion had arisen that in an age of total

war the public networks would be totally involved.

17 Steele, Dennis, “The Hooah Guide to Army Digitization”, Army Magazine, U.S.A., September 2001, p.
19-40.

18 Sweeney, Dan, “Information Warfare”, America’s Network Magazine, Vol. 103, Issue 18, U.S.A., 1
December 2001, p. 26.

¥ McLendon, J.W., “Battlefield of Future: Chapter 7, Information Warfare Impacts and Concerns”, Air Force
Press, Maxwell, U.S.A., 1998, Available on site: http://www.airpower.af.mil/airchronicles
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Where the present differs from the past is in the way that information technologies,
including the public networks, have becomes tools of war instead of merely supporting
conventional military operations.20 Information warfare may be defined as: “actions taken
to achieve information superiority by affecting adversary information, information-based
process, information systems, and computer-based networks while defending one’s own
information, information-based process, information systems, and computer-based
networks”.>! The more information is central to military proficiency, the greater the
ostensible logic of attacking another side’s information systems. Even if these information
systems remain intact, simply slowing them down or reducing their fidelity can help. An

information system, however, is not a simple mechanism but the combination of sensors,

networks, processors, command centers, and operators.22

It is now widely accepted that military capabilities will be decisive to the extent that the
military can enjoy information dominance over its foes extant and potential.> Information
warfare is emerging as a potent new element of strategy. Information warfare is an attack
on an adversary’s entire information of military, command and control, and indeed

decision-making systems.”*

Information dominance may be defined as superiority in the generation, manipulation, and
use of information sufficient to afford its possessors military dominance. But information
dominance per se is not particularly meaningful, for three reasons. First, unlike air combat,
where one air force can keep another one grounded (e.g., Coalition forces in the Gulf War),
information power on one side does not prevent its use on the other (with some specialized
exceptions such as radio-electronic combat). Second, every side to a conflict has its own
requirement for information depending on its strategy, operations, and tactics. A modern
(information age) force needs more information just to function than does a pre-modern
force. In Somalia, the United States enj oyed information superiority at the tactical level its

forces could see objects from great distances. But, its insight at the operational level and

20 Sweeney, Dan, Ibid, p. 26.

21 y.S. Army field Manual FM 100-6, “Information Operations”, August 1996.

221 ibicki, Martin C., “Information Dominance”, National Defense University, U.S.A., November 1997,
Auvailable on site: http://www.ndu.edu/inss/strforum/SF132/forum132.htm!

% Libicki, Martin C., Ibid.

24 Blackwell, J., “Battlefield of Future: Overview: Information Warare Issues”, Air Force Press, Maxwell,
U.S.A., 1998, Available on site: http://www.airpower.af.mil/airchronicles
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the politiéal level was inferior to what its adversaries enjoyed. Third, as Sun Tzu observed
2500 years ago, the most important knowledge one can bring to the battlefield is
knowledge of self, and second, a corresponding insight of the other side. Human
knowledge forges strategy; machine knowledge produces tactics. Poor strategy can rarely

be saved by tactical information superiolrity.25

As we look to the future, the growth of information technologies seems limitless. Hardly a
day goes by without a breakthrough of some kind in information-related technologies. For
this reason, it is likely both any armed forces and their enemy will have information-based

systems far more advanced than those currently available. Both of them could have:*

¢ Global satellite networks with voice, data, and imaging capabilities 50 times greater
than today (based on advances in data compression, processing, frequency
management, miniaturization, and sensors). Although the military will control a limited
number, commercial interests will own most platforms.

e Autonomous weapons, enabled by artificial intelligence, automatic target recognition
algorithms, and multispectral miniature sensors.

e Sophisticated computer viruses and equally sophisticated encryption protocols.

e Data fusion at rates 10* times faster and more accurate than today, based on advances
in processing and software.

e Data storage capabilities at 10° times greater than today (due to miniaturization).

Because of the advances, an information campaign will be integral to any future conflict.
Simply stated, information will dominate future war. Wars will be won by the side that
enjoys and can exploit: cheap information while making information expensive for its
opponent; accurate information within its own organization while providing or inserting
inaccurate data in its opponent’s system; near-real-time information while delaying its
opponent’s information loop; massive amounts of data while restricting data available to its

opponent; and pertinent information while filtering out unnecessary data.”’

> Libicki, Martin C., Ibid.

%6 Barnett, Jeffery R., “Future War - An Assessment of Aerospace Campaigns in 20107, Air University Press,
Maxwell Air Force Base, Alabama, U.S.A., January 1996, p.2.

27 Barnett, Jeffery R., Ibid, p. 3.

12



Table 2.1: Information Warfare — What is New, What is effective®

FORM SUBTYPE IS IT NEW? EFFECTIVENESS
Command systems . . .
New technologies of dispersion and
. rather than L
Anti-head replication suggest that tomorrow's
commanders are the command centers can b tected
W target. and centers ¢ protected.
Hard wired com New techniques (e.g., redundancy,
Anti-neck munication links efficient error encoding) permit
matter. operations under reduced bit flows.
The cheaper the more The United States will build the first
IBW can be thrown into a system of seeking systems, but,
system that looks for stealth aside, pays too little attention
targets to hiding.
Dispersed generators and collectors
Anti-radar Around since WW 1I will survive attack better than
monolithic systems.
Spread spectrum, frequency hopping,
EW Anti-~comms Around since WW 11 and directional antennas all suggest
communications will get through.
. . N New code making technologies (DES,
Digital code making is
Cryptography PKE) favor code makers over code
now easy. breakers.
. Propaganda must adapt first to CNN,
A - then to Me-TV,
. Propaganda techniques must adapt to
Psychological | Anti-roop No. DBS and Me-TV.
Warfare The basic calculus of d . 1
. e basic calculus of deception wi
ranecggresr | o still be difficult.
Kulturkampf Old history. Clash of civilizations?
All societies are be coming
Hacker .
Yes. potentially more vulnerable but good
Warfare .
house-keeping can secure systems.
Very few countries are yet that
Economic Economic Yes. dependent on high-bandwidth
Information _ information flows.
Warfare Techn.o-. Since the 1970s. Trade anq war involve competition,
Imperialism but trade is not war.
. Duty linen is dirty The threat may be a good reason for
Info-Terrorism linen whether paper or .
tough privacy laws.
computer files.
Cyber- Semantic Yes. Too soon to tell.
Warfare L If both sides are civilized enough to
. Approaching virtual .
Simula-warfare reali simulate warfare, why would they
- fight at all? '
Gibson-warfare | Yes. The stuff of science fiction.

%8 Barnett, Jeffery R., Ibid, p. 3.
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Information warfare in its broadest sense goes far beyond electronic communications. The
modern information warrior approaches information in a limited number of ways. He
gathers information about the enemy, ideally without making his own surveillance
techniques known. He then uses that information to enhance his decision-making process
and to control automated weapons systems. In addition, he disseminates information to
confuse or disable the enemy's own information systems such as radar or satellite
surveillance, and to sap enemy morale, a subspecies of infowar known as PSYOPS (for

psychological operations).”’

Figure 2.1: Seven Forms of Information Warfare vie for the Position of Central Metaphor.

While the Information Age has produced a revolution in military operations that provides a
great promise of decisive advantage on the modern battlefield to the commander who can

gather and exploit information most effectively, there is a significant dark side to the

» Sweeney, Dan, Ibid, p. 26.
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information revolution. As communications and information systems become vital to
military and civilian society, they can become major targets in the war and can also serve
as a major means for conducting offensive operations. Consequently, the military adoption
of information technology creates a new vulnerability —the same information technology
that provides the fuel for the networks that support modern commanders also provides the
fuel for the major means for their destruction. An increased reliance on communications
and information systems increases this vulnerability. So, while automated command
systems to increase commanders’ situational awareness, they can also be turned against

them and used to contribute to their uncertainty.

Movement through the C? cycle on the modern battlefield depends heavily on the use of
the electromagnetic spectrum; whether for surveillance and target acquisition, passage of
information, processing of information, or destruction of adversary forces. This reliance is
a vulnerability that must be exploited in attacking adversary command systems, while
being protected in own-force systems. Operations to counter the C cycle are generally
termed information warfare (IW), which is a term that recognizes a range of actions taken

during conflict to achieve information superiority over an adversary.>

The US does not have a monopoly on this insight. The impact of information technologies
on war is well understood abroad. According to one Chinese defense intellectual:>! “In hi-
tech warfare, tactical effectiveness no longer depends on the size of forces or the extent of
firepower and motorized forces, but more on the control systems over the war theater and
efficiency in utilizing information from the theater. Superiority in numbers and strength no

longer plays a decisive role.”

Military theorists in Russia hold a similar view. Major General Vladimir 1. Slipchenko, the
leading Russian military theoreticianfz’2 “The impending sixth generation of warfare, with
its centerpiece of superior data-processing to support precision smart weaponry, will
radically change military capabilities and, once again, radically change the character of

warfare.”

% Frater, Michael R., and Michael Ryan, Ibid, p. 11.

3! Barnett, Jeffery R., Ibid, p. 3.

32 Slipchenko, Vladimir I., “A Russian Analysis of Warfare Leading to the Sixth Generation”, Field Artillery,
October 1993, p. 38.
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Military professionals should feel comfortable envisioning campaigns focused on
information. Although an information focus brings new targets and weapons to war, it

nevertheless mirrors traditional military concepts in at least six general ways:>>

1. As with all forms of warfare, information war (IW) will have offensive and
defensive aspects. Militaries will both prosecute information war and defend
against its use by the enemy.

2. Information war will be conducted at the strategic, operational, and tactical levels
of war. Decision makers at each level will orchestrate information campaigns.
They’ll attack information infrastructures at the national, theater, and unit levels.

3. Information war will both support other military campaigns and operate
independently. For example, naval air forces have both independent and supporting
missions.

4. Information war will be an imperative for victory. Even as past victories were
possible only fhrough supremacy of the air, land, or sea, future victories will be
doubtful without information supremacy.

5. Military forces must be capable of operations despite successful enemy IW.
Because perfect defenses against IW are an unreasonable expectation, units must
continue functioning despite corrupted information.

6. Information war will have distinct mission types. As with conventional military
forces, no one type of IW will suffice to describe all its ramifications. For example,
just as aerospace power has distinct mission types, IW will have subsets. Table 2.2

illustrates this point in more detail.

Information warfare offers a veil of anonymity to potential attackers. Attackers can hide in
the mesh of inter-networked systems and often use previously conquered systems to launch
their attacks. The lack of geographical, spatial, and political boundaries in cyberspace
offers further anonymity. Information warfare is also relatively cheap to wage as compared
to conventional warfare. The technology required to mount attacks is relatively simple and

ubiquitous. During an information warfare engagement, the demand for information will

3 Barnett, Jeffery R., Ibid, p. 3-4.
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dramatically increase while the capacity of the information infrastructure to provide

information may decrease.>*

Table 2.2: Comparisons between aerospace war and information war

T o - CF ANALOGS IN INFORMATION WAR
Counterair, Counter Space Counter Information
Strategic Attack Destroy/Distort National Information Network
Interdiction Target C*'I Nodes
Close Air Support Jam
Airlift Transmit Information to Theater
Air Refueling Update Databases in Flight
Electronic Combat Insert Viruses, Corrupt Data
Surveillance & Reconnaissance Understand Enemy's Information Architecture

The warfighting application of information warfare in military operations is called
command and control warfare (C*W). The aim of C*W is to influence, deny C? capabilities
against such actions. C*W therefore comprises two major branches: C2-attack and C>-

protect.3 i

\VARFA}}E (C*W)

Figure 2.2: C*W Major Branches

The information warrior relies on many techniques and technologies to collect information.
Old-fashioned human intelligence provided by agents on the ground and even gleaned
from open sources such as newspapers and. broadcasts is still in many cases the best. But
human intelligence has been increasingly supplemented by information collected
electronically (ELINT and etc.). These means include physical methods such as satellite

optical surveillance, on which the US heavily reliant today; radar, the mainstay of military

34 Defense Science Board, “Report of the Defense Science Board Task Force on Information Warfare-
Defense (IW-D)”, Defense Science Board, Washington, D.C., U.S.A., November 1996. Available on site:
http://www.au.af.mil/aw/awc/awcgate/infowar

33 Frater, Michael R., and Michael Ryan, Ibid, p. 11-12.
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operations in the field because of the ease with which it can be combined with advanced
weapons control systems; infrared sensors, especially useful for detecting concealed troops
in the field; satellite interception of microwave over-the-horizon spill, useful for picking up
cellular backhaul, but less useful for landline telephony which largely relies on a fiber
optic backbone today; stray field emanations from computing equipment, dubbed
TEMPEST by the intelligence community; the venerable phone tap; and various means for

tapping into optical networks.

Less used techniques include laser doppler acoustical surveillance where conversations can
be picked up off of a vibrating structure (such as a window pane) over considerable
distances; and small flying robot drones containing acoustical and video sensors and
endowed with some measure of artificial intelligence. These are still largely experimental

but potentially of enormous significance.*®

In modern information warfare the public networks are considered just another battlefield
to be monitored as assiduously as troop movements on the ground -only in this case, it
means scanning traffic at routers and switches as well as along copper and fiber optic
cables. Examples of info-war electronic intelligence (ELINT) abound. Satellite cameras
feed information to image enhancement and pattern analysis software for resolving images.
Radar receivers have their own kind of specific intelligence for rejecting spurious signals.
Taps on public networks use sophisticated search engines to isolate text transmissions
containing keywords, and speech recognition algorithms to detect such words in

continuous speech.3 7
2.2. NETWORK-CENTRIC WARFARE

Recent operations in Afghanistan and Iraq illustrate the kinds of operation we may face in
the future. The Americans describe this approach, to which they are giving a very high
priority, as network-centric warfare. The Gulf War demonstrated how new technologies

could be harnessed to produce military effect, with vastly greater speed and precision, at

% Sweeney, Dan, “Information Warfare”, America’s Network Magazine, Vol. 105, Issue 18, U.S.A., 1
December 2001, p. 26.
37 Sweeney, Dan, Ibid, p. 26.
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much reduced direct cost’® Perhaps the most useful elaboration of the impact of
information technology is the emerging concept of network-centric warfare. In the
platform-centric warfare, the sensing and engaging capability normally resides on the
weapon system (shooter), and there is only a limited capability for the weapon to engage
targets because it can only use the situational awareness generated by its own sensor. If a
weapon is able to engage a target located by a remote sensor, the passage of weapon data is
normally via stovepipe communications systems. (i.e., they connect the single weapon
directly to a single sensor). By contrast, in network-centric warfare, sensors and shootérs
are connected by a ubiquitous network through which weapons can engage targets based
on a situational awareness that is shared with other platforms.>® Network centric capability
encompasses the elements required to provide the capability to deliver controlled and
precise military effect -rapidly, reliably and at will. At its heart are three elements: ELINT
and other sensors (to gather information); a network (to fuse, communicate and exploit the
information); and finally strike assets to give military effect to the information.*” Combat
power can therefore be applied with fewer weapons and sensors are interconnected, it does
not mean that targets can be engaged randomly or without authority; control is still

essential to ensure that targets are engaged in accordance with the operational plan.

While there may continue to be a role for direct links from sensor to shooter (i.e., ELINT
sensor to fighter plane), the ultimate aim of network-centric warfare is that the employment
of future precision weapons is designed around information. No single sensor has the
ability to direct the application of these precision weapons data must be integrated from a
number of sensors, and databases.?’ The gathering, processing and distribution of accurate,
timely and relevant information to the right user at the right time (whether that be in real
time, in seconds or in minutes) will result in a common understanding among commanders

at all levels a "shared situational awareness" to lift the "fog of war".*?

* Ministry of Defence, “The New Chapter To The Strategic Defence Review: A Progress Report”, Speeches
& Statements, Secretary of State for Defence, London, UK., 23 May 2002, Available on site:
http://news.mod.uk/news_press notice.asp

3 Frater, Michael R., and Michael Ryan, Ibid, p. 4.

* Ministry of Defence, Ibid.

4! Frater, Michael R., and Michael Ryan, Ibid, p. 4-5.

2 Ministry of Defence, Tbid.
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The U.S. Navy’s emerging network-centric concept holds that the conjunction of
communications, sensors (ELINT etc.), and weapons systems is more important than the
individual aircraft, ships, or submarines on which they are deployed. The U.S. Navy’s
Cooperative Engagement Capability permits many ships (notably their radars and fire
control systems) to act as one at Carrier operations in March 1996 off Taiwan.®

On the modern battlefield, the network is a considerable force multiplier. Commanders will
be unfettered by communications and unconstrained to information centers (command
posts). The information network must be ubiquitous across the battle space and must be
fluid, flexible, robust, redundant, and real-time; have integrity and security; have access
and capacity; and be joint and coalition capable.* Developing a networked capability will
be fundamental to joint and coalition warfighting in the information age. It offers the
potential for dramatic increases in tempo -the ability to decide and act more quickly and

with greater agility, control and precision.

It is define network-centric warfare as “an information superiority-enabled concept of
operations that generates increased combat power by networking sensors, decision makers,
and shooters to achieve shared situational awareness, increased speed of command, higher
tempo of operations, greater lethality, increased survivability, and a degree of self-

synchronization”.*’

Figure 2.3 illustrates the three interlocking grids of network-centric warfare (the
information grid, the sensor grid, and the engagement grid), and the three major types of
participants (sensors, command elements, and shooters). The information grid provides the
infrastructure through which information is received, processes, transported, stored, and
protected. The sensor grid contains all sensors (including ELINT sensors), whether they
are specialized devices mounted on weapons systems, carried by individual soldiers, or
embedded into equipment. The engagement grid consists of all available weapons systems

that are tasked to create the necessary battlefield effect. Proponents of network-centric

* Libicki, Martin C., Ibid.

* Frater, Michael R., and Michael Ryan, Ibid, p. 4-5.

4 Albert, D., J. Gartska, and F. Stein, “Network Centric Warfare”, CCRP Publication Series, DoD,
Washington D.C., U.S.A., 1999.
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warfare envisage that these three grids will exist in space, in the air, on land, and on and

under the sea.*®
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Figure 2.3 The grid arrangement of network-centric warfare.*’

Compare the frustrations of Gulf War Scud-hunting a decade ago with recent US successes
in Afghanistan in coordinating the product of aerial reconnaissance in real time so that
decisions could be taken in Tampa and targets attacked with precision munitions in a

matter of minutes. Arguably, the United States' ability to:*®

¢ maintain constant coverage of a target area in Afghanistan;
e transmit a constant stream of real time imagery back to decision makers;
e and subsequently engage targets by stand-off weapon is the first real

example of network centric warfare.

Network-centric warfare is not currently part of military doctrine. However, the concept
has considerable merit philosophically and it is most likely that future land warfare will

embrace most, if not all, of the above concepts. The employment of tactical network based

4 Frater, Michael R., and Michael Ryan, Ibid, p. 4-5.

47 Cebrowski, A., and J. Garstka, “Network-Centric Warfare”, CCRP Publication Series, DoD, Washington
D.C,U.S.A, 1997. :

8 Ministry of Defence, Ibid.
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on wireless, nonnodal communications has the advantage that armies can disp_erse as
required and then mass effects rapidly at an appropriate time and place. Less reliance is
required on large information processing centers, which can be distributed to increase
physical survivability without sacrificing processing power.*

The most significant effect of electronic warfare will be on the ability of a commander to
acquire information, prepare and disseminate plans, and then control their execution. This
is the business of command and control (C*), which has become increasingly dependent on

reliable communications and effective information systems.

The two terms command and control are inextricably linked —command is hollow without
an ability to control; control is toothless without the authority of command therefore, the
business of commander is most often referred to as command and control (C?), which can
described as the process of and means for exercise of authority of a commander over
assigned forces in the accomplishment of the commander’s mission. The military doctrine
adds that command and control functions are performed through an arrangement of
personnel, equipment, communications, facilities, and procedures employed by a
commander in planning, directing, coordinating, and controlling forces and operations in

the accomplishment of the mission.*®

2.2.1. The Command and Control (Cz) Cycle

Command and control systems are the core of a modern and efficient decision-making
process, because the management of crises as well as of military operations poses more
and more problems, which extend far beyond the capability of a human decision-maker,
whatever his skills. This requirement for tools to manage crises and conduct operations is
becoming more acute at all levels of the decision-making chain, in particular at the higher
political level, and this for reasons that often have little to do with actual operational
requirements.”’ U.S. Department of Defense defines C*> Warfare as ‘the military strategy

that implements information warfare on the battlefield and integrates physical destruction.

“° Frater, Michael R., and Michael Ryan, Ibid, p. 5-6.

*® Frater, Michael R., and Michael Ryan, Ibid, p. 5-6.

1 Mermet, Frangois, “The Role of European Ground and Air Forces After the Cold War: European Political-
Military Analysis and Decision-Making”, Ed. Gert de Nooy, Netherlands Institute of International Relations:
Clingendael, Netherlands, 1997, p. 37.
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Its objective is to decapitate the enemy’s command structure from its body of command
forces’.”> The interdependence of various elements of a command system is illustrated by
the C? cycle shown in Figure 2.4. Although a very simple model, the C? cycle is a useful
mechanism for developing a framework for the application of command and control at any
level. Here it is useful to visualize the impact that communications and information

systems have on the modern battlefield.

The C? cycle is also called the decision cycle for the elements of observation, orientation
(understanding), decision and action. While the cycle is continuous, it can be considered to
start with surveillance and target acquisition, or observation, from which the commander
receives a wide range of information from the many sensors and systems deployed. This
information is invariably reported in digital form, and the rapid increase in the number of
sensors and surveillance systems is predominantly responsible for the explosion in digital
transmission requirements on the modern battlefield. It should be noted that surveillance
data can only reach the commander if effective, survivable communications systems are

available from the sensor system through to the data processing facilities in the command

post.
Communicationg
Surveillance and ;li‘fﬂl'm i.ltwll
target acquisition rocessmng
Communications 2 Communications
CYCLE
Action Decision
Making
Communi cations

Figure 2.4.: The C* cycle.

52 Waltz, E., “Information Warfare: Principles and Operations”, Artech House Inc. London, U.K., 1998, p.
17.
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The term battlefield digitization has been adopted to refer to the automation, through
digital networks and processes, of command and control operations across the full breadth
of the battle space. This integration of ground, air, and space nodes (sensors,
communications, command, and weapons nodes) into a seamless digital network requires
the fully compatible digital exchange of data and common operating pictures to all nodes.
Security, compatibility, and interoperability factors dominate the drive toward full

digitization across the entire battle space.”

Attacks facilitated by advances in information, C?, penetration, and precision will occur
within the first 24 hours of conflict and continually thereafter. This compressed, broad, and
precise attack should leave the opponent paralyzed, unable to either coordinate an effective
defense or mount an orchestrated offense. The potential for parallel war will only increase
in the future. Information, C, penetration, and precision will allow targeting of each target
type at the outset of hostilities. Advances in the underlying technologies will multiply the

number of targets struck.

The primary problem of command and control is as knowing where one’s forces were and
secondarily, in what shape.> A fighter pilot, posited that conflict was a matter of observing
the battlespace, orienting yourself in it, deciding what to do, and doing it (his Observe,
Orient, Decide, and Act (OODA loop); those who could run the cycle better and faster

would win. Where and when are the two key attributes of command and control.

The U.S. Air Force’s new expeditionary warfare concept seeks the ability to conduct
distributed collaborative planning literally across the world even up to the point that the
missions of entire air wings could be reprogrammed even as aircraft are warming up for
takeoff. Other initiatives, such as sensor-to-shooter, permit imagery from space and
airborne assets to be conveyed to pilots in real time. Scud-hunting techniques under

development seek to coordinate multiple aircraft so as to acquire, illuminate, and engage

33 Frater, Michael R., and Michael Ryan, Ibid, p. 7-9.
34 Creveld, Professor Martin Van, “Command in War”, Harvard University Press, Cambridge, MA, U.S.A.,
1987.
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enemy targets literally within minutes. If successful, these efforts could couple the

firepower of concentrated forces with the agility of small teams.>

2.2.2. Command Systems

While the term C? remains in common use to refer to the process and means for the

exercise of authority, the field has spawned many variations in terminology. (Figure 2.5)

Figure 2.5: Various Command System Terms

Each of these terms can be justified by its emphasis on particular vital elements of the
command and control process. For example, without intelligence, surveillance, and
reconnaissance, commanders are blind; without communications they are isolated, and so
on. In the interest of brevity, we will simply consider the C* cycle and bring together all of

the systems that support it into the generic term of command systems.

55 Libicki, Martin C., Ibid.
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To be successful on the modern battlefield, a commander and staff must be able to move
through the C? cycle faster than any adversary. Success in modern warfare depends on
tempo, letﬁality, and survivability. Command systems must therefore be agile and
responsive to change in threat and must be able to cope with the influx of huge amounts of
information from intelligence and surveillance systems, both tactical and strategic. In
recent conflicts, this has overloaded tactical communications systems as well as the labor-
intensive intelligence process, making it extremely difficult for the commander to process
and analyze information in a timely manner. The implementation of automated battlefield
information systems offers the only viable solution to process information and to prepare

and disseminate plans within a realistic time frame.>

The implementation of information systems and information technology is essential to
provide the automation necessary to transfer, process, and store the large volumes of data
on the future battlefield. Technology will play a significant role in the support developed to
allow commanders to plan and maneuver faster than an adversary. Informaﬁon systems
and technology might be expected to improve several thousand times in the next 20 years
and will greatly increase the scope, volume, accuracy, and speed of information available

to commanders.

Gathering and synthesizing data into information, correlating information, and sharing
knowledge call for sophisticated computer systems and advanced telecommunication
networks. The systems must employ advanced parallel and distributive processing
techniques. They must also employ secure broadband communications to dynamically link
systems, collection resources, producers and users. The systems also must be compatible
across all users. Both computer systems and telecommunication networks must be highly
responsive to human and machine interfaces, innovations, and interventions and they must

automatically learn to adapt to changing needs. All systems must be accessible via

% Frater, Michael R., and Michael Ryan, “Electronic Warfare for the Digitized Battlefield”, Artech House,
Boston, U.S.A., 2001, p. 9-10. :
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interactive voice commands, advanced modems, cellular-type devices, and other as yet

unknown technologies that will emerge.”’

The speed, fidelity, and breadth of modern information systems offer orders of magnitude
increases in military efficiency. This efficiency will only increase in the future. As a result,
information efficiency will be a key factor in future war and will become an area of
conflict. Commanders always seek to observe-orient-decide-act (the “OODA” loop) faster
than their opponents. This drive towards near-real-time C? will open interesting
opportunities for operational art. Commanders will exploit their opponents’ drives toward
near-real-time decisions. Because, near-real-time decisions will require heavy degrees of
automation and decision protocols, commanders at all levels will strive to drive their
opponent’s snap decisions towards poor decisions, usually by presenting false indications

of intent or reality.

Advances in hardware, software, and bandwidth driven by the private sector are certain.
Their impact on future conflict will be profound. Simply stated, the ability to rapidly
exploit observations of friendly and enemy positions and capabilities, at levels superior to
that of the enemy, will be decisive at the operational and tactical levels of wars. For this
reason, there will doubtless be a fight over information in any future war. Winning this
information war with integrated, redundant, secure, and exercised networks will be

imperative to victory.*®

The integrated C*I system is assessed to enhance the capabilities of military units that will
create military effectiveness.”” The next step in the development of the system is the
integration of reconnaissance and surveillance functions to the C4I system. The integration
of sensors to the whole system is assessed as a painstaking fashion but many critical

ingredients have been deployed and in development which includes:®

57 Atkins, Robert L., Duane A. Lamb, Marlene L. Barger, Larry N. Adair, and Michael J. Tiernan, “2025 In-
Time Information Integration System (I13S)”, U.S. Air Force, April 1996, p. 7, Available on site:
http://www.au.af. mil/au/2025/volumel

3% Barnett, Jeffery R., Ibid, p. 7-10.

% Lin, H.S., “Realizing the Potential of C41”, National Academy Pres, Washington, D.C., U.S.A., 1999, p.
214.

€ McConnell, K., M. Meermans, “Nowhere to hide: A Prescription For Attacking Fleeting, Mobile
Battlefield Targets”, Armed Forces Journal, U.S.A, July 2001.
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e Signal intelligence (SIGINT) and electronic intelligence (ELINT) sensors, and
reporting improvements that enable target detection and accurate location, on a
large scale, in a short time.

e Airborne and space-based literal imaging systems, synthetic aperture radar (SAR)
and electro-optical (EO) that have increased area collection capabilities and deliver
better resolution, improved exploitation and dissemination, and ability to locate
targets accurately.

e Unmanned aerial vehicles (UAVs) with ELINT sensors that can support weapon
targeting.

e Affordable data links to efficiently transmit command and control (C? and
targeting data to attack platforms.

o Significant inventories of smart weapons and sub-munitions that can efficiently

attack ground targets.

Tomorrow’s C*I systems will have to adapt their response to the dimension of events, that

is, be able on their own to:5!

e Proceed to the fusion of intelligence data at the decision-maker’s hierarchical level,

e Proceed to the timely discrimination, for the decision-maker, of those items of
information that can contribute to the decision-making process,

e Reduce uncertainties,

¢ Supply specific or integrated forces equally well,

o Display data and follows the evolution of information in order to anticipate,

¢ Display suggestions for decisions as a function of the evolution.

A partial, limited transformation could occur if a military force acquires new technologies
(such as new command, control, communications, computers, intelligence’, surveillance,
and reconnaissance [C*ISR] systems and smart munitions) but does not change in other
significant ways. A more ambitious transformation might replace old weapons with new

weapons but not acquire different platforms. The combination of new technologies and

¢! Mermet, Frangois, “The Role of European Ground and Air Forces After the Cold War: European Political-
Military Analysis and Decision-Making”, Ed. Gert de Nooy, Netherlands Institute of International Relations
‘Clingendael’, Netherlands, 1997, p. 37.
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weapons might lead to new operational doctrines for employing forces on the battlefield
but not produce major alterations in force structures and organizations, such as the mix of
divisions and air wings. As a result of such changes, a military force might improve greatly
in combat power and versatility, enough to “transform” what counts: its operational style,
battlefield performance, and ability to win wars. Yet to the casual observer, its outward

appearance might not be much different from its predecessor.*

2.3. COMMAND AND CONTROL WARFARE

Command and control warfare (C2W) is the military strategy that implements information
warfare (IW) on the battlefield. Its objective is to attack the command and control (C?)
decision-making capabilities of an adversary while protecting friendly C*.% It integrates
physical destruction into its litany of available tools. Its objective is to “decapitate the
enemy’s command structure from its body of combat forces”. Tools used to perform this
task, which can be referred to as the “five pillars of C*W”, include operations security,
military deception, psychological operations, electronic warfare, and physical destruction

(Figure 2.6).%

The key considerations underlying this strategy are that commanders must protect the
command and control of deployed friendly forces while at the same time seeking to deny,
deceive, disrupt, or, if necessary, destroy the command and control capabilities of the
enemy. The goal of this action is to get inside the decision-making cycle of the opponent,

thus forcing the enemy to lose the initiative and resort to a reactive mode of operation.®®

Operations Security; is a process used for denying adversaries information about friendly

intentions, capabilities, or limitations.

Military Deception; involves actions taken to mislead enemy decision makers or protect
friendly capabilities. Its stated goal is to cause the enemy decision maker to respond in a

manner that assists in the accomplishment of friendly objectives.

62 Kugler, Richard L. and Hans Binnendijk, “Transforming America’s Military - Choosing A Strategy”, Ed.
Hans Binnendijk, National Defense University, U.S.A., June 2002.

¢ Hutcherson, Norman B., “Command & Control Warfare”, Air University Press, Maxwell, Alabama,
U.S.A., September 1994, p. xiii. '

® Hutcherson, Norman B., Ibid, p. 21.

% Hutcherson, Norman B., Ibid, p.21.

29



Psychological Operations; convey specific information and indicators to an adversary

audience to affect or influence their “emotions, motives, objective reasoning, and behavior.

Electronic Warfare; is any military action that involves the use of “electromagnetic or

directed energy” to attack an enemy or control the electromagnetic spectrum.

Physical Destruction; requires the ability to identify, locate and prioritize enemy targets

accurately and then to destroy them selectively.
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30



2.4. THE INTELLIGENCE-BASED WARFARE

In order for the five C*W tools to be effective, intelligence must be integrated the tactical,
operational, and strategic levels and used as part of campaign planning. Mutually
supportive, intelligence enhances C*W effects against enemy. The intelligence must be
timely to support the current mission. Out of date or inaccurate data could lead to disaster
for the commander’s overall mission. Since it is the adversary’s situations, intentions, and
capabilities that are targeted, time and accuracy is of the essence.®® Intelligence-Based
Warfare (IBW) occurs when intelligence is fed directly into operations (notably, targeting
and battle damage assessment), rather than used as an input for overall command and
control. In contrast to the other forms of warfare discussed so far, IBW results directly in

the application of steel to target (rather than corrupted bytes).67

Intelligence-based warfare deals with all the means including sensors used in order to
obtain the tactical picture of the battlefield and the systems which process, evaluate and
distribute this information to the military units.®® As sensors grow more acute and reliable,
as they proliferate in type and number, and as they become capable of feeding fire-control
systems in real time and near-real time, the task of developing, maintaining, and exploiting
systems that sense the battlespace, assess its composition, and send the results to shooters
assumes increasing importance for tomorrow's militaries.*® Achieving this accuracy and
timeliness requires all-source intelligence and support from all available intelligence-
related agencies. Sources include human intelligence (HUMINT), signal intelligence
(SIGINT), imagery intelligence (IMINT), and photographic intelligence (PHOTINT)
provided not only by defense agencies but analysis centers and scientific and technical

intelligence production centers.”

Signals intelligence (SIGINT) is rapidly evolving from a strategic/technical assets, used to

monitor radio and radar emissions across the border in support of long-term policy and

% Hutcherson, Norman B., Ibid, p- 29.

57 Libicki, Martin, Ibid. ' ,

o8 Bilgin, H., “Siber Terorizme Kars1 Tedbirler”, Unpublished Thesis, Harp Akademileri, Istanbul, 2001, p.
22.

% Libicki, Martin, Ibid.

™ Hutcherson, Norman B., Ibid, p- 29.
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planning, to real-time tactical asset with a direct impact on decision-making by hands-on

commanders.

COMINT (communication intelligence) and ELINT (electronic intelligence), the two
components that make up SIGINT, are expanding more and more toward each other in
terms of the digital-processing techniques they use. Communications and radar frequency
bands are also overlapping with certain radars employing lower frequehcy and certain
radios going up in the electromagnetic spectrum. Communications transmissions are
increasingly of the frequency-hopping type, and there is a tendency to use data
communications instead of voice, leading to the need for COMINT to make of emitter
databases just like ELINT has been doing. This makes it easier and more appropriate to
build integrated COMINT/ELINT (together, SIGINT) sensor suites which can for instance
be packaged together in a single SIGINT pod for airborne applications.”

Intelligence is the end product that results from the “collection, processing, integrations,
analysis, evaluation and interpretation of available information. A key distinction is the
difference between data, which are the “representation of facts, concepts, or instructions in
a formalized manner”, and information, which is “unevaluated material of every
description”. This key distinction makes it readily apparent why well-trained intelligence
personnel, no matter how greatly their collection functions are automated, are a critical
requirement for war fighters in the field. Intelligence, like command and control warfare, is
a thinking person’s activity. Without the critical “man in loop” it becomes a useless

regurgitation of previously reported “facts” that may or may not be relevant.”

Lessons regarding the applicability of intelligence to the five pillars of C?W that arise out
of the above examples include (1) a firm foundation of intelligence support to operations is
critical, (2) timely intelligence support requires preparations focused on meeting the needs
of the supported unit, (3) success depends on good intelligence and the intelligence
collector’s ability and (4) all of these efforts must be focused on the commander’s intent. It
is important that intelligence agencies have a basic understanding of the commander’s

operational plans and objectives. It is equally important that commanders and operators

" Hewish, Mark, and Joris J. Lok, “The Intelligent War”, Jane’s International Defense Review, Vol.30,
Essex, UK, December 1997, p. 28.
"2 Hutcherson, Norman B., Ibid, p- 29.
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understand the basic capabilities and limitations of the intelligence agencies that provide

them support (Table 2.3).”

Table 2.3: Intelligence Support to Command and Control Warfare

collection system

PHYSICAL ELECTRONIC | OPERATIONS| MILITARY PSYCHOLOGICAL
DESTRUCTION WARFARE SECURITY | DECEPTION OPERATIONS
Target Target location Friendly Identification of | Identification of
identification vulnerability deception targets | enemy perceptions,

assessments strengths, and
vulnerabilities
Target location Electronic Identification Selective of Selection of a focus
preparation of the | of C2 (enemy believable story | for PSYOP campaign
battlefield C2W) threat efforts
Time for optimal | Frequencies, Denial of Identification of | Identification of
attack critical nodes, friendly enemy order of enemy order of battle
modulations, and | capabilities and | battle to include | to include key
link distances intentions intelligence commanders and their

associated C2 support
systems

Battle damage Time for optimal | Evaluation of Placement of Placement of assets
assessment attack deception assets
efforts.

Intelligence Battle damage Analysis/feedback| Analysis/feedback
preparation of the | assessment
battlefield

Joint restricted

frequency list

Intelligence is critical to C*W planning and execution. In striving to achieve information
dominance, the commander’s goal is to extend the adversary’s decision-making and
execution activity beyond that of friendly processes. Intelligence assessments of
vulnerabilities of command and control targets allow planners to identify and select the
appropriate tools for C*W operations. Intelligence monitoring activities, prior to and during
a military operation, provide planners with the necessary information to tailor operations
and to gauge the effectiveness of the overall campaign. Estimates of adversary capabilities
to exploit friendly vulnerabilities allow planners to determine priorities of hostile targets

while increasing protective measures.’*

The aim of the IBW is to avoid the surprises of war and to help commanders to shape the
operation plans. A perfect intelligence provides the coordination and synchronization of

the operations. When the battle begins, on one site there is forces which understood their

* Hutcherson, Norman B., Ibid, p. 30.
™ Hutcherson, Norman B., Ibid., p. 31.
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tasks and ready for the battle on the other hand there is forces living chaos and shock.”
Despite differences in cognitive methods and purpose, systems that collect and disseminate
information acquired from inanimate systems can be attacked and confounded by methods
that are effective on C* systems. Although the purposes of situational awareness (an
intelligence attribute), and battlespace visibility (a targeting attribute) are different, the

means by which each is realized are converging.”

2.4.1. Offensive IBW

Sharp increases in the ratio of power to price of information technologies, in particular
those concentrated on distributed systems, suggest new architectures for gathering and
distributing information. Platforms that host operator, sensor, and weapon together will
give way to distributed systems in which each element is separate but linked electronically.
The local-decision loops of industrial age warfare (e.g., a tank gunner uses infrared [IR]
sights to detect a target and fire an accurate round) will yield to global loops (e.g., a target
is detected through a fusion of sensor readings; the operator fires a remotely piloted missile
to a calculated location). Because networking permits the logging of all readings and
subsequent findings (some more correct than others), it can generate lessons learned more

efficiently than a system that depends on voluntary human reporting.”’

The evolution of IBW may be understood as a shift in what intelligence is useful for.
Traditionally, the commander uses intelligence to gauge the disposition, location, and
general intentions of the other side. The object of intelligence is to prevent surprise a
known component of information warfare and to permit the commander to shape battle
plans. Good intelligence allows coordination of operations; great intelligence allows
coherence, which is a higher level of synchrony.” The goals of intelligence are met when
battle is joined; when one side understands its tasks and is prepared to carry them out while

the other reels from confusion and shock thus, situational awareness.

 Kiligaraslan, M.A., “Bilgi Harbi Nedir?”, Unpublished Thesis, Harp Akademileri, Istanbul, 2000, p. 11.
76 1 ibicki, Martin, Ibid.

77 Libicki, Martin, Ibid.

7 Cooper, Jeff, "Toward a Theory of Coherent Operations,” SRS Technologies Magazine, U.S.A., 30 June
1994.
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Today's information systems reveal far more than yesterday’s could, permitting a degree of
knowledge about the battlespace that accords with situational awareness. The side that can
see the other side's tank column coming can dispose itself more favorably for an encounter.
The side that can see each tank and pinpoint its location to within the effective radius of an
incoming warhead can avoid engaging the other side directly but can fire munitions to a
known, continually updated set of points from stand-off distances. This shift in intelligence
from preparing a battlefield to mastering a battlefield is reflected in newly formed
reporting chains for this kind of information. Although the direct reporting chain to the
national command authority will continue, new channels to successively lower echelons
(and, eventually, to the weapons themselves) are being etched. An apparent loss in status
perceived by the intelligence apparatus (thus one resisted) is turning out to offer a large

gain in functionality.

Tomorrow's battlefield environment will feature a mixed architecture of sensors at various
levels of coverage and resolution that collectively illuminate it thoroughly. In order to lay

out what may become a complex architecture, sensors can be separated into four groups:79

1. far stand-off sensors (mostly space but also seismic and acoustic sensors);

2. near stand-off sensors (e.g., unmanned aerial vehicles [UAVs] with multispectral,
passive microwave, synthetic aperture radar [SAR], and electronic intelligence
[ELINT] capabilities, as well as similarly equipped offshore buoys and surface-based
radar);

3. in-place sensors (e.g., acoustic, gravimetric, biochemical, ground-based optical);

4. weapons sensors (e.g., IR, reflected radar, and light-detection and ranging [LIDAR]).

This complexity illustrates the rhagnitude and complexity of the task for those who would
evade detailed surveillance. Most forms of deception work against one or two sensors -
smoke works for some, radar-reflecting paint for others, quieting for yet others- but fooling
overlapping and multivariate coverage is considerably more difficult. The task of assessing
what individual sensor technologies will have to offer over the next decade or so is
relatively straightforward; globally available technologies will come in many types for use

by all. The task of translating readings into militarily useful data is more difficult and calls

™ Kiligaraslan, M.A., Ibid, p. 11; Libicki, Martin, Ibid.
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for analysis of individual outputs, effective fusion of disparate readings, and, ultimately,

integration of them into seamless, cue-filter-pinpoint systems.*’

2.4.2. Defensive IBW

Equally difficult to predict are defenses developed to presérve invisibility or, at least,
widen the distance between image and reality on the battlefield. IBW systems can be
attacked in several ways. On one hand, an enemy would be well advised to make great
efforts against sensor aircraft (such as AWACS or JSTARS). On the other, using sensors
that are too cheap to kill may be wiser. Sensors can also be attacked by disabling the
systems they use, and their systems can be overridden or corrupted with EW. When sensor
readings are technically accurate, countering IBW requires distorting the links between
what sensors read and what the sensor systems conclude. In high-density realms (e.g.,
urban areas, villages crowded together, forests, mountains, jungles, and brown water)
counterstrategies may rely on the exploitation.or multiplication of the confusing clutter. In
realms where the assets of daily civilian commercial life are abundant, military assets

would need to be chosen so they could be confused with civilian assets.

For the foreseeable future, battlefield sensors will not be able to look at all information at
the same time in sufficient detail. Thus, the sensor system will need to use a combination
of cuing, filtering, and pinpointing (e.g. as a JSTARS system does to indicate a group of

moving vehicles so UAVs can be dispatched to identify each of them).

Information technology can be viewed as a valuable contributor to the art of finding
targets; it can also be viewed as merely a second-best system to use when the primary
target detection devices —a soldier up close —are too scarce, expensive, and vulnerable to be
used this way. Open environments (tomorrow's free-fire zones) aside, whether high-tech

finders will necessarily always emerge triumphant over low-tech hiders remains unclear.®!

% 1 ibicki, Martin, Ibid.
81 1 ibicki, Martin, Ibid.

36



2.5. PARALLEL WAR

Future aerospace operations against the enemy at all levels of war and across all target
categories must occur almost simultaneously. Near-simultaneous attacks across the enemy
target set will be the hallmark of future aerospace operations. Failure to conduct aggressive
and overwhelming attacks across all facets of enemy power would waste a decisive

capability.

The theory of near-simultaneous attack across multiple target sets is nothing new. Airmen
have recognized it for decades. A large number of attacks in a day have far more effect
than the same number of attacks spread over weeks or months. In his report to President
Truman at the end of WWII, Gen Hap Arnold asserted that strategic air assault is wasted in

sporadic attacks that allow the enemy to readjust or recuperate.®?
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Figure 2.7: Target Categories.

Historically, however, airmen lacked the military capabilities to implement near-

simultaneous attack. During all of 1942-1943, for example, the Eighth Air Force attacked

82 Barnett, Jeffery R., Ibid, p. 10.
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a total of only 124 distinct targets. At this low attack rate (averaging six days between

attacks), the Germans had ample time to repair and adapt between raids.

Contrast this WWII rate of attack with the 1991 Gulf War. In the first 24 hours of
Operation Desert Storm, coalition air forces attacked 148 discrete targets. Fifty of these
targets were attacked within the first 90 minutes. Targets ranged from national command
and control nodes (strategic) to key bridges (operational) to individual naval units
(tactical). The goal was to cripple the entire system to the point it could no longer
efficiently operate, and to do so at rates high enough that the Iraqis could not repair or
adapt. Coalition forces, knowing an incredible amount about Iraq, efficiently orchestrated
thousands of sorties, reached key vulnerabilities with high certainty, and, once in the target
area, hit specific targets. The end result was near-simultaneous attack across hundreds of
key Iraqi targets. Under this intense attack, Iraq was unable to either regain the initiative or

orchestrate a cohesive defense.

Such targeting, conducted against the spectrum of targets in a compressed time period, is
called parallel war. The goal of parallel war is to simultaneously attack enemy centers of
gravity across all levels of war (strategic, operational, and tactical) at rates faster than the
enemy can repair and adapt. This is a new method of war. Previous generations of military
strategists could not prosecute parallel war. They had only the sketchiest knowledge of the

enemy’s key strategic and operational targets. The enemy was opaque prior to contact.®

Even when military commanders knew what to target, they had to first “roll back” an
enemy’s defenses before attacking key centers of gravity. But modern technology is
changing these long-held axioms of war. As demonstrated in the Gulf War, modern
penetration and precision can place these centers of gravity under massive attack on day
one of the war, and do so faster than an enemy can react. Most importantly, modern
command and control systems can plan and direct this offensive in near real time. These

attributes of parallel war distinguish it from anything seen in military history.

% Barnett, Jeffery R., “Future War - An Assessment of Aerospace Campaigns in 2010”, Air University Press,
Maxwell Air Force Base, Alabama, U.S.A., January 1996, p. 11.
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The Iraqi commanders had difficulty carrying out orders for a coordinated movement of
their forces. Their command posts, air shelters, and even tanks buried in the sand were

vulnerable to elimination by precision penetrating bomb attack.®*

Parallel war is enabled by emerging advances in four key technologies: %

Figure 2.8: Parallel War’s Four Key Technologies.

1. Information: By 2010, well into the Information Age, aerospace planners will detect an
incredible amount of information about the target state. They will never know
everything, but they will detect orders of magnitude more about the enemy than in past
wars. At the strategic level of war, they should observe the connectivity among the
national leadership, the architecture of the national communications grid, and the
position of elite troops who are key to regime protection, among other things. At the
operational level of war, they should see the location and connectivity of key corps and
air defense headquarters, the naval order of battle, the location and LOCs of theater-

level supplies, and the coordinates of critical nodes in airfields and ports. At the tactical

# Barnett, Jeffery R., Ibid, p. 15.
8 Barnett, Jeffery R., Ibid, p. 11-15.
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level of war, they should know where most of the enemy’s unit headquarters are, their
communications centers and means, and the individual locations and readiness levels of
squadrons, divisions, and ships.

2. Command & Control (C?): Future commanders will use the Information Age’s
revolutionary advances in information transfer, storage, recognition, and filtering to
orchestrate attacks and defenses. Theater-wide taskings will flow with unprecedented
fidelity and speed. Commanders will convert “the understanding of the battlespace into
missions and assignments designed to alter, control, and dominate that space.”86

3. Penetration: Units will launch penetrating platforms against these targets. Enabled by
stealth, hypersonic, and/or electronic warfare technologies, these platforms will
penetrate in significant numbers. While defenses will certainly defeat some attackers,
others will get through at rates higher than previously experienced.

4. Precision: Once over the target area, penetrating platforms will deliver brilliant

. munitions. Deliveries will be highly accurate. Target locations will be measured within
feet. Circular error of probability will be less than a meter. Brilliant sensors will have
the ability to distinguish between tanks and trucks, between parked bombers and

decoys. Because of this precision, fixed and mobile targets will be struck by the

thousands.

2.6. MILITARY ADVANCE IN INFORMATION TECHNOLOGY

2.6.1. Know the Enemy

Some of the most dramatic changes in the capabilities of forces to gather, evaluate, and
disseminate information involve increased knowledge of the enemy. In general these

capabilities are into two broad areas:®’

e Ubiquitous, near real-time surveillance sensors using multiple phenomena.
e Processors and communication systems that enable fusion, transfer, and display of

information from these sensors.

8 Owens, Adm. William A., “The Emerging System of Systems,” Proceedings Magazine, U.S.A., May 1995,
p-38.

%7 Harshberger, Edward and Ochmanek, David, “Information and Warfare: New Opportunities For U.S.
Military Forces”, Ed: Zalmay M. Halizad, John P. White, The Changing Role of Information in Warfare”,
RAND, California U.S.A,, 1999, p. 163.
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In combination, these new capabilities have fundamentally altered the state of knowledge
that commanders have about the location and dispositibn of enemy forces. Improved
information capabilities can also provide commanders with vital clues bout an enemy’s
intent. Such information has been rare in the past, but, when attained, often critically

important.

Spaceborne sensors have steadily improved since the 1960’s, and today they can provide
nearly constant coverage of many of the military activities of potential opponents. This
knowledge of the situation on the ground, covering thousands of square kilometers and
delivered in “real time”, arises from new sensors, such as the moving target indicator radar
aboard the Joint Surveillance Target Attack Radar System (JSTARS). By exploiting
breakthroughs in radar technology and signal processing, the JSTARS aircraft is able to
detect and locate moving vehicles with some precision. This picture can be enhanced by
integrating information from other sensors, such as synthetic aperture radar (on board
JSTARS) or other imaging sensors that can be carried by smaller unmanned aerial vehicles
(UAVs). Because of these types of systems, knowledge of enemy movements beyond the
horizon of friendly ground forces is orders of magnitude more accurate, timely, and

reliable than ever before.®

And the types of information available are many. The Predator UAV sends back a real-
time video feed from optical sensors. Rivet Joint and other aircraft gather information on
radar, radio, and other emissions of enemy forces, the analysis of which can help identify
unit and equipment type and location. To deal with this massive flow of disparate types of
data, military forces are aided by the same kinds of information processing and display
technologies that are revolutionizing the workplace. Military forces can tap into the same
digital satellite communication systems that carry civilian traffic every day and can
augment these capabilities with secure miﬁtaxy systems, such as the Military Strategical
and Tactical Relay System and the Global Broadcast System. In the theater, specialized
and common digital communications systems, such as the Joint Tactical Information
Distribution System, can bring together most-if not all- of these information sources
coherently on common displays in multiple command centers. The net result of the mix of

these systems is a dramatically improved picture of the operational battlefield for military

% Harshberger, Edward and Ochmanek, David, Ibid, p. 164.
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leaders and staffs at many levels of command. This knowledge reduces the likelihood of
surprise at the operational and tactical levels, increase the commander’s decision timelines,
and moves commanders closer to an understanding of enemy intent, a critical step toward

thwarting that intent and enforcing own.*

2.6.2. Know Yourself

Throughout history, as the scale and geographic scope of military operations have grown,
one of the greatest roadblocks to effective operations has been uncertainty about the
disposition of one’s own forces. In a stressful, unfamiliar, and changing environment,
forces can simply get lost. This has led to catastrophic consequences in the past, among
them failure to support other forces effectively when those forces come under fire;

exposure of a unit’s flanks to attack; and at times, losses due to “friendly fire”.

Enhanced knowledge of position, coupled with improved means of communication, can
dramatically change the nature of ground forces’ operations. When creating operational
plans, higher-level commanders can effectively monitor and coordinate the location and
movement of all of their forces. This capability has the potential to reduce substantially the
possibility of casualties by “friendly fire” —~development that will be furthered by improved

Identification Friend or Foe capabilities for both air and ground forces.”

2.6.3. Know the Ground, Know the Weather

In a time when commercial aircraft fly in almost any weather and roads are (generally)
quickly cleared during snowstorms, it is often easy to forget the dramatic effects that
weather and terrain continue to have on military operations. For a mechanized ground
force, the difference between the rate of mechanized advance on an open plain and that
through a swamp can be the difference between success and failure. Coordination of an
infantry assault in driving rain is qualitatively different from the same maneuver in good

weather.

¥ Harshberger, Edward and Ochmanek, David, Ibid, p. 164-165.
* Harshberger, Edward and Ochmanek, David, Ibid, p. 166-167.
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So it is not surprising that timely and accurate information on the operating environment
remains at the top of the list of military commanders’ need. For this reason, the defense
establishment maintains global weather observation and forecasting networks, augmenting
the capability of civilian weather satellites with military system that focus on areas of
greatest interest. All four military services participate in this activity, and high-quality

weather information is available to forces worldwide, 24 hours a day.

Beyond predicting the weather, forces are, to an increasing extent, doing something about -
it. Obviously, the weather can not be controlled, but new systems are enabling some
military forces to operate more effectively in spite of adverse weather conditions. Since the
dawn of military aviation, effective reconnaissance and attack operations have depended
on clear weather: Air crews had to be able to see their targets to photograph or attack them
effectively. Even the laser-guided bombs that proved so accurate in Operation Desert
Storm, Bosnia, and elsewhere can only be delivered through fairly clear skies. As sensors
and processors become smaller, cheaper, and more capable, increasing numbers of
munitions will be fielded that find and home in on their targets autonomously. Radar
sensors on satellites and aircraft are also enabling forces to conduct reconnaissance of

enemy forces and targets at night and through clouds.

Forces are also benefiting from enhanced knowledge of terrain. Digital information
includes digital versions of standards maps (allowing such information to be used on
computer displays), digital wide-area photography, and Digitized Terrain Elevation Data —
vertical profiles of terrain features. Used in combination, these sources of topographic
information are allowing forces to “know the terrain” by creating three-dimensional

imagery for use in mission planning, mission rehearsal, and training system.”!
2.6.4. Know When Victory Is Endangered

In particular, as commanders adjust their forces, training, and operations to take advantage
of increased knowledge and better communications, the impact of losing these capabilities
can become more serious. Attempts by an adversary to deny the commanders timely and

accurate information can take many forms. Most straightforward are those that might be

°! Harshberger, Edward and Ochmanek, David, Ibid, p. 167-169.
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termed traditional approaches: electronic jamming, physical destruction of sensors and
control mean, deception, and disinformation. Some aspect of new capabilities do, in fact,
appear susceptible to these means: For example, GPS signals are quite weak and can be
jammed under some circumstances, and satellite communications generally rely on

relatively few ground stations.”*

However, a more ominous aspect of new information systems is their susceptibility to
more subtle attacks. The amount of computer-based information, the automation that
handling this information requires, and the increased connectivity of systems means that a
capable opponent might attempt to use the information and information systems as
weapons, by inserting computer viruses or false information into information networks.
The effects of such attacks could be manifested at all levels of warfare, from strategic to

tactical.”

For the present and near the future, the United States appears to have a distinct advantage
in almost all areas of this two-sided struggle for information dominance. In the area of
traditional means, the United States’ conventional military capabilities stand alone —even
in 1991 and 2003, the systematic destruction, jamming, and spoofing of Iraq’s surveillance
and control systems was an unquestioned success. And development and reliance on
computer and communication systems have paid a dividend in terms of knowledge of
system vulnerabilities and the means to exploit and reduce these. As knowledge of
advanced information systems spreads, however, it will become increasingly difficult to

maintain this lopsided advantage.’*

2.7. HOW NEW INFORMATION CAPABILITIES MIGHT AFFECT MILITARY
OPERATIONS

The commercial sector now leads the military sector in research investment and in the
- development of certain critical technologies. This is most obvious in the area of
Information, Technology, Electronics and Communications (ITEC), where the rate of

technology advance and innovation is driven by a world economy increasingly dependent

°2 Harshberger, Edward and Ochmanek, David, Ibid, p. 169.

% Molander, Roger C., Andrew S. Riddile, and Peter A. Wilson, “Strategic Information Warfare: A New
Face of War”, Santa Monica, RAND, California U.S.A., 1996.

% Harshberger, Edward and Ochmanek, David, Ibid, p. 169-170.
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on knowledge and information. In the context of defense, advances in civil ITEC will have
a major impact on future Command, Control, Communications and Intelligence (C’n
systems, and will also be significant in such systems as new sensors and weapons. Another
field of relevance to defense where there is substantial civil activity is biotechnology,
where advances will have broad significance in the areas of chemical and biological
defense, human performance and medical treatments. And the development of space-based
systems, originally driven by the US and others (notably Russia and China) for defense
purpoSes, is now becoming a commercial activity, potentially bringing significant
capability to a wider range of nations and organizations.”

Technological advance will increase the range of military options available to potential
adversaries, some of whom may be prepared to adopt alternative weapons or
unconventional strategies based on more widely available technology. Maintaining an edge
in the field of ITEC will require our own unique, intelligent and inventive use of
architectures, mathematical ;ellgorithms and programmes to be as advanced as possible.”® At
the tactical level, information is critical for assuring that systems that are meant to attack
the enemy have targets to shoot at; that when hey shoot, they do so accurately; and that
what they are shooting at is, in fact, what they think it is. A fighter pilot may see a “blip”
on his radar scope. This blip constitutes a datum -a piece of evidence to be used for
reasoning or inference. The pilot may use other data- the location and form of the blip, its
direction and velocity, responses to electronic interrogation -to help inform his or her
judgment about whether the source of the blip is a mountain, a cloud, an electronic
anomaly on the scope, or an aircraft- friendly or enemy. Some of these data can be used to
guide a weapon to the target if the pilot decides to attack the source of the blip. All of this

takes place at the engagement and tactical levels.”

The rapid pace of development will lead to rapid obsolescence of many equipments
embedded in defense systems, resulting in more technology insertion and upgrade in

weapons, sensors and C’I systems, and consequently there may be fewer resources devoted

% Ministry of Defence, “The Future Strategic Context for Defence - The Technological Dimension”,
Secretary of State for Defence, London, U.K., November 2001, Available on site:
http://www.mod.uk/issues/strategic_context/physical.htm

% Ministry of Defence, Ibid.
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to other areas such as equipment platforms where technological changes take place more
slowly. Greater availability of technology is likely to result in acceleration in the rate at
which new threats develop. It will be important to minimize the lead time between the
emergence of a new weapon or threat and the development of counter-measures (or
counter counter-measures), and to be able rapidly to amend military doctrine, concepts and

training as necessary.”®

Information is also a key to survivability on the battlefield, just as information is needed to
locate, identify, and engage targets, it is also useful in helping combatants determine
whether or not they are someone else’s target. It is thought that the crews of most of the
aircrafts lost in combat are not aware that they have been engaged by the enemy until the
final seconds of engagement. In the airmen’s lexicon, these victims had inadequate
“situational awareness”, which has been shown in training to be at least as important as
major aircraft performance parameters in determining the results of air-to-air combat. The
importance of maintaining situational awareness has been a major factor in the design and
equipping of combat aircraft, leading to the development of radar warning receivers,
longer-range radars, and “bubble” ca.nopies.99

Information Age armies will develop a shared situational awareness based on common, up-
to-date, near-complete friendly and enemy information distributed among all elements of a
task force. First, operational and tactical commanders will know where their enemies are
and are not. Of course, this knowledge will never be absolute, and it is folly to assume it
ever will become perfect. It will be, however, of an order of magnitude better than that
achieved even during the Gulf War II, information age armies will know where their own
forces are, much more accurately than before -and deny this critical information to the
enemy. Last, this enemy and friendly information will be distributed among the forces of
all dimensions -land, sea, air, and space- td create a common perception of the battlefield

among the commanders and staffs of information age armies.!?

% Ministry of Defence, Ibid.

% Harshberger, Edward and Ochmanek, David, Ibid, p. 171.
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In the current and future strategic environment, equipment is much more likely to see
operational use than during the Cold War, and in a wider range of circumstances and
environmental conditions. As a result, equipment will need to be designed with utility for a
wide range of circumstances. Additionally, capability gaps and risks of being out-matched
will become apparent more quickly. This will provide opportunities for technology to be
developed or adapted accordingly, as long as sufficiently responsive acquisition processes

are in place.

New technology will offer the potential to achieve military objectives in different ways and
indeed provide means to do completely new things (e.g. unmanned systems might be used
for operations deemed too risky for humans). Consequently new technology will, in some
cases, require the development of new doctrine and concepts of operation. Military
advantage will rest with those who most effectively identify and exploit technology. This
will place a premium on the ability to generate and identify opportunities, adapt them for
military use and integrate them rapidly into equipment platforms, weapons systems and

force structures.!”!

Moving further into the future, there are a number of areas that will offer potential for
significant technological advance. The technological possibilities and their implications

might include:

Propulsion systems and

Genetics )
power generation

Computer™
processing
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Nantechnofogy

\/

Artificial intefligence

Figure 2.9: The Technological Possibilities and Their Implications.

Computer processing power: Increases in processing power will continue apace.

Moreover, quantum processing, if successful, will revolutionize computer processing

1! Ministry of Defence Ibid.
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power to a staggering degree, with implications for weapons, sensors (ELINT and other),
communications, and information operations and countermeasures. The fusion in real time
of multi-sensor information to enable high assurance recognition of hostile targets. Another
use may be quantum cryptography, offering the prospect of perfectly secure

communication.

Propulsion systems and power generation: Further significant advances will be made in
alternative propulsion systems and power generation, such as electric and solar power and
improved energy storage based on nanotechnology. Long endurance remotely deployed

systems and micro unmanned airborne vehicles (UAVs) will be possible.

Bionics: Direct and indirect electronic-brain links to improve the performance of the brain
to handle, perceive or view data, originally driven by medical considerations such as
treatment of sight and hearing defects, will emerge. Techniques will include both

implanted equipment and surface or remote equipment.

Artificial intelligence: By 2030 machines will be developing which have an advanced
ability to gather information on their surroundings, and which, acting autonomously, can
make intelligent judgments (including judgments on risks) in response to that information.
This will have obvious implications in many areas especially for military intelligence
(ELINT, SIGINT etc.), surveillance, target acquisition and reconnaissance and support to

military decision-making.

Genetics: It is possible that some might attempt to harness the function of specific genes
for genetic warfare or biogenetic terrorism, such as targeting food sources, against which
we would need to develop defensive measures. It is also possible that new antibiotic-
resistant diseases could develop or be developed, increasing levels of sickness and
likelihood of death.

Nanotechnology: Nanotechnology will allow the miniaturization of sensors (ELINT and
other) and equipment. This will affect many technologies, and opens up a wide range of
new possibilities. Postulated systems, some possibly further out than 2030, include nano-

solar cells offering more efficient electricity generation than present systems, and nano-
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robots for many potential purposes. Combined with increases in processing power these

systems will have widespread application including in micro-platforms for reconnaissance.

2.8. DOMINATE BATTLEFIELD AWARENESS

It is well within the realm of technical possibility to observe practically everything of
operational significance about a battlefield. Admiral William Owens called this concept
dominant battlefield awareness. This concept has three components. First, platforms
continuously surveil the area of interest. A mixture of aircraft, satellites, and UAVs,
equipped with multispectral sensors (ELINT and etc.), establishes 24-hour, all-weather

coverage of the battle area. Unattended ground sensors sniff/watch/listen/ report along .

areas of possible maneuver. SOSUS-type sensors listen for underwater threats. Seéond;"j Co

data generated by these sensors are fused and filtered through wide-area automatic target
recognition software. This software cues more refined systems to specifically identify
emitters and high-signature targets (e.g., armored formations or logistics points). Lastly,
this information is disseminated to weapon systems. This dissemination takes advantage of
large bandwidth and digital compression technologies. It transmits via direct broadcast

satellites. The result of these three steps is dominant battlefield awareness.

Dominant battlefield awareness does not mean perfect knowledge of all enemy locations
and intentions. Knowledge of everything, distributed to everybody, is impossible to attain.
Plans based upon such an impossible standard are doomed to failure. Rather, dominant
battlefield awareness is an attempt to exploit order-of-magnitude increases in what’s

identifiable about a battlefield.

Throughout military history, what commanders have not known about an adversary has
dominated our image of war. The armies of generals Lee and Meade bumped into each
other at Gettysburg. In 1914, the German arh1y didn’t even know the British Expeditionary
Force was on the continent until they ran into the BEF at Mons. Hitler kept panzer
divisions in reserve near Calais, waiting for the “real” cross-channel invasion. Saddam’s
army had little knowledge of Gen H. Norman Schwarzkopf’s deployment to the west for
the “left hook.” In each of these cases, commanders had little information on whole armies

maneuvering in front of them. In today’s Information Age, such military ignorance is
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impossible if one fields an integrated mix of ELINT and other sensors, filters, and

disseminators -and protects this architecture from effective enemy interference.'®

2.9. FUTURE WEAPON SYSTEMS

To envision this future war, planners should start with possible future weapon systems as
their baseline—not what is currently on the ramp and in procurement. As the WWII
experience shows, most of today’s weapons will be obsolete for a 2010 war. For example,
it is very unlikely that today’s models of cruise missiles and satellites will reflect the state
of the art in 2010. Nor will bombers. Just as advances in engine technologies made the
1925 Curtiss B-2 bomber obsolete in WWII, advances in information technologies will

bypass the avionics, computers, and munitions in today’s Northrop B-2 bomber.

Although today’s weapons will become obsolete, today’s thinking will not. The doctrines
developed today will be critical. If the World War II analogy holds, doctrines developed

today will guide rearmament and initial operations in the next war.

When projecting a major conflict with a peer, planners must expect both sides to employ
significant numbers of advanced-technology aerospace systems. These systems will

include:'®

Atmospheric and space-based reconnaissance and communications systems: These
systems will vary in quality and quantity between opponents. They will, at a minimum, be
able to detect massive force movements and relay this information in near real time despite

significant enemy countermeasures.

Information Age command and control systems: Future C* will devise and direct integrated
taskings with high fidelity in near real time. They’ll be heavily automated and dispersed.

Attacks on any single node of this structure will not have catastrophic effects.

Stealth aircraft and stealth cruise missiles: The stealth technology is assessed as a

revolution in air warfare. The development of stealth aircraft reduces radar determining

192 Barnett, Jeffery R., “Future War - An Assessment of Aerospace Campaigns in 2010”, Air University
Press, Maxwell Air Force Base, Alabama, U.S.A., January 1996.
13 Barnett, Jeffery R., Ibid.
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range from a few hundred kilometers to a bit more than a dozen kilometers.'* These very
low-observable weapons will use state-of-the-art electronic warfare systems to further
increase their chances of penetration. Stealthy cruise missiles will be inexpensive, allowing
their employment in massive numbers.'” Further advances in stealth acrospace weapons
will make sudden attacks realistic and disable the air defense warning system and entire air

defense systems.

Precision weapons: Reflecting current trends in sensor technologies, precision weapons
will have less than one meter accuracy with brilliant munitions. They will guide
independently of external positioning systems (e.g., global positioning system [GPS}]), and
they will have automatic target recognition capabilities. Some of these weapons will retain
their accuracy regardless of weather or darkness.'® Attacking ground-based sensors such
as radar systems with special precision-guided missiles was tested during the Gulf War by

coalition forces.

2.10. REQUIRED FLEXIBILITIES FOR FUTURE WARFARE

Future warfare will also require specific flexibilities within weapon systems. Decisions
made today will affect that flexibility. Therefore, today’s acquisition considerations for

aerospace forces should include these factors:'%’

Information: Platforms must have the ability to incorporate/upgrade the latest information
hardware and software, employ information obtained by off-board sensors, and transmit
information garnered by onboard sensors to other weapon systems. Systems must also be

able to operate despite a corrupted information environment.

Long range: Aerospace platforms should be based as far from enemy stealth systems as
possible. Distance either puts a base out of enemy stealth range or gives layered defenses
more opportunities to detect and target enemy attacks. Short-range systems will contribute

only in very low-threat environments.

1% Shenxia, Z., Z. Changzai, “Chinese Views of Future Warfare, Part Four, The Revolution in Military
Affairs: The Military Revolution in Air Power”, Ed.: M. Pillsburry, National Defense University Press,
U.S.A., 1996.

19 Barnett, Jeffery R., Ibid.

1% Barnett, Jeffery R., Ibid.

197 Barnett, Jeffery R., Ibid.
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Figure 2.10: Future Warfare Requirements

Stealth: High-signature aerospace weapons won’t survive in future war. Weapon systems
must emphasize passive sensing, minimal reflectivity, and discrete emissions. If platforms
have these characteristics but their support structures (e.g., tankers, AWACS, fixed air

bases) do not, the platform as a weapon system will not survive.

Precision: Manned aerospace platforms will become increasingly expensive. Driven by
their need to incorporate long range, stealtﬁ, data processing, and mobility, there’s no way
they will also be cheap. This expense will drive down inventories. At the same time, target
sets are expanding (better C? will allow dispersion; the possibility of strategic attack adds
to the number of targets). There’s also the desirability of conducting near-simultaneous
attack across all levels of war. Precision is required to reconcile these trends. Each sortie

must kill multiple targets.

52



UAVs: UAVs’ inherent stealthiness and minimal basing requirements allow low-signature
operations. They are increasingly capable of long-endurance flights. They can perform
strike, communications, and surveillance missions. While manned platforms will remain
mandatory for certain types of missions, UAVs will make decisive contributions to future

aerospace operations if employed skillfully in large numbers.

Mobility: One result of the Information Age will be the enemy’s near-certain detection of
fixed facilities. To offset this information, future commanders will need the flexibility to
move land-based aerospace forces between bases. Such mobility requires a lean support
structure. This concept affects how we envision munitions, C?, maintenance, POL, and

support equipment.

Alternatives to space: Satellites in fixed orbits will be exceedingly vulnerable in the future.
Military operations dependent on satellite support rest on a dubious assumption of satellite
survivability. We need alternatives to space-borne architectures. These alternatives should
emphasize HALE UAVs and fiber-optic cable.

Power projection: Ubiquitous sensors and transmission devices will give our future
military commanders extensive information on the enemy’s scheme of maneuver.
Unfortunately, the enemy will also have substantial information about our forces. This
information will make either side’s invasion forces exceptionally vulnerable when they
mass to attack. Mobile defenses accompanying massed forces will be inadequate to stop
interdiction forces emphasizing state-of-the-art information, C2, penetration, and precision.
It is at this point, very early in the battle, that wars will be won or lost. Therefore, future
US weapons must be capable of day one operations. US weapons must have the capacity to

strike with overwhelming force from the first day of the war.'%

1% Barnett, Jeffery R., Ibid.
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3. ELECTRONIC WARFARE

Electronic warfare can be defined as “the use of the electromagnetic spectrum to degrade
or destroy an adversary’s combat capability (including degrading or preventing the use of
the electromagnetic spectrum as well as degrading the performance of adversary
equipment, personnel, and facilities); or to protect friendly combat capability (including
protection friendly use of the electromagnetic spectrum as well as friendly equipment,
personnel, and facilities that may be vulnerable to attack via the electromagnetic
spectrum).”109

The concept of Electronic warfare or EW is not new. It was practiced as early as the WW
II albeit in a different way. The Germans used EW effectively to confuse British Radar
operators and quietly slipped two battle cruisers through the English Channel. Winston
Churchill even called it the "Battle of the beams" and 'Wizard war". ECM (Electronic
Counter Measures) and EW (Electronic Warfare) are today of the most important aspects
of warfare.!'® The Germans made changes in the navigation beams used to guide theif
night attacks on England. British scientists were able, through careful detective work, to
intercept the German beams and develop techniques to corrupt the German navigation data
and defeat the night attacks. The British used electronic intercepts integrated with other
forms of intelligence to identify the frequency and the purpose of the German

<. 111
transmission.

Domination of the electromagnetic spectrum is a crucial component of most modern
military operations. There are few battlefield elements that do not rely on communications
and information systems. The C? cycle depends very heavily on the electromagnetic
spectrum to maximize the effectiveness of surveillance and target acquisition,
communications, and information systems. If these systems are destroyed, degraded, or

deceived, the commanders and staff are unable to prosecute war adequately. Without

19 Erater, Michael R., and Michael Ryan, “Electronic Warfare for the Digitized Battlefield”, Artech House,
Boston, U.S.A., 2001, p. 13. .

110 Raj, Manoj, “Airborne Electronic Countermeasures”, Air Combat Information Group, U.S.A., January
2003, Available on site: http://www.acig.org/artman/publish/article_56.shtml

1L Allan, C.T., “Electronic Warfare: Foundation of Information Operations”, U.S.A., November 1999,
Available on site: http://www.infowar.com/MIL_C4I
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communications on the modemn battlefield, the commander is deaf, dumb, and blind.
Therefore, the capability to conduct electronic combat and dominate the electromagnetic
spectrum is now a recognized component of any modern force structure.!'? EW is assessed
as one of the most important concepts for the conduct of war because of the increasing
importance of C*I and electronic dependency of armed forces. The increasing amounts of
digital data and information for C* are leading to a reassessment of military
communication systems in favor of new concepts based on communications

technologies.'!®

Commurications

Infartmation

Surveillance and .
Processing

target acquisition I l .

Commmnications Comnmnications

Communications

Figure 3.1: The potential impact of EW on the C? cycle.

Figure 3.1 illustrates how electronic warfare pervades all aspects of the modern battlefield
and has the potential to impact on all elements of the C? cycle. In summary, EW resources
are used to monitor adversary activities in the electromagnetic spectrum, indicate adversary

strength and dispositions, give warning of adversary intentions, decisive and disrupt

12 Erater, Michael R., and Michael Ryan, “Electronic Warfare for the Digitized Battlefield”, Artech House,
Boston, U.S.A., 2001 p- 12.

' Ingerman, S “Data Flow”, A Newsletter of RAD Data Communications, No: 44, U. S A., Autumn 1999,
p. 6, Available on site: http://www.rad.com/data/pages_6/page7.htm
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sensors and command and control processes, and safeguard friendly use of the

electromagnetic spectrum.'!*

EW uses physical principles in order to attack electronic devices such as radars, and
communication links. Key areas covered include mathematical models for active, passive
and active-passive jamming signals; jamming methods based on the use of false radar and
thermal targets; the effectiveness of specific jamming methods; mathematical definitions of
electronic anti-aircraft defense systems as targets; and the reduction of radar
detectability.'”® Although EW is targeted against the technology, the ultimate affect is on a
commander’s ability to move through the C? cycle. The human element of the command
system is both the strongest and weakest link and can fairly rapidly be enshrouded in the
fog of war if supporting communications and information systems are disrupted, degraded,

or deceived.!'®

EW activities are applicable across the whole spectrum of military operations and are not
confined to warfare, conventional or otherwise. In peacetime, armies attempt to intercept,
locate, and identify the source of a potential adversary’s electronic emissions. Analysis
may then reveal details of capabilities as well as vulnerabilities that can be used to gain an

advantage in times of conflict.

EW is an area of considerable innovation. Inevitably, and often very rapidly, advantages
gained by technological or procedural change are met with equally effective
countermeasures. In order to maintain the edge in any future conflict, information on
friendly methods of electronic protection and attack must be safeguarded.''” Electronic
counter-measures (ECM) on the other hand are ways that the opposition tries to deny the
use and advantage of the use of the electromagnetic spectrum. In simpler terms EW/ECM
is a complex and technological game of ping-pong; with one side trying to outdo the

i
other.!®

134 Frater, Michael R., and Michael Ryan, Ibid, p. 13.

115 vakin, S.A., et. al., “Fundamentals of Electronic Warfare”, Artech House, London, U.K., 2001.

116 Erater, Michael R., and Michael Ryan, Ibid, p. 13.

7 Erater, Michael R., and Michael Ryan, Ibid, p. 12-14.

e Raj, Manoj, “Airborne Electronic Countermeasures”, Air Combat Information Group, U.S.A., January
2003, Available on site: http://www.acig.org/artman/publish/article 56.shtml
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The rapidly developing EW capabilities in the Asia-Pacific region reflect the widespread
efforts to achieve national self-reliance, the general recognition of the value of EW as a
force multiplier, the defense modernization programs (which necessarily include
significant electronic components), and the ability of many countries in the region to
indigenously produce advanced electronic systems (or the desire to promote the
development of indigenous electronic sectors through local design and production). ELINT

is an essential ingredient in both the design and operation of EW capabilities.'"

« EW Intelligence reporis _ S | * ESM/ECM orders
* ECM reports External intelligence data
* EW plans for approval | ‘ ; . Approval of EW plans

Figure 3.2: The Electronic Warfare Integrated System (EWIS)

The major components of the electronic warfare integrated system (EWIS) are:'%

1. C*I: The Command, Control, Communication, Computer and Intelligence Systems
(C*D) control the EWIS operation and form the interface with the command level. It
is the link between the various system elements and the human factor, which
delivers the dramatic power boosting of the integrated system. The C41 process EW
intelligence gathered by the COMINT/DF and ELINT stations and assigns missions

119 Cereijo, Manuel, “Information Warfare (IW): Signals Intelligence (SIGINT), Electronic Warfare (EW)
and Cyber-Warfare. Asia and Cuba”, Cuba Information Links Web Page Cuba, February 2003, Available on
site: http://www.cubainfolinks.net/Articles/bejucal.htm

120 Tadiran Electronic System Ltd. “Electronic Warfare Integrated System (EWIS)”, Tadiran Electronic
System Litd., Holon, Israel, 2003. Available on site: http://www.tadsys.com/EWIS pdf
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to the ECM stations. A user friendly interface is utilized to facilitate efficient,
accurate and timely operation.

2. ELINT: Electronic Intelligence (ELINT) stations complement the COMINT/DF
stations by detection, interception, classification, location, analysis and
identification of non-communication transmitters. Together they cover a complete
spectrum of operational and tactical threats required for the generation of the
Electronic Order of Battle (EOB).

3. COMINT/DF: Communication Intelligence and Direction Finding (COMINT/DF)
stations provide services over a wide range of frequency bands (HF, VHF & UHF).
Their advanced demodulation, classification and agile signal detection capabilities
are combined with smart location techniques and supply a full, multifaceted, real
time display of the EW arena activity.

4. ECM: The Electronic Countermeasure stations are the active elements of the
EWIS, capable of interfering with hostile communications and electronic systems,
or inserting false information in order to disturb its operation. They can jam
communication equipment and networks, imitate and retransmit enemy’s

communication.

EW is a major facets in every area of a modern air warfare campaigns, including close air
support (CAS), air-to-air, battlefield air interdiction (BAI), strikes against command and
control targets, and destruction or suppression of enemy air defenses (DEAD and SEAD).

Among all these, it is the last two that simply cannot succeed without ECM.
3.1. COMMUNICATIONS AND NONCOMMUNICATIONS EW

EW is normally divided into two main areas: communications EW and non-
communications EW. Communications EW is almost as old as electronic communications
itself and, on the battlefield, is mostly concerned with communications sources that
transmit in frequency bands between HF and SHF. The intercept and analysis of
transmissions are uéually more important than the measurement of transmitter
characteristics. Noncommunications EW has been developed since the early employment
of radars in World War II and is primarily concerned with platform protection, and

normally specifically oriented towards radar systems in the UHF and higher bands. In non-
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- communications EW, the measurement of emitter characteristics is central as they are used
to detect the presence of, and possibly identify, a piece of equipment and-or its

performance.'?!

EW against communicators is generally more difficult to wage than EW against radars.
The signal strength of communications weakens with the distance to the transmitter
squared (versus the fourth power with radar). While radars try to illuminate a target (and
therefore send a beam into the assets of the other side), communicators try to avoid the
other side entirely and thus point in specific directions. Communicators move toward
frequency- hopping, spread-spectrum, and code-division multiple access technologies,
which are difficult to jam and intercept. Communications to and from known locations
(e.g., satellites, UAVs) can use digital technologies to focus on frontal signals and discard
jamming that comes from the sides. Digital compression techniques coupled with signal
redundancy mean that bit streams can be recovered intact, even if large parts are

destroyed.'?

One can see from this why electronic warfare is shrouded by so much secrecy. The
principles of electronic warfare are not complex, nor are the technologies. What are
precious are the frequencies used by sensors in weapons systems and the frequency-
hopping plans that are employed by communications systems. Just as precious is
information about the capabilities of jamming units; their range, their agility at moving

from frequency to frequency, their sensitivity to frequency.'?

EW is also used to geolocate the emitter. The noisier the environment, the more difficult
the task is. One defense is to multiply sources of background electronic clutter shaped to
foil intercept techniques that rely on distinguishing real signal patterns. Voice calls have
certain patterns in terms of who talks when and what percentage of the time is filled with
blank time (e.g., listening). Encryption techniques can mask blank time patterns. False

emitters can generate false conversations from random locations.

12! Prater, Michael R., and Michael Ryan, Ibid, p. 14.

122 ibicki, Martin, “What is Information Warfare”, National Defense University, August 1995, Available on
site: http://www.iwar.org.uk/iwar/resources/ndu/infowar

13 Friedman, George & Meredith, “The Future of War”, Crown Publishers Inc., New York, U.S.A., 1996, p.
286.
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As suggested above, the work of finding targets is likely to shift from manned platforms to
distributed systems of sensors. Despite the impending necessity of distributed systems
often heavily used communications links between many sensors, command systems, and
dispersed weapons. In a trivial comparison, an F-18, with its pilot, FLIR sensors, and
attached weapons, can link all three with wires or in the pilot's mind and is therefore far
more resistant to jamming. In sensor-rich environments, EW —expressed by jamming or by
soft- kill —can assume a new importance. Interference with communications from local
sensors, for instance, can create virtual blank areas through which opposing systems can
move with less chance of detection. The success of this tactic critically depends on the
architecture of the distributed sensor system to be disrupted. A system that relies
exclusively on distributed local sensors (intercommunicating or relaying signals by low
power to switches) is the most vulnerable. A system that interleaves local and stand-off

sensors are more robust, particularly where coverage varies and overlap is common.'%*

As an aside, EW is also associated with signals intelligence (SIGINT), which contains two

main subcomponents:

Figure 3.3: SIGINT Main Subcomponents.

To a large extent, these mirror the functional areas of communications and non-

communications EW, but take place in the strategic environment rather than the tactical

one.'”

1241 ibicki, Martin, Ibid.
123 Frater, Michael R., and Michael Ryan, Ibid, p. 15.
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3.2. EW SUBDIVISION

There are three fundamental subdivisions within EW that are applicable to both

communications and non-communications EW, albeit with the different degrees of

emphasis noted earlier:
Electronic Warfare
| | |
Electronic Support Electronic Attack Electronic Protection
(ES) (EA) (EP)

Figure 3.4: Major subdivisions of EW.'*

Electronic Attack: Formerly known as electronic countermeasures (ECM), is the division
of EW involving the use of electromagnetic energy to attack personnel, facilities, or
equipment with the intent of degrading or destroying adversary combat capability. EA
comprises jamming, electronic deception, and neutralization.'”’ Jamming involves the
deliberate radiation, re-radiation, or reflection of electromagnetic energy with the object of
impairing the use of electronic devices, equipment, or systems being used by an enemy.
Jamming includes both the denial and falsification of information. This can be
accomplished electronically through the use of high-powered transmitters or mechanically

through the use of chaff to confuse and saturate enemy radars.

Deception involves the deliberate radiation, re-radiation, alteration, suppression,
absorption, denial, enhancement, or reflection of electromagnetic energy in a manner
intended to convey misleading information to an enemy or to enemy electromagnetic-
dependent weapons, thereby degrading or neutralizing the enemy's combat capability.

Among the types of electromagnetic deception are:'?®

126 (7pal A. N., “Elektronik Saldir1”, Ulusal Strateji Dergisi, Y1l: 3, Say1: 17 CNR, Istanbul, 2001, p.46.

127 Nemzetvédelmi, Zrinyi Miklés, “Advanced Military Technology Related Research Work at Electronic
Warfare”, National Defense University, U.S.A., 2002, Available on site:
http://www.zmka.huw/tanszekek/ehc/konferencia/may/makkay htm

128 public Affairs Office, “Naval Special Warfare and Special Operations”, United States Naval Academy,
U.S.A., 2003, Available on site: http://www.usna.edu/Training_probook/spring03/proman
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1. Manipulative Deception: Actions to prevent revealing electromagnetic telltale
indicators or convey misleading indicators that may be used by hostile forces.

2. Simulative Deception: Actions to simulate friendly, notional, or actual capabilities
to mislead hostile forces.

3. Imitative Deception: The introduction of electromagnetic energy into enemy

systems that imitates enemy emissions.

Weapon ELECTRONIC Common
Technology UPPORY [echnology

Armed Forces Government

ELECTRQNIVELECTRQNI ,
protectinn i protectinn
ELECTRONIC
ATTACK

NTELLIGENCE

Figure 3.5: The main parts of electronic warfare

Neutralization describes the use of very high levels of electromagnetic energy to disrupt or

permanently damage electronic equipment.

Electronic Support: Formerly known as electronic support measures (ESM), is the
division of EW involving actions tasked by, or under the direct control of, an operational
commander to search for, intercept, identify, and locate sources of intentional an
unintentional radiated electromagnetic energy for the purposes of immediate threat
recognition and constructing an electronic order of battle. An electronic order or battle
includes information on the nature and the deployment of all electromagnetic emitting

equipment of military force, including equipment types, frequencies, modes of operation,
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locations, and other relevant data.'” During combat, ES can identify order of battle

changes, targeting information, threats to friendly units, and potential targets for EA.

Locating the source of threat signals is one of the objectives of ES. This is primarily
achieved using bearings to the received signal. Lines of Bearing (LOB) and cross-fixing
are two ways that these bearings can be used to help locate a threat. The intensity and
mode of operation of the signal can also assist in locating the emitter. Often, ES
information can be correlated with contact information from other sources to more

accurately determine the classification and location of contacts.

ES provides early detections of enemy radiations at long ranges. This facet of EW is
completely passive and consists of receivers that gather, process, and display all signals of
interest required to meet a specific mission requirement."*® To determine which contacts
represent a threat, analysis of received signals consists of reviewing the following

parameters in figure 3.6.

Frequency

Pulse % o
Repetitioly”
Rate) #

and rate

Figure 3.6: The Parameters of Received Signals

12 Nemzetvédelmi, Zrinyi Miklés, Ibid.
139 public Affairs Office, “Naval Special Warfare and Special Operations”, United States Naval Academy,
U.S.A., 2003, Available on site: http://www.usna.edw/Training_probook/spring03/proman
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Electronic Protection: Formerly known as electronic protection measures (EPM) or
electronic counter-countermeasures (ECCM), comprises those actions taken to protect
personnel, facilities, and equipment from any effects of friendly or adversary employment
of EW that degrade, neutralize, or destroy friendly combat capability.”! EP can be
technical (such as encryption devices), procedural (such as training operators to work
through jamming), or tactical (such as terrain masking of antennas). Effective EP is
achieved through good training, sound procedures, and thorough planning for alternative
communications means. The measures used must be continually adjusted to the tactical
situation. When the enemy's EA efforts change in focus or method, EP efforts must be

adapted. This facet of electronic warfare includes both anti-EA4 and anti-ES measures."*?

Anti-EA measures include system techniques and frequency control, i.e. the ability of fire
control radar to operate at various frequencies to prevent jamming of a single effective

frequency.

Anti-ES measures include tactical evasion and Emissions Control (EMCON): (1) Tactical
evasion is the routing of forces so that the enemy is unable to use his EW equipment
effectively, the stationing of forces such that they are difficult to locate, or the use of ships
as decoys. (2) Emissions Control (EMCON) is perhaps the best anti-ES measure and this
involves having a thorough knowledge of the enemy's ES capabilities and applying total or
partial EMCON to your unit/units so as to deny the enemy the use of his equipment. The
drawback is the possibility of “blinding” friendly units by denying the use of active
detection methods. EMCON is the selective and controlled use of electromagnetic,
acoustic, or other emitters to optimize command and control capabilities while minimizing,
for operations security (OPSEC), detection by enemy sensors; to minimize mutual

interference among friendly systems; and/or to execute a military deception plan.

Electronics are available and used everywhere. They are objective of enemy's EA that is
why they must be protected and supported by friendly electronic warfare measures.
Enemy's Signal Intelligence (COMINT, ELINT etc.) also tries to catch electronic devices.

We must be expert of electronic devices used in all military and related common

1 Erater, Michael R., and Michael Ryan, Ibid, p. 15-16.
132 public Affairs Office, Ibid.
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technology. There are new EW robots -like a spider. It is not bad because even the spider
can sense a minimum of changing in own cobweb, flying over the future's battlefield. The
vertical takeoff or landing (VTOL) air vehicle can extremely improve EW capability of
21° century force. They are remote controlled by computer for a distance. This is the air
vehicle what about EW experts are dreaming for a long time. They can carry EW
equipment to the necessary position at under minimum flying weather conditions. They

can fly when situation can not allows flying by manned aircraft.'*3
3.3. INTEGRATED INTELLIGENCE SUPPORT

Integration is absolutely critical to C*I as in every warfare area. Planning, execution, and
evaluation of both counter-C*I and C*I-protection are necessary by commanders at all
echelons. The C*I operational commander must have the best available intelligence on
enemy situations, intentions and capabilities in order to weigh the potential advantage of
specific actions. C*I plans and operations must also be coordinated with other potentially

affected intelligence and counterintelligence activities.

Intelligence to support C*I activities is the result of the collection, evaluation, analysis, and
interpretation of all available information that concerns one or more aspects of foreign

nations or areas. Intelligence support generally includes™*:

e Developing and maintaining databases in sufficient detail to support C*I in
geographic areas of potential conflict.

e Identifying critical C*I nodes, links and sensors of potentially hostile nations.

o Assessing the capabilities, limitations, and vulnerabilities of potential C[ targets.

o Identifying the key political and military leaders in potentially hostile nations,
including psychological profiles of leaders to support (as a minimum) the PSYOP
element of C*L.

e Estimating hostile counter-C*I capabilities to assist in determining the vulnerability.
C*I capabilities and the impact on forces and friendly military operations.

e Providing accurate direction finding (or geo-location, if available) information on

pulsed and continuous wave signals.

133 Nemzetvédelmi, Zrinyi Miklos, Ibid.
134 pyblic Affairs Office, Ibid.
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o Supporting Battle Damage Assessments (BDA).

Therefore it is assessed that C*ISR systems would be more important than before for the
future battlefield. According to military experts of the United States: “...with the support
of an advanced C*'ISR backbone, the United States will be able to respond rapidly to any

conflict...” 1¥
Inform ation Superiority Information Grid
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— Inform ation Operations <. / Infoxmation Warfare
2
/__’Zf-’“? Swrveillance ISR| pyq1ap
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Figure 3.7: Elements of Information Superiority."*®

And also the Russian military thinks that, superiority for the future battlefield proceeds

from superiority in C*ISR systems:"’

(1) reconnaissance, surveillance, and target
acquisition (RSTA) systems, and (2) intelligent, command and control (C?) systems.
Indeed Chinese military thinks that: “Key information weapons include precision-guided
weapons systems and electronic warfare weapons systems as well as C*l systems
(communications, guidance, control, computer, and intelligence) which form the central

nervous system”. Furthermore the US Army’s report states that advances in information

133 Cohen, W.S., “Annual Report to the President and the Congress”, DTIC, Washington, D.C., U.S.A., 1999,
Available on site: http://www.dtic.mil/execsec/adr1999/index.htmi

136 Steele, Robert D., “A New Approach to Collection, Sharing and Analysis”, OSSA: Open Source Solutions
Academy, Fairfax, VA, U.S.A., 2000.

37 FitzGerald, M.C., “Russian Views on IW, EW, and Command and Control: Implications for the 21*
Century”, CCRP, Department of Defence, Washington, D.C., U.S.A., 1996, Available on site:
http://www.dodcerp.org/1999CCRTS/pdf_files/track_5/089fitzg.pdf
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management and distribution will facilitate the horizontal integration of the battlefield

functions and aid commanders in tailoring forces and arranging them on land..." 8

Furthermore scientific studies are funded by all countries about the future battlefield. As an
example according to a study about C*ISR Analytic Performance Evaluation: “One role of
C? is to select the appropriate strike platforms and weapons to attack targets. This
allocation dynamically changes through the scenario as a ﬂlnction of battle phase, ISR
system capability, remaining enemy targets, and remaining inventory of strike platforms

and Weapons.13 ?

3.4. SIGNALS INTELLIGENCE (SIGINT)

If electronic warfare is the control and manipulation of the electromagnetic spectrum, and
the spectrum is the environment in which information, data, and energy lives, then the
collection, interpretation and communication of this information enables the other elements
of EW. Central to the EW support mission are the military’s electronic and signals

intelligence capabilities.'*

The collection of electromagnetic intelligence by an adversary, directed towards a specific
plan of operations, is of concern to military planners. The broad spectrum of this
intelligence collection is referred to as Signals Intelligence (SIGINT), a key area of
intelligence gathering frequently used by forward deployed naval forces. SIGINT is
divided into two major functional categories:'*!

Communications intelligence (COMINT): The intelligence collected by the interception of

any communications methods. Some examples are seen in Figure 3.8.

138 Schneider, B.R., “Battlefield of Future: Principles of War for the Battlefield of Future”, Air Force Press,
Maxwell, U.S.A., 1998, Available on site:

http://www.airpower.maxwell.af. mil/airchronicles/battle/chp1.html

139 parker, S., H. Neimeier, “C4ISR Analytic Performance Evaluation Models”, MIT Publication, U.S.A.,
August 1998, Available on site: http://www.mitre.org/pubs/edge/august_98/cape.html

140 pitts, Joseph R., “What is Electronic Warfare?”, A Speech to the Lexington Institute, Washington, D.C.,
U.S.A,, 22 October 2003, Available on site: http://www.house.gov/pitts/Commentary from.htm

141 Neri, Flippo, “Introduction to Electronic Defense Systems”, Artech House, Boston, 1991, p 321-322.
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Figure 3.8: Examples of COMINT methods.

Electronics intelligence (ELINT): The intelligence collected through the interception of

any Noncommunications electronics systems. Examples include in Figure 3.9.
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Figure 3.9: Examples of ELINT methods.

Sending and receiving signals and communications continues to take major leaps forward.

The implications of the advances made in these areas include the ability to:1#?

send and receive signals and communication real time;

2. listen and jam enemy communications; and

3. process and manipulate data through the use of sophisticated algorithms. Advances
in electronic and signals intelligence have raised the profile of vital assets, such as
the RC 135 Rivet Joint, EP-3, RC-12 (Guardrail Common Senor), U-2, and
Unmanned Aerial Vehicles (UAVs).

Further electronic and signals intelligence capabilities are enhanced by advances made in
the networking services. This allows the military to leverage the strengths of each branch

of the service to accomplish a mission while shielding the weaknesses from the enemy.

142 pitts, Joseph R., Ibid.
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Unfortunately, electronic (ELINT) and signals (SIGINT) intelligence is generally
overlooked when discussing the merits of EW. Discussions of EW typically focus on the
other two elements: electronic protection and electronic attack. Without the value and
necessity of EW support being articulated as the foundation of EW, it is difficult to
effectively promote the other elements and understand the enormous value they have in
accomplishing supremacy of a battle space. While electronic (ELINT) and signals
(SIGINT) intelligence is not solely EW, it must be seen, understood and communicated as

part of the foundation of EW.!*?

Sophisticated SIGINT and EW capabilities are in fact integral to the operation of the
modern weapons systems which are currently being acquired throughout the Asia-Pacific
region. Modern missile systems, for example, simply cannot be effectively utilized without
real-time intelligence and surveillance information, supported by a thorough and

comprehensive catalogue of the electromagnetic environment in the area of operations.'**

Most of the countries in the Asia-Pacific region have recently acquired long-range anti-
ship missiles, such as Harpoon or Exocet, which are designed for use at beyond-line-of-
sight or over-the-horizon ranges. SIGINT is invaluable to the effective operation of these
systems. HF and VHF DF systems provide the principal means of detecting and locating
enemy ships; analysis of the communications and radar emissions is a primary means of
determining the nationality, class, and even the identity of particular ships; and, together
with other electro-optical techniques, a means of precision-guidance of the missiles to the
targeted ships. Modern air defense systems utilize ELINT together with active radar for
threat warning and location. A whole class of anti-radiation missiles ARMs) exists for
attacking radars on the basis of their signal emissions (frequency, power, pulse rates, and
characteristics, and so forth). It has been widely recognized that defense operations on the
modern electronic battlefield simply cannof be effectively conducted without full and real-
time intelligenée concerning the adversary's electronic order of battle (EOB) that is,
catalogues of the plethora of communications systems, radars, and other electro-magnetic

emitters which might be expected in area of operations.

143 pitts, Joseph R, Ibid.

144 Cereijo, Manuel, “Information Warfare (IW): Signals Intelligence (SIGINT), Electronic Warfare (EW)
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Moreover, countries in the region attempting to achieve greater defense self-reliance
generally recognize the value of capitalizing on 'force multipliers', of which electronic
warfare is one of the most potent. The acquisition of EW systems can be traded off against
that of expensive platforms to achieve greater defense capabilities within given budgetary
and other resource constraints. In the Asia-Pacific region, Japan is clearly the leader with
respect to the acquisition of advanced EW equipment. All of the major platforms of the
JASDF and JMSDF have advanced ESM systems for detecting, identifying and informing

counter-measures against electronic threats.'*’
3.5. ELECTRONIC INTELLIGENCE (ELINT) SYSTEMS

The mission of this class of equipment is mainly strategic, but also tactical. In their
strategic role, ELINT systems are capable of providing information about the technological
status of a potentially hostile country and on its military activity. This information will
have to be translated into plans that can have an impact on the political, military, and

industrial sphere.

Detection of signals generated by new equipment of higher quality or by the use of a new
frequency band must lead to the initiation of military and industrial programs for the
neutralization, if necessary, of these new threats. Detection of unusual electromagnetic
activity, or of the movement toward borders of a quantity of radar equipment, may suggest

some political moves are required to clarify the situation.

However, ELINT systems have an important tactical objective, as well as a strategic one.
Given the enormous amount of precise and detailed information known about emitters, an
ELINT system is capable of following the displacement of one single piece of equipment
and of providing a very accurate EOB. Furthermore, the available sensors are so precise
that an ELINT system can be the principal supplier of information for the libraries to be
loaded into the ESM, RWR, and ECM devices.'**

145 Cereijo, Manuel, Ibid.
146 Neri, F lippo, “Introduction to Electronic Defense Systems”, Artech House, Boston, 1991, p 321-322.
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3.5.1. ELINT Sensors
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Figure 3.10: Block diagram of an ELINT system.

Figure 3.10 shows the block diagram of an ELINT sensor. Since its task is not to give
immediate warning, but rather to give very precise measurements, well protected from
interference, an ELINT system is usually of the super heterodyne type, with a directive,
rotating, receiving antenna, which can be trained in directions of interest by means of
servomechanisms. This configuration provides ELINT systems with a high sensitivity that
allows detection ranges of a few hundred kilometers. In order to minimize the range
restriction resulting from the curvature of the earth, this equipment is often installed at
elevated sites. Thus the receiver has the capability of measuring many parameters with
great precision, to the point of being able to identify a specific device (finger printi_ng),
and, after integration with other data, may be able to identify the platform on which the
devices is installed. An ELINT system generally has several IF bands at its disposal and is
capable of analyzing the spectra of single emissions. It can load very long pulse buffers

stores to enable accurate analyses to be performed in delayed time. An operator may see
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the results on a display in both tabular and graphic form. The enormous mass of data is
extracted by the ELINT processing centers, either by a protected link or on recorded tapes

and discs.!"
3.5.2. The ELINT Processing Center
An ELINT processing center (Figure 3.11) has the following functions:

e Gathering of data and information.
e Generation of a data base.
e Generation of strategic information.

e Generation of tactical information (libraries for ED system).
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Figure 3.11: Diagram of an ELINT processing center.

To perform these functions, the ELINT processing center must be able to receive
information from both ELINT and other ES sensors, and from other intelligence
organizations. All information is formatted, that is, rendered homogeneous to allow

subsequent digital processing. It must be correlated, filtered, and analyzed by experts to

147 Neri, Flippo, Ibid, p 322.

72



extract potential strategic information and to add to data base memory. Once the data base
has been formed, depending on the political-military situation, operations experts will
prepare libraries for the various operational departments that will insert them into the

memories of ED equipment.'*®

3.6. THE HISTORY OF EW AND ELINT
3.6.1. The Dawn of EW and ELINT

The electronic warfare is almost as old as the use of electronic for military purposes. At the
time of the Russo-Japanese War, in 1904-1905, the Russian and Japanese fleets were well
equipped with WT (wireless telegraph) sets. The Japanese navy used the WT freely and
effectively to control the fleet, even though such transmissions often alerted the Russians
to the presence of Japanese ships. The Russian Navy on the other hand tightly controlled
its use of WT and exploited its passive and active modes tactically: a number of Russian
ships avoided trouble when they heard Japanese signals traffic before they were spotted,
and the Russians disrupted Japanese operations on several occasions by jamming their

communications with WT.!*

In World War I it consisted of jamming and intelligence analysis of radio and morse
transmissions used by ground formations. Radios were too heavy and bulky for the World
War I airplanes. During the inter-war years technological developments reduced the weight
of radios and just prior to the outbreak of World War Il radar was developed. Radar
allowed for the detection and tracking of aircraft.'> During World War II, the British,
using the Enigma machine, had almost perfect access to German operational codes. They
therefore knew, at the same time that the German field commander did, that the Luftwaffe
had been ordered to destroy the city of Coventry in centre England."”' By 1944 the use of
EW became widespread within the RAF's Bomber Command. The main purpose of

18 Neri, Flippo, Ibid, p. 322-324.

149 Raj, Manoj, “Airborne Electronic Countermeasures”, Air Combat Information Group, U.S.A., January
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1% Nederveen, Gilles Van, “Sparks Over Vietnam - The EB-66 and the Early Struggle of Tactical Electronic
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1 Friedman, George & Meredith, “The Future of War”, Crown Publishers Inc., New York, U.S.A., 1996, p.
324,
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different devices used was to confuse and dilute German defenses, make large bombers
inconspicious and make small aircraft look like large bombers, or make aircraft to appear
as moving at very low speeds.'>? Airborne electronic warfare was used extensively by the
United States Army Air Force (USAAF) in both the European and Pacific theaters during
World War II. Its purpose was to ensure that bombers got through the enemy’s radar-

guided defenses to bomb targets in Japan or Germany.'>

Before radar countermeasures could be conducted effectively considerable knowledge of
enemy radar emissions, referred to as ELINT (electronic intelligence) or RADINT (radar
intelligence), needed to be collected and analyzed. Specially modified aircraft, equipped
with radar investigational equipment, for the most part bombers, such as the B-24 or B-17,
and were used to “ferret” out enemy signals. B-24s and B-17s were outfitted with jamming
equipment and these accompanied the bomber streams. With electronic intelligence the
jammers could be tuned to the correct frequencies blinding the enemy’s radar or electronic
aids during the bombing missions. Mﬁch of this jamming capability would be jettisoned in
the swift demobilization that took place after V-J Day."** The belief that the peace would
be maintained or war waged by atomic bombs that could be carried by a single aircraft able
to penetrate any enemy’s defenses fostered the idea that jamming aircraft would no longer

be needed.
3.6.2. Korean War, EW and ELINT

The Korean War in 1950 found the U.S. unprepared for electronic warfare. Although
lacking jamming capability, the U.S. did have some electronic reconnaissance capability
when the Korean conflict began. It was limited to strategic bomber units, since atomic
bombing missions still needed to get through enemy defenses with atomic bombs. The Air
Force mapped electronic radar sites so bombers could reach their targets undetected or at
least with minimal exposure to an enemy"s air defense system. Tactical air forces, in

contrast, relied on speed, maneuverability, and the cover of darkness to carry out their

152 Raj, Manoj, Ibid.

1 Nederveen, Gilles Van, Ibid, p.4.
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interdiction missions. They did not develop electronic countermeasures to defeat the

enemy electronic ground defenses consisting of radar-controlled guns and searchlights.'>

During the Korean War, Far East Air Force (FEAF), operating from Japan and South
Korea, faced a formidable number of Soviet supplied air defense systems on the Korean
battlefield. Initially both FEAF and SAC (which controlled the B-29 bombers) were
unwilling to use the small number of jammers in the USAF inventory for fear of revealing
U.S. capabilities. However, in 1952 as North Korean radar-guided guns began to take their
toll on B-26 night intruder strikes and B-29 bombing raids, this tactic was changed. B-29
raids flew with jammer equipment fitted on board. The tactical aircraft unfortunately did
not have jammers. FEAF and Fifth Air Force had one RB-26, which could locate North
Korean radar signals and then photograph the actual radars for later strikes, but this system
was too cumbersome to be effective in North Korean combat. Fifth Air Force began to
convert more B-26s in an effort to build both an electronic reconnaissance and jammer

force for its tactical bomber units.

The Korean War was a reminder that tactical air forces required sophisticated electronic
reconnaissance capabilities in order to operate in enemy airspace.’® Strategic Air
Command’s RB-29 and RB-45 aircraft were pressed into service to collect ELINT over
North Korea and neighboring communist countries.'>’ Similar electronic reconnaissance
missions were flown around the Soviet Union to help ensure that strategic bombers would
be able to reach their targets. Since the end of World War II, Strategic Air Command had
flown modified bombers as strategic electronic reconnaissance aircraft. The most
important were the RB-29, RB-50, RB-45, RB-36, and RB-47. The ELINT data collected
underwent lengthy and comprehensive analysis at Offutt AFB.'*®

After the Korean War, electronic warfare continued to develop as a series of electronic
countermeasures (ECM) to enemy radar and communications systems were introduced. By
the late fifties, however, modern air defense systems employed a large number of radars

integrated through a complex command and control communications net. This linking of

133 Nederveen, Gilles Van, Ibid., p.4.

156 Nederveen, Gilles Van, Ibid, p-6.
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air defense weapons radars and command posts allowed an air defense commander to
direct more assets towards penetrators, making detection and destruction of attackers all
the more likely. In the context of tactical electronic warfare (EW), the term tactical
retained its classic distinction from the term strategic. It connoted a greater sense of

immediacy -the application of EW during and in direct support of tactical air operations.'*
3.6.3. United States-Vietnam War, EW and ELINT

Tactical Air Command (TAC) became involved in the growing operations in Southeast
Asia. Starting in 1965 the command sent RB-66Cs as the sole tactical electronic
intelligence (ELINT) collection aircraft for the Air Force. Navy collection aircraft operated
in the Gulf of Tonkin, but carrier space was limited. Larger aircraft like the EC-121K
“Warning Star” operated from Da Nang AB, South Vietnam after 1967. The RB-66C
jamming capability was also used against the North Vietnamese air defense system. In fact,
tactical electronic reconnaissance efforts in support of USAF operations over North
Vietnam were limited to the RB-66C. C-130B-II variants carried out a limited number of
ELINT/COMINT collection missions, but, due to survivability concerns, they could not
enter North Vietnamese air space. Although EB-57s assigned to Air Defense Command
carried jamming gear to act as radar targets for fighters and radar sites stateside, they were
not deployed to Vietnam.'®® The USAF deployed RB-66Cs aircraft to Tan Son Nhut Air
Base, South Vietnam from Shaw to provide PACAF (Pacific Air Force) an electronic
intelligence (ELINT) capability over Vietnam.

So long as the USAF was involved in Vietnam it had to continue to rely on the EB-66 fleet
for electronic reconnaissance and jamming missions over the northern provinces of North
Vietnam. Two to four EB-66s usually took part in this jamming, depending upon such
factors as weather, the area to be reconnoitered, and North Vietnamese defenses. When the
drones were flying at low altitude into the SAM defenses protecting Hanoi and Haiphong,
the EB-66s aligned themselves with the programmed flight path so that the most dangerous
of the North Vietnamese acquisition and missile system radars would be transmitting

directly into the jamming beam. The EB-66C was assigned to this duty since its steerable

139 Nederveen, Gilles Van, Ibid, p. 4-5.
1% Nederveen, Gilles Van, Ibid, p. 17-18.
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antennas concentrated jamming at greater signal strength than the omnidirectional E model

antennas. 161

The original mission of the EB-66C was in performance of the classic electronic
reconnaissance role. It gathered ELINT data for the identification, analysis, and location of
radars making up the enemy order of battle. However, as SAM sites proliferated and the
threat to strike aircraft multiplied, emphasis was diverted from ELINT to real-time
electronic réconnaissance in support of strike sorties. In May 1965, the North Vietnamese
air defense network was still in an embryonic phase and tactical electronic reconnaissance
aircraft operated over most of the country with relative impunity. Penetration and
peripheral reconnaissance were performed in a continuing effort to monitor the growth of
the radar order of battle in the ensuring months. When performing ELINT collection
missions, as prescribed by flight planners, hostile radar emissions were located and
recorded for subsequent analysis. When a radar emission was intercepted, the EWO
responsible for the frequency band in which it was operating took a series of relative
bearings to the transmitter site. The converging bearings were later manually plotted to
determine the site location. The time required to acquire the necessary data for location and
analysis was primarily a function of aircraft speed and distance to the site. Normally, it
varied from six to ten minutes for the EB-66C. Other variables such as EWO operator
technique and ground site transmission patterns also affected the data collection times. The
ELINT gathering task retained its traditional primacy during the early operational phase of
the EB-66C in Southeast Asia.

The EB-66E support to drone operations used a variety of jamming packages to provide
across-the-board jamming against enemy early-warning, acquisition, ground control
intercept, SAM, and fire control radars. The best jamming position for the EB-66E was
when the drone was between the radar aﬁd EB-66 aircraft. For missions in the Hanoi-
Haiphong area, the orbit was immediately offshore. In lower route packages EB-66Es were
positioned either on the east or west side of North Vietnam or on both sides to cover
opposing look angles. A key to successful support of drone operations was, knowing the
location of the drone in relation to the primafy threat radars. Until 1969 the EB-66s and

DC-130 drone director aircraft lacked secure in-flight communications which hindered

161 Nederveen, Gilles Van, Ibid, p. 59.
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even the most effective positioning of the jammer aircraft. ' As the Vietnam War came to
an end in 1974, and the last EB-66C/Es were retired. With the retirement of the EB-66 fleet
in 1974, however, the US Navy’s EA-6B was the most capable electronic warfare platform
in the U.S. inventory.

Electronic warfare, by its very nature, is dynamic. For every development, there is a
countermeasure. Therefore, electronic warfare is never constant and establishing an
effectiveness rate is difficult at best. During the Vietnam War, however, the USAF
Security Service was tasked by the Chief of Staff in 1967 to produce an electronic warfare
study that examined the effectiveness of electronic warfare, including jamming, over North
Vietnam. But since so much jamming occurred simultaneously, from USAF EB-66s and
pods and the Navy, the Security Service was not able to establish the extent to which each
individual system had contributed to the total effort. It was nevertheless recognized in the
study that electronic warfare had saved aircraft from enemy air defense threats and was

thus considered the cornerstone of any future air operations.'®®

3.6.4. Arab-Israel War

Immediately after the WWII, the development of the EW was slow, but it received an
immense boast during the US engagement in SEA, and also due to appearance of large
numbers of Soviet-built SAMs in the Middle East, where these were continuously
confronting the Israeli Air Force during the Arab-Israel War. Initially during these
conflicts, the western systems were foremost used to identify the threat and advise the pilot
to take necessary steps to counter it. Subsequently their sophistication increased, and the
simple systems were made capable of not only detecting the threat, but also countering it

by electronic countermeasures.

Already at this time - during the early 1970s - it became common for every new radar to
soon be followed by a system of appropriate electronic countermeasures (ECM), and in
turn every ECM-system to be followed by the system of electronic counter-counter-
measures (ECCM), that in turn was followed by the further development of the radar and

the ECCM-systems so these can counter the ECM. Initially, such modifications were

162 Nederveen, Gilles Van, Ibid, p. 38-39.
163 Nederveen, Gilles Van, Ibid, p. 83.
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crude, and problematic to deploy, but today it is possible to modify any of the three
components - radar, ECM, and the ECCM - in a matter of few hours. That is, unless a new

164 During the

threat incorporates some new kind of fundamental advance in technology.
Vietnam War pod protection had improved with each new electronic development,
however, North Vietnamese air defenses used an older type radar acquisition system than
the newer Soviet systems. The pod protection approach proved ineffective during the
Arab-Israeli 1973 Yom Kippur War, when older U.S. designed pods failed to jam the SA-6
“Gainful” SAMs. The SA-6s radars operated in a portion of the frequency spectrum never
used before by the Soviets. Israeli Air Force pilots attempted to compensate for their lack
of jamming capability by flying lower to get under the SA-6’s radar coverage. This tactic
placed them into the heart of the ZSU-23-4 (a mobile AAA gun) threat envelope and
accounted for high Israeli losses.!®® During 1973 Arab-Isracli War, Israeli electronic
warfare specialist managed to disrupt communication between Syria and Egypt by

precisely overlaying the Arab Morse code with their own pulses. ¢

The SA-6 caused a considerable surprise for the Israelis -and the West in total- as at the
time these had no ECM-system capable of effective countermeasures against the CW
(continuous-wave) radars. The SA-6 initially caused to the Israeli Air Force to avoid flying
into certain areas, or to fly in a very specific manner -which then exposed the Israeli
aircraft to other weapons, foremost MiG-21 interceptors and ZSU-23-4 radar-guided guns,
that caused even more losses. This situation -as well as the heavy overclaiming of the
number of Israeli aircraft shot down by Arab SAMs- caused such a shock in Israel and in
the West, that most of the observers failed to observe the fact that already a more careful
choice of tactics decreased the rate of losses to SA-6 almost to nil by the end of the first
week of the war. In fact, subsequently the MiGs and ZSU-23-4s scored more Kkills against
Israeli aircraft than the SA-6s.

After an emergency airlift of U.S. ALQ-101/119 pods programmed to counter the SA-6

radar, the Israeli Air Force was able to reestablish air superiority. And the appearance of

164 Raj, Manoj, “Airborne Electronic Countermeasures”, Air Combat Information Group, U.S.A., January
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the SA-6 was a reason for a large number of important developments that were to follow,
one of which was the development of low-observable or stealth aircraft, while others were
a fast series of new technologies developed in the arena of ECM and ECCM. This
development is characteristic for the ping-pong game the EW actually is, and which - for
all practical purposes - is being continued right into our days. The only difference now is,
that the electronic warfare today is less a matter of "East vs. West" conflict, and far more
the question of competition between different companies from the defense sectors of

different states.'®’
3.6.5. Cold War (Related to Turkey), EW and ELINT

The United States had tremendous geographical advantages in ELINT task. U.S. aircraft
based Europe, Turkey, Iran, Pakistan, Korea, Japan, and the United States could probe
virtually any portion of the Soviet periphery, from the North Cape of Norway to the Bering
Strait. The Soviets were unable to reach either coast of the United States because their
aircraft lacked the range to travel that distance and return.'®®

US intelligence intercept site (ELINT) was perched on a 200 meter cliff overlooking the
Black Sea called “Boztepe™ in Trabzon and only 100 kilometers from the border of Soviet
Georgia to the north east and only 150 kilometers from Soviet Armenia to the east. The
Russian Soviet Federation was only 150 kilometers due north across the Black Sea. The
Ukraine Soviet Socialist Republic was only 200 kilometers to the North West across the
Black sea.

Among the first American units was the USAF Security Service TUSLOG (Turkish-U.S.

Logistics) Detachment-3 in Ankara, That group rapidly moved to create Detachments 3-1

in Trabzon and 3-2 in Samsun, Turkey. Both were operating by 1956.'%

'*” Raj, Manoj, Ibid.
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In addition to the L-Band to X-Band surveillance equipment like US had at Hof, Germany,
the Trabzon ELINT station had 4 full Telemetry receiving stations that covered HF to UHF
frequencies, basically 1 Mhz to 1000 Mhz.'™

Figure 3.12: United States ELINT station in Boztepe-Trabzon

The C-130 (reconnaissance aircraft) departed Incirlik on a reconnaissance mission along
the Turkish-Soviet Armenian border. It was to fly from Adana to Trabzon, Turkey on the
Black Sea coast, turn right and fly to Van, Turkey. From Van, the pilot was to reverse

course and fly a race-track pattern between Van and Trabzon.'”!

The growth of ELINT systems in East Germany in both size and sophistication, combined
with data learned about Soviet air defense systems from Arab-Israeli wars, prompted
USAFE to request and receive its own share of what came to be considered as a precious

asset.

At the conclusion of the 1973 Arab-Isracli War, the USAF entered into a period of
doctrinal realignments. During the Vietnam War a series of modified fighters had been
developed which could acquire the emission of SAM and AAA radars and launch guided

weapons at these sites. In the seventies the Air Force believed that these aircraft, called

1% Gallimore, Jack M., Ibid, p. 41.
1"t Gallimore, Jack M., Ibid, p.39.
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Wild Weasels, could precede strike aircraft to their targets. This concept was known as
suppression of enemy air defenses (SEAD). The Wild Weasel would destroy or, at the very
least, suppress enemy radar systems allowing strike fighters to reach their targets.
However, USAFE faced a bigger challenge as the U.S. military focus shifted back to the
Central Front in West Germany after the Vietnam War. The Soviet Union had emplaced an
integrated air defense system of such magnitude that, for SEAD to work, a part of the radar
network would have to be jammed. Before it could be jammed the radars had to mapped
and catalogued. PACAF faced a similar challenge in Korea. The first priority was therefore

to obtain some type of ELINT collector.!”

Electronic reconnaissance (ER) missions are flown to acquire information on the enemy’s
electronic system such as radars and communications nets. The electronic intelligence
(ELINT) information these flights gather is charted to produce a comprehensive overview
of an enemy’s electronic network, referred to as its electronic order of battle (EOB). In the
Cold War years ferret flights captured and identified signals emanating from the constantly
changing equipment of adversaries. The purpose was to pinpoint the transmitting stations
before the Soviets, Chinese, or others were alerted to the presence of the collecting

aircraft.!”

ELINT collection requires sensitive receivers, direction finding (DF) equipment
" to pinpoint the location of sites, and sophisticated equipment to measure the operating

characteristics of electronic systems.'”*

In tactical air command (TAC)’s view electronic reconnaissance was to provide warning of
AAA/SAM radar activity to help strike forces initiate evasive maneuvers, guide strike
aircraft away from SAM infested areas, help hunter-killer teams in suppressing enemy
radar and SAM sites, and gauge the effectiveness of jamming on enemy systems. These
reconnaissance missions were to be performed in support of air operations and they were
distinct and separate from strategic intelligénce collection efforts. They were to be oriented
to information collection that had an immediate and significant effect on the conduct of
tactical air operations. The product of the electronic intercept and direction finding activity

was to be used initially to counter the enemy and, as a second priority, to provide inputs for
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intelligence efforts. The data gathered through tactical electronic reconnaissance is not
analyzed for signal parameters or subject to complex electronic signal breakdown, but
instead is used to detect tactical advantages over the battlefield.'”® During the Cold War
period of 1945-1977, a total of more than 40 U.S. reconnaissance aircraft were shot

down.'”®

3.6.6. Operation Desert Storm (Gulf War-I)

Iraq was not prepared for air forces that had modern, near-real time targeting capability,
sustained air superiority, the ability to sustain massed offensive attack strength over the
battlefield, modern sensors and all-weather combat systems, effective passive and active
countermeasures against ground based air defenses, and precision-guided weapons capable

of killing at ranges outside the coverage of Iraq's short-ranged air defenses.'”’

At the beginning of Operation Desert Shield force deployment; there essentially was no
existing US military command, control, communications, and computer (C*) infrastructure
in the region. Iraq's passivity gave the Coalition the time it needed. The Coalition had the
time to deploy both the aircraft it needed, and the required support systems and C*I/BM
capabilities. By mid-January, the Coalition had established the largest C* network ever

assembled.'”

The first deployments to theater included US airborne warning and control system
(AWACS) aircraft to enhance the development of an air picture for coalition military
leadership and forces. This knowledge not only was critical to the defense of Saudi Arabia
against air threats, but also helped monitor Iraqi training activity and improve coalition
understanding of the Iraqi air force's readiness levels and sortie-generation capability.
Behind the initial air defense force deployments came a plethora of reconnaissance and
surveillance aircraft to monitor Iraqi activities and define orders of battle. These included

RF-4s, RC-135s, TR-1s, P-3s, E-2s, RF-5s, and specially conﬁgured' F-14s and Tornado
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site: http://www.aipress.com/jackmem_ 06 BOZTEPE.pdf

177 Cordesman, Anthony H., “Struggle for Air Supremacy”, CSIS, Washington, D.C., US.A., 15 October
1994, p.406, Available on site: www.csis.org_burke reports 941015lessonsgulflV-chap06

178 Department of Defense, “Conduct of the Persian Gulf War: Final Report”, Department of Defense,
Washington D.C., U.S.A., April, 1992, p 140, Available on site: http://www.defenselink. mil/ezecsec/
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GR1As--a total of more than 100 such aircraft. Additionally, Pioneer unmanned aerial
vehicles flew nearly 300 reconnaissance and ELINT sorties.'”® Two experimental E-8 joint
surveillance target attack radar system (JSTARS) aircraft contributed theirs own brand of
near-real-time battlefield reconnaissance. Though using them was a risky gambit (because
of their developmental status), these aircraft provided tracking of both friendly and enemy
forces, thus reducing fratricide and making possible some spectacular -usually one-sided-
air-to-ground engagements such as the one that produced the now-famous "highway of
death." On top of all that, a significant array of military and civilian space systems
augmented air-breathing reconnaissance and surveillance systems, providing

meteorological information and imagery of various types.

The first Iraqi targets attacked were air defense, leadership (including command, control,
communications, and intelligence c 1]), and electrical grids, all of which had the highest
priority because of their impact on the Iraqis' flow of information. The integrated air
defense command and control (C?) system, known as Kari, provided tracking and targeting
information for Iraqi fighter and surface-to-air missile (SAM) engagements of coalition
aircraft. Breaking down this flow of information would fragment the enemy's air defense
effort, forcing his SAMs into autonomous mode and leaving his interceptors virtually
helpless. This situation allowed coalition aircraft to exploit Iraqi airspace at will.
Leadership C’I targets provided linkages between the highly centralized decision-making
elements (principally Saddam) and both the Iragi population and the fielded military
forces. Disrupting these systems would upset and discredit the regime, while

simultaneously reducing its capability to control military forces.'*°

To build and maintain this pressure, the US brought a tremendous array of electronic
warfare systems to the fight. Other coalition partners contributed a few systems, such as
the British Tornado GR1As, but the US prévided the vast majority. Before and during the
war, satellites and airborne systems collected electronic intelligence (ELINT), finding and
fixing C3I nodes of all types for later attention from less benign systems such as the
USAF's 61 F-4Gs and 12 specially configured F-16 Wild Weasels, highly sophisticated

systems capable of detecting and destroying electronic radiation sources (especially radar

17 Keaney, Thomas A., and Eliot A. Cohen, “Gulf War Air Power Survey Summary Report”, Department of
the Air Force, Washington, D.C., U.S.A., 1993, p. 184-195.
180 Keaney, Thomas A., and Eliot A. Cohen, Ibid, p. 36-37.
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emissions) with high-speed antiradiation missiles (HARM) and Shrike antiradiation
missiles. The Navy and Marines contributed less sophisticated -yet very capable- F/A-18,
EA-6B, and A-7 HARM and Shrike shooters. These aircraft could detect and shoot at
radiation sources but, lacking some of the information available to the Weasels, could
never be sure they had released their missiles within range of the target. Many strike
aircraft carried their own ELINT and electronic jamming equipment to counter Iraqi
attempts to track and shoot them with radar-guided systems; additionally, EF-111s, EC-
130s, and EA-6Bs accompanied most strike packages, employing even more sophisticated
(and powerful) jamming equipment.'®' The Iragi Army was unable to challenge the U.S.
for two reasons: first, their intelligence was so poor that they were not aware of a
multidivisional force maneuvering within miles of their front lines; second, both their
strategic and tactical communications had been so badly damaged that the chain of
command no longer functioned well enough to assure control during a counterattack. %
The apparent Iraqi fears that radiating was both futile and dangerous were certainly well
founded, if not totally accurate. The enemy's ability to collect and use information was

severely disrupted, but creating that deficit represents only half the battle.'*

US air forces dominated every aspect of reconnaissance, electronic warfare, and command
and control activity. They flew 90% of all reconnaissance missions, 96% of all command
and control missions, and 97% of all electronic warfare missions.'®*

These figures on sortie numbers reflect the fact that US forces had superior numbers and
power projection capabilities. They also reflect the fact that the air battles in Desert Storm
were dominated by US air forces that were higﬁ technology forces, and which integrated
attack and air defense aircraft with a complex mix of command and control,
reconnaissance and targeting, intelligence, electronic warfare, and refueling and support

aircraft.

181 Keaney, Thomas A., and Eliot A. Cohen, Ibid, p. 195-197.

182 Briedman, George & Meredith, “The Future of War”, Crown Publishers Inc., New York, U.S.A., 1996, p.
301.

18 Mann, Col Edward, “Desert Storm: The First Information War?”, Aerospace Power Journal, U.S.A.,
Winter 1994, Available on site: http://www.iwar.org uk/iwar/resources/airchronicles/manl.htm
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Table 3.1: The Impact of Coalition Air Forces: Electronic Warfare and C* Missions.'®®

Reconnaissance c Electronic Warfare
ABCCC
Revoce | SLAR [Observ] Total E&ﬂy C4 | Tot] ECM *ESM‘ EW Total | TOT
Warning

us
Air Force 869 o442|1311| 200379 (24| 604| 0| 190/ 1,388 1,578
Navy 1,090 o241 1,431 1,043 o] o] 1143 5| 260 ol 265
Cﬁi“e 3| of o 3| 157 olo| 157/ 0] 17| 326 343
Fof‘;’:"“' 2| o] of 2] of olo] o|o| o s4] w
Army ol147| ol 147{ o ojo ol 6] s47| 15| 568
Subtotal 2,064 | 147 | 683 | 2,894 | 1,501 | 379 |24 | 1,904 |11 | 1,014 | 1,813 [2,838
SaudiArsbia | 18| o| o] us| of ss|o] s|[o] o o| o
UK 156! of ol 156] ol so)lo] =0
France 62| o] ol 6| o] ofo olo] o ol o
Canada ol o o o] o ofo olo| o ol o
Kurwait ol o o ol o] ofo olo| o o] o
Bahrain ol o] o ol o o]o olo] o ol o
Italy ol o| o ol o 0|0 0| 0 0 ] 0
UAE 6] o o 6| o] olo olo| o o] o
Qatar ol of o ol o] ofo ol ol o ol o
Subtotal 336| o| of 336 of ss{o| 85| o s0 o| so
Total 2,406 | 147 | 683 | 3,236 | 1,501 | 464 |24 | 1,980 |11 [ 1,094 | 1,813 p.918

ABCCC=Anborne battlefield command and control center. ECM=Electronic countermeasures.
ESM=Electronic support measures or intelligence. C4=Command, control, commumications, and computers.
CAP=Combat air patro] SLAR=Side looking airbome radar.

Table 3.1 shows that the US had an effective monopoly of medium and long range
bombers (F-111 and B-52G), the only “stealth" aircraft (F-117A), the only forward air
control aircraft, the only gunships, and the only dedicated tank-killing close air support

aircraft. The US had a near monopoly of dedicated electronic warfare aircraft like the EA-

6B and EF-111, and while the Tornado and Mirage 2000 are excellent combat aircraft, the

185 Cordesman, Anthony H., Ibid, p. 434-436.
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F-14B, F-15C, F-15E, and A-6E had an important margin of superiority in terms of strike

and beyond visual range combat capabilities.'®

US air units were located in more than 20 different locations in Saudi Arabia by the time
that Desert Storm began. Even a comparatively small deployment like the US presence in
Turkey involved over 130 planes. These included 28 F-15Cs for air superiority operations;
a mix of 46 F-18C, F-111E, and F-4 strike airplanes; and a mix of 32 RF-4C, F-18C, and
EF-111A Wild Weasel and electronic warfare aircraft. It also included 30 other support

aircraft for AWACS, reconnaissance, tanking, and intelligence gathering.'®’

Coalition electronic warfare (EW) capabilities played a critical role in winning air
supremacy, and in allowing Coalition strike/attack aircraft to survive over the battlefield.
At the same time, it is not possible to transform this lesson of the Gulf War into some
precise ranking of the importance of electronic warfare capabilities relative to other
Coalition activities. Much of the unclassified data on electronic warfare provides only a
limited or inaccurate picture of the role of such systems.'®® More generally, the electronic
warfare effort was only part of the effort to "blind" the Iraqi Air Force and ground-based
air defenses. It interacted with a massive series of strikes on Iraqi air sensors and command
and control facilities, the F-4G Wild Weasel, Tornadoes, and other aircraft using
antiradiation missiles. Further, special intelligence aircraft to the rear monitored Iraq
communications and Iraqi radar activity. Some of these Coalition aircraft could instantly
detect Iraqi radar activity, characterize the emitter, and locate it from deep behind the
battlefield. They played a role in "blinding" the Iraqi forces by allowing the ABCCC and
AWACS aircraft to guide strike/attack aircraft away from emitters and vector in aircraft

with anti-radiation missiles.

Two key Coalition strike systems -the F-117 and cruise missile- did not require extensive
protection from electronic warfare, although the F-117 had protection from EF-111
jammers even in flying missions that minimized exposure to Iraqi radars. It used such

support on the first day of the war, and in some of its later attack sorties.'> Virtually all of

136 Cordesman, Anthony H., Ibid, p. 411.

187 Cordesman, Anthony H., Ibid, p.411.

18 Morse, Stan, ed., “Gulf Air War Debrief’, Aerospace Magazine, London, UK., 1991, p. 36-37.
1% Electronic Defense Magazine, Washington, U.S.A., May, 1991, p. 37-39.
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the other strike/attack aircraft and helicopters, however, were protected by on-board EW
electronics in the aircraft, pods mounted on the aircraft, and specialized electronic warfare

aircraft that flew as escorts.

Many aircraft carried their own electronic warfare protection. This was true of many
British, French, Saudi and US aircraft -although the RAF was forced into a crash upgrade
effort to provide electronic warfare capability. The RAF's Tornado GR1 did have the
Marconi Sky Shadow jamming/deception pod, a radar warning and homing receiver, and
dispensable chaff and flares. However, the RAF air defense variants of the Tornado F3 had
a radar warning and homing receiver, but were not rigged to carry expendable chaff and
flare countermeasures before the Gulf War, although the same aircraft supplied to the
RSAF had such capability. This experience illustrates the level of risk inherent in
underfunding first line combat forces in peacetime.'”

Specialized electronic warfare aircraft played a major role in the war for air supremacy. As
Table 3.2 shows, the Coalition flew nearly 3,000 dedicated missions in this role, in
addition to the tens of thousands of sorties other aircraft from other aircraft with their on-
board EW systems or pods. Virtually all of these specialized electronic warfare aircraft
were US aircraft. The US flew all but 80 of fixed-wing electronic warfare sorties during
the Gulf War, which were flown by British Nimrod aircraft in the naval defense role.!*!
The only other specialized electronic warfare activity came from a French DC-8 Sarigue, a
French EC-160, and two modified SA-330 Puma helicopters- whose function and activity
level remains classified.'?

According to observation-orientation-decision-action (OODA) loop theory, this kind of
offensive effort can "enmesh the adversary in a world of uncertainty, doubt, mistrust,
confusion, disorder, fear, panic, chaos . . . and/or fold back inside himself so that he cannot
cope with events/efforts as they unfold." This factor probably contributed greatly to the
mass desertions and surrenders of Iraqi troops and almost certainly to their general

3

ineffectiveness as a cohesive fighting force.

190 price, Alfred, “EW additions for the RAF”, Military Technology Magazine, U.S.A., December 1991, p.
82-84.

1 Keaney, Thomas A. and Eliot A. Cohen, “Gulf War Air Power Survey: Summary Report”, Department of
the Air Force, Washington, D.C., U.S.A., 1993, p. 195-197.

92 Morse, Stan, ed., Ibid, p. 36-37.
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Table 3.2: US. Electronic Warfare Aircraft in the Gulf War.'>

’ ' Number on Tofal Sorties Flown
Type/Location Service Type 20 Jan 1991 in War By All
Aircraft of Type
EF-111A Raven
At-Taif, Saudi Arabia USAF EF-111A 18
Incirlik, Tudkey USAF EF-111A 18
Total 36 1,105
EC-130H
King Fahd Saudi Arabia USAF EC-130H 2
Riyadh, Saudi Arabia USAF EC-130H 7
Bateen, UAE USAF EC-130H 6
Tncirlik, Tarkey USAF ECI30H |3
Total 18 430
EA-6B Prowler
Adircraft Carriers USN EA-6B 27 1126
Shaikh Isa Bahrain UsMC EA-6B 12 504
F-4G Wild Weasel
Shaikh Iza, Bahrain USAF FA4AG 48
Incirlik, Turkey USAF F-4G 12
Total 60 2,683
F.16C
Incirlik, Turkey USAF F-16C 13 -
RC-135V Rivet Joint
USAF EC-135 ? 24(7)
NAVY
Tiddah, Saudi Arabia USNavy EA-3B 2 -
Bahrain Itnl., Bahrain USNavy EP-3E 2 ]
Masirah, Oman USNavy EP-3E 1 -
Bahrain Ital., Bahrain USNavy F3B(RP) | 2 .
Total 7
EC-130H Compass Call
USSOCCENT EC-130 8 450

Of course, this disruption of the adversary's flow of information represents only one side of

the equation. The real objective is to complete one's own OODA cycles faster than the

19 Cordesman, Anthony H., Ibid, p. 468-469.
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adversary completes his; thus, while "stretching-out the adversary's cycle time," one must
also "compress his own." Although caught somewhat flat-footed in August 1990, the
coalition immediately began working this part of the equation and continued with a

vengeance until the air war began in Jan. 1991.

The OODA loop can be thought of as being the C* loop. It is actually being referred that all
aspects of what we call C’1 (or C* -the fourth C standing for computers). Logically, then,
(1) intelligence provides observation (in accordance with command elements'
requirements); (2) working together, intelligence and command elements provide
orientation (i.e., they determine what to observe, which observed information is of greatest
value, and how it is to be used in making decisions); (3) command elements make
necessary decisions and direct the actions required to execute those decisions; and (4) field
units and their discrete elements (aircraft, tanks, people, etc.) execute the directed actions
(and contribute to observation through postaction reports, at which point the cycle begins‘
again). All these elements are interconnected through the communications element of cL
The whole can be only as strong as the weakest link. Even though at least one of its links
was very weak indeed (i.e., orientation, discussed below), the coalition -after weathering a

slow start- would eventually dominate in every element of this cycle.'**

The US employed two drones to support the electronic warfare mission by decoying
radars, providing tactical deception, and designating targets. The BQM-74 was a drone
used to decoy radars, and create confusion, by providing false targets. It was used
extensively on the first night of Desert Storm and aided Wild Weasel targeting. It provoked
a major reaction from Iraq anti-aircraft guns and missile batteries and surveillance
radars.!”

The TALD, or tactical air-launched decoy, was used extensively by US Navy and USMC

aircraft during Desert Storm, and met roughly the same mission need as the BQM-74."%

19 Mann, Col Edward, “Desert Storm: The First Information War?”, Aerospace Power Journal, U.S.A.,
Winter 1994, Available on site: http://www.iwar.org. uk/iwar/resources/airchronicles/man1.htm

193 Eliot A. Cohen, “Gulf War Air Power Survey”, Volume IV, Part I, Department of the Air Force,
Washington, D.C., U.S.A., 1993, p. 102-103.

1% Eliot A. Cohen, Ibid, p. 103-104.
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The EF-111 uses the AN/ALQ-99E jamming subsystem, which scans across frequency
bands under computer or manual control. When threats are identified, it initiates
countermeasures either automatically or under EW officer's control. The EF-111 jammed
the radars in the integrated Iraqi KARI air defense net. The EF-111 often operated in direct
support role because Iraqi air defenses were too weak to require stand-off jamming. The
EF-111 operated in the heavily defended areas around Baghdad, H2/H-3 and Scud launch
zones during the war. The EF-111 has terrain-following capability and is able to keep up
with strike/attack aircraft even in demanding high speed mission profiles. The EF-111 had
no combat losses and only one non-combat loss. EA-6B’s capabilities are similar to EF-
111. EA-6B jammed the radars in the integrated Iraqi KARI air defense net and tracking
radars. They launched TALD decoys to lead Iraqi radar operators to emit, and jammed to
force increased radar activity, so Iraqis could be attacked by HARM. They often operated
in direct support role because Iraqi air defenses were too weak to require stand-off
jamming. They operated in the heavily defended areas around Baghdad during the war.
Some speed problems in keeping up with strike/attack aircraft. EA-6B could fire a
maximum of two HARMSs. It accompanied virtually all USN air strikes into Iraq. They
were currently being upgraded along with the EF-11 1.77

F-4G Wild Weasel were used to accompany Coalition strike packages early in war, and
then acted as "Weasel Police" to continuously suppress Iraqi radars by patrolling the area
over the battlefield. It used HARMs to attack Iraqi radars, particularly air defense radars.
Navy EW Aircrafts performed a wide range of naval jamming and electronic warfare
functions. RC-135V Rivet Joint worked with AWACS and ground stations as electronic
intelligence collection platform that provided enhanced awareness of enemy air and ground
activity. They precisely located and characterize enemy radio and radar activity. They
provided direct near-real time support to theater and tactical commanders in some cases.
RC-135V flew standoff missions as close to Iraqi airspace as threats permitted. EC-130H
Compass Call was used confuses and disrupts Iraqi command and control communications,
in either a manual or automatic mode. They gathered intelligence on Iraqi communications,
and disrupted Iraqi voice systems. They provided 24 hour a day surveillance of Iraqi

communications for 44 days. Air EW activity limited by lack of Iraqi air activity, but

7 Cordesman, Anthony H., Ibid, p. 468-469.
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effectively jammed tactical air, anti-aircraft, artillery, surface-to-air missile, and battlefield
communications. They supported EW training of US and Egyptian forces during Desert
Shield."”®

3.6.7. Kosovo Crisis, EW & ELINT

NATO launched military operations only as a last resort when it was clear that the
diplomatic track would not deliver a solution, whilst at the same time the humanitarian
situation on the ground had deteriorated to such an extent that outside intervention became

essential in order to avert a humanitarian catastrophe.

Targets for air strikes were selected by the NATO Military Authorities, acting in
accordance with guidance agreed by the North Atlantic Council on broad sets of targets
and the requirement to minimize collateral damage. The North Atlantic Council was not
involved in the detailed process of target selection. Individual Allies were responsible for

the clearance of the targets assigned to them by NATO.

Various systems were employed to assess battlefield damage, all complementary to each
other rather than being mutually exclusive. Reconnaissance aircraft, Unmanned Aerial
Vehicles, satellite imagery and other intelligence gathering systems all provided data that

could be used to assess the amount of damage caused by the NATO bombing campaign.'*

In the light of our experience during the air campaign, the UK national Battle Damage
Assessment/targeting process has been fully reviewed and a series of recommendations for

follow-up action highlighted. These include:

o the need to ensure the most appropriate mix of Intelligence, Surveillance and
Reconnaissance assets is available to provide Battle Damage Assessment;

o sufficient background information should be compiled to enable the accurate
assessment of the impact of operations and of an adversary’s remaining capability;

e and the limitations of the human eye and weapons systems video should be

recognized and, where possible, supporting intelligence material obtained.

198 Cordesman, Anthony H., Ibid, p. 468-469.
199 Secretary of State for Defence, “Kosovo: Lessons From The Crisis”, Ministry of Defence, London, UK.,
2002, Available on site: http://www.mod.uk/publications/kosovo_lessons/chapter7.htm

92



The E-3D aircraft, although originally designed as AEW aircraft, were employed in the
Airborne Warning and Control (AWACS) role as part of a complex command and control
operation guiding hundreds of Alliance aircraft in what had become the busiest airspace in
the world. This stretched the aircraft’s resources, and the long term sustainability of using

the aircraft in this role is being addressed.

The United States was very pleased with the performance of its GPS-guided JDAM, which

was used accurately and effectively in all weathers.

NATO encountered significant difficulty in locating and positively identifying mobile
ground targets. Given the long period over which the crisis had been developing, the
Yugoslav/Serbian security forces had had time to disperse their personnel, equipment and
logistics resources. In order to engage such targets more effectively, Allies and partners

need to look to acquire/develop:

e An improved Intelligence, Surveillance and Reconnaissance capability, to enable us
to detect the right targets, in all weathers, and to distribute the intelligence to those
who need it in timely fashion. Our planned all-weather Airborne Stand Off Radar
(ASTOR) aircraft will greatly enhance our battlefield surveillance capability,
alongside existing Allied capabilities such as the US JSTARS and Unmanned
Aerial Vehicles, including the UK Army’s PHOENIX and planned successor
systems such as SENDER and SPECTATOR. As technology advances, it should
also become easier to detect where assets have been concealed; |

¢ Improved real-time "sensor-to-shooter" communications/data links (ELINT sensors
to enable faster communication between intelligence gathering assets and the

means of attacking the target e.g. a pilot in an aircraft on patrol);

Electronic Warfare (EW) and Suppression of Enemy Air Defense (SEAD) capabilities
were vital force enablers during the air campaign. The first stage of the air operation was
aimed at (and succeeded in) degrading the Yugoslav Integrated Air Defense System, but as

a threat remained, force packages were escorted by EW and SEAD-capable aircraft to
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counter these threats as they arose. The bulk of this effort was provided by the United

States, although other Allies, including the UK to a very limited extent, played a role.% ,

3.6.8. Operation to Afghanistan

The coalition presses Taliban in Afghanistan with SEAD, ELINT, and electronic attack. At ‘
press time, the US-led campaign against the Afghanistan had entered a stage where small
numbers of grounds troops -special-operations forces. This followed nearly two weeks of
steady bombing of military targets in which aircraft armed with precision-guided weapons

continued to do most of the work.

A variety of US fixed-wing combat aircraft are taking part in the operations. US Air Force
(USAF) B-1Bs, B-2s, and B-52s are seeing combat, as are US Navy F/A-18s and F-14s -all
of which are dropping GPS- and laser-guided munitions on targets: air-defense sites;
airfields (and on the aircraft on the ground themselves); military garrisons and training
camps; command, control, and communications sites; maintenance and storage facilities.
Early results seemed impressive, as demonstrated by the reconnaissance photos taken for
bomb-damage assessment. The US had also begun AC-130H/U gunship sorties followed
by BLU-82 daisy cutter fuel-air munitions attacks by MC-130 Combat Talons.*!

Based on aircraft carriers in the Indian Ocean and supporting the strike aircraft are EA-6B
Prowlers for escort and communications jamming - using the aircraft's AN/ALQ-99 and
AN/USQ-113(V) jammers, respectively - and E-2C Hawkeyes for airborne early warning
and most probably some command-and-control responsibilities, as in Operation Allied
Force over the former Yugoslavia. Also in theater, according to sources, are USAF RC-135
Rivet Joint signals-intelligence (SIGINT) aircraft; EC-130H Compass Call
communications-jamming and -deception planes; EC-130E Commando Solo aircraft,
which broadcast messages and drop leaflets to the Afghan people from the US military;

and U-2 high-altitude spy planes. There have also been reports of Predator unmanned

200 Gecretary of State for Defence, “Kosovo: Lessons From The Crisis”, Ministry of Defence, London, UK.,
2002, Available on site: http://www.mod.uk/publications/kosovo_lessons/chapter7.htm

201 Chaisson, Kernan, and Brendan P. Rivers, with Patrick Brunet, “Lead Story: US-Led War on Terror
Staged Over Afghanistan”, Journal of Electronic Defense, U.S.A., November 2001. Available on site:
http://www jedonline.com
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aerial vehicles providing surveillance and reconnaissance support, as well as actually

serving a strike platform for the first time.

Figure 3.13: Royal Air Force Nimrod R1 Reconnaissance Planes

According to the UK Ministry of Defence, in addition to Royal Navy vessels in the Indian
Ocean, Royal Air Force Canberra PR9 and Nimrod R1 aircraft are also supporting the
strikes by performing reconnaissance missions, while E-3D Sentry aircraft are providing

additional airborne early warning to augment the Hawkeyes.202

France also sent intelligence aircraft to support the campaign, namely the C-160G Transall
Gabriel and the Mirage IV P, a reconnaissance version of the nuclear bomber. The Gabriel
is a twin-engine transport aircraft adapted for the SIGINT mission and carries a crew of 20.
The ELINT system is very close to the Astac pod carried on the Mirage F-1CR. It features
automatic interception, analysis, identification, and localization of radar emitters. The
COMINT capabilities of the aircraft have gained more importance in recent years, and
could be useful for tracking the Taliban V/UHF and SATCOM systems they favor. The
Gabriel is reportedly fitted with a very accurate interferometer system. The antennas of this
system, called Diadema, are located on top of the airframe. The aircraft is also fitted with

two high-resolution cameras protected under special blisters aft of the wing.

Communications were similar but there was no similarity threat wise. The Taliban do not

have nearly the air defenses of other recent US foes like Iraq and the former Yugoslavia,

202 Chaisson, Kernan, and Brendan P. Rivers, with Patrick Brunet, Ibid.
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but for the first two days, the effort concentrated on taking down what air defenses there
were. By day three, US declared that they had achieved air superiority over Afghanistan.
There were no reports of challenges by Taliban aircraft, so strikes concentrated on
destroying aircraft on the ground, as well as making their airfields unusable.*®

EW is so important for a number of reasons. EW is narrowly defined to make it
synonymous with electronic attack — blinding the enemy, including the use of radar or
communications jamming. This lends itself to a platform-centric definition of EW centered
on aircraft, such as the EA-6B Prowler. The Prowler is US military’s only dedicated radar
jamming aircraft. Its mission is essential. It tells commanders when, where, and how to
strike the enemy.’®* Taliban forces are not a major EW power. Nobody can fly without
Prowlers. While the EA-6B Prowler proved invaluable in the suppression of enemy air
defenses (SEAD) during Operation Allied Force over Kosovo. The USQ-113(V)

communications jammer is also a very capable SIGINT collector.

The ongoing air campaign has seen some of the most sophisticated intelligence-gathering
assets in Western arsenals put to use against one of the least modern armed forces in the
world. In addition to the questions this raises in certain circles, one could rightly wonder
whether this is the proper application of force, or simply the application of whatever force

happens to be available 2%

3.6.9. Operation Iraqi Freedom (Gulf War-II)

Even during Desert Storm, US used to be one plane, one target, in Operation Iraqi Freedom
US used one bomb, one target. More operations planning were done during OIF than ever
before. If coalition forces positively identified a target during a morning mission, it was
likely struck by sundown. Crucial to the successful prosecution of those targets was a

multitude of Intelligence, Surveillance and Reconnaissance (ISR) systems. The Air Force

2% Chaisson, Kernan, and Brendan P. Rivers, with Patrick Brunet, Ibid.

204 pitts, Joseph R., “What is Electronic Warfare?”, A Speech to the Lexington Institute, Washington, D.C,,
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and Central Command used ISR Manager (ISRM) during OIF to enhance their command

and control of the conflict.2%

Figure 3.14: Operation Center in Operation Iraqi Freedom

Massive Air Operations Centers (AOC) enable targeteers to plan air campaigns in a
fraction of the time once required. The Prince Sultan AQC has been disbanded, leaving
five major AOCs throughout the world. The one used for Operation Iraqi Freedom (OIF) is
at Al Udeid Air Base in Qatar, and the others are at Osan Air Base, South Korea; Hickam
Air Base, HI; Davis-Monthan Air Force Base, AZ; and Ramstein Air Base, Germany.207

US Secretary of Defense Donald Rumsfeld and General Tommy Franks, the commander of
the US Central Command (USCENTCOM) and the overall commander of the coalition

forces summarized these lessons in testimony to Congress on July 9, 2003. Secretary

Rumsfeld summarized the key lessons as follows:**®

2% Cordesman, Anthony H., “The Lessons of the Iraq War: Executive Summary”, Center for Strategic and
International Studies, Washington, DC, U.S.A., 21 July 2003, p.6. Available on site:
http://www.csis.org/features/iraq_instantlessons_exec.pdf

27 Clarke, Patrick E., “Nerve Centers for Air Warfare”, Volume: 7, Issue: 7, U.S.A., 01 September 2003.
Available on site: http://www.mit-kmi.com/archive_article.cfin?DocID=183

28 Cordesman, Anthony H., Ibid, p. 6.
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“.In less than a month, they had developed and were executing a war plan for
Afghanistan employing a range of capabilities from the most advanced (such as laser-
guided weapons), to the antique (40 year-old B-52s updated with modern electronics) to
the rudimentary (a cavalry charge) they and our Afghan and coalition allies drove the
Taliban and Al-Qaeda from power in a matter of months. The plan they developed for
Operation Iraqi Freedom was even more innovative and transformational employing an

unprecedented combination of speed, precision, surprise, and flexibility.
I’d say some key lessons so far include:

o The importance of speed, and the ability to get inside the enemy’s decision cycle
and strike before he is able to mount a coherent defense; .

e The importance of jointness, and the ability of U.S. forces to fight, not as
individual deconflicted services, but as a truly joint force—maximizing the power
and lethality they bring to bear;

e The importance of intelligence—and the ability to act on intelligence rapidly, in
minutes, instead of days and even hours;

¢ And the importance of precision, and the ability to deliver devastating damage to

enemy positions, while sparing civilian lives and the civilian infrastructure.

Another lesson is that in the 21% century overmatching power is more important than
overwhelming force. In the past, under the doctrine of overwhelming force, force tended to
be measured in terms of mass the number of troops that were committed to a particular
conflict. In the 21st century, mass may no longer be the best measure of power in a

conflict.”

General Franks added the following points:'209 “Decisive combat in Iraq saw a maturing of
joint force operations in many ways. Smﬁe capabilities reached new performance levels.
From a Joint Integration perspective, our experience in Operations Southern and Northern
Watch, and Enduring Freedom helped to develop a joint culture in our headquarters and in
our components. These operations helped to improve joint interoperability and improve our

joint C*I networks as joint force synergy was taken to new levels of sophistication. We saw

29 Cordesman, Anthony H., Ibid, p. 7.
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jointness, precision munitions, 2, equipment readiness, state of training of the troops, and

Coalition support as clear "winners" during Operation Iraqi Freedom (OIF).

Advanced technologies employed during OEF were also critical. The command and
control of air, ground, naval, and SOF from 7,000 miles away was a unique experience in
warfare as our forces achieved unprecedented real time situational awareness and c?
connectivity. We learned that precision-guided munitions represent a force multiplier. Low
collateral damage during both OEF and OIF was a fundamental factor in achieving our
objectives. Early in OEF we saw the need for an unmanned sensor-to-shooter capability to
support time-sensitive targeting. The armed Predator demonstrates great potential and will
be a high payoff system in the future. Blue Force Tracking and enhanced CI systems
increase lethality and decrease response time, and also represent transformational
technologies. We will continue with development of Global Hawk as an unmanned, high-
altitude, long loiter time, beyond line-of-sight multi-sensor UAV, and will work to

incorporate laser designation and delivery of precision weaponry from that platform.”

In an interview following the war, Secretary of Defense Rumsfeld’s director of the Office
for Force Transformation, Arthur K. Cebrowski summarized the initial lessons of the war

in the following evolutionary terms:*'°

e The growing implementation of network-centric warfare and its role in shifting the
balance of power through new forms of air-land battle and dynamics. A long
process driven by better sensors, good networked intelligence, high-speed
decisionmaking, and the ability to exploit the noncontiguous battlefield the
battlefield without a front.

e The need for increased connectively in net-centric warfare.

¢ A possible reduced dependence on helicopters on the battlefield for vertical lift.

e The increased value of Special Forces and the need the ability to work with friendly
local forces, and provide more SOF-like forces to support IS&R.

o The need for still further improvements in joint planning.

o Increased need for strategic mobility, possibly merging inter- and intra-theater lift,

providing high-speed sealift, and possibly airships.

. 21 Fulghum, David A., “Fast Forward,” Aviation Week Magazine, U.S.A., 28 April 2003, p.34.

99



o The need to accelerate the speed of command and control.

Key concepts like network-centric or net-centric warfare emerged well over a decade, as
did the common use of the term “revolution in military affairs. The idea of using a wide
range of synchronized forms of attack or parallel warfare was a key part of the war plan for
the first Gulf War.2"!

New tactics and technology used in the Iraqi War, and projected for future force
transformation, have taken decades to evolve. If U.S. progress over the last 10 years seems
remarkably fast, at least part of the reason is that so many foreign armies have stood still or
regressed and that so many Americans forget or never knew the past history of current
developments. In practice, America’s “new way of war” has been relatively conservative.
Then US military services have never forced it to sacrifice proven force elements before
the new ones were ready; the resulting process of change has mixed new and old methods

of warfighting; and it has been measured and pragmatic.*'?

If one looks at the asymmetries in the Coalition-Iraqi military balance, it is clear after the
fact that the United States and Britain did deploy “decisive” force relative to the
weaknesses in Iraqi forces, Air dominance; superior intelligence, reconnaissance, and
targeting; far more effective and survivable command and control; precision strike
capability; far more rapid and adaptive cycles of decision-making; and far more rapid
cycles of land maneuver were pitted against an incompetent enemy leadership whose
forces had many deep structural weaknesses.”!> Once again, dramatic changes took place in
the quality of their execution during the Iraq War. The United States had vastly improved
every aspect of its intelligence, targeting, and command and control capabilities since the
last Gulf War, in addition to having spent some 12 years in surveillance of Iraqi operations
and military developments. Its combination of imagery, electronic intelligence, signals

intelligence, and human intelligence was honed in Afghanistan, and improved

2 Cordesman, Anthony H., Ibid, p. 12.

212 Kyause, Merrick E., “Decision Dominance: Exploiting Transformational Asymmetries,” Defense Horizons
Magazine, No. 23, Center for Technology and National Security Policy, National Defense University,
Washington, D.C., U.S.A., February 2003.

231 0eb, Vernon, “Commander Defends Iraq War Comments,” Washington Post, U.S.A., 8 May 2003, p.18
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communications and command and intélligence fusion at every level gave it near real-time

day and night situational awareness.”!*

Space is scarcely a traditional fundamental of war. But it has been a fundamental ever
since the United States first made use of satellites for intelligence purposes. In the Iraq
War, the United States used space for battle management, for communications, to locate its
forces and guide its weapons, and to perform a wide range of other missions. It built upon
the lessons of the Gulf War and Afghan War and on progress in worldwide
communications dating back to the days of Vietnam. At the same time, this was the first
large-scale war in which the United States could fight with 24-hour continuing intelligence
satellite and sensor coverage over the battlefield, as well as the first major conflict where it
could take advantage of full 24-hour coverage by global positioning satellite (GPS)
system.?'> United States made use of more than 50 satellites during the war, including the

two dozen satellites in the GPS system.

Space provided a wide range of intelligence (ELINT etc.), targeting, and battle damage
assessment capabilities. It was the key to effective command and control and to netted
global military communications. The range of space-based communications and sensor
assets, and the vast bandwidth the United States could bring to managing global military
operations, allowed it to achieve near-real-time command and control and intelligence
collection, processing, and dissemination. At the same time, GPS allowed U.S. and British
forces to locate friendly and enemy forces and both target and guide weapons. The United
States also made use of satellites to locate missile launches, predict their target, and

provide warning.>'®

The space effort in the Iraq War benefited from improved communications, integration,
data processing and analytic methods, and command and control at every level. National,
theater, and tactical intelligence had much better integration, processing, and dissemination

than during the Gulf War, building on the lessons of that conflict and Afghanis’[an.2 17

214 Cordesman, Anthony H., Ibid, p.20.

25 Cordesman, Anthony H., Ibid, p.22.

2181 0eb, Vernon, “Intense, Coordmated Air War Backs Baghdad Campaign”, Washington Post, U.S.A., 6
;)nl 2003, p.24.

27 Cordesman, Anthony H., Ibid, p.23.
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The importance of the global positioning satellite system is illustrated by the fact that when
GPS was introduced into the U.S. Army during the Gulf War, there was a maximum of one
receiver per company or 180 men. In the Iraq War, there were more than 100,000 Precision
Lightweight GPS Receivers (PLGRs) for the land forces and at least one per nine-man
squad. The marines had fewer units, but still had 5,400, or roughly one per platoon (3-5
squads.) Moreover, a number of marines carried their own civilian GPS units.2'®

Although Iraq had at least four jammers designed to jam the Coalition GPS system, these
seem to have been destroyed early in the war and to have had little operational
effectiveness. The jammers were successfully attacked by B-1Bs and F-117s; at least some

seem to have been attacked with GPS- guided weapons.”*®

The dust storms in the Iraq War highlighted the value of radar imaging versus infrared and
electro-optical imaging. The JSATS proved particularly valuable in tracking Iraqi land
forces at a time when other sensors had severe limits. Aircraft and UAVs do, however,
have limits in terms of coverage and the ability to provide continuous coverage on a “24/7”

basis.

The Iraq War is scarcely the only war in which weather has had a powerful impact on US
imaging capabilities, however, and it is just as important to “own the weather” as to own
the night. As a result, there seems to be good reason why the US should reevaluate the

need for a robust radar satellite program.*?°

The Coalition applied C*I and IS&R systems, however, in a form of joint warfare that had
an unparalleled degree of near-realtime situational awareness that shortened the “kill
chain” from targeting to strike, and the sensors-to-shooter gap from days to hours in the
Gulf War to hours to minutes in the Iraq War.”2! At this point, there is no way to analyze
the relative role of space, UAVs, fixedwing aircraft, SIGINT, ELINT, imagery, Special

Forces, and human intelligence in detail. It is clear, however, that the resulting mosaic of

218 Schiesel, Seth, “On the Ground in Iraq: The Best Compass Is in the Sky,” New York Times, U.S.A., 17
A;)ril 2003.

2 Trimble, Stephen, “GPS is Surviving Jamming Threat, Pentagon Says,” Aerospace Daily, U.S.A., 22
April 2003.

2% Hacket, James T., “Tracking Targets from Space,” Washington Times, U.S.A., 8 July 2003, p. 18.

221 Goure, Daniel, and Christopher M. Szara, “Air and Space Power in the New Millennium”, Center for
Strategic and International Studies (CSIS), Washington, D.C., U.S.A., 1997.
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intelligence and senor data was far better than in the Gulf War, and was processed and
disseminated far more quickly. The time-consuming and relatively rigid process of sortie
planning and targeting that shaped the Air Traffic Order in the Gulf War was replaced with
a far quicker and more responsive system.??

The evolution of precision air strike technology greatly improved Coalition capabilities in
carrying out these strikes. Even in the Gulf War, only a small number of aircraft like the F-
117, F-111, and F-15E were properly equipped for advanced precision strike missions. In
the Irag War, virtually all U.S. aircraft had the avionics necessary to make use of a wide
variety of precision weapons by acquiring targets, illuminating them when necessary, using
GPS guidaﬁce, and acquiring targeting coordinates from the ground. To put these
differences in perspective, only one out of five strike aircraft could launch laserguided
bombs in the Gulf War; all strike aircraft could launch laser-guided bombs in the Iraq

War. 2

The onboard sensors and computer systems on these aircraft were much more capable both
in executing preplanned strikes and in the dynamics of acquiring and killing. The
integration of intelligence assets into target planning and the speed of execution made
precision strikes more effective. All-weather coverage was better, and while the term “all-
weather” will probably always seem at least somewhat ironic in air combat, field reports so
far indicate that it was a far more realistic description in the Iraq War than in previous

conflicts.

A combination of UAVs and better sensor aircraft, systems like the E-8C, a1_1d improved
infrared and radar sensors interacted with better command and control to allow the
effective use of both better delivery platforms and better precision weapons. For example,
experimental use was made of the E-8C JSTARS to target Iraqi armor even under

sandstorm conditions. Dust and sand did present problems in some cases. Still, the

22 Cordesman, Anthony H., Ibid, p.30-31.
3 Scarborough, Rowan, “Myers Says: Annihilation of Iraqi Army wasn’t Goal”, Washington Times, U.S.A.,
30 June 2003.
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widespread dissemination of laser illuminators to ground forces and SOF units allowed
224

them to call in precision close air support, as did giving those GPS targeting capability.
There are no combat operations data available in a form where that makes it possible to
precisely define the role of sensor aircraft like the E-8C JSTARS, or Joint Surveillance and
Target Attack Radar System. It is clear, however, that extensive use was made of JSTARS.
The Coalition’s air dominance allowed it to be deployed forward and nearer the battle
space, where it could track Iraqi armored and vehicle movements over hundreds of square
miles, and it was used to cover the greater Baghdad area. The “fusion of intelligence” from
the E-8C and other sources enabled the coalition to locate and target Iraq forces under
weather conditions the Iraqgis felt protected them from the air. Aircraft like the RC-135
Rivet Joint, for example, could characterize and locate the source of Iraqi military

communications.??®

While no sortie data are available on the Coalition’s use of UAVs, the nature and
importance of the data they collected, or the specifics of the role they played in joint
operations, it is clear that they had a major impact. The Coalition used more than a dozen
types of UAVs in the conflict, building on the U.S. success in using such systems in
Afghanistan.”?® The UAVs included larger systems like the Predator, Global Hawk, and the
Pointer, the three systems the United States used in Afghanistan. The United States had
used the Pioneer in the Gulf War. In the Iraq War, the Coalition also made use of new
tactical systems like the U.S. Army Hunter and Shadow, the Marine Corp’s Dragon Eye,
and the USAF Force Protection Surveillance System. The change was particularly
important in the case of field commanders, who had only one type of UAV available in the
Gulf War but had 10 types available in the Iraq War. Both the US military services and the
Britain Ministry of Defense concluded that the value of these UAVs was one of the major

lessons of the war.?’

224 Cordesman, Anthony H., Ibid, p.42-43.

2 Grahm, Bradley, and Vernon Loeb, “An Air War of Might, Coordination, and Risks”, Washington Post,
Washington, D.C., U.S.A., 27 April 2003, p. Al.

226 Schmidt, Eric, “In the Skies Over Iraq, Silent Observers Become Futuristic Weapons,” New York Times,
U.S.A., 18 April 2003.

27 British Ministry of Defense, “Operations in Iraq: First Reflections”, Ministry of Defense, London, UK.,
July 2003, Available on site: http://www.mod.uk/
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4. RADAR AND ELINT

A large portion of the EW community deals with radars (both search and target), and
worries about jamming and counterjamming.”*® Radar works by sending out a radio wave
at a very high frequency. When the radio signal hits raindrops part of the signal bounces
back to the radar. The signal travels at the speed of light (over 350,000 kilometers per
second). Knowing exactly how fast the signal is traveling, means that we can tell how far
away the rain is by timing how long it takes for the signal to travel to the rain and then
bounce back to the radar. This happens so fast that most radars send out about 1000 signals

(called pulses) each second.

Figure 4.1: Radar signals.

Radar is an active remote sensing system which means that it provides its own source of
energy to produce an image. It therefore does not require sunlight (as do optical systems)
and data can be acquired either by day or by night. Furthermore, due to the specific

wavelength of radar, cloud cover can be penetrated without any effect on the imagery.??

Offense and defense keep coming up with new techniques. Traditional radars generate a
signal at one frequency; knowing the frequency makes it easy to jam a return signal. More
modern radars hop from one outgoing frequency band to the next. To counter radars,
today's jammers must be able to acquire the incoming signal, determine its frequency, tune

the outgoing jamming signal accordingly, and send a blur back quickly enough to

228 1 ibicki, Martin, “What is Information Warfare”, National Defense University, U.S.A., August 1995,
Available on site: http://www.iwar.org.uk/iwar/resources/ndu/infowar

2 Inggs, M.R., and Lord, R.T., “Applications of Satellite Imaging Radar”, University of Cape Town, South
Africa, 2002, Available on site: http://rrsg.ee.uct.ac.za/applications/applications.html
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minimize the length and strength of the reflected signal. Jamming aircraft that are riding in
formation with attack aircraft often wipe out return signals (which weaken as the fourth
power of the distance between radar and target) by overpowering them, but doing so makes
jammers very visible so they must protect themselves. Coalition forces in the Gulf
developed new synergies using jamming aircraft en masse. Radars make themselves targets
because of their outgoing signals; antiradiation missiles (e.g., the HARM) force radars
either to be turned off or to rely on chirping and sputtering. The aborted Tacit Rainbow
missile was designed to loiter in an attack area until a radar turned itself on; the outgoing
signal gave the missile an incoming beacon, and away it went. As digitization improves,
radar can acquire a target by generating a transient pulse and analyzing the return signal

before a false jamming signal overwhelms the reflection.

The cheaper digital manipulation becomes, the more logic favors the separation of an
emitter from a collector. Emitters, the targets of antiradiation missiles, would proliferate, to
ensure the survival of the system and to act as sponges for expensive missiles. The missiles
would create a large virtual dish out of a collection of overlapping srhall ones. Because
outgoing signals will be more complex, collection algorithms too will grow in complexity,
but the ability of jammers to cover the more complex circle adequately may lag.

Dispersing the collection surface will also make radars less inviting targets. "

4.1. ADVANCED RADAR SYSTEMS
4.1.1. Radial Velocity Discrimination

In many circumstances, it is beneficial to know both the range and the radial velocity of the
target. Since the relative radial velocity is the range rate, a measurement of the radial
velocity can be used to predict the target's range in the near future. For example, it allows
the prediction of when a target will be inside the effective range of a weapon system.

Radial velocity discrimination can also be used to eliminate unnecessary targets from the

201 ibicki, Martin, Ibid.
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display. For example, sea clutter or buildings. There are three methods used which can
give simultaneous measurement of range and range rate. 231
Differentiation: This system simply measures the range at fixed intervals and computes the
rate of change between the measurements. For example, if a target is at 1500 m for the first
measurement and at 1492 m for the next measurement made 1 sec later, the range rate is -8
m/s. Light detection and ranging (LIDAR) systems use this method. Accuracy is improved
by taken several quick measurements and computing the average rate of change. The
intervals cannot be chosen to be too small however, since the target must be able to change

range during the measurement interval.

Moving Target Indicator (MTI): This system measures changes in the phase of the returned
signal to determine motion of the target. In order to measure the phase, a sample of the
transmitter pulse is fed into a phase comparator, which also samples the return signal. The
output of the phase comparator is used to modulate the display information. Returns will
be the largest and positive when they are in-phase the largest negative value when out of

phase.

Figure 4.2: An example of radar.

When the range to a target is changing, the phase comparison output will be varying
between its extreme values, as well as moving in range. One full cycle of phase shift is

completed as the range changes by one-half wavelength of the radar. This is because the

2! Federation of American Scientist Web Page, “Advanced Radar Systems”, U.S.A., Available on site:
http://www.fas.org/man/dod-101/navy/docs/es3 10/syllabus.htm
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radar signal travels both to and from the target, so that the change total distance traveled by
the radar pulse changes by a factor of two. For a typical radar wavelength of 3 cm, it is
clear that the phase comparison output will be rapidly varying for targets whose range is

changing.

The fact that stationary targets have a fixed value of phase difference can be exploited to
remove them from the display. This is accomplished by a cancellation circuit. The MTI
processor takes a sample from the phase comparison output and averages it over a few
cycles. Moving targets will average to zero, while stationary targets will have non-zero
averages. The average signal is then subtracted from the output before it is displayed,

thereby canceling out the stationary targets.

Figure 4.3: Pulsed Doppler radar.

Pulse Doppler Radar: This system adds additional processing equipment to the basic
pulsed radar system. A sample of the transmitted signal is directed to mixer, which also
samples the output from the receiver. The output of the mixer is the Doppler shift. The
Doppler shift is passed to a filter which modifies the display information accordingly.?*?
As a truck approaches, Doppler’s sound becomes louder and louder and higher and higher
pitched. As it leaves, the sound quickly declines in volume and frequency. Sounds

propagate as waves, at frequencies below two hundred kilohertz.*

2 Federation of American Scientist Web Page, Ibid.
23 Priedman, George & Meredith, “The Future of War”, Crown Publishers Inc., New York, U.S.A., 1996, p.
320-321.
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The most common application is to color code the return information on the PPI display.
The Doppler shift is sorted into categories, for example positive, zero and negative, which
are then associated with colors. In this example, only three colors are used: white, grey and

*** By measuring shifts in the

black. (It can be used other colors like red, blue etc.)
frequency of waves, it is possible to measure motion; how fast something is moving, and
whether it is moving toward you or away from you. This can be done in any spectrum.
Astronomers, for example, can examine the wavelength of light coming from stars to
determine if the shift is toward the white or red (movement away) or toward the black or
blue (movement toward you). In the radar spectra, Doppler radar can measure changes in

frequency to determine speed.235

PPI Display Doppler Filter
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Figure 4.4: Pulsed Doppler display.

Pulsed Doppler radar systems are used in numerous military applications. They are also the
standard weather radar throughout the country. The pulsed Doppler radar can detect and

graphically display information about the relative motion of winds inside of storm cells

24 pederation of American Scientist Web Page, Ibid.
23 Friedman, George & Meredith, Ibid, p. 320-321.
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and has proved useful in detecting tornadoes. A Doppler velocity display of a tornado will

show the two colors which correspond to opposite directions of motion side-by-side.*®

Figure 4.5: Nexrad Doppler

4.1.2. Synthetic Aperture Radar (SAR)

Synthetic Aperture Radar (SAR) is a technique for creating high resolution images of the
earth's surface. Over the area of the surface being observed, these images represent the
backscattered microwave energy, the charaéteristics of which depend on the properties of
the surface, such as its slope, roughness, humidity, textural inhomogeneities and dielectric
constant.?’ Synthetic aperture radar (SAR) is currently the principal means for acquiring
ELINT sensor data for target recognition. SAR's advantages include all-weather

capability, high resolution, and imaging at a distance. Infrared sensing, on the other hand,

B¢ Federation of American Scientist Web Page, Ibid.
57 Inggs, M.R., and Lord, R.T., “Applications of Satellite Imaging Radar”, University of Cape Town, South
Africa, 2002, Available on site: hitp://rrsg.ee.uct.ac.za/applications/applications.html
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demands proximity, but can provide extremely useful information at high resolution by
passive means. It must be assumed that the suite of available sensor modalities will
expand, and that ATR methods will be able to provide generic, multisensor recognition

capabilities.”

Position for firsi pulse

Pagition for lastpulse

Figure 4.6: Synthetic aperture

It may also incorporate additional facilities to provide Ground Moving-Target Indication
(GMTI), allowing them to detect and track vehicles traveling along roads on across
country. Techniques such as Interferometric Moving Target Focusing (IMTF) provides
imagery of mobile targets and detect vehicle vibration that can aid classification. 3D SAR
can detect 10.000 feet height illegal immigrants, smugglers and terrorists, also allowihg ,
targets that are buried or hidden in dense woodland.**® These dependencies allow SAR
imagery to be used in conjunction with models of the scattering mechanism to measure

various characteristics of the earth's surface, such as topography. SAR has become a

8 Naval Studies Board, “Technology for the United States Navy and Marine Corps, 2000-2035 Becoming a
21st-Century Force, Volume 3: Information in Warfare”, National Academy of Science, Washington, D.C.,
U.S.A,, 1997, Available on site: http://www.nap.edwhtml/tech 21st/iwindex.htm

29 Casm, M. Hakkq, “Digital Revolution for the Military: The Effects of the Electronics Revolution in the
21* Century on the International Security Strategy”, Armed Forces Communications and Electronics
Association, AFCEA, Ankara, September 1995, p.15.
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valuable remote sensing tool for both military and civilian users. Military SAR
applications include intelligence gathering, battlefield reconnaissance and weapons

guida,nce.240

Synthetic aperture radar (SAR) uses the motion of the transmitter/receiver to generate a
large effective aperture. In order to accomplish this, the system must store several returns
taken while the antenna is moving and then reconstruct them as if they came
simultaneously. If the transmitter/receiver moves a total distance S during the period of
data collection, during which several return pulses are stored, then the effective aperture
upon reconstruction is also S (Figure 4.6). The large synthetic aperture creates a very
narrow beamwidth which can be calculated by the usual beamwidth formula, substituting
the synthetic aperture for the physical antenna aperture. For most radar antennas the
beamwidth is sufficiently large so that the cross range resolution is fairly large at normal
detection ranges. As such, these systems cannot resolve the detail of the objects they

detect.

The most frequent application of SAR is with satellite radar systems. Because the satellite
is traveling at high velocity, the accuracy of these systems can be made very high.
Furthermore, if the target is fixed in location, the period for data collection can be made
very long without introducing significant error. Therefore satellite SAR is used for the

imaging of fixed objects like terrain, cities, military bases, etc.?*!

Technology advances are anticipated in the following three areas:

e Better sensing methods,
¢ Better algorithmic methods for performing recognition, and

e Faster and better computer processing.

In the area of improved sensing, SAR image formation methods can be considerably
improved. New methods for improving the resolution, for coherently adjusting, and

improving the combination of raw signal data, and for adaptively forming the best image

% Inggs, M.R., and Lord, R.T., “Applications of Satellite Imaging Radar”, University of Cape Town, South
Africa, 2002, Available on site: http://rrsg.ee.uct.ac.za/applications/applications.html
2! Federation of American Scientist Web Page, Ibid.
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promise to dramatically improve SAR capabilities for ATR applications. While the
capability does not exist today, it may be possible in the future to form SAR images of
moving objects. Some progress has been made in this area, but the algorithms are more
delicate. It is reasonable to expect that developments will occur to permit high-accuracy
radar imaging of moving objects at long distances. Much of the investment in ATR
development has focused on the inverse SAR (ISAR) modality, such as imaging a moving
ship from a fixed radar platform. These algorithmic methods for image formation, applied
to other targets such as moving ground targets, may prove useful for achieving high-
resolution imaging of moving targets at a distance, although at this point, the use of ISAR

techniques for general ATR applications is only in the earliest stages of development.

Inexpensive infrared (IR) sensors, especially ultraminiaturized ELINT and other sensors,
are likely to be available in the near future. Depth sensing, by light detection and ranging

(LIDAR), and chemical analyses from a distance might also enable a wealth of

discrimination capabilities. ATR is normally associated with image processing, but other

signal data such as hyperspectral and multispectral techniques can be used as well, as long
as the information assists in discriminating among targets and non-targets. Since the image
formation process can involve discarding information, there may be improved methods that

deal directly with raw sensor data.**?
4.1.3. Inverse Synthetic Aperture Radar (ISAR)

It is possible to achieve the same large synthetic aperture without moving the
transmitter/receiver. If the target rotates by a small amount, it has the same effect as if the

transmitter/receiver were to travel a distance equal to the arc length at the range R.

ISAR systems are typically used for long-range imaging and identification of possible

targets. The ISAR platform may be fixed or moving. The best targets for ISAR are ships

which tend to yaw periodically in the sea state.>*®

%2 Naval Studies Board, “Technology for the United States Navy and Marine Corps, 2000-2035 Becoming a
21st-Century Force, Volume 3: Information in Warfare”, National Academy of Science, Washington, D.C.,
U.S.A., 1997, Available on site: http://www.nap.edu/html/tech_21st/iwindex.htm

3 Federation of American Scientist Web Page, Ibid.
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Figure 4.7: Equivalence of SAR and ISAR.

4.2. DIGITAL RADAR

After years of anticipation, a revolution is at hand in radar technology through the
exploitation of a combination of modern digital techniques and fiber-optic
communications. Not only will the next-generation radars be solid-state phased arrays, but
they will also be almost entirely digital, confining the analog microwave portions to the
extreme front end interface of the antenna with the outside world. Received signals will be
digitized at the element after minimal analog processing (e.g., with an antialiasing fitler, a
low-noise MMIC amplifier, and perhaps a single stage of up or down conversion) and
transmitted in digital form over wideband fiber-optic links to convenient remote locations
off the aperture for processing, e.g., digital beamforming, in-phase (I) and quadrative (Q)
generation, pulse compression, clutter sﬁppression, target extraction, multihypothesis
tracking, and so on. Similarly, for transmit, digitally created waveforms will be generated
off aperture and distributed via fiber optics to individual antenna elements where D/A
conversion and MMIC power amplification will take place. With all signals in digital form,
the phase shifting required by both transmit and receive functions can be implemented
digitally by simply delaying the signals to or from individual antenna elements by different

amounts. Coarse delays can be obtained by slipping clock cycles and fine delays by digital
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interpolation. This approach eliminates the need for analog phase shifters in the T/R

modules and supplies, without effort, true time-delay digital beamsteering.244
4.3. IMAGING RADAR

Imaging radar works very like a flash camera in that it provides its own light to illuminate
an area on the ground and take a snapshot picture, but at radio wavelengths. Radar uses an
antenna and digital computer tapes to record its images. In a radar image, one can see only

the light that was reflected back towards the radar antenna.

Typical radar (Radio Detection and Ranging) measures the strength and round-trip time of
the microwave signals that are emitted by a radar antenna and reflected off a distant
surface or object. For an imaging radar system, about 1500 high- power pulses per second
are transmitted toward the target or imaging area, with each pulse having a pulse duration
(pulse width) of typically 10-50 microseconds (us). The pulse normally covers a small
band of frequencies, centered on the frequency selected for the radar. At the Earth's
surface, the energy in the radar pulse is scattered in all directions, with some reflected back
toward the antenna. This backscatter returns to the radar as a weaker radar echo and is
received by the antenna in a specific polarization (horizontal or vertical, not necessarily the
same as the transmitted pulse). These echoes are converted to digital data and passed to a

data recorder for later processing and display as an image.”*’

In the case of imaging radar, the radar moves along a flight path and the area illuminated
by the radar, or footprint, is moved along the surface in a swath, building the image as it

does so.

The length of the radar antenna determines the resolution in the azimuth (along-track)
direction of the image: the longer the antenna, the finer the resolution in this dimension.
- Synthetic Aperture Radar (SAR) refers to a technique used to synthesize a very long
antenna by combining signals (echoes) received by the radar as it moves along its flight

track. Aperture means the opening used to collect the reflected energy that is used to form

24 National Academy of the Science Web Page, “4: Sensors”, NAP, U.S.A. Available on site:
http:www.nap.edu/html/tech_21°/t4.htm

245 Freeman, Tony, “What is imaging Radar”, Jet Propulsion Laboratory, Pasadena, CA, U.S.A., January
1996, Available on site: http://www.spaceimaging.com/products/radarsat/whatisradar.htm
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an image. In the case of a camera, this would be the shutter opening; for radar it is the
antenna. A synthetic aperture is constructed by moving a real aperture or antenna through a

series of positions along the flight track.

Figure 4.8: Radar transmits a pulse Measures reflected echo (backscatter )

As the radar moves, a pulse is transmitted at each position; the return echoes pass through
the receiver and are recorded in an 'echo store.! Comparing the Doppler-shifted frequencies
to a reference frequency allows many returned signals to be "focused" on a single point,
effectively increasing the length of the antenna that is imaging that particular point. This
focusing operation, commonly known as SAR processing, is now done digitally on fast
computer systems. The trick in SAR processing is to correctly match the variation in
Doppler frequency for each point in the image: this requires very precise knowledge of the

relative motion between the platform and the imaged obj ects.2*

Spaceborne Imaging Radar-C and X-band Synthetic Aperture Radar (SIR-C/X-SAR) is
part of NASA's Mission to Planet Earth. The radars illuminate Farth with microwaves,
allowing detailed observations at any time, regardless of weather or sunlight conditions.
SIR-C/X-SAR uses three microwave waveléngths: L-band (24 cm), C-Band (6 cm) and X-
Band (3 cm). The multi-frequency data will be used by the international scientific
community to better understand the global environment and how it is changing. The SIR-
C/X-SAR data, complemented by aircraft and ground studies, willgive scientists clearer
insights into those environmental changeswhich are caused by nature and those changes

which are induced by human activity. SIR-C was developed by NASA's Jet Propulsion

246 Freeman, Tony, Ibid.

117



Laboratory. X-SAR was developed for the German space agency, and the Italian space

agency.”’

Parallel to the development of spaceborne imaging radars, NASA/JPL have built and
operated a series of airborne imaging radar systems. NASA/JPL currently maintain and

operate an airborne SAR system.248

4.4. SPACE BASED RADAR (SBR)

With the uncertain global political situation, there has been a shift in proposed space based
radar applications. The former emphasis on global surveillance has changed to focus on
theater support. One of the most important theater support missions is airborne target
detection and tracking. Radar provides significant advantages for airborne detection
because of its ability for day, night and all-weather operation. However, airborne target
detection and tracking requires frequent data updates. Two distinct aspects of the
constellation size problem are to assess constellation sizes as a function of orbit
parameters, radar capabilities, and theater size. First, the number of satellites needed to
provide a maximum and average revisit time was determined based on total satellite field-
of-regard. This is a minimum number of satellites needed and is only a function of the
altitude of the satellites. A second is to increased number of satellites required when

realistic radar parameters are included.

For that case, the search rate of the radar determines what part of the instantaneous field-

of-regard can be actually covered by a satellite while it is over a theater of interest.**

Space Based Radar will provide rapid Battlespace Dominance and Operational Decision

Superiority through:**°

e Day/night, near continuous surveillance with Ground Moving Target Indication

(GMTI) and Synthetic Aperture Radar imaging from space.

7 Photovault.com Web Page, “Spaceborne Imaging Radar-C/X-Band Synthetic Aperture Radar”, 1995,
Auvailable on site: hitp://www.photovault.com/Link/Cities/Midwest/Louisiana.html

248 Freeman, Tony, Ibid.

19 Lapointe, Mike, “Future Spaced Based Radar”, NSSA, U.S.A,, July 1999, Available on site:
http://www.fas.org/spp/military/program/nssrm/initiatives/sbr dod.htm

20 Ajr University, “Key Air Force Programs: Space”, Air Force University, Maxwell, Alabama, U.S.A.,
2003, Available on site: http://space.au.af.mil/space.pdf
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e Deep-look, wide area surveillance of denied areas allowing for responsive,

precision targeting for the warfighter.

Figure 4.9: Future Space Based Radar (SBR)

In 1978, the United States launched a satellite known as Seasat, which had a resolution of
about eighty-two feet. The satellite was in an orbit about a hundred miles above the earth.

A traditional radar would have required an antenna about 1.2 miles wide, obviously

125! What made Seasat possible were two new innovations: phased-array and

2

impractica

synthetic radar both combined into a single system on reconnaissance satellites.”’

A space-based radar capability is needed to enable continuous (24-hour) full-global

coverage. Benefits would include precision maps, detection and continuous tracking of sea,

»1 Richelson, Jeffrey, T., “America’s Secret Eyes in Space: The U.S. Keyhole Spy Satellite Program”,
Harper & Row Publications, New York, N.Y., U.S.A., 1990, p. 110.

2 Friedman, George & Meredith, “The Future of War”, Crown Publishers Inc., New York, U.S.A., 1996, p.
320.
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ground and air moving targets, and accurate real-time determination of orders of battle

(O0OBs).2*
4.5. SHIPBOARD ANTI-AIR-WARFARE (AAW) SYSTEMS, RADAR AND ELINT

A major issue for the future of reconnaissance and surveillance is the types of platforms in
which the Services, and in particular the Navy, should invest. General categories are space-
based, airborne, and shipboard, the latter including both surface and subsurface platforms.
If an active radar sensor is required, the option of having satellites in synchronous orbit
becomes prohibitive due to the R* dependence of radar signals on target range. Even a
radar sensor in low orbit suffers from R* dependence, since practical considerations of
orbital decay require significant satellite altitude, which maps into slant range requirements

at least as severe as those of airborne radars, and typically worse.>>*

Radar technology development is likely to continue its evolutionary pace over the next
several decades. Advances in solid-state transmit/receive (T/R) modules will include
higher output power, greater direct-current-to-RF conversion efficiency, and increasing
miniaturization. Even more importantly, costs will drop dramatically as production
volumes increase, leading to extensive use of this technology in future systems. This will
enable a variety of active array designs with two-dimensional electronic beam steering and
dynamically reconfigurable apertures that will optimize multimode radar performance.
Fighter radars will exploit T/R module technology to provide a variety of sophisticated air-
to-air and air-to-ground modes, both detection and imaging. Higher average power
achieved will enable fire control solutions at very long range against conventional targets,
and will begin to have benefit against small-cross-section threats. Ship-based air defense
radars will see a similar benefit in enhanced sensitivity as well as flexibility in the

prosecution of multiple simultaneous fire control solutions.**’

For modern shipboard anti-air-warfare (AAW) systems, the most critical performance

requirement is the ability to successfully counter saturation attacks. Such attacks may

23 Department of Defense, “Space Technology Guide-FY 2000-017, Office of the Secretary of Defense,
Washington, U.S.A., 2002, Available on site: http://www.defenselink.mil/myer.pdf

 Naval Studies Board, “Technology for the United States Navy and Marine Corps, 2000-2035 Becoming a
21st-Century Force, Volume 3: Information in Warfare”, National Academy of Science, Washington, U.S.A.,
1997, p. 51-52, Available on site: http://www.nap.edwhtml/tech_21st/iwindex.htm

5 Naval Studies Board, Ibid, p. 55-56.
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include numerous aircraft and particularly anti-ship missiles converging from multiple
directions in close coordination, with the clear intention of overwhelming the defenses.
The successful engagement of each of these targets by the AAW system(s) requires precise
trackirig so that useful fire-control data can be supplied to the ship's overall combat system.
Conventional mechanically scanned 2-D or 3-D radars achieve this tracking by correlating
successive radar echoes for each target. This function is often referred to as "track-while-
scan" (TWS) and is usually performed on multiple targets at the same time, the system's
computational power permitting. Obviously, the higher the sweep rate of the radar, the
finer-grained the tracking information is going to be for each air target. In mechanically
scanned radars, the rotation speed of the radar antenna and the update rate of target

information (often referred to as "data rate") are obviously identical.

[ SAN-7 Gadily Kite Screech
taeed Mach 3 radar/TV/Laser range

finder Range 28,000 m

ECM/Active
Radar Homing

Figure 4.10: Shipboard AAW & Electronic Warfare Systems

For most current warships to provide separate radars dedicated to the target-tracking
function creates a clear separation of duties: the surveillance radar performs the initial
target detection and low-quality tracking and then passes this data to the tracking radar,
which performs the high-quality tracking and fire-control operation (frequently providing

illumination for radar-guided weapons).

The need for a high data rate means that the radar beam has to jump between widely
separated targets almost instantaneously in order to quickly provide updates on their status,

something impossible for a mechanical antenna. On the contrary, this is possible if the

121



management of the radar beam is, instead, handled electronically by antennas formed by

multiple independent transmitters, spaced at predefined regular intervals.2%

4.6. FUTURE AIRCRAFT RADAR SYSTEMS

The Sentinel X-band mobile radar system is another sensor used in concert with the
Army’s Forward Area Air Defense Command, Control and Intelligence (FAADC2I)
system. Using both electronically scanned phased array and mechanical scan technologies,
this three-dimensional pencil-beam radar automatically detects, tracks, -classifies,
identifies, and reports multiple targets out to a range of 30 kilometers (18 miles). The
sensor system reports targets such as cruise missiles, unmanned aerial vehicles, helicopters,
and fixed-wing targets to forward area air defense systems for rapid engagement. Sentinel
also links with the Air Force/Boeing E-3 Airborne Warning and Control System (AWACS)
aircraft and to the Navy’s Aegis radar and missile systems on cruisers and destroyers at

sea, the general added.””’

The use of off-board ELINT sensors and data links to pass high-fidelity data to strike
aircraft is an established concept. It is valuable when considered as an adjunct to the
striker’s own sensor array but dangerous if considered as a substitute. An analogy can be
drawn with the F-15C in its air-to-air role. That aircraft is capable of independent
detection, identification (ID), and weapons employment. Data link from off-board ELINT
sensors merely enhances those abilities. Any suggestion that an F-15 pilot could rely on
data-linked information from airborne warning and control systems (AWACS) aircraft, to

the exclusion of its own radar, would be inaccurate and unwelcome.

Similar limitations exist with other sensors. Electronic surveillance (ES-ELINT) sensors
removed from the immediate battlefield have serious physical limitations; they are not

generally in the radar’s main beam and are often unable to see weak signals. Air-breathing

2% Dranidis, Dimitris V., “Backboards of the Fleet: Shipboard Phased-Array Radars”, Journal of Electronic
Defense, U.S.A., May 2003. Available on site: http://www_jedonline.com

1 Robinson, Clarence A., “The Electronic Battlefield”, Faircount.com Web Page, Available on site:
http://www.faircount.com/web04/yid/articles/electron.html
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sensors may be blocked by terrain and the curvature of Earth. All of these factors combine
258

to make a distant sensor’s picture incomplete.
Ground Based Common Sensor/Advanced Quick Fix is vehicle-mounted signals intercept
and precision emitter location systems. The sensors identify enemy command, control,
communications, and intelligence systems and radar, while providing electronic
countermeasures against hostile communications. The GBCS/AQF core capabilities
expand frequency and area coverage and add new classes of signals. The GBCS/AQF
enhances the ground commander's ability to outmaneuver and destroy an enemy by

locating or jamming threat command and control, fire control, and air defense centers.”

Figure 4.11: Doppler-Notch Diagram.

Low-power signals are particularly difficult for intelligence (ELINT), surveillance, and
reconnaissance (ISR) sensors to pick out at long range. The distant collector often has to
detect the low-signal-strength sidelobes or backlobes, rather than the main beam.
Additionally, the strength of a signal is further attenuated by distance and atmospheric and

weather effects.

%58 Pietrucha, Maj Michael, “Needles in the Haystack: Hunting Mobile Electronic Targets”, Air & Space
Power Journal Magazine, U.S.A., Spring 2003.

2% Robinson, Clarence A., “The Electronic Battlefield”, Faircount.com Web Page, Available on site:
http://www.faircount.com/web04/yid/articles/electron.html
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Data links need not reach across the battlefield. A flight of four aircraft could exchange
information between nearby strike aircraft via a low-power data link that need not even use
a radio frequency. A link can be designed for jam resistance and low probability of

intercept.?%

The ability of an RWR to accurately locate a modern SAM system is critical to the survival
of the aircraft. A pulse-Doppler (PD) radar operator detects an aircraft by noting a
difference in the frequency of the transmitted and reflected energy. That frequency
(Doppler) shift is caused by the component of the aircraft’s velocity that is directed toward
or away from the radar. Pilots in a detected aircraft may try to break the enemy radar’s
tracking by turning and placing the radar at 90 degrees to their own vector. That change in
direction reduces the velocity component toward or away from the radar site to near zero
which results in a near-zero-Doppler shift. A reduced Doppler shift also enhances the
effectiveness of chaff and decoys, which should allow the aircraft to break lock and hide in
ground clutter. Most Doppler radar systems use a filter to reduce clutter by eliminating all
returns below a certain velocity. To make the aircraft appear to have a velocity less than
the filter velocity, or stay “in the notch,” the pilot of a strike aircraft flying at 540 knots
must hold a heading (plus or minus three degrees) that is perpendicular to the direction

from the aircraft to the radar (Figure 4.9).

If one pictures a string connecting the aircraft to the radar, the aircraft must put the string at
90 degrees to the nose (directly off the left or right wing), which results in a curved flight
path with the radar at the center. This means that the aircraft is not changing its distance
from the radar, has no apparent velocity to the radar, and so is much harder to break out of
clutter. To do that, pilots must know the location of the threat radar precisely if they are to

survive and attack the target.

If the strike aircraft can locate the emitter to within a 2,000-foot-radius circle, it can cue
other ELINT sensors. The F-15E, F-18, B-1, and B-2 can use high-resolution synthetic
aperture radar (SAR) maps to precisely locate the target cues by onboard ES, thus bridging
the gap from the circle provided by ES to Global Positioning System (GPS) quality

260 Pietrucha, Maj Michael, Ibid.
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coordinates provided by the SAR. Most importantly, this precise location is done rapidly,

entirely within the cockpit of a strike aircraft capable of conducting an immediate attack.

The ISR data collected by larger, standoff systems, the strike aircraft also become
providers of critical ELINT sensor data to other assets. Their positioning in the battlespace
makes them an ideal collector. They stimulate the air defenses, becoming the reason that
the radars turn on in the first place. They are the closest to an air threat. An array of
onboard ELINT sensors, infrared (IR), radar, and electro-optics can be used to gather
information, record it, and download it after the mission. Information gathered by the strike
aircraft is transmitted to an ISR platform on a simple, line-of-sight link. The UAV (in the
above example) then transmits the data beyond line of sight, using its own dedicated data
links and removing the need to have a complex (and expensive) communications array
aboard the strike aircraft. Electronic intelligence (ELINT) information, for example, can be
used to update threat databases, characterize enemy radars, and analyze enemy tactics. The
ability to bring back recorded data and conduct a postflight download will provide
additional and essential intelligence, remembering that not everything of value is needed in

real or near-real time.2%!

%! pietrucha, Maj Michael, Ibid.
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5. SPACE, SATALLETIES AND ELINT

As war and intelligence operations become more sophisticated, they rely more heavily on
space-relay links from military command centers to battlefield and, further, to outposts
near the front lines of operation. More data, more electronic maps, more commands from
top brass, even 3-D visualizations of enemy territory.”*> The reconnaissance and electronic
intelligence (ELINT) that is received from space that helps watching the whole war area,
the night vision systems, reflect the radical changes. Even though the Micro-electronics
Evolution has enabled the weight and the size of the electronic elements to be small, it
improved the performance.?®

As the fourth dimension, space involves dominating the high ground of space to deny its
advantages to the adversary and to use it to implement one’s own command, control,
communications, navigation, reconnaissance, air defense, missile defense, warning, and
weather forecasting.?®* Space has been integrated ever more fully into military systems,
from targeting to communications to intelligence. The infrastructure of military is utterly
dependent on the space-based component. Like video clips jamming the Internet, the
military's technological sophistication grows to fill the bandwidth.*®® Space assets can
become a key to the future digitalization of the battlefield where some of the fog and
friction of war is removed for the side domination space.266 Ground troops, Special Forces
and fighter pilots in the newly proclaimed war on terrorism will likely move more bits of
data than ever before as they are forced to new levels of creativity to locate a terrorist
leader who does not wish to be found and who has proven extremely elusive. It's possible
that this operation might exhaust some of satellite capabilities in the region.267

Military operations rely heavily upon information lines of communication to, in, through,

and from space. Space assets integrate and deliver command, control, communications,

262 Britt, Robert Roy, “War on Terrorism Could Clog Military's Space Airwaves”, U.S.A., 08 October 2001,
Available on site: http://www.space.com/news/ ,

263 Cagin, M. Hakki, “Digital Revolution for the Military: The Effects of the Electronics Revolution in the
21% Century on the International Security Strategy”, Armed Forces Communications and Electronics
Association, AFCEA, Ankara, September 1995, p. 6.

264 Blackwell, J., “Battlefield of the Future: New Era Warfare? A Revolution in Military Affairs?”, Air Force
Press, Maxwell, U.S.A., 1998, Available on site: http://www.airpower.af.mil/airchronicles/battle/ov-2.html
%65 Britt, Robert Roy, Ibid.

26 Blackwell, J., Ibid.

27 Britt, Robert Roy, Ibid.
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computers, intelligence, surveillance, and reconnaissance (C*ISR) capabilities; navigation;
and weather so forces can deny such to an adversary, and enable combatant commanders
and operational forces to synthesize information, dictate the timing and tempo of

1.%%® During

operations, and counter an adversary’s ability to exercise command and contro
the military operations in order to feed the troops’ voracious appetite for electronic
intelligence (ELINT) information, more than a dozen different American, British, French
and Russian satellites gathered intelligence via photography, infrared and radar imaging,
and radio and television intercepts; measured and reported weather conditions;
communicated command and control (C?) messages and data; and pinpointed targets and

located people on the ground.269

Figure 5.1: Space as the Fourth Dimension.

%68 Cohen, William S., “Annual Report to the President and the Congress — Information Superiority and
Space”, Secretary of Defense, DoD, U.S.A., 1999. Available on site:
http://www.defenselink.mil/execsec/adr99.htm

269 Anthony, R., “Space Today Online-The Satellite Wars- Afghanistan and Yugoslavia”, U.S.A., 2001,
Available on site: http://www.spacetoday.org/Satellites/YugoWarSats.html
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Space is defined by SPACECOM as everything above 100 miles. Earth's atmosphere
grows thinner with altitude in a gradual way, however. There is no clear edge. Pilots

zooming above 50 miles are awarded astronaut wings, for example.

Most satellites, however, are at least 100 miles up with some ranging more than 22,000
miles above the surface. And military experts say the Armed Forces are relying more and
more on these orbiting data and command posts to root out the enemy or to blow up targets
with pinpoint accuracy from safe distances. So outer space increasingly becomes military

space.

From 22,300 miles up, a satellite can see half the planet. That's where most missile-
warning and communications satellites operate in what are called geosynchronous orbits;
perches that remain fixed over a given part of the planet by orbiting Earth once every 24

hours 27

Weather satellites share this lofty region of space. Able to see half the globe, the GOES
satellites of the National Oceanic & Atmospheric Administration feed constant data about
cloud cover and moisture into weather forecasting programs. This information is also used
by the military. Some television satellites also operate at this altitude. Their fixed location
in the sky, relative to Earth, explains the fixed position of home satellite TV receiver
dishes.

Various types of military communication satellites also traverse this high ground. More
critical at this extreme altitude are a handful of Defense Support Program (DSP) satellites,
first deployed in 1970. They are a key part of the military's early warning systems, using
infrared sensors to detect heat from missiles or rockets. Though the operation of these DSP
satellites is kept secret, the Federation of American Scientists says three are in operation

and two are in space and available as backups.

70 Britt, Robert Roy, Ibid.
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The military claims it can spot any missile launch over 90 percent of the Earth's surface.
But there is a trade-off for the wide view offered from 22,300 miles up in space: an
inability to see anything with high resolution. A host of other satellites, therefore, operate
much closer to the planet. Lower, around 10,900 miles above the surface, are 24 satellites
that comprise the Global Positioning System, or GPS. Each satellite circles the planet once
every 12 hours, and they combine to give near-total coverage of the globe. GPS is
absolutely critical to U.S. military operations. The GPS satellites emit constant signals,
which when picked up by receivers in the air or on the ground can calculate time to within
a billionth of a second, velocity within a fraction of a mile per hour and location to within a

few feet, according to the Air F orce.2"!

Five ground stations and four ground antennas, located around the world, coordinate the
satellites and their signals. GPS has allowed for dramatic improvement over previous
attempts, such as in Desert Storm, to target missiles and bombs remotely. One new bomb,
called Joint Direct Attack Munition, or JDAM, has a GPS receiver installed inside it and
can be programmed to hit a target based on longitude and latitude. Since the JDAM finds
the target, the crew doesn't have to, allowing them to fly at higher and safer altitudes. The

Department of Defense has not discussed whether JDAM has been used in Afghanistan.

A host of other satellites, providing intelligence imagery and weather data, are put into
what's called Low Earth Orbit, typically between 100 and 300 miles up but as low as 80
miles and as high as 1,200 miles. Space shuttles and the International Space Station operate

in Low Earth Orbit.

Several military spy satellites work in the 600-1,200 mile range. They're acronyms reflect
the type of data they collect: electronic intelligence (ELINT); signal intelligence (SIGINT);
and radar intelligence (RADINT).

Spy satellites orbit at some 25 times the speed of sound, typically passing over a given
location twice a day. This routine is useful for spotting the movements of entire
encampments, single vehicles and groups of people. Spy satellites are to see features as

small as 4 or 5 inches across. They can identify people, but not faces. They can spot a

271 Britt, Robert Roy, “Satellites Play Crucial Roles in Air and Ground Battles”, Space News, U.S.A., 09
October 2001, Available on site: http://www.space.com/news/
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license plate on a car, but they can't read it. Though highly classified, one type of spy
satellite known as keyhole-class, is thought to see objects as small as a newspaper
headline. Three of these satellites range over Earth's polar region. They resemble giant
digital cameras, somewhat like the Hubble Space Telescope.?” U.S. spy satellites played
critical role during previous war and they are expected to today by military planners. U.S.
intelligence agencies focused all available spy satellite resources on suspected targets in

Afghanistan and Iraq.>” Spy satellites include these general types:*™*

e Radar imaging satellites that uses microwave signals to peer through cloud cover
and scan Earth surface.

e Optical satellites that use a large mirror to gather light for photography.

e Combo radar and optical satellites that see wider areas of Earth’s surface with more
detail.

¢ Signals intercepts and detection satellites that tune in on radio, telephone and data
transmissions.

¢ QOcean observation satellites used to locate and determine the intent of ships.

Military analysts say keyhole-class use an elliptical orbit to take them as close as 200 miles
and as far as 600 miles from the planet's surface. This odd orbit allows the satellites, as a

group, to photograph nearly the entire planet several times a day.

No one knows exactly how many satellites the U.S. Military has in orbit. It is estimated the
total number of orbiting spacecraft that support military activity directly or indirectly
approaches 100. Included are roughly two dozen devoted to intelligence, two dozen that
provide navigation, and another two dozen that handle communications. However, that
along with other intelligence information, satellites enable special operations units to locate
terrorists, plan forays into enemy territory, and then go in knowing what weapons have
been disabled.
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Space-based battle support was tested in the Gulf War in 1991. Satellite imagery was used
to find targets and assess the effects of bombing. Missile-warning sensors detected enemy
Scud launches, information that was relayed -often by satellite- to commanders on the
ground who controlled anti-missile batteries.””> Space forces contribute to the overall
effectiveness of military forces if deterrence fails by acting as a force multiplier that
enhances combat power. The capability to control space will contribute to achieving

information superiority and battlespace dominance.?’®

5.1. BATTLESPACE DOMINANCE

The use of space parallels the use of air. The first use of the air was to provide
reconnaissance information for ground-based weapons. The second purpose was to destroy
enemy reconnaissance aircraft. The third was the defense of reconnaissance aircraft, by
arming them, increasing their agility, and creating a class of aircraft dedicated to fighting
other aircraft. The fourth and most important use was to merge the reconnaissance platform
with the weapons system by placing explosives on the aircraft. From that point on, control
of the air was understood to be a means to dominate the land and sea, both militarily and
politically. This same process is now unfolding in space.””’ Space is a medium like the
land, sea, and air where military activities are conducted. Space forces are global in nature,
support a forward presence, are necessary to maintain military readiness, and enable
implementation of enhanced operational concepts. Space power is as important to the
nation as land, sea, and air power. Space forces support military operations by providing
information lines of communication enabling information superiority, contributing to

deterrence, increasing force effectiveness, and ensuring the freedom of space.?’®

Space Command is a dominate force behind the U.S. military satellite systems. This is a
look at each system. It operates an amazing array of satellites, both in technological
capabilities and sheer numbers. This network of man-made constellations link commanders
from the staff level in Washington to the squad leader on the ground in a far-flung country.

They can communicate and exchange information and in many cases see what the other is
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On the whole, though, strategic and national users were the primary customers of space
forces through this period. This changed with the end of the Cold War and, more visibly,
with the Gulf War in 1991. Suddenly, the contributions of space forces to theater
operations became manifest to all, from the tank columns maneuvering across the desert, to
the fighter pilots’ reliance on space forces for mission planning and weather data, to
Special Forces’ use of space-based communications. But as this potential and this reliance
became clear, so, too, did the distance remaining to be traveled before space capabilities

could be considered truly integrated with U.S. theater forces.”®*

As effective as space-based support to Desert Storm operations proved, this support was
largely a result of heroic ad hoc a