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ABSTRACT 

The Effect of Employees’ Information Security Familiarity 

on Their Security Incident Awareness 

 

Finding more sophisticated and effective solutions to protect data and information 

systems against advanced security threat is essential in both theory and practice. 

Technologies and laws are evolved to have more useful, robust and smarter 

protection methods. Also, researchers investigate human element of information 

security to measure people’s behavior and security awareness level. In this study, 

whether employees are capable to be a part of information security protection in their 

companies is investigated. Firstly, effect of information security familiarity on 

security incident awareness is discussed, then how security incident awareness 

affects security behavior is attempted to analyze. Implications of this study can help 

to improve employees’ behavior without any distinction between professions as well 

as information security awareness education and training programs. For this purpose, 

detailed literature review has been conducted and research model has been 

developed. Primary data source of this study is a survey. In order to develop 

questions for the survey, security experts’ opinion has been consulted besides 

literature studies. An online survey has been conducted on employees who work in 

companies located in Turkey. Totally 315 responses have been used to conduct 

analyses which have been applied to test five hypotheses proposed in this study.  
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ÖZET 

Çalışanların Bilgi Güvenliği Aşinalıklarının 

Güvenlik Olay Farkındalıkları Üzerine Etkisi 

 

Hem akademik araştırmalarda hem de sektör uygulamalarında bilgi ve bilgi 

sistemlerini, gelişmiş güvenlik tehditlerine karşı daha efektif ve sofistike yöntemler 

ile korumanın yollarını bulmak asıl hedeftir. Teknoloji ve yasalar, koruyucu 

yöntemler için daha akıllı, kullanışlı ve dirençli bir zemine sahip olmak adına 

geliştirilmektedir. Ayrıca araştırmacılar güvenliğin insan unsurunu, kişilerin davranış 

ve güvenlik farkındalık düzeylerini ölçmek ve değiştirebilmek için incelemektedirler. 

Bu eforun arkasındaki sebep, günümüzde ve yakın gelecekte daha çok dijitalleşmiş 

ortamlara sahip olmamızdır. Bu çalışmada, çalışanların daha fazla dijitalleşmiş bir 

ortamda bilgi güvenliğinin bir parçası olmaya ne kadar hazır olduklarının görülmesi 

hedeflenmiştir. Bilgi güvenliği aşinalığının, güvenlik olay farkındalığı üzerindeki 

etkileri araştırılmış, ardından güvenlik olay farkındalığının güvenlik davranışlarını 

nasıl etkilediği analiz edilmiştir. Çalışmanın sonuçları, uzmanlık alanlarında 

herhangi bir ayrım yapılmaksızın tüm çalışanların davranışlarının ve bilgi güvenliği 

eğitim programlarının iyileştirilmesine yardımcı olabilir. Amaca istinaden, detaylı bir 

literatür taraması çalışması yürütülmüş, araştırma modeli geliştirilmiştir. Anket 

birincil veri kaynağı olarak kullanılmıştır. Anket için soru geliştirmek üzere, literatür 

taraması dışında bilgi güvenliği uzmanlarının görüşlerine başvurulmuştur. Çevrimiçi 

anket Türkiye’de bulunan şirketlerde çalışan kişiler üzerinde yürütülmüştür. Alınan 

toplam 315 yanıt, bu çalışmada önerilen beş adet hipotezin test edilmesi için 

kullanılmıştır. 
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CHAPTER 1 

INTRODUCTION 

 

Main concern of both theory and practice is finding more sophisticated and effective 

solutions to protect corporate data and information systems against to advanced 

security threats. In practice, by the help of such disciplines as machine learning and 

artificial intelligence, security technology is continuously improved to protect 

systems better. Security systems become more useful, robust and smarter in order to 

protect information systems in more sophisticated way. In today’s world, laws and 

regulations are developing, such as European Union General Data Protection 

Regulation (Eugdpr.org, n.d.) and Turkish Personal Data Protection Law (KVKP, 

2016) so as to constitute a base for risky security environment.  

On the other hand, in recent studies researchers investigate different 

dimensions of security, they all have one aim which brings better protection. One of 

the main focuses of these studies is people. Because of that people involve 

information systems and they are part of information oriented world at the end. Their 

behavior in a work place which has a great potential to threat information systems is 

main focus of studies in this area. In order to understand behavior of people, there 

are various approaches which have been measured in different levels, such as 

organizational, individual and socio-environmental (Haeussinger & Kranz, 2017; 

Jaeger, Ament, & Eckhardt, 2017). Understanding the human factor in information 

security is one of the most important approach to change people’s behavior and 

security awareness. Factors which have an effect on behavior and/or information 

security awareness of people are usually investigated to improve security habit, 

behavior and awareness level of them. Even generational differences between 
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people, such as difference between millennials and baby boomers, are studied 

(Cummings, Gomillion, & Connolly, 2017; Tanriverdi & Metin, 2017a) in order to 

improve their security behavior and awareness level.  

These developments become more important in digital transformation. 

According to results of information security survey conducted globally by 

PricewaterhouseCoopers (PwC), 63 percentage of respondents claimed that their 

companies run their information technology (IT) function in the cloud. The 36 

percentage of respondents are running their operation function in the cloud, while the 

percentage of customer service is 36, market and sales is 34 and finance function is 

32 in the cloud (2016). With the effect of digitalization, information security 

becomes more and more important. According to 59 percentage of respondents of 

global information security survey, digitalization leads companies to increase 

spending on security. Additionally, people become more involved the information 

oriented world and more integrated with information security systems. Thus, skills of 

employees should be adapted to the new conditions.  

In this study, whether employees are capable to be a part of information 

security protection in their companies is investigated. With this purpose, study 

begins with measuring the effect of information security familiarity on security 

incident awareness, then how security incident awareness affects security behavior is 

attempted to analyze. Implications of this study can help to improve employees’ 

behavior without any distinction between professions as well as information security 

awareness education and training programs.  

Information security familiarity is evaluated with considering both knowledge 

and experience of employees in four focus areas; threat knowledge, protection 

knowledge, breach experience and protection indicator familiarity. Information 
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security familiarity can be considered as an extension of IT/non-IT profession 

approach which has been researched in prior study (Tanriverdi & Metin, 2017b). The 

most important result of the study is that knowledge about insider related security 

incidents are not dependent on whether employees’ professions are IT related or non-

IT related, whereas knowledge about outsider related security issues depend on 

professions. To investigate information security familiarity as the common point of 

IT people and non-IT people who know insider/outsider security incidents of their 

companies is triggered by the result of Tanriverdi and Metin’s study. 

In order to achieve the purpose of this study, detailed literature review has 

been conducted and research model has been developed based on the literature 

review. Primary data source of this study is a survey. In order to develop questions 

for the survey, security experts’ opinion has been consulted. An online survey has 

been conducted on employees who works in companies located in Turkey. Totally 

315 responses have been used to conduct analyses which have been applied to test 

five hypotheses proposed in this study.  

This paper is organized as follows; Chapter 1 introduces study generally. In 

Chapter 2 related literature on security behavior and awareness, and familiarity 

concept in security context is summarized. In Chapter 3, research model, basis of the 

model, variables, and proposed hypotheses of this study are given. In Chapter 4, how 

primary data is collected for this study is summarized, then measurement methods of 

variables are provided. Conducted hypotheses test results, main findings and 

additional test results are shown in Chapter 5. Important findings are criticized, main 

findings and contribution of this study, and future research is provided in Chapter 6.  
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CHAPTER 2 

LITERATURE REVIEW 

 

In this chapter, according to the main focus of this thesis, related studies in literature 

is reviewed. How security behavior and security awareness concepts have been 

evaluated is examined within the literature review in order to show the usage of these 

concepts broadly. It is seen from the literature that security behavior and awareness 

have been studied many times. In some studies, different theories are used to explain 

security behavior and its factors. There are many investigated factors of security 

behavior in studies. However, how literature studies have used security awareness is 

examined in this chapter. Factors of security awareness is also evaluated. It is 

understood from the literature that different factors of security awareness have been 

analyzed in different aspects. Individual aspects including knowledge and experience 

factors, which are more related to this thesis, are examined.   

Besides information security awareness and behavior studies, in order to 

enhance profession approach to information security familiarity, familiarity concept 

is reviewed in literature. Definition of familiarity, scale of familiarity measure and 

findings related to familiarity are reviewed in existent literature.  

 

2.1  Information security awareness and behavior studies 

Existent literature shows that relationship between information security behavior and 

information security awareness have been investigated many times. There are also 

some studies which review existed literature systematically and extensively, and 

summarize what have been done related to information security behavior and 

awareness (Abraham, 2011; Lebek, Uffen, Neumann, Hohler and Breitner, 2014).  
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2.1.1  Applied theories in literature 

A theory-based literature review study has been conducted by Lebek et al. (2014). 

This literature review study collects theory-based information security awareness and 

behavior studies (Lebek et al., 2014). They have summarized which theories have 

been investigated in information security literature, which constructs have been 

studied, how many times they have been studied and how methodology of studies 

have been designed in studies which have been published before 2014. 

According to Lebek et al. (2014)’s study, although they identified 54 different 

theories in the literature, the most frequent theories are respectively theory of 

reasoned action (TRA)/theory of planned behavior (TPB), general deterrence theory 

(GDT), protection motivation theory (PMT), technology acceptance model (TAM). 

They have also claimed that these theories have been adapted to information security 

area from different disciplines, such as psychology, sociology and criminology. 

Besides investigating a single theory, some combinations of the theories have been 

researched to fulfill the gap in the literature (Bulgurcu, Cavusoglu, & Benbasat, 

2010; Herath & Rao, 2009; Ifinedo, 2012; Herath et al., 2012; Hu and Dinev, 2007; 

Pahnila, Siponen, & Mahmood, 2007; Siponen, Pahnila, & Mahmood, 2007; 

Siponen, Pahnila, & Mahmood, 2010). Lebek et al. (2014) summarized that 

aforementioned theories have explained security behavior of employees with 

investigating various related factors. 
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2.1.2  Security behavior related constructs  

In order to measure security behavior of people there are different approaches in 

literature studies. Those are actual behavior and behavioral intention as it is seen in 

literature. 

 

2.1.2.1  Actual security behavior   

Security behavior, mostly named actual behavior in literature, has been measured 

with frequency of behavior (Limanyem & Hirt, 2003; Siponen et al. 2007). In these 

studies participants’ responses have been collected with survey. They have been 

directly asked to declare what is the frequency of their security behavior. Security 

behavior has been also considered as behavior complying with information security 

policy of company in the literature (Pahnila et al., 2007; Siponen et al., 2010). 

Security policy compliance behavior has been measured with a self-reported question 

in Siponen et al.’s studies (2010). 

Besides these theories which have measured actual behavior with self-

reported questions, there are some studies which have evaluated security behavior 

with asking participants whether they are doing certain behavior (Ng, Kankanhalli, & 

Xu, 2009; Parson, McCormac, Butavicius, Pattinson, & Jerram, 2014; Rhee, Kim, & 

Ryu; 2009). Parson et al. (2014) have been evaluated security behavior with seven 

focus areas. They have determined seven focus areas with three subareas based on 

the review of many information security policies and interview with security 

managers given in Figure 1. They have evaluated security behavior in agreement 

scale. Ng et al. (2009) have measured security behavior in the email service usage 

context with using agreement scale. Rhee et al. (2009) have measured security 

behavior in two dimensions; technology aspect and security conscious care behavior. 
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With technology aspect question, employees’ practice related to security technology 

usage mainly on software, such as antivirus, antispyware, firewall and even blocking 

function of pop-up window and spam filtering function have been asked. In the 

second question of information security practice, they have evaluated how they are 

using computer and Internet in terms of security conscious care. For instance, using 

strong password, file sharing software, having backup of data and files etc. have been 

included in the measure. They have claimed that they have developed these measures 

based on published security guidelines and security providers’ advices.  

 

 
Figure 1.  Focus areas and sub-areas of information security policies 

Source: (Parson et al., 2014) 

 

2.1.2.2  Behavior intention  

Lebek et al. (2014) have also revealed that behavior intention has been evaluated 

within theories. Behavior intention has been defined as one’s belief or plan to act 
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certain behavior some day (Bulgurcu et al., 2010; Hu, Dinev, Hart, & Cooke, 2012; 

Johnston, Warkentin, & Siponen, 2015). Behavior intention has been measured with 

participants’ declaration about their intention and likelihood to keep security 

complied behavior in the future in several studies (Al-Omari, El-Gayar, Deokar, 

2012; Bulgurcu et al., 2010; Haeussinger & Kranz, 2013; Herath & Rao, 2009; Hu et 

al., 2012; Ifinedo, 2012; Siponen et al., 2010). Additionally, Hu and Dinev (2007) 

have measured behavior intention with intention of participants to apply protective 

methods against to spyware. Hovav and D’Arcy (2012) who conducted a case study 

have assessed behavior intention by self-reported likelihood of sending an e-mail at 

the certain case. Limanyem and Hirt (2003) have evaluated frequency of intention to 

use certain web site (WebBoard) to measure behavior intention. Reason of using 

behavior intention instead of actual behavior is that measuring of actual behavior is 

complicated for researchers according to Vroom and von Solms (as cited in Lebek et 

al., 2014, p. 1054). Information security researches have proven that there is a strong 

relationship between behavioral intention and actual behavior in several studies 

(Limanyem & Hirt, 2003; Pahnila et al., 2007; Siponen et al. 2007; Siponen et al., 

2010).  

 

2.1.3  Factors of security behavior 

Lebek et al. (2014) have summarized in their study that under four most frequent 

theories 11 different independent variables have been investigated to predict actual 

behavior and behavior intention given in Figure 2. Lebek et al. (2014) have claimed 

that there are also some studied factors which have not based on any theories, such as 

awareness, perceived awareness and organizational commitment. 
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Figure 2.  Theories and constructs in theory based studies 

Source: (Lebek et al., 2014) 

Note: PU: perceived usefulness, PEOU: perceived ease-of-use, ATT: attitude toward 

information security, SN: subjective norm, PBC: perceived behavioral control, RC: 

response cost, RE: response efficacy, CA: coping appraisal, PSOT: perceived 

severity of threats, PV: perceived vulnerability, TA: threat appraisal, PSOS: 

perceived severity of sanctions, PCOS: perceived severity of sanctions, S: self-

efficacy, BI: behavioral intention, AB: actual behavior 

 

Abraham (2011) has also investigated factors which have an effect on information 

security behavior are summarized in the study. It has been identified in the study that 

18 different concepts have been investigated in information security behavior studies 

as effective factors on information security behavior (Abraham, 2011). While 

investigating studied factors in literature, Leach’s “information security conceptual 

model” has been adapted. In Leach’s model given in Figure 3, there are six main 
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categories that enable to understand the context of studies. Model proposes not only 

intrinsic factors like user’s psychology, personal values or decision making skills, but 

also extrinsic factors, such as security procedures or policies (the body of 

knowledge).  

 

 

Figure 3.  Information security conceptual model 

Source: Leach’s information security conceptual model (as cited in Abraham, 2011, 

p. 3) 

 

2.1.4  Security awareness as a factor of security behavior 

It is seen from information security literature that awareness is one of the most 

important factors to predict security behavior and at the same time as a concept it is 

approached differently.  

As Lebek et al. (2014) have shown in their study that security awareness is 

one of the major concepts having an influence on information security behavior. 
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Even if security awareness is conceptualized and measured differently in studies 

(Bulgurcu et al., 2010), it is understood that the main approach is mostly same. 

Security awareness is being aware, knowledgeable, conscious and recognizant in 

terms of security risks, objectives, responsibilities and protective methods against to 

threats (Haeussinger & Kranz, 2017).  

Bulgurcu et al. (2010) have depicted general awareness and information 

security policy awareness as information security awareness. In their study, general 

awareness has been evaluated with understanding threats, risks and possible results 

of security incidents. Haeussinger, and Kranz (2013) have used same security 

awareness measure as Bulgurcu et al. performed. Johnston, Wech, Jack, & Beavers 

(2010) have also approached awareness with being aware of information security 

policy of company. What is more, Hu and Dinev (2007) have adapted awareness in 

the context of technology. They have defined technology awareness as “user’s raised 

consciousness of and interest in knowing about technological issues and strategies to 

deal with them” (Hu & Dinev, 2007, p. 402). Ryan (2007) has evaluated security 

awareness as a combination of technology perception, policy perception and threat-

context perception. Author has considered technology perception with users’ 

knowledge on how antivirus applications and firewall systems protect information 

systems. Policy perception has included items regarding awareness of research 

participants about what policy dictates and requires for protection in the 

organization. Lastly, awareness of current possible threats and protection methods 

against to threats has reflected threat-context perception. Zhang and Li (2015) have 

designed different approach in their research in progress paper that classification of 

information security awareness has been performed. They have haven two category 

of security awareness as perceived and assessed awareness. AlKalbani, Deng, and 
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Kam (2015) have assessed information security awareness as a component of 

information security culture. 

Authors have provided their security measures and scales in their studies, 

even if some of studies do not include measures of security awareness (AlKalbani et 

al. 2015; Johnston et al., 2010; Zhang & Li, 2015). It is seen from those measures 

that most of studies have developed measure as self-reported question. Security 

awareness has been measured with participants' self-evaluation about their awareness 

level in Likert-type scale in these studies (Bulgurcu et al., 2010; Haeussinger, Kranz, 

2013; Ryan, 2007). Only Hu and Dinev (2007) have been differently evaluated 

security awareness. They have asked technological strategies in order to measure 

technology awareness agreement scale (Hu & Dinev, 2007). 

It is understood from the results of these studies that, Johnston et al. (2010) 

have discovered the effect of awareness of information security policy on behavior 

intention. Hu and Dinev (2007) have also figured out that technology awareness has 

an influence on the intention of using of security protection technology. However, 

Bulgurcu et al. (2010) have not investigated the relationship between information 

security policy awareness, and behavior intention or actual behavior. They have 

found that security awareness changes employees’ attitude toward information 

security policy compliance. Haeussinger, and Kranz (2013) have found the effect of 

security awareness on intention to comply with security policy. Even if, AlKalbani et 

al. (2015) have not specified how they measured information security awareness of 

employees, they have found that information security compliance has been 

influenced by security awareness.  
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2.1.4.1  Factors of security awareness 

In some studies factors which have an effect on security awareness have been 

investigated. Haeussinger and Kranz (2017) have identified factors which are used to 

define and measure security awareness. They have conducted a literature review and 

provided antecedents of information security awareness in their work. They have 

classified studied factors of information security awareness into three categories. 

Institutional, individual and socio-environmental factors of information security 

awareness are summarized in their work. Jaeger et al. (2017) have also grouped 

antecedents of security awareness. They have identified same categories with 

Haeussinger and Kranz’s study (2017). Besides they have identified technological 

antecedents of awareness which includes just in time reminders and security 

warnings as well.  

Institutional level factors of information security awareness are based on 

security management applications of organization (Haeussinger & Krans, 2017). 

Firm-wide conducted practices are the focus of the factors in this category. At first, 

security awareness of management is evaluated as antecedent of information security 

awareness. Management is expected to be aware of information security risks and 

threats. Then security is leaded, supported and promoted by managerial level, this is 

another criteria of organizational security awareness. Additionally, organization’ 

information security policy is considered important institutional factor to determine 

security awareness. Information security education training and awareness (SETA) 

programs are also evaluated under institutional level factors. Active participation of 

all employees to information security protection and maintenance is important as 

well as leadership of management level according to them. Thus, support of 

employees to develop SETA programs is seen an organizational level factor. 
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Socio-environmental antecedents are other category that authors have been 

determined factors of security awareness related to people’s social environment. 

Socio-environmental factors affect security awareness according to them. Employees 

interact with not only people like their peers and stakeholders, but also external 

resources, such as mass media, news, security journals, and public awareness. These 

factors have been identified as socio-environmental antecedents. 

Haeussinger and Kranz (2017) have determined individual level factors 

coming from employees as an entity of information security system in studies. 

Information system knowledge and literacy, negative experience with information 

security threats, personal education and security perception have been identified as 

individual level factors. Individual factors are more related to the scope of this thesis, 

thus these individual factors from studies are analyzed in detail. It can be understood 

that knowledge and experience are commonly studied individual antecedents of 

security awareness. Experience has been evaluated with direct or indirect negative 

experience in studies.  

One of them has been conducted by Johnston et al. (2010) who have been 

investigated “situational support”, “verbal persuasion” and “vicarious experience” as a 

factor of security awareness. They have found that vicarious experience significantly 

influences security awareness, whereas situational support and verbal persuasion do 

not. Based on their definition, vicarious experience is what people experienced 

indirectly by observation. Moreover, Haeussinger and Kranz (2013) have assess 

employees’ direct negative experiences with asking them whether they have ever 

haven virus or spyware in their systems. They have found positive effect of 

experiences on security awareness. Zhang and Li (2015) have designed a model 

which says experiences have an influence on both perceived and assessed security 
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awareness. According to their experience definition they have developed experience 

measure which asks the number of information security incidents research 

participants have. Additionally, Bulgurcu et al. have stated that “life experiences, 

such as having once been harmed by a virus attack or penalized for not adhering to 

security rules and regulations may increase an individual’s information security 

awareness” (as cited in Haeussinger & Kranz, 2013, p. 4). General information 

security knowledge which has been measured with self-evaluation of general 

computer, Internet and e-mail service knowledge has found as effective factor of 

security awareness (Haeussinger & Kranz, 2013). 

 

2.2  Familiarity concept in studies 

First of all, familiarity concept has been evaluated in related studies with the aim of 

determining the boundaries and measurement methods of familiarity concept for this 

study. These studies can be divided into two groups, IT related and information 

security related, based on the context of familiarity. Moreover, it can be seen that 

familiarity with IT/information security has been measured with self-reporting 

familiarity level, or other Likert, numerical or nominal scale question based on 

familiarity definition of the study. Studies have been summarized in Table 1.  

 

2.2.1  Familiarity with IT 

In IT related familiarity measurements, it can be understood from studies that 

familiarity has been mostly considered as being familiar with certain technology, 

web sites or online platforms (Heartfield, Loukas, & Gan, 2016; Kelley & 

Bertenthal, 2016; Pattinson, Jerram, Parsons, McCormac, & Butavicius, 2012; Rhee 

et al., 2009; Yang, Ng, & Vishwanath, 2015). 
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Table 1.  Familiarity Measurement Approaches in Existent Literature 

Familiarity Definition Context Measurement Method References 

Familiarity with platforms 

(Social media, email, public 

wifi, web browser, e-

commerce) 

IT related Familiarity Scale (Heartfield, 

Loukas, & Gan, 

2016) 

Familiarity with web sites 

(Amazon, Paypal, Netflix, 

eBay, Walmart, Reddit etc.) 

IT related Familiarity Scale (Kelley, & 

Bertenthal, 2016) 

Familiarity with computers IT related Frequency of usage (Pattinson, 

Jerram, Parsons, 

McCormac, & 

Butavicius, 2012) 

Familiarity with platforms 

(social media) 

IT related Familiarity Scale (Yang, Ng, & 

Vishwanath, 

2015) 

Computer and Internet 

Experience 

IT related Years of using 

computer and Internet,  

Internet literacy level 

(Rhee et al., 2009) 

Breach Experience Information 

security related 

Nominal scale (Rhee et al., 2009) 

Familiarity with policies and 

procedures 

Information 

security related 

Not defined (Luciano, 

Mahmood, & 

Maçada, 2010) 

Familiarity with threats Information 

security related 

Familiarity scale (Huang, Rau, & 

Salvendy, 2007) 

Familiarity with security 

technology 

Information 

security related 

Awareness scale (Furnell, & 

Karweni, 1999) 

Familiarity with online 

threats 

Information 

security related 

Ranking of online 

threats 

(Jeske, & Schaik, 

2017)  

Familiarity with mobile 

phone communication and 

safety security measures 

Information 

security related 

Familiarity scale (Lomo-David, & 

Shannon, 2009) 

Security familiarity Information 

security related 

Familiarity scale (Ng et al., 2009) 

Technical controls Information 

security related 

Agreement scale (Ng et al., 2009) 

Knowledge about 

Information security policy 

Information 

security related 

Agreement scale (Parson et al., 

2014) 

 

For example, familiarity with platform has been measured in Heartfield et al.’ study 

(2016). To measure familiarity with platforms comprehensively various platform 

types are involved, such as social media, email, public wifi, web browser and e-

commerce in their study. Kelley and Bertenthal (2016) have been evaluated 

familiarity of the websites with certain web sites; Amazon, Paypal, Netflix, eBay, 

Walmart, Reddit etc. (see in Figure 4). Yang et al. (2015) have also approached 

familiarity as a knowledge about online social media sites. Social media familiarity 
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can be developed by using social media sites and gaining information from other 

users or other sources according to authors.  In these studies, familiarity has been 

measured with self-reporting questions. Survey has been conducted and the surveys 

participants have been asked to evaluate themselves about how much they are 

familiar with specific subject. 3 or 5 point numerical scale has been used to measure 

familiarity level, such as “not at all familiar”, “slightly familiar”, “somewhat familiar”, 

“moderately familiar”, “extremely familiar” in these studies.  

 

 

Figure 4.  Level of familiarity of web sites 

Source: (Kelley & Bertenthal, 2016)  

 

Familiarity has been measured in Pattinson et al.’s study (2012) as familiarity with 

computers. Computer familiarity measure has included various aspects regarding 

frequency of accessing computer, internet, and email services from different 

environments, such as home, work, university, other public computers or other 

private computers. Using applications like Paypal, eBay, Facebook, MySpace, 

Twitter and online purchasing, and doing such activities as e-mailing, web surfing, 

researching, word processing and playing games have also been taken account into 

consideration. Rhee et al. (2009) have evaluated computer and Internet experience in 

their study with how many years they have used computer and Internet. Even if they 
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have not named the concept as “familiarity”, it can be assessed as familiarity. It can 

be understood that their measurement method for familiarity is different from self-

reported familiarity level approach. 

 

2.2.2  Familiarity with information security 

Additionally, in some studies familiarity has been measured directly in information 

security context. For example, it has been considered being familiar with security 

technologies and measurements in various studies (Furnell, & Karweni, 1999; Lomo-

David, & Shannon, 2009; Ng, Kankanhalli, & Xu, 2009; Parson et al., 2014) or 

threats (Huang, Rau, & Salvendy, 2007; Jeske & Schaik, 2017; Rhee et al., 2009).  

Lomo-David and Shannon (2009) have asked participants to evaluate 

themselves that how familiar they are with information security and safety methods 

in their study. They have included totally eight security measures as a “mobile phone 

communication devices” protection method; passwords, daily system scan, scan of 

email attachments, anti-virus software, passwords on email attachments, biometric 

authentication, firewalls, multifaceted authentication systems. Furnell and Karweni 

(1999) have associated awareness of security technologies to familiarity with 

security technologies as well. Security technologies, such as data encryption 

standard, digital/electronic signature, certification authority, secure electronic 

transaction and trusted third party have been asked to survey participants to assess 

their familiarity with security protection technologies in their study. Ng et al. (2009) 

have evaluated security familiarity and technical controls. Participants have been 

asked to rate their familiarity with applications on computer security in order to 

measure security familiarity. In technical control construct whether participants’ 

companies apply antivirus protection is asked to them. Parson et al. (2014) have 
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measured information security policy knowledge of employees in seven focus areas 

with three most important subareas (given in Figure 1) to represent common points 

of information security policy. They have asked to participants whether they know 

the issue specified in policy.   

Jeske and Schaik (2017) measured familiarity with online threats which have 

been grouped into two; newer and well-known threats. Cat-fishing, social 

engineering, email harvesting, zero-day attack, rogueware, botnet, trojan, keylogger, 

phishing has been labeled as newer threats, whereas well-known threats have been 

given with spyware, cyber-bullying, virtual stalking, internet surveillance, identity 

theft, cookie. They have directly given definition of these threats and asked 

participants to rank whether they are familiar with the definition. Similarly, Huang et 

al. (2007) have approached familiarity as how people know threats then how they 

feel themselves about threats. They have measured familiarity with threats that 

include common 21 threats under 12 categories given in Figure 5. As a different 

approach of threats, Rhee et al. (2009) have been evaluated breach experience 

whether employees had ever security incidents, such as virus, spyware and cyber 

fraud. 

Besides knowledge, experience and Internet usage frequency, awareness has 

been associated with familiarity (Furnell & Karweni, 2009). Because they have 

inferred that there is inconsistency between given answers for security technology 

awareness provided in Figure 6, they have claimed that respondents have 

misinterpreted given security technologies. Also, familiarity with policies and 

procedures has been evaluated as human factors of information security (Luciano, 

Mahmood, & Maçada, 2010). 



 20 

 
Figure 5.  Common threats of information security based on categories 

Source: (Huang et al., 2007) 

 

 

Figure 6.  Security technology awareness rates 

Source: (Furnell & Karweni, 2009) 

 

2.2.3  Findings related to familiarity 

Besides definitions and scales of familiarity measure, studies have common points 

according to research purposes and findings. Therefore, familiarity can be evaluated 
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in three main groups; 

i. Extracting factors which affect familiarity, 

ii. Evaluating familiarity as a component of any concept, 

iii. Testing whether familiarity has a significant effect on a variable 

 

It has been seen in some studies that they have helped to understand familiarity 

conceptually in information security context. Knowledge, experience and Internet 

usage frequency are common points of those studies that have been associated with 

familiarity. However, research perspective and how researchers built relationship 

between experience, knowledge, Internet usage frequency, and familiarity concepts 

are differed.  

Some studies have revealed that familiarity is a component (Huang et al., 

2007; Luciano et al., 2010; Nishioka, Murayama, & Fujihara, 2012), while others 

have found factors which have an effect on familiarity (Furnell & Karweni, 1999; 

Jeske & Schaik, 2017; Lomo-David & Shannon, 2009; Yang et al., 2015).  

Huang et al. (2007) have evaluated that familiarity is one of the component of 

knowledge. They have approached familiarity with how people know threats then 

how they feel themselves about threats. If a threat is new and they do not know so 

much about the threat, they do not feel familiar with the threat based on their results. 

In order to do this, they have modelled factors which affect people’s information 

security perceptions on threats. At the end of the work, related factors have been 

grouped together. Results show that those groups have been determined as 

knowledge, impact, severity and possibility. Lomo-David and Shannon (2009) have 

emphasized both knowledge and experience that if respondents have a knowledge 

and experience with mobile devices they are more familiar with four mobile phone 
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security protection methods; password usage, scan of e-mail attachments, antivirus 

software usage, password usage on e-mail attachments. Nishioka et al. (2012) have 

also considered familiarity concept as feeling familiar with the service based on what 

they have practiced by themselves and impressed from another users’ practice. They 

have studied on users’ “anshin” which means “sense of security” in Japanese in their 

research. They have created a survey which includes 937 subjects in order to find 

factors of “anshin”. In their study, they have subjected users who do not have 

technical knowledge. They have found that cognitive trust, familiarity and reputation 

are subjective factors of “anshin”. Similar to Nishioka et al.’s approach, Yang et al., 

(2015) have mentioned users’ own practice and what they know from media or other 

users’ experience can change knowledge about social media which social media 

familiarity relates with. They have also claimed that internet usage frequency can 

change familiarity with social media. Internet usage frequency has been also 

evaluated with “how long they have been using internet”, “how often they log onto 

internet”, “how much time spend on internet per day” questions in Jeske and 

Schaik’s study (2017). Experience has been used for user profiling in terms of 

security in Rughiniş and Rughiniş’s study (2014). They have categorized European 

Union end users given in Figure 7 based on their online activities and experiences 

regarding daily Internet usage, variety of online activities, security incident 

experiences and protection methods (using antivirus software, multiple passwords, 

changing passwords, visiting trusted websites, and opening emails from people they 

know). 

Furthermore, familiarity has been measured as a construct to test hypotheses 

which propose whether familiarity affects other variables (Heartfield et al., 2016; 

Jeske & Schaik, 2017; Kelley & Bertenthal, 2016; Lomo-David & Shannon, 2009; 
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Ng et al. 2009; Parson et al., 2014; Pattinson, et al., 2012; Rhee et al., 2009; Yang et 

al., 2015).  

 

 

Figure 7.  Different end-users profiles based on activities and experiences 

Source: (Rughiniş & Rughiniş, 2014) 

 

In some studies effects of familiarity on behavior is investigated. Lomo-David and 

Shannon (2009) has researched in their study that whether there is a significant 

relationship between familiarity with mobile phone security protection methods and 

application of same methods in real life. According to results of their study, student’s 

familiarity with three of mobile phone security measures are significantly related 

with how they apply these measures in actual usage. These three mobile phone 

security measures are scan of e-mail attachments, anti-virus software and biometric 

authentication. They have concluded that students have applied security protection 

measures which they are familiar with.  

Moreover, it has been found that people better manage phishing emails when 

they are more familiar with computers according to Pattinson et al. (2012). However, 

they have mentioned that their result is valid while they inform participants about 
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their involvement to phishing study. Kelley and Bertenthal (2016) have investigated 

how their familiarity with web sites, such as Amazon, Paypal, Netflix, eBay, 

Walmart, Reddit etc. affect their decision to login to these websites. They have 

designed an experiment with manipulating web sites to test participants’ login 

decisions. They have shown that familiarity provides people better recognize 

manipulation on web sites. As it is given in Figure 8, probability of login action in 

no-spoofed web sites is better than in spoofed web sites.  

 

 

Figure 8.  Effects of familiarity on login behavior 

Source: (Kelley & Bertenthal, 2016) 

 

Additionally, Jeske and Schaik (2017) have provided that familiarity significantly 

predict computer security behavior. Yang et al., (2015) have analyzed whether 

familiarity with social media sites leads to agree with privacy policy of social media 

sites. They have chosen Facebook because of the possible familiarity of people, and 

Cyworld in unfamiliarity direction. According to the results their study if people are 

familiar with social media sites, they better evaluate privacy policy of those sites. 

Moreover, in their study, they have concluded that people trusts their social media 

familiarity rather than privacy seals in terms of privacy concerns like judging privacy 
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policy about the social media platform (Yang et al., 2015).  

On the other hand, there are also some findings about the side effects of 

familiarity in these studies (Heartfield et al., 2016; Kelley & Bertenthal, 2016; Yang 

et al., 2015). According to Heartfield et al. (2016), familiarity with a specific 

platform makes people less susceptible to social engineering attacks. Yang et al. 

(2015) have also found in their study that people tent to less care privacy policies in 

the social media sites when they are familiar with those sites besides positive effects 

of familiarity. Kelley and Bertenthal (2016) have determined negative consequences 

of familiarity in addition to positive results. They have claimed that when people are 

familiar with a web site, they tend to pay less attention to signs related to security. 

Reason of this situation is mainly habits according to them.  

However, Ng et al. (2009) have proposed security familiarity and technical 

controls as control variable of a research model that aims to extract factors of 

security behavior, because of aforementioned negative effect of familiarity with 

technology on security. According to their results security familiarity and technical 

controls have not influence the result.  

Rhee et al. (2009) have not tested effect of breach experience, and computer 

and Internet experience directly on security behavior of employees. They have found 

that information security self-efficacy which has an effect on security behavior is 

influenced by breach experience, and computer and internet experience.  
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CHAPTER 3 

THEORETICAL MODEL AND HYPOTHESES 

 

3.1  Theoretical model 

In this chapter, proposed research model of the study is explained. As it is seen in 

Figure 9, the model includes two parts in itself to understand and interpret the results. 

This model is developed based on existent studies in literature.  

The first part of the model aims to focus on information security familiarity 

as an antecedent of security incident awareness. At the same time to expand the 

profession approach which has been studied in prior study (Tanriverdi & Metin, 

2017). Information security familiarity is handled with four focus areas differently 

from literature studies which have used familiarity concept in the context of security. 

These focus areas, threat knowledge, protection knowledge, breach experience and 

protection indicator familiarity, are chosen in the light of literature review and tried 

to explain whether they have an effect on security incident awareness. As it is seen in 

literature given in Chapter 2 chosen focus areas of information security familiarity of 

this study to explain security incident awareness are combination of security 

awareness’ antecedents which have been investigated in literature. 

In the second part of the model whether security incident awareness has an 

effect on security behavior is investigated. Even if the effect of security awareness on 

security behavior has been studies in literature, security awareness is tried to be 

evaluated in the context of incidents and its effect on security behavior is analyzed in 

this study. In following sub-sections, part 1 and part 2 are explained in detail. 
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Figure 9.  Theoretical model 

 

3.2  Part 1: The effect of information security familiarity’s four focus areas on 

security incident awareness 

In this part of the model, the effect of information security familiarity’s four focus 

areas, threat knowledge, protection knowledge, breach experience and protection 

indicator familiarity, on security incident awareness are examined. At the same time, 

this part of the study is constituted based on the most important finding of the study 

which has been conducted by Tanriverdi and Metin (2017). The study is summarized 

in following sub-section. 

 

3.2.1  Basis of part 1: Evaluation of IT security perception 

In the study IT security perception has been evaluated so as to understand how 

employees perceive IT security according to their professions. Employees’ 

perceptions have been evaluated with what they know about IT security incidents 



 28 

occurred in their companies. IT security incidents can be caused by both insiders and 

outsiders. Outsider related incidents were considered as network access attempt, 

access to company network, attack to Internet or telecommunication traffic, denial of 

service attack. Insider related incidents were abuse of Internet, abuse of company e-

mail services, unauthorized access to system and data, violation of data protection 

regulations, abuse of confidential information, confidential data loss or leakage. 

Therefore, insiders and outsiders related security incidents which companies suffer 

from were asked to employees. Whether knowing insider and outsider related 

security incidents change based on employees’ professions have been investigated.  

Professions of employees were classified as IT related professions and non-IT 

related professions. Employees who are system administrator, software developer, 

project manager, IT consultant, IT personnel, web designer, database administrator, 

system analyst and business analyst were grouped as IT related professions, while 

employees working on departments not related to IT, such as finance and accounting, 

sales and marketing, human resources and after sales departments were classified as 

non-IT profession.  

The most important result is that knowledge about insider related security 

incidents are not dependent on employees’ professions, whereas knowledge about 

outsider related security issues depend on professions according to the results. 

Basically, outsiders target to harm technological assets of companies and 

technological assets are under IT staff’s responsibility, so outsider attacks are known 

by IT staff only. On the other hand, companies warn all staff regardless their 

departments about staff related security incidents to interrupt the repetition of the 

incident. It can be considered as a reason of that knowing insider based problems is 

independent from professions of employees. 
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As it is seen in Figure 10, 38.21% of IT employees know outsider attacks 

whereas 13.21% of non-IT employees know those attacks according to the result of 

the study. Although proportion of non-IT employees who know outsider related 

security incidents in their companies is obviously low, they should have something 

in common with IT employees.  

 

 

Figure 10.  Answers of “were your company's systems attacked by an outsider in the 

last year?” classified by professions of employees 

Source: (Tanriverdi & Metin, 2017) 

 

After the finding about effect of professions, it is aimed to increase the understanding 

of how employees know security incidents. Employees are analyzed by how they are 

familiar with information security rather than just classifying them according to what 

their roles/jobs are in their companies. Employees’ familiarity with information 

security is considered as a capability to explain common points of 38.21% of IT 

employees and 13.21% of non-IT employees. Profession approach is targeted to be 
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enhanced with “information security familiarity” approach. In the sub-section, 

information security familiarity approach is explained. 

 

3.2.2  Information security familiarity 

The main approach of information security familiarity is to develop variables which 

measure experience and knowledge of employees. In order to achieve this aim, 

literature review is conducted as it is given in Chapter 2. As it is understood from 

reviewed literature; knowledge, experience and familiarity are related concepts 

according to usage in studies. It is seen from the literature that knowledge and 

experience are also used to predict security awareness. However, there is no work 

that test effects of both experience and knowledge directly on security awareness. In 

this study, knowledge and experience concepts are distinguished, reframed and 

approached differently. With this purpose, two concepts are defined in security 

context. What people know about threats and its countermeasures is evaluated as 

knowledge, while what kind of security incidents and precautions people ever have is 

evaluated as experience. Therefore, threat knowledge, protection knowledge, breach 

experience and protection indicator familiarity constitutes four areas of information 

security familiarity. 

Even if literature studies measure familiarity in different context, most of 

them are directly asking research participants to evaluate themselves about how 

familiar with security they are. Thus, in this study measures are developed with the 

help of literature and security experts’ opinion to change this approach. Conducted 

work for expert opinion consulting is explained in Chapter 4. Description of 

variables are given as follows.  
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3.2.2.1  Knowledge: Threat knowledge and protection knowledge 

Knowledge is usually approached having information about certain technology, 

platform and web sites which is out of security context in literature (Heartfield et al., 

2016; Kelley & Bertenthal, 2016; Pattinson et al., 2012; Rhee et al., 2009; Yang et 

al., 2015). Studies reveal having information about those technologies and platforms 

are coming from direct or indirect experience like effects of what they learned from 

users (Nishioka et al., 2012; Yang et al., 2015). As it is understood that knowledge 

and experience can be mixed up in literature. With this aspect, it is essential to 

clarify knowledge concept. 

On the other hand, the protection of systems from different security attacks is 

a constant challenge that many organizations face because of technological 

developments (Karyda, Kiountouzis, & Kokolakis, 2005) and advances in 

technology increase variety of threats and affect the way that users interact with 

technology (Kruger & Kearney, 2006). This makes users more vulnerable against to 

threats and requires applying protection methods regularly.  

It shows critical role of employees’ knowledge on protection methods against 

to threats as well as knowledge on threats itself. Most of studies measure either 

threats (Huang et al., 2007; Jeske & Schaik, 2017) or countermeasures (Furnell & 

Karweni, 1999; Lomo-David & Shannon, 2009; Luciano et al., 2010; Ng et al., 2009; 

Parson et al., 2014). That’s why, in the knowledge side of information security 

familiarity, both threat knowledge and protection knowledge variables are considered 

to measure in this study.  
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3.2.2.1.1 Threat knowledge 

Threat knowledge is measured with what employees know about various online 

threats in this study. Their knowledge on threats based on the classification of Jeske 

and Schaik on threats (2017) as the most traditional (virus, worm) and the most 

recent threats (social engineering, botnet, trojan, key logger and phishing) have been 

assessed. Some problems become frequently encountered problems because of 

increased technology usage by people in daily life and number of account they have 

online, such as identity theft (Jones, 2017). Accordingly, what kind of threats may 

lead identity theft is asked to measure threat knowledge. As Garg and Camp 

suggested in their study if respondents perceive threats accurately, they will find 

threats with the same risk (2012). Furthermore, employees’ threat knowledge is 

measured by whether they are capable to distinguish almost the same threats. Virus 

and worm, for example, both are malicious software which replicate themselves. But, 

virus requires a human action and an infected host file, whereas worm do not require 

any of them (Cisco, n.d.). Besides technically similar threats, there are some 

concepts that are usually confused with each other, such as malware and spyware. 

Actually, malware is a general term that indicates all type of malicious software. 

Spyware is the one of malware which created with a specific purpose of collecting 

information from infected system (Panko & Panko, 2013). 

 

3.2.2.1.2 Protection knowledge 

Protection knowledge is evaluated with what employees know about protection 

methods of personal and private information, mobile devices, computers, Internet, 

network, social media and online services against mostly occurred threats, such as 

virus and malware infection, data breach and leakage. These threats are result in 
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serious damages like data loss, identity theft and even financial damages (The 

European Union Agency for Network and Information Security [ENISA], 2018). 

Online services which people mostly used in today’s world, such as online banking, 

online shopping, e-mail services and services operated on mobile applications are 

included in the measure. Protection methods, including password management, 

access control, application management, network security management, protection 

from malware, are collection of information security best practices that what 

technology companies, finance institutions etc. suggest to their customers and users 

(Apple, n.d.1; Google, n.d.; Garanti, n.d.; Interbank Card Center [BKM], n.d.). These 

protection methods are also based on controls of ISO 27002 Information Technology 

Security Techniques Code of Practice for Information Security Controls that 

provides a reference for implementation of information security management system 

under the guidance of ISO27001 standard (International Organization for 

Standardization [ISO], 2013).  

 

3.2.2.2  Experience: Breach experience and protection indicator familiarity  

Experience is frequently evaluated in literature both as a predictor of security 

awareness (Haeussinger & Kranz, 2013; Johnston et al., 2010; Zhang & Li, 2015) 

and dimension of familiarity (Pattinson et al., 2012; Rhee et al., 2009). Mostly 

negative experience is considered in literature.  

However, interaction with technology and systems do not have to be ended 

with negative consequences. While people are using operating systems, browsers, 

websites or platforms, they can encounter with notifications, alerts or indicators 

about security. Their main aim is to inform users about their current security 

situation.  
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Thus, experience of employees is considered with both consequences that 

makes them more familiar. Two of variables of experience are breach experience and 

protection indicator familiarity which are defined in following sub-section.  

 

3.2.2.2.1  Breach experience 

Breach experience is evaluated with what security breaches respondents have been 

experienced in this study. Breach types in the measure is gathered from existing 

literature and the trending security threats, such as unauthorized access to email 

accounts and social media accounts, having virus on PCs/laptops and mobile phones, 

data loss because of ransomware attack and financial fraud based on annual reports 

of ENISA (ENISA, 2018) and Kaspersky (Kaspersky, n.d.). 

 

3.2.2.2.2 Protection indicator familiarity 

If people are using specific platforms and technologies, they gain experience which 

makes them familiar with potential threats about platforms and technologies, and 

recognize threats timely compared to non-user of the platform. Being familiar with 

certain technology, platform, application or web site as it is named IT familiarity in 

several studies in literature (Heartfield et al., 2016; Kelley & Bertenthal, 2016; 

Pattinson et al., 2012; Rhee et al., 2009; Yang et al., 2015) is important factor. 

However, it is obvious from these studies that they only measure how 

people’s familiarity with the certain technology, platform or web site itself. In order 

to enhance this approach with information security context, interacting with 

technology, platform or web site through displayed notifications, alerts or indicators 

to users are evaluated as experience. Their common purposes are informing people 
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about possible consequences of their actions and attracting their notice about their 

security situation.  

According to Zhang and Li (2015) frequency of having security warning 

messages are though that how frequently a user encounters them, her/his security 

awareness are probably affected.  

 

3.2.3  Security incident awareness 

Awareness has been measured in many studies in different context (Bulgurcu et al., 

2010; Haeussinger & Kranz, 2013; Hu & Dinev, 2007; Johnston et al., 2010; Ryan, 

2007; Zhang & Li, 2015). In this study, awareness of security incidents which have 

occurred across Turkey or the world is considered. How well employees remember 

security incidents is associated with being aware of the incident, and causes and 

effects of incidents as well. Similar to Hu and Dinev’s awareness approach (2007) 

which they have defined technology awareness as increased knowledge about 

technological issues in order to apply them, security incident awareness is considered 

as a state that enable employees to display appropriate behavior in order to prevent 

possibility of incidents. 

Similarly, security incident awareness is measured in Tanriverdi and Metin’s 

work as perception (2017) as it is previously mentioned it has been evaluated with 

occurred security incidents caused by insiders or outsiders. However, in this study 

security incident awareness variable is evaluated with whether employees know 

important security incidents instead of company specific issues in this study.  

Selected security incidents have widespread media coverage between 2014 

and 2018, and significant effect on individuals and/or companies in Turkey as well as 

all over the world. Problems which do not have a direct effect on people and/or 
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companies in Turkey have not been chosen even if it is claimed the biggest security 

breaches of recent history such as data breaches of Target stores in 2013 or Equifax 

data breach in 2017 according to security experts (Armerding, 2018) However, if 

target population of this study is considered as potential victims of similar breach, 

the security breach is asked. Questioned security incidents are carefully chosen in 

order to increase diversity of incidents based on technicality, popularity and locality.  

Therefore, hypotheses given below is proposed in the first part of this study: 

H1: Threat knowledge affects security incident awareness of employees positively 

H2: Protection knowledge affects security incident awareness of employees positively 

H3: Breach experience affects security incident awareness of employees positively 

H4: Protection indicator familiarity affects security incident awareness of employees 

positively 

 

3.3  Part 2: Effects of security incident awareness on security behavior 

Companies’ information security is directly affected by daily actions of their 

employees. In the second part of this study, how security incident awareness 

influences security behavior of employees is investigated. In several studies of 

literature, security awareness has been found as a significant predictor of security 

behavior which has been measured either actual behavior (AlKalbani et al., 2015) or 

intention to perform certain actions (Haeussinger & Kranz, 2013; Hu & Dinev, 2007; 

Johnston et al., 2010). Even if security behavior has not been evaluated with actual 

behavior which has been adapted in this study, several studies show that behavioral 

intention has a strong predictor of actual behavior (Limanyem & Hirt, 2003; Pahnila 

et al., 2007; Siponen et al. 2007; Siponen et al., 2010).  

Thus, after having insight about factors having an effect on security incident 

awareness, whether employees’ behavior in working environment are changing when 
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they are more aware of security incidents is aimed to be investigated in this study. 

This part is considered as an enabler for putting inferences of this study into practice. 

 

3.3.1  Information security behavior 

Security behavior which have been studied many times in literature (AlKalbani et al., 

2015; Limanyem & Hirt, 2003; Ng et al., 2009; Pahnila et al., 2007; Parson et al., 

2014; Rhee et al., 2009; Siponen et al. 2007; Siponen et al., 2010). However, it is 

rarely measured with certain tasks performed by employees in working environment 

(Ng et al., 2009; Parson et al., 2014; Rhee et al., 2009) as it is intended to perform in 

this study.  

Security behavior which reflects what employees are performing in working 

environment in certain tasks is measured in three focus areas; information handling, 

e-mail service usage and password management (Parson et al., 2014) in this study. 

The hypothesis given below is proposed. 

H5: Security incident awareness affects information security behavior of employees 

positively  
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CHAPTER 4 

METHODOLOGY 

 

In this chapter, data collection method of this study is described. Preparation of the 

questionnaire conducted within this study, questionnaire instruments, sampling 

design are also given in this chapter. 

 

4.1  Data collection 

Primary data is collected for this study via questionnaire in order to obtain structured 

quantitative data for testing of hypotheses. Questionnaire is prepared in online survey 

platform Lime Survey and it is published online. 

Target population of this study is employees in Turkey who works with 

personal computer/laptop and uses Internet and email service for their daily work. 

Besides employees, prospective employees are also included in the population with 

the prerequisite of having a working experience in similar conditions. In this study, a 

specific sector is not chosen for target population. Employees from various 

departments contribute to our study because of the well-known fact that everybody is 

responsible for information security in any organization (Ross, 2011).  

Accessibility of respondents is important criteria to use time effectively for 

data collection via questionnaire. For this reason, nonprobability sampling is 

designed for this study. Different nonprobability sampling techniques are used, these 

are convenience sampling, snowball sampling and self-selection sampling. At first, 

questionnaire sent to professional contacts of thesis author and thesis advisor via e-

mail and requested to attend to the questionnaire. Although this type of sampling, 

namely convenience sampling, has a potential to make study more subjective, sectors 
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and departments of contacts are taken into consideration while choosing them. 

Thanks to these contacts are from variety of sectors, such as banking, insurance, 

retirement, telecommunication, education, technology, public sector, consulting etc., 

subjectivity is kept minimum. These contacts were also asked to share the 

questionnaire with their colleagues, but at the end both attendance and distribution 

are based on voluntariness. This technique is known as snowball sampling that 

provides access to target population of interest. In addition to this, questionnaire was 

also distributed via LinkedIn. This is self-selection sampling that enables members of 

LinkedIn decide to attend to the questionnaire.   

 

4.2  Research instruments 

Conducted survey within this study has 34 close-ended questions in total including 

working information and company information questions, questions that measures 

variables of the research model, and demographic and technology usage profile 

questions (see in Appendix A). Turkish version of the questionnaire given in 

Appendix B is distributed to participants. Details of questions are explained in 

following sections. 

 

4.2.1  Working information questions 

There are three working information questions asked. Two of them are election 

questions in the survey for the participants about whether they are currently working 

first. This question is prepared in nominal scale and respondent gives a single answer 

that can be “yes” or “no”. Then, total working experience by year is asked. Working 

experience question is asked differently to respondents according to their answer for 

the working situation question in order to provide the consistency of answers of a 
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single respondent and have more accurate sample. If respondents are currently 

working, choices of second question are “less than one year”, “1 – 5 years”, ‘’6 – 10 

years”, “11 – 15 years”, “16 – 20 years”, “21 – 25 years”, “more than 25 years”. On 

the other hand, if respondents are not working currently, “I have no working 

experience” option is also appeared in answer part of second election question. 

Respondents who give the answer “I have no working experience” for second 

question are not suitable for sampling and are excluded from the dataset. 401 

responses are collected in total, but 86 of them excluded from the sample because 

they do not have any working experience. So, study is conducted with the data of 

315 respondents. Working area is third question that asks with “human resources”, 

“finance and accounting”, “marketing and sales”, “procurement”, “communication”, 

“law”, “operational functions”, “internal control and compliance”, “information 

security management”, “software development and business analysis”, “information 

systems network management”, “information systems infrastructure management”, 

“technical support and service desk management”, “information technology audit 

and consulting” and “other” choices. If respondents give “other” answer to company 

sector and working area questions, they are requested to specify them.  

 

4.2.2  Company information questions 

There are three questions that ask about company information of participants as 

multiple-choice question; company sector and company size. Company sector of 

respondents is asked in nominal scale including “automotive”, “consulting”, 

“construction”, “healthcare”, “education”, “technology”, “telecommunication”, 

“banking”, “insurance and retirement”, “energy and utilities”, “pharmaceutical”, 

“entertainment and media”, “tourism”, “retail and consumer products”, “industrial 
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products”, “public sector” and “other” options. Company size is asked in ordinal 

scale; “1 – 20”, “21 – 50”, “51 – 100”, “100 - 500“, “501 – 1000”, and “more than 

1000”. 

 

4.2.3  Variable questions 

For measuring variables and testing hypotheses of research model 21 questions are 

asked. Variable, focus areas of variable, number of question and question types and 

scale of questions are summarized in Table 2, and explained in following sub-

sections. Validity and reliability of these measures is important concern of this study. 

How to provide validity and reliability in this study is also explained accordingly. 

 

Table 2.  Summary of Variable Questions 

Variable Name Focus Areas Number of Question and 

Question Types 

Scale 

Information 

Security Familiarity 

Threat 

Knowledge 

1 checkbox question,  

2 multiple-choice 

questions 

Nominal 

Information 

Security Familiarity 

Protection 

Knowledge 

1 multiple-choice 

question 

Multi-item (15 items), 

5-point numerical 

Information 

Security Familiarity 

Breach 

Experience 

6 multiple-choice 

questions 

Nominal 

Information 

Security Familiarity 

Protection 

Indicator 

Familiarity 

7 multiple-choice 

questions 

Nominal 

Security Incident 

Awareness 

N/A 1 multiple-choice 

question 

Multi-item (8 items),  

5-point numerical 

Information 

Security Behavior 

E-mail service 

usage 

1 multiple-choice 

question 

Multi-item (4 items),  

5-point Likert 

Information 

Security Behavior 

Password 

management 

1 multiple-choice 

question 

Multi-item (4 items),  

5-point Likert 

Information 

Security Behavior  

Information 

handling 

1 multiple-choice 

question 

Multi-item (6 items),  

5-point Likert 

 

 

Validity and reliability of measures are ensured in this study. First of all, validity, 

mainly content validity, is considered as whether instruments actually measure 
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concepts desired to be measured. In this study content validity is aimed to be ensured 

with literature review study and expert opinion as Allen and Yen (1979) suggested in 

their research (as cited in Timmers & Glas, 2010, p. 55). Questions are created based 

on review of existent literature then expert opinion is consulted for security incident 

awareness, and information security familiarity’s four focus areas, threat knowledge, 

protection knowledge, breach experience, protection indicator familiarity. Four 

experts who have an experience in IT governance and/or cyber security areas more 

than 10 years are consulted. Structure, scale and content of questions and items have 

been evaluated in order to ensure that content is complete and there is no ambiguity 

in questions. Questions are revised based on experts’ opinion. In following 

paragraphs applied changes are explained in detail. After having final question set 

one expert who has been working IT governance area for four years, and four 

professionals who are working part-time in cyber security area have been consulted 

to assess questionnaire whether there is an unclear questions or answers. According 

to their comments, terminology used in questionnaire is updated.  

Reliability of research model’s three variables, protection knowledge, security 

incident awareness and information security behavior, is assessed with Cronbach’s 

Alpha. According to reliability test results, variables have internal consistency. 

Reliability test results are given in Chapter 5.   

 

4.2.3.1  Information security familiarity 

Information security familiarity contains four focus areas; threat knowledge, 

protection knowledge, breach experience and protection indicator familiarity that 

have been measured by different questions.  
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4.2.3.1.1  Threat knowledge 

Threat knowledge is one of information security familiarity variables whose measure 

is evaluated with security experts. Firstly, definitions of threats had been planned to 

evaluate threat knowledge of respondents as Jeske and Schaik have performed in 

their study (2017). However, creating different question structures instead of directly 

asking the definition has been considered with security experts with evaluating 

similar approach in literature (Garg & Camp, 2012). Besides format of question, 

content of question has been assessed with experts. The most frequent, traditional 

and sophisticated security threats have been determined to ask. At the end, nine 

different threats, virus, trojan, botnet, social engineering, worm, key logger, 

phishing, malware and spyware, have been assessed in totally three questions.  

First of all, questions are asked in nominal scale then they converted to numerical 

values. Sum of the score of each question is calculated to measure respondent’s 

threat knowledge. Questions and scales of this variable are given: 

 In first question respondents’ knowledge about identity theft is assessed. 

Seven threats, including virus, trojan, botnet, social engineering, worm, key 

logger, phishing, are given in options of checkbox question and asked to sign 

which threats are considered to result in identity theft. Four of them represent 

correct answers. For each correct answer (trojan, social engineering, key 

logger, phishing) three point is added to respondents, while only one point is 

added for each wrong answer. It is actually coming from adding one point for 

each correct answer and subtracting one point from total for each wrong 

answer. The reason of this scaling is having positive values while conducting 

analyses in SPSS. According to this scale respondents can have twenty-one 

points at most and seven points at least. 
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 Second and third questions evaluate whether respondent knows the 

differences between two similar threats. In second question virus and worm 

are questioned, whereas malware and spyware are asked in third one. Choices 

of these two questions are “yes”, “not sure”, “no”, then they are transformed to 

three, two and one point respectively. As a result, threat knowledge score 

ranges between nine and twenty-seven for a respondent. 

 

4.2.3.1.2  Protection knowledge 

Protection knowledge is measured as how effective the given protection methods are 

to ensure information and information systems’ security in a multi-item and 5-point 

numerical scale (1 is “not fully effective”, 5 is “fully effective”). In the protection 

knowledge measure, protection methods applied while using softcopy or hardcopy of 

information, connecting to a network or website, logging into a social media or e-

mail account, making a transaction on Internet banking, using mobile device or 

computer have been involved. Not only online activities, but also offline activities 

and processes of people have been considered as focus areas of the measure.  

While determine important protection methods, ISO27002 a code of practice 

for information security controls has been reviewed as well as existent literature. 

Security tips on technology and service usage given by technology giants like 

Google and Apple were also reviewed. In addition to this, security guides of Turkish 

banks and banking organizations, such as Interbank Card Center (BKM) and Garanti 

Bank were reviewed in order to create protection method questions about online and 

offline banking. Any item has not been asked in both protection knowledge and 

security behavior measures, even if the relationship between protection knowledge 

and security behavior would not been analyzed. 26 candidate questions were created 
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in aforementioned areas in total. However, some of questions have been eliminated 

with experts to keep questionnaire length reasonable. Which question is better to 

evaluate employees’ protection knowledge is main approach while eliminating 

questions. Therefore, level of required knowledge for each protection method has 

been assessed by experts as low, medium and high in order to eliminate some 

questions.  

On the other hand, some of the protection methods related to same tool and/or 

environment has been considered for elimination. For instance, antivirus software 

usage on mobile devices is asked, while updating virus definitions of antivirus 

software on computers is questioned. About password management, periodically 

changing passwords for social media and website accounts is asked, whereas 

complexity of password of wireless network connection is asked. Additionally, as an 

access management locking methods on mobile devices, and two-way authentication 

on e-mail services and social media user accounts, and logging out of user accounts 

while accessing with shared computers are considered. Application security on 

mobile is evaluated as having information about which data is shared with 

applications, and downloading application from official publisher, while computer 

application security is assessed with using only licensed version of software. 

Providing confidentiality of information is considered both in not sharing personal 

information via social media sites, not giving any banking information even verbally 

and keeping hardcopy documents closed and secure. Finally, unlike the purpose of 

all of the mentioned protection methods, backup is asked as a recovery method. 

At the end of the evaluation, 15 protection methods given in Table 3 are 

determined for protection knowledge measure.  
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Table 3.  Protection Knowledge Measure 

Item Number Item Reference 

Protection 

Knowledge_1 

Periodically changing passwords of social media 

or website accounts 

Adapted from 

(Interbank Card Center 

[BKM] Express, n.d.) 

Protection 

Knowledge_2 

Having a lock in mobile phones Adapted from (Apple, n.d.1) 

 

Protection 

Knowledge_3 

Not doing any financial transaction via Internet 

when having public network connection 

Adapted from (BKM, n.d.) 

Protection 

Knowledge_4 

Downloading mobile application only from 

official publisher 

Adapted from 

(BKM Express, n.d.) 

Protection 

Knowledge_5 

Keeping virus definitions of antivirus protection 

software updated 

Adapted from 

(BKM Express, n.d.) 

Protection 

Knowledge_6 

Not sharing banking information with bank 

personnel in any situation 

Adapted from (BKM, n.d.) 

Protection 

Knowledge_7 

Carrying files and documents including 

important information with a cover 

Self-developed 

Protection 

Knowledge_8 

Not sharing personal information on social 

media, even if having only close friends and 

relatives as a connection on social media 

Self-developed 

Protection 

Knowledge_9 

Not downloading free software via web sites 

which has normally licensing fee 

Adapted from 

(BKM Express, n.d.) 

Protection 

Knowledge_10 

Having complicated password of wireless 

network connection at home 

Self-developed 

Protection 

Knowledge_11 

Having antivirus software in mobile phones Adapted from 

(BKM Express, n.d.) 

Protection 

Knowledge_12 

Using two-way authentication in e-mail service 

and social media accounts 

Adapted from (Google, n.d.) 

Protection 

Knowledge_13 

Checking which services the application can 

access before downloading the application 

Adapted from (Apple, n.d.1) 

 

Protection 

Knowledge_14 

Safely logging out from e-mail service or social 

media sites in commonly used PC or laptops 

Self-developed 

Protection 

Knowledge_15 

Backing up important folders and documents Adapted from Rhee et al. 

(2009) 

 

4.2.3.1.3  Breach experience 

Breach experience is one of information security familiarity variables that whether 

employees have ever experienced any breaches which are the most frequently 

encountered security incidents, such as virus infection on mobile devices, data loss 

because of ransomware, financial fraud, unauthorized access to email and social 

media accounts. First of all, questions have been created to be more specific in terms 

of attack vector and consequences of the attack. For example, questions with item 

number BreachExperience_1 and BreachExperience_2 (see Table 4) have been 

prepared so as to specify the result of phishing attack, instead of only asking whether 
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they have phishing attack as Rhee et al. have evaluated in their study (2009). 

Moreover, according to ENISA’s Threat Landscape Report ransomware attacks 

increasingly occurred in 2017 (2018). It has been mentioned in the report that 

ransomware supposedly had over five-billion-dollar global damage in 2017. 

Therefore, ransomware (item number; BreachExperience_5) has been asked in 

breach experience measure. During the recent years, in Turkey many people have 

fallen a victim of social engineering conducting via telephone or social media that 

causes financial loss (Elçiboğa, 2018). Thus, this breach experience is included in 

measure. In addition to this, because %23 of occurred security incidents were 

virus/malware/Trojan in business according to Kaspersky (n.d.), it is also involved in 

this measure. After creating these questions, they have been assessed with security 

experts. Expert has been suggested to add virus infection on mobile devices (item 

number; BreachExperience_3). However, which operating system respondents have 

in their mobile devices have also been asked in questionnaire, as it is previously 

mentioned in this chapter, because of the fact that mobile devices with iOS operating 

systems do not require antivirus protection (Apple, n.d.2). After consulting expert 

opinion, six questions given in Table 4 are included. Questions are developed in 

nominal scale. Choices of questions are “yes”, “not sure”, “no”, then they have been 

converted to numerical values as three, two and one points respectively. Sum of the 

given answers is calculated to measure breach experience score of respondents. 

Thus, breach experience score ranges between six and eighteen. 

 

4.2.3.1.4 Protection indicator familiarity 

Protection indicator familiarity is the last information security familiarity variable 

measured in this study. Which notification, warning or indicator related security 
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protection have been experienced by employees is evaluated. Aim of this variable is 

to measure employees’ security experiences except experiences which have negative 

consequences.  

 

Table 4.  Breach Experience Measure 

Question 

Number 

Question Statement Reference 

Breach 

Experience_1 

Have you ever experienced unauthorized access to 

email accounts?  

Adapted from Rhee et 

al. (2009) 

Breach 

Experience_2 

Have you ever experienced unauthorized access to 

social media accounts or user account of any 

website? 

Adapted from Rhee et 

al. (2009) 

Breach 

Experience_3 

Have you ever experienced virus infection on their 

PCs/laptops? 

Adapted from Rhee et 

al. (2009) 

Breach 

Experience_4 

Have you ever experienced virus infection on mobile 

devices?  

Self-developed 

Breach 

Experience_5 

Have you ever experienced data loss because of 

ransomware attack? 

Adapted from (ENISA, 

2018; Kaspersky, n.d.) 

Breach 

Experience_6 

Have you ever experienced financial fraud as a result 

of drawn bank account, credit card information out of 

you? 

Adapted from (ENISA, 

2018; Kaspersky, n.d.) 

 

Having experience in some tools and technologies are associated with familiarity 

with those tools and technologies (Heartfield et al., 2016; Kelley & Bertenthal, 2016; 

Pattinson et al., 2012; Rhee et al., 2009; Yang et al., 2015). With using same logic 

information security technology usage can be evaluated as positive security 

experience. This approach is criticized with security experts. Because protective 

information security technology is maintained centrally in the most of companies, 

employees do not have to use protection solutions like antivirus software. On the 

other hand, certain usage of information and information systems is defined as 

security behavior within this study. Thus, it is decided that usage of various IT tools 

and platforms are chosen to be asked instead of information security technologies.  

As it is investigated in Kelley and Bertenthal’s study (2016), signs which 

indicate security protection level are considered as protection indicator familiarity 

variable. Protection indicators which users have come across while using Internet 
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and online services, such as e-mail, online shopping and online banking are included 

in the measure. However, indicators asked in this study vary from platform to 

platform. That’s why, any notification, warning or indicator is not described in 

question as it is made in Kelley and Bertenthal’s study.  

Totally seven questions given in Table 5 are developed and evaluated with 

experts. Questions are asked in nominal scale and answers of questions are “yes”, 

“not sure”, “no”, then they are transformed to three, two and one point respectively. 

Thus, protection indicator familiarity score ranges between seven and twenty-one for 

a respondent.  

 

Table 5.  Protection Indicator Familiarity Questions 

Question Number Question Reference 

ProtectionIndicator 

Familiarity_1 

Have you ever haven a notification about security 

scanning of downloaded e-mail attachments? 

Self-developed 

ProtectionIndicator 

Familiarity_2 

Have you ever haven a notification about security 

scanning of file downloaded from web site? 

Self-developed 

ProtectionIndicator 

Familiarity_3 

Have you ever seen https connection in Internet 

banking and online shopping web site? 

Self-developed 

ProtectionIndicator 

Familiarity_4 

Have you ever haven a certification error warning in 

Internet browser? 

Self-developed 

ProtectionIndicator 

Familiarity_5 

Have you ever haven a network connection warning 

about having shared wireless? 

Self-developed 

ProtectionIndicator 

Familiarity_6 

Have you ever seen an indicator related to powerfulness 

of password while creating in email service or social 

media sites? 

Self-developed 

ProtectionIndicator 

Familiarity_7 

Have you ever haven an e-mail notification from e-mail 

services or social media sites for logging in from 

another device? 

Self-developed 

 

4.2.3.2  Security incident awareness 

Security incident awareness is assessed with how well employees remember eight 

different security incidents in a multi-item question. The question has eight items and 

all of the items are self-developed. Questioned security incidents are summarized 

from articles or reports of journals and newspapers. Scale of the question is 5-point 

numerical scale (1 is “I do not remember at all” and 5 is “I remember very well”).  
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Scale is evaluated with security experts in terms of scope of the security 

incident, level of interest, effects of the incident to validate whether it actually 

reflects security incident awareness of participants. At the beginning 10 questions 

have been chosen among important security incidents which had widespread media 

coverage in Turkey between 2013 and 2018, and significant effect on individuals 

and/or companies all over the world and/or Turkey. But, two of them have been 

extracted after interviews with experts. One of the excluded security incident is 

Russian interference in the 2016 USA elections (Harding, 2016). It is determined that 

security incidents should be chosen among problems which somehow affects Turkish 

people. Other one is data breach of Yahoo which 3 billion user accounts 

compromised in 2013 (Armerding, 2018). In order to reduce the effect of time on 

memorability, this one has been excluded.  

Final eight security incidents given in Table 6 are determined based on point 

of interest they have got to be aware of. For example, some incidents’ (item number; 

SecurityIncidentAwareness_1, SecurityIncidentAwareness_2, 

SecurityIncidentAwareness_6, and SecurityIncidentAwareness_8) technical side are 

dominant. Therefore, people should have even a little technical knowledge. On the 

other hand, some of security incidents (item number; SecurityIncidentAwareness_3, 

SecurityIncidentAwareness_4) are more related to Turkish people because of the 

victim of these incidents is Turkish people. Also, victim of some incidents (item 

number; SecurityIncidentAwareness_5 and SecurityIncidentAwareness_7) are 

popular people or companies all around the world.  
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Table 6.  Security Incident Awareness Measure 

Item Number Item  Reference 

SecurityIncident 

Awareness_1 

In recent years, ransomware has threatened users. This 

ransomware has encrypted all files in systems after 

opening the attachment or links within a received e-mail 

which pretends as if send by GSM operators or Internet 

service providers. 

Adapted from 

(Onat, 2016) 

SecurityIncident 

Awareness_2 

Wannacry ransomware has spreaded to 200.000 systems 

within 3 days in almost 150 countries because of a 

vulnerability of Microsoft Systems. Especially operations 

of hospitals, telecommunication companies and 

automotive sector were highly effected. 

Adapted from 

(CyberMag, n.d.) 

SecurityIncident 

Awareness_3 

In 2016, identity information of approximately 50 million 

Turkish Republic citizens have been leaked. Database 

which includes identity information has been provided in 

the Internet by hackers. Leaked database has included 46 

million 611 thousand 709 citizens’ TR identity number, 
mother and father name, date of birth and residence 

address. 

Adapted from (50 

Milyon 

Vatandaşın, 

2016) 

SecurityIncident 

Awareness_4 

Power outage which was occurred across Turkey at the 

beginning of 2017 has become a controversial issue 

because of spoken cyber-attack suspicion. 

Adapted from (2 

Yıl Önce Türkiye, 

2017) 

SecurityIncident 

Awareness_5 

In August 2017, HBO producer of the most popular 

television series of recent years Game of Thrones has 

announced that their 1.5 TB data has been leaked which 

includes the seventh season of Game of Thrones. 

Adapted from 

(NTV, 2017) 

SecurityIncident 

Awareness_6 

In December 2016, one of the most leading banks in 

Turkey has announced that their SWIFT international 

money transfer system has been cyber attacked.   

Adapted from 

(Sezer & Altayli, 

2016) 

SecurityIncident 

Awareness_7 

Between 2014 and 2017 some Hollywood celebrities’ 
private photographs on iCloud have been hacked and 

shared publicly on the Internet. 

Adapted from 

(ShiftDelete.Net, 

2017) 

SecurityIncident 

Awareness_8 

WPA2 protocol which is the most secure and widespread 

wireless connection encryption method has been hacked. 

Adapted from 

(Beyhan, 2017) 

 

4.2.3.3  Information security behavior 

Information security behavior is evaluated with agreement of whether they apply 

given behaviors in three focus areas adapted from Parson et al.’s work; e-mail service 

usage, password management and information handling (2014). Parson et al. (2014) 

have evaluated, such sub-areas as unauthorized software installation, dubious 

website access, and inappropriate internet use under focus areas. These controls are 

usually monitored centrally and automatized in large size companies. However, 

sample is not controlled based on respondents’ company sizes in this study. Thus, it 

is decided that those areas are not involved in the measure. 
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Question is prepared in multi-item and 5-point agreement Likert scale 

(“strongly disagree”, “disagree”, “neither agree nor disagree”, “agree”, “strongly 

agree”). There are totally 14 items under three focus areas including both adapted 

and self-developed items. Measure is given in Table 7. 

 

Table 7.  Information Security Behavior Measure 

Focus Area Item Number Item Reference 

Email service 

usage 

EmailUsage_1 Before reading an email, I first check if 

the subject and the sender make sense.  

Adapted from Ng et 

al. (2009) 

EmailUsage_2 Before opening an email attachment, I 

first check if the filename of the 

attachment makes sense.  

Adapted from Ng et 

al. (2009) 

EmailUsage_3 I exercise caution when I receive an 

email attachment as it may contain a 

virus.  

Adapted from Ng et 

al. (2009) 

EmailUsage_4 I do not open email attachments if the 

content of the email looks suspicious.  

Adapted from Ng et 

al. (2009) 

Password 

management 

Password 

Management_1 

Before leaving in front of my 

computer/laptop, I first lock my system 

Adapted from Rhee 

et al., (2009) 

Password 

Management_2 

I use different passwords for different 

software, programs and systems 

 

Adapted from Rhee 

et al., (2009) 

Password 

Management_3 

To remember my password, I write on a 

notebook or something on my desk 

Adapted from Rhee 

et al., (2009) 

Password 

Management_4 

I do not share my personal account 

information with my colleagues  

Self-developed 

Information 

handling 

Information 

Handling_1 

I do not leave sensitive material unsecure Adapted from Rhee 

et al., (2009) 

Information 

Handling_2 

I delete information on USB devices 

after transferring it 

Self-developed 

Information 

Handling_3 

I pay attention whether data is encrypted 

in the data transfer platform which has 

been shared with me by third parties 

Self-developed 

Information 

Handling_4 

I do not share my computer with 

anybody (family member, colleague or 

customer) 

Adapted from Rhee 

et al., (2009) 

Information 

Handling_5 

I destroy sensitive documents securely   Adapted from Rhee 

et al., (2009) 

Information 

Handling_6 

I do not help people who I do not know 

to enter my company’s building  

Self-developed 
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4.2.4  Demographic profile questions 

After hypotheses testing questions, three demographic questions which are; gender, 

age and education are positioned in the questionnaire. All of them are prepared as 

multiple-choice question. Gender is asked in nominal scale. Age is asked in ordinal 

scale whose choices are “under 20”, “20 – 25”, “26 – 30”, “31 – 35”, “36 – 40”, “41 

– 45”, “above 45”. Education is prepared in nominal scale including “High-school”, 

“associate degree”, “bachelor degree”, “master degree”, “doctorate degree” choices.  

 

4.2.5  Technology usage questions 

Finally, four questions about technology usage; 

 Number of years in having a social media account 

 Number of years in having a mobile phone 

 Operating system of mobile phone 

 Internet browsers frequently used in mobile phone and PC/laptop 

are asked to respondents.  

Technology usage questions are also prepared to determine technology 

affinity of the sample. Participants are questioned that how many years they are 

having a social media account and a mobile phone. These questions are prepared in 

ordinal scale including “I don’t have any”, “less than one year”, “1 – 3 years”, “4 – 6 

years”, “7 – 10 years” and “more than 10 years” options. Operating system of mobile 

phone of participants are asked in nominal scale including “Android”, “iOS”, 

“Windows”, “other”. Finally, the most frequently used Internet browsers in mobile 

phone and PC/laptop are asked to participants in nominal scale. Choices are “Google 

Chrome”, “Firefox”, “Internet Explorer”, “Safari” and “other”.  
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CHAPTER 5 

ANALYSES AND FINDINGS 

 

In this chapter, analyses of responses are presented. Descriptive findings, reliability 

analysis of scales, multiple regression and linear regression analyses between 

variables are given. Data set collected from online survey platform are analyzed with 

using IBM SPSS Statistics (SPSS). Data set is first cleaned with Microsoft Excel to 

eliminate unsuitable data for sampling then it is imported to SPSS. Data is labeled 

and coded in SPSS to prepare it for analyses.  

 

5.1  Descriptive findings 

Descriptive statistics of demographics, company information, working information 

and technology usage are given by frequency and percentage. Statistics of three 

variables of the research model are also given in this chapter. 

 

5.1.1  Demographic profile of respondents 

Gender, age and education of respondents are analyzed. According to results given in 

Table 8, 56.5% of respondents are male, when 43.5% of them are female. Almost the 

half of respondents (46.7%) are between 26 and 30 years old. Most of them (69.2%) 

has bachelor degree.  
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Table 8.  Demographic Profile of Respondents 

Variables Frequency Percent 

Gender Male 178 56.5 

Female 137 43.5 

Age Below 20 1 0.3 

20-25 73 23.2 

26-30 147 46.7 

31-35 42 13.3 

35-40 24 7.6 

41-45 17 5.4 

Above 45 11 3.5 

Education Doctorate 9 2.9 

Master 69 21.9 

Bachelor 218 69.2 

Associate 10 3.2 

High School 9 2.9 

Total 315 100 

 

5.1.2  Company information of respondents 

As it is seen in Table 9 that respondents are coming from big size companies mostly. 

Companies of 55.9% of respondents have more than 1000 employee. When it comes 

to company sector, they are coming from various sectors, however consulting, 

technology, banking, telecommunication and education are the most dominant 

sectors respectively.  
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Table 9.  Company Information of Respondents 

Variables Frequency Percentage 

Company 

Size 

1-20 38 12.1 

21-50 21 6.7 

51-100 
11 3.5 

101-500 38 12.1 

501-1000 31 9.8 

Above 1000 176 55.9 

Company 

Sector 

Consulting 91 28.9 

Technology 54 17.1 

Banking 31 9.8 

Telecommunication 
26 8.3 

Education 23 7.3 

Public Sector 14 4.4 

Insurance and Retirement 10 3.2 

Industrial Products 8 2.5 

Retail and Consumer Products  8 2.5 

Entertainment and Media 7 2.2 

Automotive 
7 2.2 

Healthcare 7 2.2 

Construction 6 1.9 

Energy and Utilities 4 1.3 

Pharmaceutical 4 1.3 

Tourism 4 1.3 

Other 11 3.3 

Total 315 100 

 

5.1.3  Working information of respondents 

After electing respondents who are not working currently and have no experience, 

rest of respondents’ working information are analyzed. According to results given in 

Table 10 92.7% of respondents are currently working. Rest of them have at least 1 

year and less experience. 61.9% of respondents are considered as beginners who 

have less than 5-year experience. This distribution provides a sample less affected by 

corporate culture. It can be accepted that their behaviors do not become habit. 26.7% 

of them have between 5 and 15-year experience, while 11.4% of them have more 
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than 15-year experience. When they have classified with respect to their professions 

as IT and non-IT, it is seen that there is almost equally distributed sample according 

to profession.   

 

Table 10.  Working Information of Respondents 

Variables Frequency Percent 

Working 

Status 

Working 
292 92.7 

Not working 23 7.3 

Working 

Experience 

Below 1 year 
39 12.4 

1-5 years 156 49.5 

6-10 years 
56 17.8 

11-15 years 28 8.9 

16-20 years 
20 6.3 

21-25 years 10 3.2 

Above 25 years 
6 1.9 

Profession IT Related  162 51.4 

Non-IT Related 145 46.0 

Other 8 2.5 

Total 315 100 

 

 

5.1.4  Technology usage of respondents 

According to Table 11 technology usage of respondents are adequate for this study in 

terms of technology usage duration. They can be accepted as longtime technology 

users. Results show that 54% of respondents have been using smartphone for 7 years 

and above, while 46% of them 6 years and below. Additionally, 83.5% of 

respondents have been using social media for 7 years and above, while 16.5% of 

them 6 years and below.  

Based on their operating system and Internet browser usage certain OS and 

Internet browsers dominate others. Dominant operating system is iOS, while Google 

Chrome and Safari are the most frequently used Internet browsers. 60.3% of 

respondents are using phone with iOS. 45.7% of respondents are using Google 
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Chrome in their smartphones, and 43.8% of them are using Safari. On the other hand, 

83.2% of them prefer Google Chrome for PC/laptop. 

 

Table 11.  Technology Usage of Respondents 

Variables Frequency Percent 

Smartphone 

Usage 

Below 1 year 
1 0.3 

1-3 years 
14 4.4 

4-6 years 130 41.3 

7-10 years 
116 36.8 

Above 10 years 54 17.1 

Social 

Media 

Usage 

Below 1 year 2 0.6 

1-3 years 6 1.9 

4-6 years 44 14.0 

7-10 years 154 48.9 

Above 10 years 92 29.2 

Non-user 17 5.4 

Operating 

System of 

Smartphone 

Android 119 37.8 

iOS 190 60.3 

Windows 2 0.6 

Other 4 1.3 

The most 

used 

Internet 

Browser in 

Smartphone 

Firefox 11 3.5 

Google Chrome 144 45.7 

Internet Explorer 9 2.9 

Safari 138 43.8 

Other 13 4.1 

The most 

used 

Internet 

Browser in 

PC/Laptop 

Firefox 22 7.0 

Google Chrome 262 83.2 

Internet Explorer 12 3.8 

Safari 8 2.5 

Other 11 3.5 

Total 315 100 

 

5.1.5  Descriptive statistics of variables of research model 

Descriptive statistics of three variable of research model are given in this section. 

These are threat knowledge, breach experience and protection indicator familiarity. 

Mean values of these questions are given Table 12. Mean value of threat knowledge 

is 19.45 out of 27. Breach experience has mean of 8.58 out of 18 that it is less than 

average value. Mean of protection indicator familiarity of 19.09 is also quite high.  

Besides mean and standard deviation values, frequencies of questions of these three 

variables are given in following paragraphs.  
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Table 12.  Descriptive Statistics of Threat Knowledge, Breach Experience and 

Protection Indicator Familiarity Variables 

Variable Mean Std. Dev. 

Threat Knowledge 19.45 2.32 

Breach Experience 8.58 2.13 

Protection Indicator Familiarity 19.09 2.50  

 

5.1.5.1  Threat knowledge 

As it is explained in Chapter 4 threat knowledge includes three questions that first 

question is checkbox question. Four options (trojan, social engineering, key logger, 

phishing) are correct answer of the question, while three of them (virus, worm, 

botnet) are incorrect. At least 57.5% of respondents mentioned that threat given in 

options is the correct answer of question except botnet choice. That’s why only 6.7% 

of respondents give correct answer to virus, 7.9% of them to worm and 7.9% of them 

to botnet. The most “uncertain” answer (56.2% of respondents) is given to botnet.  

 According to result of second and third questions, 32.1% of respondents 

claimed that they know the difference between virus and worm, while 26.3% of them 

know the difference between malware and spyware. These ratios are actually very 

low. All results of threat knowledge variable are given in Appendix C. 

 

5.1.5.2  Breach experience 

More than 80% of respondents claimed that they have not been experienced e-mail 

account or social media account theft, ransomware attack, financial fraud or virus 

infection on mobile phone. On the other hand, 64.1% of respondents mentioned they 

have haven computer virus. 
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It is interesting point that 7.3% of respondents claimed that they are not sure 

whether their computers have infected before whereas this rate is 14.3% in mobile 

virus infection cases. Additionally, the highest “not sure” answer is given to mobile 

virus infection. 60.3% of respondents are using iOS mobile phones, this can be the 

reason why “not sure” answer is given at most among other breaches. Moreover, 

respondents probably are not familiar with the effect of virus infection on mobile 

phone and they do not know how to understand if they have infected. Financial fraud 

question which has the most tangible consequence, financial loss, has been answered 

only six times (1.9%) as “not sure”. That’s why, it can be a good approach to 

measure breach experience with the consequences of breaches and how to detect if 

they experience any incident. Detailed results are given in Appendix C. 

 

5.1.5.3 Protection indicator familiarity 

75% of respondents have positively answered protection indicator familiarity 

questions. The highest response is given to question which asks indicator related to 

powerfulness of password, 93.3% of respondents mentioned they have ever seen this 

indicator. The second highest response, 91.7% of respondents, is given to e-mail 

notification coming from e-mail services or social media sites to inform users about 

that their account has been accessed from another device. Rest of results are given in 

Appendix C. 

 

5.2  Reliability and descriptive statistics of multi-item scale questions 

Reliability of three multi-item scale questions, protection knowledge, security 

incident awareness, and information security behavior, of the survey are checked by 

Cronbach’s Alpha. Acceptable level of Cronbach’s Alpha is 0.7 (Hair, Anderson, 
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Tatham, & Black, 1995). According to results given in Table 13 three variables have 

internal consistency.  

 

Table 13.  Reliability/Internal Consistency of Survey Items 

Survey Items Number of Items Cronbach’s Alpha 

Protection knowledge 15 0.889 

Security incident awareness 8 0.813 

Security behavior 14 0.822 

 

Details of the reliability tests and descriptive statistics of variables are provided in 

following sub-sections. 

 

5.2.1  Reliability analysis for protection knowledge 

Protection knowledge scale which includes 15 items is tested to see whether items 

are consistent with each other. According to the test results Cronbach’s Alpha is 

0.889. Detailed reliability test results are given in Appendix D. Because the value is 

higher than 0.7, protection knowledge scale is reliable with 15 items. It means that 

arithmetic mean of all items are calculated to measure protection knowledge score.  

 

5.2.2  Descriptive statistics of protection knowledge 

After testing reliability of protection knowledge variable, descriptive statistics are 

evaluated. Mean values of each items are given in Table 14. Items are measured on 

5-point numerical scale that 1.00 corresponds to “the least important” and 5.00 “the 

most important”. Mean values show that respondents’ protection knowledge is higher 

than average value. 
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Table 14.  Mean Values of Protection Knowledge 

Protection Knowledge n Mean 

Std. 

Deviation 

Protection 

Knowledge_1 

Periodically changing passwords of 

social media or website accounts 315 3.86 1.155 

Protection 

Knowledge_2 

Having a lock in mobile phones 

315 4.30 0.908 

Protection 

Knowledge_3 

Not doing any financial transaction via 

Internet when having public network 

connection 315 4.26 0.949 

Protection 

Knowledge_4 

Downloading mobile application only 

from official publisher 315 4.13 0.995 

Protection 

Knowledge_5 

Keeping virus definitions of antivirus 

protection software updated 315 4.20 0.987 

Protection 

Knowledge_6 

Not sharing banking information with 

bank personnel in any situation 315 4.58 0.799 

Protection 

Knowledge_7 

Carrying files and documents including 

important information with a cover 315 4.42 0.799 

Protection 

Knowledge_8 

Not sharing personal information on 

social media, even if having only close 

friends and relatives as a connection on 

social media 315 4.16 0.993 

Protection 

Knowledge_9 

Not downloading free software via web 

sites which has normally licensing fee 315 3.83 1.147 

Protection 

Knowledge_10 

Having complicated password of 

wireless network connection at home 315 4.22 0.967 

Protection 

Knowledge_11 

Having antivirus software in mobile 

phones 315 3.56 1.213 

Protection 

Knowledge_12 

Using two-way authentication in e-mail 

service and social media accounts 315 4.21 0.951 

Protection 

Knowledge_13 

Checking which services the 

application can access before 

downloading the application 315 4.18 0.993 

Protection 

Knowledge_14 

Safely logging out from e-mail service 

or social media sites in commonly used 

PC or laptops 315 4.50 0.724 

Protection 

Knowledge_15 

Backing up important folders and 

documents 315 4.41 0.875 

Protection 

Knowledge_ 

AVG 

Average Protection Knowledge 

315 4.1873 0.60767 
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5.2.3  Reliability analysis for security incident awareness 

Cronbach’s Alpha value of security incident awareness is 0.813 which is greater than 

0.7. Result shows that there is an internal consistency among eight items as it is seen 

in Appendix D. Mean value of security incident awareness is calculated with eight 

items. 

 

5.2.4  Descriptive statistics of security incident awareness 

Mean values of each items are given in Table 15. Scale of security incident 

awareness measure is 5-point numerical scale (1.00 is “I do not remember at all” and 

5.00 is “I remember very well”). The highest rates are given respectively to Turkish 

Republic identity data leakage with the mean of 4.24, iCloud hacking of Hollywood 

celebrities with 4.08, widespread power outage in Turkey with 3.97, Game of 

Thrones HBO Hack with 3.95. All of these security incidents are about either local 

issues or related to popular culture. On the other hand, security incidents which have 

more technical side have lowest mean values. These are WPA2 vulnerability and 

KRACK attack with the mean of 2.69, Wannacry attack with 3.37, SWIFT hack in a 

Turkish Bank with 3.45, and ransomware attacks with 3.59. 
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Table 15.  Mean Values of Security Incident Awareness 

Security Incident Awareness Items n Mean 

Std. 

Deviation 

SecurityIncident 

Awareness_1 Ransomware attacks 315 3.59 1.468 

SecurityIncident 

Awareness_2 Wannacry attack 315 3.37 1.597 

SecurityIncident 

Awareness_3 

Turkish Republic identity data 

leakage 315 4.24 1.207 

SecurityIncident 

Awareness_4 

Widespread power outage in 

Turkey 315 3.97 1.312 

SecurityIncident 

Awareness_5 Game of Thrones HBO Hack 315 3.95 1.531 

SecurityIncident 

Awareness_6 SWIFT hack in a Turkish Bank 315 3.45 1.506 

SecurityIncident 

Awareness_7 

iCloud hacking of Hollywood 

celebrities 315 4.08 1.325 

SecurityIncident 

Awareness_8 

WPA2 vulnerability and 

KRACK attack 315 2.69 1.594 

SecurityIncident 

Awareness_AVG 

Average Security Incident 

Awareness 315 3.6667 0.95302 

Note: Given items represent short version of security incidents awareness items 

 

5.2.5  Reliability analysis for information security behavior 

Information security behavior scale includes 14 items. One of items is recoded 

because it is questioned reversely. Reliability of information security behavior scale 

is checked. Cronbach’s s Alpha is 0.822 according to the results given in Appendix 

D. The value shows that items of the scale are consistent with each other. So, mean 

of 14 items are calculated to measure security behavior.  
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5.2.6  Descriptive statistics of information security behavior 

Descriptive statistics is evaluated and given in Table 16. Question is asked in 5-point 

agreement Likert scale (1: “strongly disagree”, 2: “disagree”, 3: “neither agree nor 

disagree”, 4: “agree”, 5: “strongly agree”). Average of security behavior is 4.20 which 

is quite high. 

 

5.3  Hypotheses tests 

Hypotheses (H1, H2, H3 and H4) are tested with multiple regression analysis in 

order to figure out the effects of information security familiarity on security incident 

awareness. Effects of security incident awareness on security behavior (H5) is also 

tested with linear regression analysis. 

 

5.3.1  Multiple regression analysis for testing part 1 

Protection knowledge, threat knowledge, breach experience and protection indicator 

familiarity are considered that they have an effect on security incident awareness. In 

order to evaluate the effect of these four variables on security incident awareness, 

multiple regression analysis is conducted. 

Multiple regression analysis is one of multivariate data analysis methods 

which is usually used for prediction problems with assessing the relationship 

between dependent variable and independent variables (Hair et al., 1995). In multiple 

regression analysis, there is a single dependent (criterion) variable and several 

independent (predictor) variables. 
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Table 16.  Mean Values of Information Security Behavior 

Security Behavior n Mean 

Std. 

Deviation 

EmailUsage_1 Before reading an email, I first check 

if the subject and the sender make 

sense 

315 4.40 0.909 

EmailUsage_2 Before opening an email attachment, I 

first check if the filename of the 

attachment makes sense 

315 4.28 0.916 

EmailUsage_3 I exercise caution when I receive an 

email attachment as it may contain a 

virus 

315 4.26 1.013 

EmailUsage_4 I do not open email attachments if the 

content of the email looks suspicious 

315 4.63 0.742 

Password 

Management_1 

Before leaving in front of my 

computer/laptop, I first lock my 

system 

315 4.40 1.046 

Password 

Management_2 

I use different passwords for different 

software, programs and systems 
315 3.77 1.247 

Password 

Management_3_

recode 

To remember my password, I write on 

a notebook or something on my desk 

315 4.3841 1.19516 

Password 

Management_4 

I do not share my personal account 

information with my colleagues  

315 4.36 1.135 

Information 

Handling_1 

I do not leave sensitive material 

unsecure 

315 4.51 0.886 

Information 

Handling_2 

I delete information on USB devices 

after transferring it 

315 3.87 1.140 

Information 

Handling_3 

I pay attention whether data is 

encrypted in the data transfer platform 

which has been shared with me by 

third parties 

315 3.45 1.208 

Information 

Handling_4 

I do not share my computer with 

anybody (family member, colleague or 

customer) 

315 4.08 1.092 

Information 

Handling_5 

I destroy sensitive documents securely   315 4.03 1.147 

Information 

Handling_6 

I do not help people who I do not 

know to enter my company’s building  

315 4.40 0.964 

Security 

Behavior_AVG 

Average Security Behavior 315 4.2014 0.57954 
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At the end of the analysis a regression equation is estimated and shows the effect of 

predictors on criterion variable. Equation given below shows predictors (𝑋1, 𝑋2, …, 

𝑋𝑛) and a criterion variable (𝑌). In the equation,  (𝛽0) corresponds to the intercept 

(constant) term, (𝛽1) is the regression coefficient and 𝑒 is error term (residual) of the 

equation. Error term represents the difference between the observed value and 

estimated value caused by non-estimated predictor variables.   

 𝑌 = 𝛽0  + 𝛽1  𝑋1 +  𝛽2  𝑋2 + ⋯ + 𝛽𝑛  𝑋𝑛 + 𝑒  

Multiple regression analysis makes certain assumptions in order to make sure 

that this analysis is suitable to apply to the data intended to be analyzed (Cohen, 

Cohen, West, & Aiken, 2003; Laerd Statistics, 2015a). If any assumption is violated, 

it creates some concerns about correctness and appropriateness of the regression 

model. Specification of the model becomes problematic (Cohen et al., 2003). When 

any violation of assumption is diagnosed, remedial actions should be taken properly 

and the assumption should be re-tested. Other analyses can be required when 

remediation does not work. For this reason, assumptions are controlled before 

interpreting of the regression analysis results and equation.  

In following sub-sections assumptions test and multiple regression test results 

are given respectively. 

 

5.3.1.1  Assumption test for part 1 

Assumptions of multiple regression analysis are autocorrelation (serial correlation), 

linearity, homoscedasticity of residuals, not having multicollinearity, normality of 

residuals (Cohen et al., 2003; Laerd Statistics, 2015a). These assumptions are 

explained and test results of assumptions for multiple regression analysis of part 1 

are given in following paragraphs. 
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Autocorrelation is subject of time-series studies (Cohen et al., 2013; Pindyck 

& Rubinfeld, 1991). Residuals can be correlated with observations which can be 

systematically change over time. That’s why, there is no need to test autocorrelation 

for this study. 

Linearity is the first assumption which should be controlled. Because multiple 

regression analysis is an extension of simple linear regression, linearity must be met 

in multiple regression analysis (Cohen et al., 2003; Laerd Statistics, 2015a). 

Linearity is controlled in two aspects. First one is establishing the form of the 

relationship between each independent variable and dependent variable. In order to 

control the form of the relationship between them, scatterplot of dependent variable 

against each independent variable is created separately. According to scatterplots 

there is a linear relationship between each three independent variables (protection 

knowledge, threat knowledge, breach experience) and dependent variable (security 

incident awareness) whereas relationship between protection indicator familiarity 

and security incident awareness does not present linearity apparently (see in 

Appendix E). However, form of the relationship is accepted linear and protection 

indicator familiarity is not excluded from regression analysis.  

Second aspect for linearity assumption is checking whether there is a linear 

relationship between dependent variable and independent variables collectively. To 

control this scatterplot of residuals against predicted variable of the regression model 

is plotted. Multiple regression analysis is conducted with four independent variables 

and dependent variable to calculate unstandardized predicted value and studentized 

residual values. Scatterplot is constructed and established with using these values. 

Lowess (loess) fit line which is drawn by iterative weighted least square is added to 

scatterplot so as to see if there is a systematic deviation of residuals from 0-line 



 69 

(IBM Knowledge Center, n.d.1). As it is seen in Figure 11 loess line follows 0-line. 

It means that there is no systematic relationship between residuals and predicted 

values. Therefore, linearity assumption is met for the data set of this study. 

 

 
Figure 11.  Scatterplot of studentized residual against unstandardized predicted value 

 

Homoscedasticity is other assumption to be checked. If variance of the residuals is 

constant, there is homoscedasticity of residuals (Cohen et al., 2003; Laerd Statistics, 

2015a). In case of heteroscedasticity, efficiency and reliability of regression model 

reduces and remedial actions are required (Gujarati, 1988). In order to detect 

heteroscedasticity in the data there are different methods suggested, such as graphical 

method, Park test, Breusch-Pagan test, Spearman’s rank correlation test etc. 

(Gujarati, 1988). In graphical methods, homoscedasticity is controlled by scatterplot 

of estimated residuals against predicted values which is previously constructed for 

checking of linearity. Figure 11 does not show an apparent pattern between residuals 

and predicted values. Spearman’s rank correlation test is also applied so as to make 

sure that there is no heteroscedasticity in the data. In this test, whether there is a 
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correlation between absolute value of unstandardized residuals and independent 

variables are controlled by Spearman’s rank correlation coefficient (Gujarati, 1988). 

As it is seen in Table 17 there is no significant correlation coefficient value between 

absolute values of residuals and independent variables at 0.05 significance level or 

even 0.1 significance level. Therefore, homoscedasticity assumption is met for the 

data set.  

 

Table 17.  Spearman’s Rank Correlation Test Results 

  
abs 

RES_1 

Protection 

Knowledge 

_AVG 

Breach 

Experience 

Security 

Protection 

Indicator 

Threat 

Knowledge 

abs 

RES_1 

Correlation 

Coefficient 
1.000 -0.006 -0.004 -0.101 -0.088 

Sig.  

(2-tailed) 
0.0 0.917 0.946 0.074 0.117 

N 315 315 315 315 315 

 

Multicollinearity is another focus of multiple regression analysis that occurs, if there 

are high relations between independent variables in the regression model (Cohen et 

al., 2003; Laerd Statistics, 2015a). Multicollinearity leads complications in the 

interpretation of the regression model. Multiple regression analysis assumes that 

independent variables are not correlated with each other. Degree of multicollinearity 

is evaluated by assessing tolerance and variance inflation factor (VIF) values. If 

tolerance value is less than 0.1, which makes VIF higher than 10, multicollinearity 

problem occurs in data set. As it is seen in Table 18, all tolerance values are higher 

than 0.1. Thus, there is no multicollinearity between variables. This assumption is 

also met. 
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Table 18.  Tolerance and VIF Values of Variables 

Variables Tolerance VIF 

ThreatKnowledge 0.962 1.040 

ProtectionKnowledge_AVG 0.962 1.040 

BreachExperience 0.967 1.034 

ProtectionIndicatorFamiliarity 0.883 1.132 

 

Normality of residuals is the final assumption of multiple regression analysis to be 

tested in this study. Residuals of regression line is assumed that it is normally 

distributed for any independent variable value (Cohen et al., 2003). Violation of 

normality assumption does not make serious problems for regression results 

especially in significance test and confidence intervals based on the sample size. It 

may point problems on specification of regression model. There are two graphical 

examination methods for checking the normality of residuals; histogram and p-p plot 

(Laerd Statistic, 2015a). Firstly, histogram of residuals is plotted. Figure 12 shows 

approximately normal distribution with approximately zero mean value and standard 

deviation of 0.997. Additionally, in Figure 13 it can be seen that there are some 

deviations from regression line. It can be claimed that residuals of the regression 

model are approximately normally distributed because of robustness of regression 

analysis against to deviations from normal distribution (Laerd Statistics, 2015a). As a 

result of assumption tests any problem is not detected related to assumptions. 
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Figure 12.  Distribution of residuals 

 

 
Figure 13.  P-P plot of residuals 

 

5.3.1.2  Multiple regression test results for part 1 

According to assumption test results, sample is adequate for multiple regression 

analysis. Therefore, regression model is estimated and fitness of regression model is 

evaluated in this section. 



 73 

In order to eliminate insignificant variables from regression model, stepwise 

regression is applied. In stepwise estimation predictor variables are sequentially 

selected for the regression model according to the contribution of the variable to the 

regression model (Hair et al., 1995). In this method, it usually begins with simple 

linear regression model constituted by the most powerful predictor and criterion 

variables. The most powerful predictor variable is the most highly correlated variable 

with dependent variable. And stepwise estimation procedure continues with 

searching next predictor variable which can significantly explain the largest portion 

of remaining error from simple linear regression, in order to put it to the model. For 

this purpose, partial correlation coefficients are examined within the procedure. After 

adding another variable regression equation is re-built and F value is recalculated. F 

value is examined to see whether the model is still significant. At the end of the 

process the most powerful model to predict criterion variable is computed. To apply 

this method linear regression functionality of SPSS is used in stepwise method with 

default settings. Probability of F is used as a stepping method criteria and entry value 

is determined by 0.05 while removal value is 0.1 in default settings of stepwise 

regression method. 

Stepwise regression analysis has run two steps and reached final result. In the 

first step threat knowledge is entered. According to the first model’s statistics R2 

value is 0.192 with an adjusted R2 of 0.189 (see in Appendix F). In the second step 

protection knowledge are added to the regression model. R2 value increased to 0.219 

and adjusted R2 0.214. R2 value shows how good is the model, in other words it is 

“goodness of fit” measure (Cohen et al., 2003). It also shows proportion of the 

variance of dependent variable. However, R2 overestimates proportion of variance, 

so adjusted (corrected or shrunken) R2 is also calculated to have more accurate 
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insight about the model. According to the results, threat knowledge and protection 

knowledge can explain 21.4% of the usage of security incident awareness which is 

above of acceptable level of 10% according to Falk and Miller (1992) (as cited in Ng 

et al., 2009, p. 822).  

The results of second model of multiple regression indicates that two of 

variables, threat knowledge and protection knowledge, significantly affects security 

incident awareness, F(2, 312) = 43.732 , p < 0.0005, adj. R2 = 0.214.  

As it is given in Table 19 regression coefficient of protection knowledge is 0.263 

whereas threat knowledge’s 0.166. It shows that protection knowledge affects 

security incident awareness better than threat knowledge. 

 

Table 19.  Summary of Multiple Regression Analysis 

Variable Unstandardized 

Coefficient 

Standardized 

Coefficient (B) 

t-value (p-level) 

Constant -0.671  -1.408 (0.160) 

Threat knowledge 0.166 0.405 7.944 (0.000) 

Protection 

knowledge 

0.263 0.168 3.290 (0.001) 

F (p-value) = 43.732 (0.000) 

R2 (R2 adjusted) = 0.219 (0.214) 

 

According to the stepwise regression results breach experience and protection 

indicator familiarity which are excluded from regression model do not significantly 

affect security incident awareness (Table 20) 

  

Table 20.  Excluded Variables of Regression Model 

Variable Beta in t-value (p-level) 

Breach experience -0.073 -1.441 (0.151) 

Protection indicator 

familiarity 

0.091 1.724 (0.086) 
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According to regression equation given below one unit increase in protection 

knowledge leads security incident awareness increased to 0.263 unit, while threat 

knowledge makes 0.166 unit increase.  

 Security Incident Awareness  

= -0.671 + 0.263 * Protection Knowledge + 0.166 * Threat Knowledge 

Hypotheses can be interpreted according to the multiple regression analysis 

results. Two of hypotheses are accepted whereas other two are rejected. 

One of accepted hypotheses is H1 (Threat knowledge affects security incident 

awareness of employees positively). Results of multiple regression reveal that threat 

knowledge has significant effect on security incident awareness at 0.0005 

significance level.  

Hypotheses H2 (Protection knowledge affects security incident awareness of 

employees positively) is also accepted. According to test results protection 

knowledge significantly influences security incident awareness at 0.005 significance 

level. 

On the other hand, Hypotheses H3 (Breach experience affects security 

incident awareness of employees positively) is rejected because related variable, 

breach experience, is not a significant factor that has an effect on security incident 

awareness at even 0.1 significance level.  

 Hypotheses H4 (protection indicator familiarity affects security incident 

awareness of employees positively) is also rejected. Multiple regression results show 

that protection indicator familiarity does not influence security incident awareness at 

0.05 significance level. 
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5.3.2  Linear regression analysis for testing part 2 

Simple linear regression analysis is intended to conduct in second part of the 

research model which includes security incident awareness as an independent 

variable and information security behavior as a dependent variable. It is expected 

that there is a positive linear relationship between security incident awareness and 

security behavior. In order to assess the form of the relationship between 

independent variable and dependent variable, scatterplot is created and loess fit line 

is added to the scatterplot. It is observed that there is a curvilinear relationship 

between security incident awareness and security behavior given in Figure 14.  

 

 
Figure 14.  Scatterplot of security behavior against security incident awareness 

 

This curvilinear relationship between these variables can be explained with 

polynomial (curvilinear) regression. However, the form of the relationship between 

security incident awareness and security behavior is criticized before modelling.  

As it is seen in Figure 14, security behavior of respondents is slightly 

decreasing when security incident awareness increases at the security incident 
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awareness level between 1.00 and 3.00 over 5.00. Then security behavior starts to 

increase at the value 3.00 by security incident awareness. Between 3.00 and 5.00 

positive linear relationship occurs between variables as it is predicted. It is observed 

that there are 60 respondents (19.05% of total respondents) who have security 

incident awareness value less than 3.00. 60 respondents’ demographics, working 

information, company information and technology usage descriptive statistics and 

security behavior descriptive statistics is assessed in following paragraphs.  

Demographics, working information, company information and technology 

usage are evaluated to analyze whether there is an apparent characteristic occurred. 

When 60 respondents’ demographics are analyzed (see in Appendix G), it is 

understood that there is no apparent difference in distributions of education level and 

age. Only difference occurs in gender. Male respondents are dominant in whole 

sample whereas female respondents are dominant in 60 of sample. Company 

information (company sector, company size) of 60 respondents are not different from 

whole population (see in Appendix G). Dominant sectors (insurance, 

telecommunication, technology, banking etc.) are same in two of the samples. When 

company size is separated as below and above 500 people, distribution is appeared 

almost same. Technology usage of two samples is also compared (see in Appendix 

G). There is no apparent difference between two sample in smartphone usage (by 

years), social media usage (by years), operating system of smartphone. Internet 

browser usage in both smartphone and PC/laptop are slightly different. According to 

working information frequencies of working experience of 60 respondents are almost 

same with original sample (see in Appendix G). However, it is observed that 

distribution of the profession of respondents are different in two samples. In original 

sample distribution of IT and non-IT related professions are almost equal (non-IT 
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related professions by 46%, IT by 51.5%, others by 2.5%), while non-IT related 

professions are dominant among 60 respondents with 60% (IT related professions by 

36.7%, others by 3.3%). Profession’s effect on security incident awareness has been 

investigated in prior study as it is discussed in Chapter 3. Thus, it can be seen that 

non-IT related professions may negatively affect security incident awareness based 

on the findings of prior study. Although there is a difference in terms of distribution 

of profession, other descriptive statistics does not reveal apparent variance.  

60 respondents’ answers to security behavior questions show that minimum 1 

and maximum 5 have been given to security behavior questions by them (see in 

Appendix G. Their answers do not seem certain characteristics in any way except 

average score of security behavior 4.01 of 60 respondents which is less than overall 

sample’s average score 4.20 (see in Appendix G).  

People who have less than 3.00 point at security incident awareness are not 

considered as a healthy sample to evaluate security behavior because of given 

answers to security behavior. Additionally, 60 respondents’ demographics, working 

information, company information and technology usage is almost same as overall 

sample except professions whose effect on security incident awareness has been 

studied previously. That’s why, 60 respondents, who are small proportion of all 

respondents (19.05%), can be neglected to assess the relationship between security 

incident awareness and security behavior. Besides, additional analyses are conducted 

in order to assess how the model is affected when 60 respondents are excluded from 

the sample (see the sub-section 5.3.3.1).  

After excluding 60 respondents, linear regression analysis is conducted. In 

following sections assumption test results and regression test results are given 

accordingly. 
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5.3.2.1  Assumption test and remedial actions for part 2 

Assumption of linear regression is linearity, homoscedasticity and normality of 

residuals. Linearity condition is met (Figure 15). However, it is detected that there is 

heteroscedasticity in data. So, weighted least square (WLS) regression is applied as a 

remedial action (Cohen et al., 2003). There is decreasing linear relationship between 

independent variable and residuals as it is seen in Figure 16. Therefore, weight is 

calculated with the inverse of the square of the predicted value (Cohen et al., 2003). 

The predicted value is computed at the linear regression which is secondly conducted 

with security incident awareness as an independent variable and the absolute of the 

residual of the first conducted linear regression as a dependent variable (H. Michael 

Crowson, 2015). 

 

 
Figure 15.  Scatterplot of security behavior against security incident awareness 
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Figure 16.  Scatterplot of residual of the model against security incident awareness 

 

After calculating weight, weighted least square regression with the calculated weight 

value is conducted between security incident awareness and security behavior 

(Cohen et al., 2003; H. Michael Crowson, 2015).  

Residual and predicted value of WLS regression are calculated to draw 

scatterplot for homoscedasticity check. So, following equations are computed to 

calculate them; weighted predicted value = unstandardized predicted value * 

sqrt(weight), weighted residual value = unstandardized residual value * sqrt(weight) 

(IBM Knowledge Center, n.d.2). According to scatterplot of weighted residual value 

against weighted predicted value given in Figure 17, homoscedasticity is met after 

conducting WLS regression.  
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Figure 17.  Scatterplot of weighted residual value against weighted predicted value 

 

As it is seen in Figure 18 and Figure 19 weighted residuals of WLS regression is 

almost normally distributed with 0 mean value and 1.274 standard deviation. 

According to (Minitab, 2014) sample sizes 15 and grater are not sensitive to non-

normal distribution of residuals (as cited in Laerd Statistics, 2015b). 

 

              
Figure 18.  Distribution of weighted residuals of WLS regression 
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Figure 19.  P-P plot of weighted residuals of WLS regression 

 

5.3.2.2  Weighted least square regression test results of part 2 

As a result, security incident awareness significantly affects security behavior, F (1, 

253) = 73.230, p < 0.0005. 22.4% of the variation in security behavior with adjusted 

R2 0.221 is accounted by security incident awareness (see Appendix H). According 

to test results, regression equation is: 

 Security Behavior = 2.657 + 0.395 * Security Incident Awareness 

It means that one unit change on security incident awareness leads 0.395 unit 

change on security behavior. 

 

5.3.3  Additional test results and important findings 

In order to expand the insight about the results of conducted analyses, additional 

tests, multiple regression test and independent sample t-test are performed. 
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5.3.3.1  Multiple regression test of part 1 after excluding 60 responses 

To see the effect of excluding responses who have security incident awareness value 

less than 3.00 on Part 1, multiple regression analysis is conducted stepwise again 

with the sample from which excluded 60 respondents. Stepwise regression built three 

models that third model shows that R2 and adjusted R2 value increased to 0.239 and 

0.230 respectively (see in Appendix I). Furthermore, three of variables which are 

threat knowledge, protection knowledge and breach experience significantly affect 

security incident awareness, F(3, 251) = 26.308 , p < 0.0005, adj. R2 = 0.230. As it is 

given in Table 21 regression coefficient of threat knowledge is 0.110 whereas 

protection knowledge’s 0.175. Protection knowledge again explains security incident 

awareness better than other variables. Moreover, breach experience is also found as a 

significant variable at 0.05 significance level. One unit change in breach experience 

value leads -0.039 unit change on security incident awareness. 

 

Table 21.  Summary of Multiple Regression Analysis 

Variable Unstandardized 

Coefficient 

Standardized 

Coefficient (B) 

t-value (p-level) 

Constant 0.517  1.252 (0.212) 

Protection 

knowledge 

0.175 0.158 2.782 (0.006) 

Threat knowledge 0.110 0.394 7.010 (0.000) 

Breach Experience -0.039 -0.131 -2.329 (0.021) 

F (p-value) = 26.308 (0.000) 

R2 (R2 adjusted) = 0.239 (0.230) 

 

5.3.3.2  Difference between professions with respect to threat knowledge and 

protection knowledge  

Relationship between IT/non-IT profession and information security familiarity has 

not been included in the research model, because the aim of this study is enhancing 

profession point of view a step further. However, in order to make more accurate 
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suggestions based on the findings of this research, whether there is a difference 

between two profession groups (IT and non-IT) of employees with respect to threat 

knowledge and protection knowledge, whose effects on security incident awareness 

are proven in this research, is analyzed. Independent-samples t-test is used to analyze 

whether there is a significant difference between IT and non-IT profession groups.  

In the sample, there are 162 respondents with IT profession and 145 

respondents with non-IT profession. 8 of respondents which cannot be classified as 

IT or non-IT are not involved in independent samples t-tests. Independent samples t-

test run in order to evaluate differences in threat knowledge score between IT 

professionals and non-IT professionals first. According to results of this test, there is 

significant difference between IT professionals and non-IT professionals, M = 1.583, 

95% CI[1.085, 2.081], t(296.368) = 6.252 , p = 0.000. Threat knowledge of IT 

professionals (M = 20.20, SD = 2.144) is higher than non-IT professionals (M = 

18.62, SD = 2.276) (see Appendix J). 

According to the result of independent samples t-test which is conducted to 

test whether there is a difference between IT professionals and non-IT professionals 

with respect to protection knowledge, protection knowledge of IT professionals (M = 

4.240, SD = 0.552) is higher than non-IT professionals (M = 4.113, SD = 0.663). 

However, there is no significant difference between two group of employees with the 

statistics M = 0.127, 95% CI[-0.01069, 0.26524], t(281.416) = 1.816, p = 0.07. 

Detailed test results of independent samples t-test are given in Appendix J. 
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5.3.3.3  Difference between genders with respect to security incident awareness and 

security behavior 

Among 60 respondents whose security incident awareness level is less than 3.00 

female employees are dominant. Thus, whether gender makes a difference in security 

incident awareness is tested with using independent-samples t-test. According to the 

test results there is a significant difference between female and male employees, M = 

-0.452, 95% CI[-0.656, -0.247], t(306.961) = -4.352 , p = 0.000. security incident 

awareness of male employees (M = 3.86, SD = 0.975) is higher than female 

employees (M = 3.41, SD = 0.862) (see Appendix K) 

 Whether there is a difference between female and male employees with 

respect to security behavior is analyzed. It is found that there is no significant 

difference between female and male employees with the statistics M = -0.068, 95% 

CI[-0.19481, 0.5971], t(308.343) = -1.044, p = 0.297 (see Appendix K). 
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CHAPTER 6 

DISCUSSION AND CONCLUSION 

 

In this chapter results of hypotheses tests and important findings are discussed and 

concluded, and suggestion related to findings are given. Future studies are also 

mentioned. 

 

6.1  Discussion 

People have become more involved the information oriented world and more 

integrated with information security systems. Within current technology ecosystem 

digital business model becomes more important. According to results of information 

security survey conducted globally by PricewaterhouseCoopers (PwC), 63 

percentage of respondents claimed that their companies run their information 

technology (IT) function in the cloud. The 36 percentage of respondents are running 

their operation function in the cloud, while the percentage of customer service is 36, 

market and sales is 34 and finance function is 32 in the cloud (2016). With the effect 

of digitalization, information security becomes more and more important. According 

to 59 percentage of respondents of global information security survey, digitalization 

leads companies to increase spending on security (PwC, 2016). Additionally, people 

become more involved the information oriented world and more integrated with 

information security systems. Thus, skills of employees should be adapted to the new 

conditions. That’s why, this study is important to create a knowledge in terms of 

information security behavior and awareness.  

The aim of this study was investigating effect of information security 

familiarity factor on security incident awareness and at the same time analyzing how 
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security incident awareness affects information security behavior. With this purpose 

online survey has been conducted to collect data to analyze five hypotheses 

suggested in this study. Totally 315 employees who work at companies located in 

Turkey have been used to analyze hypotheses. The study includes two parts. At the 

first part, effect of information security familiarity on security incident awareness has 

been investigated. In the second part, how employees’ security incident awareness 

level affects their security behavior has been tested. 

 

6.1.1  Information security familiarity measure 

Information security familiarity was considered as an extension of IT/non-IT 

profession approach which has been researched in prior study (Tanriverdi & Metin, 

2017b). In the study, effect of employees’ profession on their knowledge/awareness 

about security incidents caused by insiders (abuse of Internet, company e-mail 

services and information, unauthorized access to system and data, violation of data 

protection regulations, confidential data loss or leakage) and outsiders (network 

access attempt, access to company network, attack to Internet or telecommunication 

traffic, denial of service attack) suffered in their companies have been searched. The 

result of study has shown that knowledge about insider related security incidents are 

not dependent on employees’ professions, whereas knowledge about outsider related 

security issues depend on professions. To investigate information security familiarity 

as the common point of IT people and non-IT people who know insider/outsider 

security incidents of their companies was triggered by the result of Tanriverdi and 

Metin’s study. 

Thus, information security familiarity variable was measured in four areas 

based on literature review and information security and IT governance experts’ 
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opinions. Those were threat knowledge, protection knowledge, breach experience, 

and protection indicator familiarity. Four hypotheses were suggested in the first part 

of this research. According to hypotheses test results conducted by multiple 

regression analysis, effect of threat knowledge and protection knowledge on security 

incident awareness has been proven. However, breach experience and protection 

indicator familiarity have been found that they do not significantly affect security 

incident awareness.  

 

6.1.2  Significant information security familiarity factors 

Knowledge factors, threat knowledge and protection knowledge, have been found 

that they have an effect on security incident awareness. As several studies have 

measured knowledge concept as a familiarity (Furnell & Karweni, 1999; Huang et 

al., 2007; Jeske & Schaik, 2017; Lomo-David & Shannon, 2009; Luciano et al., 

2010; Ng et al., 2009; Parson et al., 2014), knowledge which have been measured in 

the context of information security in this study as threat knowledge and protection 

knowledge can represent information security familiarity. 

Protection knowledge which shows knowledge about effective 

countermeasures against to threats significantly influence security awareness 

according to results. It was measured broadly with effective protection methods 

applied while using softcopy or hardcopy of information, connecting to a network or 

website, logging into a social media or e-mail account, making a transaction on 

Internet banking, using mobile device or computer.  

Threat knowledge which was measured with the knowledge about the most 

traditional, frequent and sophisticated threats have been found as a significant factor 

on security incident awareness. Having knowledge on threats affects security 
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incident awareness positively according to test results. Recognizing the difference 

between similar concepts and attacks was a dimension of threat knowledge measure. 

With the measure not only knowing concepts but also recognizing nuances between 

them has been found an influencing factor on security incident awareness. 

Although, protection knowledge is 1.6 times better than threat knowledge to 

explain security incident awareness according to multiple regression equation, 

knowledge about threats and differences of threats significantly influence security 

awareness. 

 

6.1.3  Effects of employee profession on information security familiarity 

In order to make more accurate suggestions based on the findings of this research, 

whether there is a difference between two profession groups (IT and non-IT) of 

employees with respect to threat knowledge and protection knowledge was analyzed. 

According to the results there is a significant difference between IT 

professionals and non-IT professionals with respect to threat knowledge. However, 

there is no significant difference between two groups of employees according to 

protection knowledge. Similar to finding of prior study, threat knowledge which 

requires more technical point of view is higher in IT professionals than non-IT 

professionals. 

 

6.1.4  Security incident awareness, benchmarking and security behavior 

In the second part of the study, whether employees’ behavior in working 

environment are changing when they are aware of security incidents was another 

focus of this study. Hypothesis suggests that employees’ security incident awareness 

positively affects their information security behavior in working environment. 



 90 

However, according to scatterplot of security behavior against to security incident 

awareness, there has been a curvilinear relationship between security incident 

awareness and security behavior. Security behavior is decreasing when security 

incident awareness score ranges between 1.00 and 3.00. Then security behavior starts 

to increase at the value 3.00 by security incident awareness. Between 3.00 and 5.00 

positive linear relationship occurs between variables as it is predicted. This 

unexpected situation makes a think of which level of employees’ security incident 

awareness is trustable. There are 60 respondents (19.05% of total respondents) who 

have security incident awareness value less than 3.00. These respondents mostly 

have non-IT related professions (60% of them). Thus, it can be seen that non-IT 

related professions may negatively affect security incident awareness based on the 

findings of prior study (Tanriverdi & Metin, 2017b). Also, 51.7% of them are female 

and according to the additional test results security incident awareness of female 

employees are worse than male employees. 

This study is limited to explain security behavior with security incident 

awareness. And it is possible to investigate factors create decreasing relationship 

between security incident awareness and security behavior at the range of one to 

three. But, it is very important finding that security incident awareness can be 

evaluated as a significant benchmark with threshold value three out of five under the 

setting of this study in order to assess security behavior of employees. 

Additional analysis has been conducted to test Part 1 with 255 respondents. 

Breach experience has become a significant factor of security incident awareness.  

Breach experience measure is related to security incidents in employees’ own lives, 

while security incident awareness is about incidents occurred around the world 



 91 

and/or Turkey. This result can show employees’ general approach to security 

incidents. 

Moreover, according to analysis conducted after excluding 60 respondents, 

security incident awareness significantly affects security behavior. One unit change 

on security incident awareness leads 0.395 unit positive change on security behavior.  

 

6.1.5  Finding about insignificant information security familiarity factors 

Breach experience which was measured with whether employees have ever 

experienced any breaches which are the most frequently encountered security 

incidents, such as virus infection on computers and mobile devices, data loss because 

of ransomware, financial fraud, unauthorized access to email and social media 

accounts is not a significant factor of security incident awareness. When we look at 

the statistics of breach experience, more than 80% of respondents claimed that they 

have not been experienced e-mail account or social media account theft, ransomware 

attack, financial fraud or virus infection on mobile phone. This situation may cause 

insignificance of breach experience on security incident awareness in the model.  

Besides, after excluding respondents who are not aware of security incidents, 

breach experience has become a significant factor of security incident awareness at 

0.05 significance level. One unit change in breach experience leads -0.039 unit 

change on security incident awareness. This result shows contrast to literature studies 

which have found positive effect of negative experiences on security awareness 

(Haeussinger & Kranz, 2013; Johnston et al., 2010). However, it can be caused by 

magnitude of experience which has been emphasize on Chen and Zahedi’s study 

(2016). If any attack does not result in any loss, such as data, file or financial loss or 

even time, it may not influence to person. Moreover, result can also be explained in 
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other factors which have not been tested within this study like self-efficacy. Rhee et 

al. (2009) shows in their study that having negative experience decreases self-

efficacy of victims. They have found that when a person has experienced any 

security breaches, their belief about themselves to deal with security incidents, like 

virus infected folders/files, deleting malware, consulting help for security problems, 

using protective applications and setting different security levels in browsers and 

even understanding information security related concepts are decreased. They have 

also claimed that negative security experiences lead to stress and anxiety which have 

been evaluated another type of loss in Chen and Zahedi’s study (2016). 

Protection indicator familiarity was also found that it does not have an effect 

on security incident awareness. It has been measured with security experiences of 

employees except experiences which have negative consequences, such as faced 

notification, warning and indicator related to security. 75% of respondents have 

positively answered to protection indicator familiarity questions. This situation may 

affect the results. Additionally, other studies have shown that using same platforms, 

web sites and technologies becomes habit in time. Having the same security 

warnings, notifications and indicators on the screen may become a usual case for 

respondents like using a same platform as other studies found (Heartfield et al., 

2016; Kelley & Bertenthal, 2016; Pattinson et al., 2012; Rhee et al., 2009; Yang et 

al., 2015)  

 

6.2  Conclusion 

To sum up, in order to improve security behavior of employees in working 

environment, they should more aware of security incidents. Security incident 

awareness scale, which is one of original practices in this area as a measure, can be 
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used for benchmarking to evaluate the security awareness level of employees, and 

how much effort they require to reach a certain level of security awareness and 

accordingly security behavior. In order to increase security incident awareness to 

certain levels, content of security education and programs should be enhanced with 

the findings of this research.  

It can be suggested that information security awareness education should be 

more informative about threat and risk environment and how to protect information 

and systems against to these threats. Additionally, it is more difficult to learn 

technical side of security issues and threats for non-IT related employees. However, 

it is more expectable that they will be better aware of security incidents, when they 

know threats. 

It has been also proven that protection knowledge is an important factor to 

have a knowledge about security incidents. One should understand the answers of the 

questions regarding how they protect themselves, why they need to protect 

themselves, what the risk is, how the threat is occurring. Therefore, using real 

security issues can be better starting point with teaching protection methods and the 

nature of threats.  

To create more influential content for promoting or training of security 

awareness, security incidents which are more related to target group can be chosen. 

For example, for Turkish audiences asking Turkish Republic identity data leakage or 

widespread power outage in Turkey are suitable as it has been investigated in this 

study. Moreover, to have more attractive content security incidents about popular 

people and trends, such as the most popular television series Game of Thrones’ new 

seasons’ leakage or iCloud hacking of Hollywood celebrities can be involved to 

create educational content. Education content can be created as not only a class 
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course or e-learning, but also poster, pop-up remainder, e-mail which is applied 

commonly in companies. 

 

6.3  Future studies 

With using the consequences of this study’s results in especially experience 

dimension, alternative measurements methods can be produced. For example, 

magnitude of experience can be also evaluated in breach experience measure. Except 

only asking the type of security breach, whether victim has a serious damage can be 

evaluated. In order to improve the results related to protection indicator familiarity 

measure, this factor can be measured by frequency of having security warnings, 

notifications and indicators in daily routines of employees. 

In this study, security incident awareness measure did not include problems 

which do not have a direct effect on people and/or companies in Turkey such as data 

breaches of Target stores in 2013 or Equifax data breach in 2017 (Armerding, 2018). 

There are many data breaches that gives clue about security incidents of near future 

among them. Additionally, incidents recently happened has been asked to enable 

respondents to memorize them easily. There are excluded important incidents that 

can be called the biggest breach in cyber security history such as Yahoo data breach 

in 2013 with three billion compromised user accounts (Armerding, 2018). Because it 

is considered that those can be known by experts or people highly interested in cyber 

security.  To measure different perspectives, different data breach examples can be 

included in future studies.  
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APPENDIX A 

ENGLISH QUESTIONNAIRE 

 

1. Are you currently working? 

 

 Yes  No 

 

If the answer of the first question is “yes” 

 

2. How many years you have a working experience? 

 

 Less than 1 year 

 1 – 5 years 

 6 – 10 years 

 11 – 15 years 

 16 – 20 years 

 21 – 25 years 

 More than 25 years 

 

If the answer of the first question is “no” 

 

2.   How many years you have a working experience? 

 

 I do not have any working experience 

 Less than 1 year 

 1 – 5 years 

 6 – 10 years 

 11 – 15 years 

 16 – 20 years 

 21 – 25 years 

 More than 25 years 
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If the answer of the second question is not “I do not have any working experience” 

 

3. What is the sector of the company which you are currently working in? (If 

you are not currently working, please answer for the longest job which you 

have stayed at the longest) 

 

 Consulting  Entertainment and Media 

 Technology  Automotive 

 Banking  Healthcare 

 Telecommunication  Construction 

 Education  Energy and Utilities 

 Public Sector  Pharmaceutical 

 Insurance and Retirement  Tourism 

 Industrial Products  Other 

 Retail and Consumer Products   

 

If the answer of the second question is not “I do not have any working experience” 

 

4. What is the size of the company which you are currently working in? (If you 

are not currently working, please answer for the job which you have stayed at 

the longest) 

 

 1 – 20  101 – 500 

 21 – 50  501 – 1000 

 51 – 100  More than 1000 

 

If the answer of the second question is not “I do not have any working experience” 

 

5. What is your job area in the company which you are currently working? (If 

you are not currently working, please answer for the job which you have 

stayed at the longest) 

 

 Human resources 

 Finance and accounting 

 Marketing and sales 

 Procurement 

 Communication 

 Law 

 Operational functions 

 Internal control and compliance 

 Information security management 

 Software development and business analysis 

 Information systems network management 

 Information systems infrastructure management 

 Technical support and service desk management 

 Information technology audit and consulting 

 Other 

 



 97 

6. Please give the best suitable answer for questions about password 

management given below. 

(1: Strongly disagree, 5: Strongly agree) 

 

 Before leaving in front of my computer/laptop, I first lock my system 

 I use different passwords for different software, programs and systems 

 To remember my password, I write on a notebook or something on my desk 

 I do not share my personal account information with my colleagues 

 

7. Please give the best suitable answer for questions about email service usage 

given below. 

(1: Strongly disagree, 5: Strongly agree) 

 

 Before reading an email, I first check if the subject and the sender make 

sense. 

 Before opening an email attachment, I first check if the filename of the 

attachment makes sense. 

 I exercise caution when I receive an email attachment as it may contain a 

virus. 

 I do not open email attachments if the content of the email looks suspicious. 

 

8. Please give the best suitable answer for questions about information handling 

given below. 

(1: Strongly disagree, 5: Strongly agree) 

 

 I do not leave sensitive material unsecure 

 I delete information on USB devices after transferring it 

 I pay attention whether data is encrypted in the data transfer platform which 

has been shared with me by third parties 

 I do not share my computer with anybody (family member, colleague or 

customer) 

 I destroy sensitive documents securely   

 I do not help people who I do not know to enter my company’s building 
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9. Please mention how effective the given protection methods are to provide 

information security. 

(1: Not fully effective, 5: Fully effective) 

 

 Periodically changing passwords of social media or website accounts 

 Having a lock in mobile phones 

 Not doing any financial transaction via Internet when having public network 

connection 

 Downloading mobile application only from official publisher 

 Keeping virus definitions of antivirus protection software updated 

 Not sharing banking information with bank personnel in any situation 

 Carrying files and documents including important information with a cover 

 Not sharing personal information on social media, even if having only close 

friends and relatives as a connection on social media 

 Not downloading free software via web sites which has normally licensing 

fee 

 Having complicated password of wireless network connection at home 

 Having antivirus software in mobile phones 

 Using two-way authentication in e-mail service and social media accounts 

 Checking which services the application can access before downloading the 

application 

 Safely logging out from e-mail service or social media sites in commonly 

used PC or laptops 

 

10. Please mention which of threats given below result in identity theft. 

(yes, uncertain, no) 

 

 Virus   Worm  

 Trojan   Key logger  

 Botnet   Phishing  

 Social engineering   

 

11. Do you know the difference between virus and worm? 

 

 Yes  No  Not sure 

 

12. Do you know the difference between malware and spyware? 

 

 Yes  No  Not sure 

 

13. Have you ever experienced unauthorized access to email accounts?  

 

 Yes  No  Not sure 

 

14. Have you ever experienced unauthorized access to social media accounts or 

user account of any website? 

 

 Yes  No  Not sure 
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15. Have you ever experienced virus infection on their PCs/laptops? 

 

 Yes  No  Not sure 

 

16. Have you ever experienced virus infection on mobile devices? 

 

 Yes  No  Not sure 

 

17. Have you ever experienced data loss because of ransomware attack? 

 

 Yes  No  Not sure 

 

18. Have you ever experienced financial fraud as a result of drawn bank account, 

credit card information out of you? 

 

 Yes  No  Not sure 

 

19. Have you ever haven a notification about security scanning of downloaded e-

mail attachments? 

 

 Yes  No  Not sure 

 

20. Have you ever haven a notification about security scanning of file 

downloaded from web site? 

 

 Yes  No  Not sure 

 

21. Have you ever seen https connection in Internet banking and online shopping 

web site? 

 

 Yes  No  Not sure 

 

22. Have you ever haven a certification error warning in Internet browser? 

 

 Yes  No  Not sure 

 

23. Have you ever haven a network connection warning about having shared 

wireless? 

 

 Yes  No  Not sure 

 

24. Have you ever seen an indicator related to powerfulness of password while 

creating in email service or social media sites? 

 

 Yes  No  Not sure 

 

 

25. Have you ever haven an e-mail notification from e-mail services or social 

media sites for logging in from another device? 
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 Yes  No  Not sure 

 

26. Please mention how well you remember given eight security incidents which 

have targeted individuals or companies, and occured recent years. 

(1: I do not remember at all, 5: I remember very well)  

 

 In recent years, ransomware has threatened users. This ransomware has 

encrypted all files in systems after opening the attachment or links within a 

received e-mail which pretends as if send by GSM operators or Internet 

service providers. 

 Wannacry ransomware has spreaded to 200.000 systems within 3 days in 

almost 150 countries because of a vulnerability of Microsoft Systems. 

Especially operations of hospitals, telecommunication companies and 

automotive sector were highly effected. 

 In 2016, identity information of approximately 50 million Turkish Republic 

citizens have been leaked. Database which includes identity information has 

been provided in the Internet by hackers. Leaked database has included 46 

million 611 thousand 709 citizens’ TR identity number, mother and father 

name, date of birth and residence address. 

 Power outage which was occurred across Turkey at the beginning of 2017 has 

become a controversial issue because of spoken cyber-attack suspicion. 

 In August 2017, HBO producer of the most popular television series of recent 

years Game of Thrones has announced that their 1.5 TB data has been leaked 

which includes the seventh season of Game of Thrones. 

 In December 2016, one of the most leading banks in Turkey has announced 

that their SWIFT international money transfer system has been cyber 

attacked.   

 Between 2014 and 2017 some Hollywood celebrities’ private photographs on 

iCloud have been hacked and shared publicly on the Internet. 

 WPA2 protocol which is the most secure and widespread wireless connection 

encryption method has been hacked. 

 

27. Please mention your gender? 

 

 Female  Male 

 

28. Please mention your age? 

 

 Under 20  36 – 40 

 20 – 25  41 – 45 

 26 – 30  Above 45 

 31 – 35  
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29. Please mention your education degree? 

 High-school 

 Associate degree 

 Bachelor degree 

 Master degree 

 Doctorate degree 

 

30. How long you have been using a smartphone  

 I am a non-user 

 Less than one year 

 1 – 3 years 

 4 – 6 years 

 7 – 10 years 

 More than 10 years 

 

31. How long you have a social media account? 

 I don’t have any 

 Less than one year 

 1 – 3 years 

 4 – 6 years 

 7 – 10 years 

 More than 10 years 

 

32. Please mention the operating system of your mobile phone?  

 

 Android  Windows 

 iOS  Other 

 

33. Which one is the most frequently used Internet browser on mobile phone for 

you?  

 

 Google Chrome  Safari 

 Firefox  Other 

 Internet Explorer  

 

34. Which one is the most frequently used Internet browser on PC/laptop for 

you? 

 

 Google Chrome  Safari 

 Firefox  Other 

 Internet Explorer  
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APPENDIX B 

TURKISH QUESTIONNAIRE 
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APPENDIX C 

DESCRIPTIVE STATISTICS 

 

Table C 1.  Descriptive Statistics of First Threat Knowledge Question 

Answers Virus Trojan Botnet 

Frequency Percent Frequency Percent Frequency Percent 

No 21 6.7 17 5.4 25 7.9 

Uncertain 32 10.2 63 20.0 177 56.2 

Yes 262 83.2 235 74.6 113 35.9 

Total 315 100 315 100 315 100 

Answers Social Engineering Worm Key Logger 

Frequency Percent Frequency Percent Frequency Percent 

No 24 7.6 25 7.9 11 3.5 

Uncertain 110 34.9 105 33.3 57 18.1 

Yes 181 57.5 185 58.7 247 78.4 

Total 315 100 315 100 315 100 

Answers Phishing 

Frequency Percent 

No 4 1.3 

Uncertain 67 21.3 

Yes 244 77.5 

Total 315 100 

 

Table C 2.  Descriptive Statistics of Second and Third Threat Knowledge Question 

Answers Do you know the difference 

between virus and worm? 

Do you know the difference 

between malware and spyware? 

Frequency Percent Frequency Percent 

Not sure 106 33.7 70 22.2 

Yes 101 32.1 83 26.3 

No 108 34.3 162 51.4 

Total 315 100 315 100 
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Table C 3.  Descriptive Statistics of Breach Experience 

Answers Have you ever 

experienced 

unauthorized access to 

email accounts? 

Have you ever 

experienced 

unauthorized access to 

social media accounts or 

user account of any 

website? 

Have you ever 

experienced virus 

infection on their 

PCs/laptops? 

Frequency Percent Frequency Percent Frequency Percent 

Not sure 30 9.5 27 8.6 23 7.3 

Yes 21 6.7 28 8.9 202 64.1 

No 264 83.8 260 82.5 90 28.6 

Total 315 100 315 100 315 100 

Answers Have you ever 

experienced virus 

infection on mobile 

devices?  

Have you ever 

experienced data loss 

because of ransomware 

attack? 

Have you ever 

experienced financial 

fraud as a result of 

drawn bank account, 

credit card information 

out of you? 

Frequency Percent Frequency Percent Frequency Percent 

Not sure 45 14.3 15 4.8 6 1.9 

Yes 19 6.0 35 11.1 33 10.5 

No 251 79.7 265 84.1 276 87.6 

Total 315 100 315 100 315 100 
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Table C 4.  Descriptive Statistics of Protection Indicator Familiarity 

Answers Have you ever haven a 

notification about 

security scanning of 

downloaded e-mail 

attachments? 

Have you ever haven a 

notification about 

security scanning of file 

downloaded from web 

site? 

Have you ever seen https 

connection in Internet 

banking and online 

shopping web site? 

Frequency Percent Frequency Percent Frequency Percent 

Not sure 31 9.8 25 7.9 29 9.2 

Yes 252 80.0 256 81.3 242 76.8 

No 32 10.2 34 10.8 44 14.0 

Total 315 100 315 100 315 100 

Answers Have you ever haven a 

certification error 

warning in Internet 

browser? 

Have you ever haven a 

network connection 

warning about having 

shared wireless? 

Have you ever seen an 

indicator related to 

powerfulness of 

password while creating 

in email service or social 

media sites? 

Frequency Percent Frequency Percent Frequency Percent 

Not sure 47 14.9 27 8.6 11 3.5 

Yes 243 77.1 239 75.9 294 93.3 

No 25 7.9 49 15.6 10 3.2 

Total 315 100 315 100 315 100 

Answers Have you ever haven an 

e-mail notification from 

e-mail services or social 

media sites for logging in 

from another device? 

Frequency Percent 

Not sure 8 2.5 

Yes 289 91.7 

No 18 5.7 

Total 315 100 
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APPENDIX D 

RELIABILITY TEST RESULTS 

 

Table D 1.  Reliability Statistics of Protection Knowledge 

Cronbach's 

Alpha 

N of Items 

0.889 15 

 

Table D 2.  Item-Total Statistics of Protection Knowledge 

 Scale Mean 

if Item 

Deleted 

Scale 

Variance if 

Item Deleted 

Corrected 

Item-Total 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

ProtectionKnowledge_1 58.95 72.688 0.460 0.887 

ProtectionKnowledge_2 58.50 74.053 0.525 0.883 

ProtectionKnowledge_3 58.55 73.357 0.543 0.882 

ProtectionKnowledge_4 58.68 71.415 0.635 0.878 

ProtectionKnowledge_5 58.61 71.633 0.627 0.878 

ProtectionKnowledge_6 58.23 74.209 0.598 0.880 

ProtectionKnowledge_7 58.39 73.532 0.650 0.879 

ProtectionKnowledge_8 58.65 73.966 0.476 0.885 

ProtectionKnowledge_9 58.98 71.586 0.525 0.883 

ProtectionKnowledge_10 58.59 72.363 0.595 0.880 

ProtectionKnowledge_11 59.25 70.239 0.560 0.882 

ProtectionKnowledge_12 58.60 73.234 0.549 0.882 

ProtectionKnowledge_13 58.63 71.082 0.658 0.877 

ProtectionKnowledge_14 58.31 74.877 0.613 0.880 

ProtectionKnowledge_15 58.40 76.050 0.411 0.887 

 

Table D 3.  Reliability Statistics of Security Incident Awareness 

Cronbach's 

Alpha 

N of Items 

0.813 8 
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Table D 4.  Item-Total Statistics of Security Incident Awareness 

 Scale 

Mean if 

Item 

Deleted 

Scale 

Variance if 

Item 

Deleted 

Corrected 

Item-Total 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

SecurityIncidentAwareness_1 25.75 44.935 0.561 0.787 

SecurityIncidentAwareness_2 25.97 43.805 0.557 0.787 

SecurityIncidentAwareness_3 25.1 47.386 0.559 0.789 

SecurityIncidentAwareness_4 25.36 46.843 0.532 0.791 

SecurityIncidentAwareness_5 25.38 45.402 0.503 0.795 

SecurityIncidentAwareness_6 25.88 44.945 0.541 0.790 

SecurityIncidentAwareness_7 25.25 47.005 0.516 0.793 

SecurityIncidentAwareness_8 26.65 45.235 0.483 0.799 

 

Table D 5.  Reliability Statistics of Information Security Behavior 

Cronbach's 

Alpha 

N of Items 

0.822 14 

 

Table D 6.  Item-Total Statistics of Information Security Behavior 

 Scale Mean 

if Item 

Deleted 

Scale 

Variance if 

Item Deleted 

Corrected 

Item-Total 

Correlation 

Cronbach's 

Alpha if Item 

Deleted 

InformationHandling_1 54.3048 58.232 0.504 0.808 

InformationHandling_2 54.9524 56.447 0.472 0.809 

InformationHandling_3 55.3714 55.164 0.513 0.806 

InformationHandling_4 54.7429 56.077 0.524 0.805 

InformationHandling_5 54.7905 55.625 0.52 0.805 

InformationHandling_6 54.4159 58.174 0.457 0.81 

PasswordManagement_1 54.419 57.569 0.451 0.811 

PasswordManagement_2 55.0508 58.138 0.323 0.822 

PasswordManagement_3_recode 54.4349 59.68 0.256 0.826 

PasswordManagement_4 54.4571 56.587 0.466 0.81 

EmailUsage_1 54.4222 58.391 0.476 0.809 

EmailUsage_2 54.5397 58.243 0.483 0.809 

EmailUsage_3 54.5619 57.323 0.488 0.808 

EmailUsage_4 54.1841 59.902 0.468 0.811 
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APPENDIX E 

LINEARITY ASSUMPTION TEST RESULTS 

 

 
Figure E 1.  Linearity check for threat knowledge 

 

 
Figure E 2.  Linearity check for protection knowledge 
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Figure E 3.  Linearity check for breach experience 

 

 
Figure E 4.  Linearity check for protection indicator familiarity 

  



 121 

APPENDIX F 

MULTIPLE REGRESSION TEST RESULTS 

 

Table F 1.  Descriptive Statistics 

 Mean Std. Deviation N 

SecurityIncident 

Awareness_AVG 
3,6667 ,95302 315 

ThreatKnowledge 19,45 2,321 315 

ProtectionKnowledge_AVG 4,1873 ,60767 315 

BreachExperience 8,61 2,100 315 

ProtectionIndicatorFamiliarity 21,22 2,891 315 

 

Table F 2.  Model Summaryc 

Model R R Square Adjusted R 

Square 

Std. Error of the 

Estimate 

1 ,438a ,192 ,189 ,85810 

2 ,468b ,219 ,214 ,84494 

a. Predictors: (Constant), ThreatKnowledge 

b. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG 

c. Dependent Variable: SecurityIncidentAwareness_AVG 

 

Table F 3. ANOVAa 

Model Sum of Squares df Mean Square F Sig. 

1 

Regression 54,713 1 54,713 74,304 ,000b 

Residual 230,475 313 ,736   

Total 285,188 314    

2 

Regression 62,442 2 31,221 43,732 ,000c 

Residual 222,745 312 ,714   

Total 285,188 314    

a. Dependent Variable: SecurityIncidentAwareness_AVG 

b. Predictors: (Constant), ThreatKnowledge 

c. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG 
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APPENDIX G 

DESCRIPTIVE STATISTICS OF 60 RESPONDENTS 

 

Table G 1.  Demographics of 60 Respondents 

Variables Frequency Percent 

Gender Male 29 48,3 

Female 31 51,7 

Age 20-25 15 25,0 

26-30 26 43,3 

31-35 10 16,7 

36-40 6 10,0 

41-45 2 3,3 

Above 45 1 1,7 

Education Doctorate 9 2.9 

Master 69 21.9 

Bachelor 218 69.2 

Associate 10 3.2 

High School 9 2.9 

Total 60 100 
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Table G 2.  Company Information of 60 Respondents 

Variables Frequency Percentage 

Company 

Size 

1-20 7 11,7 

21-50 
6 10,0 

101-500 
7 11,7 

501-1000 
4 6,7 

Above 1000 
36 60,0 

Company 

Sector 
Consulting 17 28,3 

Banking 4 6,7 

Education 4 6,7 

Entertainment and Media 2 3,3 

Industrial products 1 1,7 

Energy and Utilities 1 1,7 

Pharmaceutical 1 1,7 

Construction 2 3,3 

Public Sector  5 8,3 

Automotive 2 3,3 

Retail and Consumer Products 1 1,7 

Healthcare 2 3,3 

Insurance and Retirement  2 3,3 

Technology 8 13,3 

Telecommunication 6 10,0 

Tourism 2 3,3 

Total 60 100,0 
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Table G 3.  Working Information of 60 Respondents 

Variables Frequency Percent 

Working 

Experience 

Below 1 year 5 8,3 

1-5 years 36 60,0 

6-10 years 10 16,7 

11-15 years 2 3,3 

16-20 years 6 10,0 

Above 25 years 1 1,7 

Profession IT Related  22 36,7 

Non-IT Related 36 60,0 

Other 2 3.3 

Total 60 100 

 

Table G 4.  Technology Usage of 60 Respondents 

Variables Frequency Percent 

Smartphone 

Usage 

1-3 years 
14 4.4 

4-6 years 22 36,7 

7-10 years 26 43,3 

Above 10 years 9 15,0 

Social 

Media 

Usage 

Below 1 year 1 1,7 

1-3 years 1 1,7 

4-6 years 8 13,3 

7-10 years 30 50,0 

Above 10 years 18 30,0 

Non-user 2 3,3 

Operating 

System of 

Smartphone 

Android 22 36,7 

iOS 37 61,7 

Other 1 1.7 

The most 

used 

Internet 

Browser in 

Smartphone 

Firefox 2 3,3 

Google Chrome 25 41,7 

Internet Explorer 2 3,3 

Safari 29 48,3 

Other 2 3,3 

The most 

used 

Internet 

Browser in 

PC/Laptop 

Firefox 2 3,3 

Google Chrome 53 88,3 

Internet Explorer 3 5,0 

Safari 1 1,7 

Other 1 1,7 

Total 60 100 
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Table G 5.  Descriptive Statistics of Security Behavior 

Security Behavior Mean 

Std. 

Dev. Min Max 

EmailUsage_1 
Before reading an email, I will first check if 

the subject and the sender make sense.  
4.12 1.18 1 5 

EmailUsage_2 

Before opening an email attachment, I will 

first check if the filename of the attachment 

makes sense.  

3.98 1.066 1 5 

EmailUsage_3 
I exercise caution when I receive an email 

attachment as it may contain a virus.  
3.92 1.197 1 5 

EmailUsage_4 
I do not open email attachments if the 

content of the email looks suspicious.  
4.4 1.012 1 5 

Password 

Management_1 
Before leaving in front of my 

computer/laptop, I will first lock my system 
4.15 1.233 1 5 

Password 

Management_2 
I use different passwords for different 

software, programs and systems 
3.63 1.327 1 5 

Password 

Management_3

_recode 

To remember my password, I write on a 

notebook or something on my desk 

4.25 1.257 1 5 

Password 

Management_4 
I do not share my personal account 

information with my colleagues  
4.22 1.209 1 5 

Information 

Handling_1 I do not leave sensitive material unsecure 
4.38 0.993 1 5 

Information 

Handling_2 
I delete information on USB devices after 

transferring it 
3.68 1.242 1 5 

Information 

Handling_3 

I pay attention whether data is encrypted in 

the data transfer platform which has been 

shared with me by third parties 

3.45 1.268 1 5 

Information 

Handling_4 
I do not share my computer with anybody 

(family member, colleague or customer) 
3.83 1.167 1 5 

Information 

Handling_5 I destroy sensitive documents securely   
3.88 1.209 1 5 

Information 

Handling_6 
I do not help people who I do not know to 

enter my company’s building  
4.27 1.118 1 5 

Security 

Behavior_AVG Average Security Behavior 
4.01 0.696 1.29 5 
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APPENDIX H 

WLS REGRESSION TEST RESULTS 

 

Table H 1.  Descriptive Statisticsa 

 Mean Std. Deviation N 

SecurityBehavior_AVG 4,3315 1,44668 255 

SecurityIncidentAwareness_AVG 4,2376 1,73483 255 

a. Weighted Least Squares Regression - Weighted by weight_9 

 

Table H 2.  Correlationsa 

 Security 

Behavior_AVG 

SecurityIncident 

Awareness_AVG 

Pearson Correlation 
SecurityBehavior_AVG 1,000 ,474 

SecurityIncidentAwareness_AVG ,474 1,000 

Sig. (1-tailed) 
SecurityBehavior_AVG . ,000 

SecurityIncidentAwareness_AVG ,000 . 

N 
SecurityBehavior_AVG 255 255 

SecurityIncidentAwareness_AVG 255 255 

a. Weighted Least Squares Regression - Weighted by weight_9 

 

Table H 3.  Variables Entered/Removeda,b 

Model Variables Entered Variables Removed Method 

1 SecurityIncidentAwareness_AVGc . Enter 

a. Dependent Variable: SecurityBehavior_AVG 

b. Weighted Least Squares Regression - Weighted by weight_9 

c. All requested variables entered. 

 

Table H 4.  Model Summaryb,c 

Model R R Square Adjusted R Square Std. Error of the Estimate 

1 ,474a ,224 ,221 1,27652 

a. Predictors: (Constant), SecurityIncidentAwareness_AVG 

b. Dependent Variable: SecurityBehavior_AVG 

c. Weighted Least Squares Regression - Weighted by weight_9 
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Table H 5.  ANOVAa,b 

Model Sum of Squares df Mean Square F Sig. 

1 

Regression 119,328 1 119,328 73,230 ,000c 

Residual 412,266 253 1,630   

Total 531,594 254    

a. Dependent Variable: SecurityBehavior_AVG 

b. Weighted Least Squares Regression - Weighted by weight_9 

c. Predictors: (Constant), SecurityIncidentAwareness_AVG 

 

Table H 6.  Collinearity Diagnosticsa,b 

Model Dimension Eigenvalue Condition 

Index 

Variance Proportions 

(Constant) SecurityIncident 

Awareness_AVG 

1 
1 1,990 1,000 ,01 ,01 

2 ,010 13,812 ,99 ,99 

a. Dependent Variable: SecurityBehavior_AVG 

b. Weighted Least Squares Regression - Weighted by weight_9 
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APPENDIX I 

ADDITIONAL ANALYSES: MULTIPLE REGRESSION TEST OF PART 1 

AFTER EXCLUDING 60 RESPONSES 

 

Table I 1.  Descriptive Statistics 

 Mean Std. Deviation N 

SecurityIncidentAwareness_AVG 4,0201 ,63236 255 

ThreatKnowledge 19,76 2,273 255 

BreachExperience 8,59 2,137 255 

ProtectionIndicatorFamiliarity 21,50 2,697 255 

ProtectionKnowledge_AVG 4,2431 ,57236 255 
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Table I 3.  Model Summaryd 

Model R R Square Adjusted R Square Std. Error of the 

Estimate 

1 ,438a ,192 ,188 ,56965 

2 ,472b ,223 ,217 ,55970 

3 ,489c ,239 ,230 ,55485 

a. Predictors: (Constant), ThreatKnowledge 

b. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG 

c. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG, BreachExperience 

d. Dependent Variable: SecurityIncidentAwareness_AVG 

 

Table I 4.  ANOVAa 

Model Sum of Squares df Mean Square F Sig. 

1 

Regression 19,470 1 19,470 59,999 ,000b 

Residual 82,099 253 ,325   

Total 101,569 254    

2 

Regression 22,627 2 11,314 36,116 ,000c 

Residual 78,942 252 ,313   

Total 101,569 254    

3 

Regression 24,297 3 8,099 26,308 ,000d 

Residual 77,272 251 ,308   

Total 101,569 254 
   

a. Dependent Variable: SecurityIncidentAwareness_AVG 

b. Predictors: (Constant), ThreatKnowledge 

c. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG 

d. Predictors: (Constant), ThreatKnowledge, ProtectionKnowledge_AVG, BreachExperience 
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