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ABSTRACT

CONSTRUCTIONS OF AUTHENTICATION CODES

Sayg1, Zulfiikkar
Ph.D., Department of Cryptography
Supervisor: Prof. Dr. Ferruh Ozbudak

July 2007, 61 pages

Authentication codes are used in many cryptographic applications. They are divided into two
main classes: authentication codes with secrecy and the ones without secrecy. In this thesis,
authentication codes are constructed using three different methods. In the first method, by using
some codes over Galois rings and generalized Gray map, authentication codes without secrecy
over finite fields are obtained. In the second and third methods, by using additive polynomials
related to some curves over finite fields, authentication codes with secrecy and without secrecy
are constructed. It is observed that the parameters of these codes are better than the existing

ones in some cases.

Keywords: Additive Polynomials, Authentication Codes, Cryptography, Galois rings, Secrecy
Codes.
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DOGRULAMA KODLARININ URETILMESI

Sayg, Zilfiikar
Doktora, Kriptografi Boliimii
Tez Yéneticisi: Prof. Dr. Ferruh Ozbudak

Temmuz 2007, 61 sayfa

Dogrulama kodlar: kriptografik bir¢ok uygulamanin icerisinde kullanilmaktadir. Bu kodlar sirlh
ve sirsiz dogrulama kodlar1 olmak {izere iki ana sinifa ayrilir. Bu tezde, ti¢ farkli yontem kul-
lamlarak dogrulama kodlar iiretildi. Ik yontemde Galois halkalar: iizerindeki baz kodlar ve
genellegtirilmis Gray doniigtimi kullanilarak sonlu cisimler iizerinde sirsiz dogrulama kodlar: elde
edildi. Ikinci ve ficiincii yontemlerde sonlu cisimler iizerindeki bazi egrilerle iligkili toplamsal
polinomlar kullanilarak sirsiz ve sirli dogrulama kodlar: iiretildi. Bu kodlarin parametrelerinin

bilinen kodlarin parametrelerinden bazi durumlarda daha iyi olduklar1 goriildii.

Anahtar Kelimeler: Toplamsal Polinomlar, Dogrulama Kodlari, Kriptografi, Galois halkalari,
Sir Saklama Kodlar:.
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PREFACE

One of the important topic in the field of communication is the security of the messages.
In cryptography many applications are developed to guarantee the secrecy of the messages.
Moreover, the assurance about the origin and content of the messages are provided by using

authentication codes.

The idea of authentication was first introduced in 1974 by Gilbert, MacWilliams and Sloane
[27]. In 1984, Simmons proposed a new model [53], in which an opponent is involved in addition
to two trusting parties, a transmitter and a receiver. In this model, the idea of unconditional
authentication, an analogous of the idea of the unconditional secrecy proposed by Shannon [52],

is developed.

In general authentication codes are divided into two main classes: authentication codes with
secrecy and the ones without secrecy. In an authentication code without secrecy, a message
is obtained by encoding a source state and the corresponding tag. Transmitter sends this
message to the receiver. In this case, there is no encryption of the source state, that is, without
knowledge of the shared secret key one can recover the source state from the encoded message.
In authentication codes with secrecy, there is an encryption of the source state. Transmitter
obtains a message by encoding the encrypted version of a source state and the corresponding
tag. In this case, without knowledge of the shared secret key one cannot recover this source state
from the message. In these codes, a part of the secret key is used for encryption and another

part of the secret key is used for authentication.

In this thesis, authentication codes are constructed using three different methods. In the
first method, by using some codes over Galois rings and generalized Gray map, authentication
codes without secrecy over finite fields are obtained. In the second and third methods, by using
additive polynomials related to some curves over finite fields, authentication codes with secrecy
and without secrecy are constructed. It is observed that the parameters of these codes are better

than the existing ones in some cases.
This thesis is organized as follows.

In Chapter 1, a general introduction to authentication codes is presented. It includes an
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authentication model, some known bounds on the parameters of the authentication codes, some

characterizations and some well-known constructions.

In Chapter 2, some constructions of systematic authentication codes over finite field F, using

Galois rings are presented.

In Chapter 3, two families of systematic authentication codes using additive polynomials
related to some curves over finite fields are constructed. It is observed that the parameters of

the codes are better than the existing ones in some cases.

In Chapter 4, three different constructions of authentication codes with secrecy using additive

polynomials related to some curves over finite fields are given.
In Chapter 5, conclusions and some future work topics are given.
The main parts of this thesis come from the following papers:

F. Ozbudak and Z. Sayg1, Some constructions of systematic authentication codes using Galois

rings, Designs, Codes and Cryptography, vol 41, no. 3, pp. 343-357, 2006.

F. Ozbudak and Z. Saygi, Constructions of systematic authentication codes using additive
polynomials, Proceedings of International Workshop on Coding ad Cryptography 2007, Versailles,
France, pp. 405-414, 2007.

F. Ozbudak and Z. Saygi, Systematic authentication codes using additive polynomials, De-
signs, Codes and Cryptography, submitted.

F. Ozbudak and Z. Saygi, Authentication codes with secrecy using additive polynomials, in

preparation.
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CHAPTER 1

INTRODUCTION TO AUTHENTICATION
CODES

In this chapter, a general introduction to authentication codes is presented. First, the
authentication problem with a solution model is explained, then some known bounds on the
parameters of the authentication codes are given together with some characterizations and some

well-known constructions.

1.1 An Authentication Model

Starting from the ancient times, one of the main problems in the field of communication is the
security of the messages. In a general manner, cryptography deals with the alternative solutions
to this problem. It has been extensively being used in many diplomatic and military applications
in recent years. The topic of cryptography has been widely introduced into various areas of
everyday life as a result of the currently popular technology and internet evolvement. The
impact of cryptography can be easily detected and discussed in many aspects starting from ATM
cards, computer passwords, through internet banking and emails, file transfers and electronic
commerce. The crucial issue of the above stated areas is the monitoring of any interference
made by a potential opponent to the entire or partial data, which consequently makes it crucial
to validate the source and integrity of the original one. As a result, authentication codes are

being developed to produce solutions to that problems.

The idea of authentication was first introduced in 1974 by Gilbert, MacWilliams and Sloane
[27]. There are two trusting parties in the proposed authentication model, a transmitter and a
receiver who share a secret key. The transmitter wants to securely send a piece of information
using his/her secret key to the receiver over a public insecure channel. In 1984, Simmons

proposed a new model [53], in which an opponent is involved in addition to these two trusting



parties. In such a situation, an opponent could observe or disturb the ordinary communication.
The possible transmission errors in the communication due to the noise in public channel are
not considered in this model. Those type of errors can be removed using error correcting codes.
Such applications are out of the scope of this thesis. Therefore we assume that the channel is

public and noiseless. In this thesis we deal with the authentication model proposed by Simmons.

Authentication codes are divided into two main classes: authentication codes with secrecy
and the ones without secrecy. In Section 1.1.1 and Section 1.1.2 these two classes are described
extensively. We note that using the secret key, a single message can be mapped onto more than
one message and this is called splitting. They are considered in [16, 25, 34, 36, 50, 54, 55, 56].
In this thesis, we consider only the authentication codes without splitting and throughout the

thesis authentication codes refer to those codes without splitting.

A formal definition for an authentication code is presented as follows:

Definition 1.1.1. An authentication code is a quadruple (S,K, M,E) where S is the set of
source states (plaintexts), K is the set of keys, M is the set of messages and £ is the set of

authentication maps (encoding rules) from S x K to M.

Note that, for any fixed k € K and F € £ the projection of the authentication map E, say
Ey, from S to M is one to one. Here it is assumed that the sets S, K and M are finite and
nonempty. Using the notations as in Definition 1.1.1 the general protocol can be described as

follows:

1. The transmitter sends the information s € S as m = Ej(s) € M where k is the shared

secret key.
2. The receiver receives the message m’ = Ey/(s).
3. Checks the authenticity by checking whether m’ = Ej(s’) or not.

(a) If m' = Ey(s’), the receiver assumes m’ as a valid message.

(b) If m’ # Ei(s’), the receiver will reject the message.

It is assumed that everything about the authentication model is publicly known due to the
Kerckhoff’s principle. That is, the opponent knows the whole parameters of the authentication
code except the secret key shared by the transmitter and the receiver. In this situation, we
consider two kinds of attacks. When the opponent generates a message m’ and inserts m’ into
the channel, this is called impersonation. When the opponent sees a message m and changes it to
a different message m’, this is called substitution. Let the success probabilities of these attacks

be Pz and Ps respectively. We assume that the keys and the source states are distributed



equally likely. Then we get the following probabilities

Pr = maxmenm p(m is a valid message), (1.1.1)

Ps = matmmemm~m P(m' is a valid message|m is an observed message). (1.1.2)

Note that, p(-) denotes the probability and p(m/|m) denotes the conditional probability that m’

is a valid message, after observing m as a valid message.

At this point, it is seen that authentication codes have at least five parameters
|S|, |K], | M|, Pz and Ps.

For any good authentication code the cardinality of the set of source states should be large
enough and the other parameters ||, |M]|, Pr and Ps should be as small as possible. There are

two main constrains for the constructions:

1. Given fixed |S|, |K[, |[M] find authentication codes having Pz and Ps as small as possible,

2. Given fixed Pz and Ps find authentication codes having |S| as large as possible and |K|

and |M| as small as possible,

It is known that to compare two authentication codes, at least three of the five parameters of

the codes should be fixed to be the same respectively.

1.1.1 Awuthentication Codes without Secrecy

In an authentication code without secrecy, a message is obtained by encoding a source state
and the corresponding tag. Transmitter sends this message to the receiver. In this case, there
is no encryption of the source state, that is, without knowledge of the shared secret key one can
recover the source state from the encoded message. They are considered in [3, 4, 5, 7, 10, 17,
18, 21, 22, 23, 27, 31, 42, 43, 44, 53, 57, 71, 73]. In this thesis, we deal with some constructions
of a subclass of authentication codes without secrecy called systematic authentication codes (or

sometimes called cartesian authentication codes).

Definition 1.1.2. A systematic authentication code is a quadruple (S, K, 7,E) where S is the
set of source states (plaintexts), K is the set of keys, 7 is the set of authenticators (tags) and £

is the authentication map from S x K to 7.

Here it is assumed that M = & x 7. Similar to the general protocol, the authentication

protocol for systematic authentication codes is defined as follows:

1. The transmitter sends the information s € S as m = (s,t) € M by computing t = £(s, k) €
T where k € K is the shared secret key.



2. The receiver receives the message m’ = (', ).
3. Checks the authenticity by checking whether ¢’ = £(s', k) or not.

(a) If ¢/ = E(5', k), the receiver assumes m’ as a valid message.

(b) If t/ # £(5, k), the receiver will reject the message.

For the impersonation attack the opponent generates a message mi = (s1,t1) and inserts
m1 into the channel and for the substitution attack the opponent sees a message m = (s, t) and
changes it to a different message m; = (s1,t1) with s # s1. Therefore the attack probabilities
(1.1.1) and (1.1.2) become
Hke K:t=E(s,k)}|

[{k € K} ’

kekK:t=E(s k), t' =E(sk
PS = maﬂf(&t)eMmCLZ‘(S/7t/)EM75/7£S ’{ ‘{k c K (t _>5(3 k)}(‘ )}‘ (114)

PI = max(s,t)eM (1.1.3)

1.1.2 Awuthentication Codes with Secrecy

In authentication codes with secrecy, there is an encryption of the source state. Transmitter
obtains a message by encoding the encrypted version of a source state and the corresponding
tag. In this case, without knowledge of the shared secret key one cannot recover this source
state from the message. In these codes, a part of the secret key is used for encryption and
another part of the secret key is used for authentication. They are considered in [9, 15, 19, 20,
27, 41, 49, 45, 53, 63, 64, 65]. Since we have an encryption in authentication codes with secrecy,
the uncertainty of a source state becomes an important parameter. The idea of unconditional
secrecy is defined by Shannon in 1949 [52]. Using this definition, if for any given message m
we have p(s|m) = p(s) then we say that the authentication code with secrecy provides perfect

Secrecy.

For the authentication codes with secrecy the general protocol can be described in details as

follows:

1. The transmitter sends the information s € S as m = (fr(s), gx(s)) € M by computing
fr(s) and gi(s) where k € K is the shared secret key and the authentication map Ej =
(fx,grx) € E. Here fy is used for the encryption of the source state and g is used to

compute the tag.
2. The receiver receives the message m’ = (m1,m2) and computes s’ = f, *(my).
3. Using s’ he/she checks the authenticity by checking whether msy = g (s’) or not.

(a) If mg = gi(s’), the receiver assumes m’ as a valid message.



(b) If ma # gi(s’), the receiver will reject the message.

For the impersonation attack the opponent picks an element m = (mj,m2) in some way
and sends it to the receiver and for substitution attack the opponent has observed one message

m = (m1,m2), and he/she wants to replace m with another message m’ = (m/,m}), where

my # my.

1.2 Known bounds on the Parameters of the Authentication
Codes

In this section some known bounds are presented. In the literature there are many combi-
natorial and information theoretic bounds on the parameters of the authentication codes. They
can be found in [6, 9, 33, 40, 48, 58, 62, 49, 67, 46, 53, 51, 40, 47, 65]. Here only four of them are
given. First two theorems are obtained by combinatorial methods, and the last two theorems

are proved by using information theoretic techniques.

Theorem 1.2.1 ([40, 48]). In any authentication code (S,KC, M, E),
S| 1s/-1
Pr > —— and Ps >
M| M| -1
If both equalities are achieved, then |K| > |M].

For the systematic authentication code this theorem becomes

Theorem 1.2.2 ([58]). For any systematic authentication code (S,KC,T,E) we have

1

Pr > and Ps > —.
7]

!T!

Here some basic information theoretic definitions are given. Details for information theory
can be found in [47, 58]. Suppose X is a random variable whose possible values are x1, g, ...,z
with probability distribution {p(x;)}s,ex > 0. The entropy of X, denoted by H(X), is defined
by

H(X) == p(x;)logy p(x;).
r;€X

For any random variables X and Y the conditional entropy H(X|Y) is then defined by

H(X|Y) ==Y p(y)p(zly) log, p(xly).

zeX yey

The generalization of following information theoretic bounds are first given by Rosenbaum
[49], and were first proved for the systematic authentication codes in [67]. The Pz part of the
theorem were first proved by Simmons, Sgarro and Massey in [53, 51, 40].



Theorem 1.2.3. For any authentication code (S,KC, M, E) we have

Py > HEIM=HK) 4 g s > oHKIMA)=H(KIM)

Note that H(KC|M?) corresponds to the conditional entropy of K given that the first 2

messages have been observed.

Also the following bound on Ps was proved by Brickell in [6].
Theorem 1.2.4. For any authentication code (S,KC, M,E) we have

Pg > oHM)—H(K)=H(S)

1.3 Some Characterizations of Authentication Codes

In this section three important characterizations of authentication codes are presented. First
an equivalence of authentication codes with a subclass of universal hash functions is described,
then an equivalence with balanced incomplete block designs is given and at the end of this

section an equivalence with orthogonal arrays is presented.

Wegman and Carter introduced the concept of universal hashing in 1979 [8]. One of the
interesting part of the universal hashing is strongly universal hash functions that are closely
related to the systematic authentication codes. A hash family H is a set of |H| functions such
that for any h € H we have a map from the set A to the set B. Consider a hash family
H={hlh: A — B}.

Definition 1.3.1. A hash family H is called e-almost strongly universal(e — ASU ) if

1. for any a € A and any b € B, there are exactly |H|/|B| functions h € H such that h(a) = b.

2. for any two distinct elements a1, as € A, for any two elements b1, by € B there are at most
€|H|/|B| functions h € H such that h(a;) = by and h(a1) = b.

The following lemma gives an equivalence between universal hash functions and systematic

authentication codes:

Lemma 1.3.2 ([4, 57]). If there exists a systematic authentication code (S,K,T,E) with pa-
rameters |S|, |K|, Pr = 1/|T|, and Ps, then there exists an e-almost strongly universal family
of hash functions where ¢ = Ps, |H| = |K|, |A| = |S|, and |B| = |T|. Conversely, if there
exists an e-almost strongly universal family of hash functions, then there exists a systematic

authentication code with parameters as above.



In literature, many authors used this lemma to construct universal hash functions and sys-
tematic authentication codes [1, 3, 4, 31, 33, 57, 61, 72, 73].

Now an equivalence of authentication codes and balanced incomplete block designs (BIBD)

is presented. First the definition of a BIBD is given. Details for BIBDs can be found in [11].

Definition 1.3.3. A (m, s, A) balanced incomplete block design, (m, s, A\)-BIBD is a pair (X, A),
where X is a set of points with |X| = m and A is a family of k-subsets of X (called blocks) such

that every pair of points occurs in exactly A blocks.

Since each encoding rule is a one-to-one function from S to M, the authentication code can
be represented by a |K| x |S| encoding matriz, whose (k,s)-th entry is Ej(s), where the rows
are indexed by encoding rules and the columns are indexed by source states. The following

equivalence between a BIDB and an authentication code is proved in [62].

Lemma 1.3.4. Suppose we have an authentication code (S,K, M,E) in which Pr = |S|/|M|
and Ps = (|IS| —1)/(IM|—=1). Then |K| > (IM|?> —|M|)/(|S|? —|S|), and equality occurs if and
only if the rows of the encoding matrixz (taken as unordered sets) form a (|[M|,|S|,1)-BIBD, and

both the source states and encoding rules are equiprobable.

Here an equivalence of systematic authentication codes and orthogonal arrays is presented.
First the definition of an orthogonal array is given. Details for orthogonal arrays can be found

in [30].

Definition 1.3.5. An orthogonal array OA(t, s, \) is a At? x s array of ¢ symbols, such that in
any two columns of the array every one of the possible t? pairs of symbol occurs in exactly A

TOWS.

The following equivalence between orthogonal arrays and systematic authentication codes is
proved in [62, 60].

Lemma 1.3.6. Suppose there exists a systematic authentication code (S,KC,T,E) with parame-
ters |S|, |K|, |T| and Pr = Ps = 1/|T|. Then |K| > |S|(|7|—1) + 1 and equality holds if and
only if there exists an orthogonal array OA(|T|,|S|,\), where A = (|S|(|T| — 1) +1)/|T|?

1.4 Known Construction Methods of Authentication Codes

In this section some well-known construction methods in the literature are provided. There
are several approaches to construct authentication codes with or without secrecy. Main con-
struction methods can be classified as algebraic, combinatoric, geometric and coding theoretic

constructions.



The authentication codes developed by Gilbert, MacWilliams and Sloane [27] may be given
as the first example of geometric construction methods. In this method, some specific subsets
of the points and the lines in projective spaces are used to represent encoding rules and mes-
sages. Some other geometric constructions can be found in [2, 23, 24, 69, 70, 74]. In [69, 70]
several constructions of systematic authentication codes based on symplectic spaces and unitary

geometry over finite fields are presented.

There are many combinatorial constructions of authentication codes, e.g. [25, 26, 41, 47,
48, 59, 60, 61, 62, 63, 64]. In [26] perpendicular arrays are used to construct authentication
codes. As explained in Section 1.3 Stinson present characterizations of authentication codes in
terms of balanced incomplete block designs in [59, 60, 62]. Also Stinson give a characterization
of systematic authentication codes in terms of orthogonal arrays in [62]. Note that these two
characterizations give optimal authentication codes, that is, Pz and Pgs attains its minimum

values.

As it is noted in Section 1.3 many algebraic and coding theoretic constructions of universal
hash functions and authentication codes are presented in the literature using Lemma 1.3.2. In [4]
the concatenation of codes is used to construct authentication codes. Mainly the Reed-Solomon
codes and algebraic geometric codes are used in the constructions. Helleseth and Johansson
construct authentication codes using exponential sums over finite fields and Galois rings in
[31]. In recent years, highly nonlinear functions have been used to construct good and optimal
authentication codes in [7, 10, 18, 19]. Also some good authentication codes is constructed using

some coding theoretic techniques in [17, 21, 42].



CHAPTER 2

SOME CONSTRUCTIONS OF SYSTEMATIC
AUTHENTICATION CODES UsING GALOIS
RINGS

In this chapter, a coding theory oriented approach is used to construct systematic authenti-
cation codes over finite field F;. Corrections of the construction of [5] are given. Corresponding

systematic authentication codes of [31] are generalized in various ways.

2.1 Introduction

Let p be a prime, m, n, [ be positive integers and ¢ = p”*. Throughout this chapter R denotes
the Galois ring GR(p', m) of characteristic p! and cardinality ¢' and S denotes GR(p!, mn) of the
same characteristic but cardinality ¢/™. Our constructions use elements from a suitable space
of polynomials or rational functions over S as source states. We form codewords over R C S
by traces of evaluations of these functions on a “regular” subset of Teichmiiller set of S. Our
constructions differ into two types at this point. In type I, we extend this set of codewords by
component wise addition of them with some constant codewords over R (cf. (2.3.1)). In type II,
we do not have such an addition. For both types, tags of our systematic authentication codes

over finite field I, are obtained after generalized Gray map (cf. (2.3.2)).

Our constructions A and B of Section 2.3 are of type 1. They corresponds to constructions
C and D, respectively, of type II given in Section 2.4. The difference of type I and type II
codes appears in estimating the probabilities Pz and Ps. In general the estimation of Pg is
more difficult than the estimation of Pz. For a type I code, component wise addition with some
constant codewords guarantees that Pr = 1/q. For a type II code, the probability Pz of it is
exactly the probability Ps of the corresponding type I code. Estimation of the probability Ps



of a type II codes is much more difficult.

In [5], Bini gave a construction of type II codes (cf. (2.4.4)). However the estimates of the
probabilities Pz and Ps are incorrect in [5]. In particular, estimation of Pg for such codes need

more involved machinery.

In this chapter, we give constructions A and B as type I codes in Section 2.3. Construction
A is a generalization of [31, Theorem 17] from p-ary to g-ary codes. This generalization would
be useful for example to have systematic authentication codes with large |S| in characteristic
2. Construction B is a generalization of Construction A, which would be considered as a
generalization from p-ary to g-ary case of a correction of [5]. We give their type II counterparts as
constructions C' and D respectively in Section 2.4. The probabilities Pz and Ps of Construction
D correspond to the correct values of the estimates in [5]. Estimating the probability Ps of
constructions C' and D is much more involved and we use some tools from [39] and assume that
q = p for simplicity. We also give some generalizations to Galois ring of arbitrary characteristic

and a nonexistence result in Section 2.5.

2.2 Algebraic Background

In this section, we recall some definitions and basic results. For ¢t > 1, let GR(p',t) the
Galois ring of characteristic p* and cardinality p*, which is a local ring having unique maximal
ideal pGR(p',t). The group of units of the Galois ring GR(p!,t) contains a unique cyclic group
of order p' — 1. If £ is a generator of this group, the set

T(GR(plv t)) = {07 11 57 e 7£pt—2}
is called the Teichmiiller set of GR(p', ).

For any Galois ring GR(p', t) the trace map can be defined as follows

Try : GR(p',t) — Ly

1

-1 -1

. +— .
E p'ry — E (ri+rf - +07 )p
=0 =0

Recall that R and S correspond to GR(p!,m) and GR(p', mn) respectively. First we define
the generalized Gray map from R into (I[T‘q)qli1 and relate it to some exponential sums ([28]).

We begin with some simple but useful lemmas.

Lemma 2.2.1. For any u € R we have

Z 627”:'1‘1"7,;571.1) B { qu qu = O

R 0, otherwise.
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Proof. The case u = 0 is trivial. For u # 0, as the trace map is surjective ([68, Theorem 14.37)),
there exists y € R s.t. Try,(uy) # 0. Then we have

i 'D"mguz) i Trm(u(lz+y)) i Trmguy) 9 Trmguz)
E (& p = E [ p = e P E €
TER z4+yeER TER
27 Trom (uy) QWi—Trm(U93)
Asl-—e el #0,weget) .pe o =0. O

Lemma 2.2.2. For any u € R we have

Z ezm“mTW B ¢ 1, ifueplR
0, if u € R\p'~'R.

zEPR

Proof. Again the case u € p' 'R is trivial. For u € R\p'~ 'R, the surjectivity of the trace map
also implies the existence of y € p'~'R s.t. Tr,, (uy) # 0. We complete the proof similarly as in
the proof of Lemma 2.2.1. O

Combining Lemma 2.2.1 and Lemma 2.2.2 we get the following result.

Lemma 2.2.3. For any u € R we have

. ¢ =4t ifu=0
9 Trm (uz
D, e = T fue TR0}
vER\PR 0, if u € R\p'~'R.

We are ready to define the homogeneous weight on R, which extends [12].

Definition 2.2.4. For u € R, let

z€R\pR

For any u € R, using the above definition and Lemma 2.2.3, we have

0, ifu=20
w(u) =< ¢, if u € p'~1R\{0}
¢t —¢2, ifuc R\p'R.

Let p be the projection map onto the residue field of GR(p?, m) defined as

p:GR(p*,m) — GR(p*,m)/pGR(p*,m) 2T,

uw — T:=u+ pGR(p*,m).

Note that p is a ring homomorphism. The following lemma is clear from the definition of the

projection map.

11



Lemma 2.2.5. For any r,s € 7(GR(p?,m)), if u(r) = p(s) then r = s.

Using the projection map p we can define the generalized Gray map.

Definition 2.2.6 (Generalized Gray Map).

(b:GR(pZ?m) - (]Fq)q

(ro +pr1) +— (71,71 F 110,71 +n%r0, -+ 71 + 19 rg),
where < 1 >= 7(GR(p?, m))\{0}.

Lemma 2.2.7. The generalized Gray map ¢ is an injection.

Proof. For any r, s € GR(p?, m) with r = ro 4+ pry and s = sg + psi, if ¢(ro +pr1) = ¢(so + ps1)

then in particular 71 = 57. As p is a ring homomorphism, using 1 + nrg = s1 + nsg we get
nro = MSo and hence 7y = 55. We complete the proof using the fact that p is one to one on
(GR?,m)). O

Note in general that the Definition 2.2.6 is generalized in [28] for Galois rings of arbitrary
characteristics. From now on ¢ will denote the Gray map on GR(pl,m), which reduces to

Definition 2.2.6 when the characteristic is p?. For any r1,ro € GR(p!,m) we have ¢(r1 + o) =
¢(r1) + o(r2).

To calculate the probability Ps of our systematic authentication codes of type I we need the
distance between a codeword and any constant vector. For any £k > 1 and ¢,r € Fqk ,let dp(e,r)
denote the number of different coordinates between ¢ and r. Also it is clear from the definition
of ¢ that for any r = (¢,¢,...,t) € (IF'q)ql_1 we have a unique 7 € p'~'R such that ¢(r) = r.

Using Lemma 2.2.7 we obtain the following result.

Lemma 2.2.8. Let r = (t,t,...,t) € (Fy)?
holds:

s.t. ¢(r) =r and uw € R. Then the following

0, ifu—r=20
dr(p(u),r) = ¢, if u—r € p'R\{0}
¢ 1 —¢2, ifu—recR\p R

Corollary 2.2.9. For any u € R and r € p' 'R, we have w(u —r) = dg(¢p(u), ¢(r)).

The relative trace map Trg/p : S — R sends (ag +pa1 +--- +pLai_1) € S to Zé;épi(ag +
2 n—1
al’ +---+al )eER.

We note that for any (ag + pay + -+ p"Lai_1) € S,

-1

Trpm(ao + par + -+ -+ p' " ar-1) = Try(Trsyg(ao + par + - +p'ai 1)) (2.2.1)

12



The Frobenious automorphism o : S — S sending (ag + pai + -+ + p'~ta;_1) to (ag? +

pai? + -+ p~ta;_1P)) is a ring automorphism of S fixing Zy. We will say that f(x) € S[z]

is nondegenerate when it is not expressible of the form f(x) = o(g(z)) — g(z) + 8 (mod p), for
any g(z) € S[z], B € S. Here o(g(z)) = o(3; giz’) = >, o(gi)xP". Also the weighted degree
of the function f(z) € S[x] is defined as D = maz{dop'~',d1p'2,...,d;_1} where f(x) =
fol@) +pfilz) + -+ p fima(x), fo,..., fie1 € 7(S)[z] and deg(f;) = d;, i =0,...,1—1 [35

Define Fp to be the subset of nondegenerate polynomials of weighted degree D < \/q" as

Fp ={f(@): f(z) = fox) + pfi(z) + -+ p' " fi1(x) € S[z], fi =0 whenever p|i}.
We know that |Fp| = g P~ [2/P'D) | The following important results are very useful.
Proposition 2.2.10 ([35]). Let f(x) € S[z] be non-degenerate, then we have

o Trmn(£(@))
d. e A < (D-1DVe"

aeT(S)

where D 1is the weighted degree of f.

Proposition 2.2.11 ([32]). Let f € S(z)\{0} have expansion f = azx + SV
a,b; € S and P ={p1,...,pn} C 7(S), then we have

i
’lep’

27riTrmn(f(a)) -1
dYoe < TH N )+ N - 1)V

a€eT(S)\P

Define Gy as the following set of rational functions in S(x)

{feS —ax—i—z ,wherea,biESandP:{pl,...,pN}CT(S)}.

r—p

Also define 7(S)\P = {a1,...,aqp_n}.

where

Remark 2.2.12. Assume that ¢" — N > (p'~'(N + 1) + N — 1)\/¢". Then |G| = g N+

Proof. The proof is very similar to the proof in [5]. Define a linear map

acET(S > .
27 Trmn (f(a))

"-N=| > e A < ETHIN ) AN - DV

a€T(S)\P

o gD Z(q"—N)

(a,bl,...,b]v) — (

If U(a,by,..., by )—Oandf—ax—l—z # 0, then

zlmp

which contradicts the assumption. Therefore W is one to one, which completes the proof.
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2.3 Constructions of Type I

In this section, we give constructions A and B. Construction A is a generalization of [31,
Theorem 17] from p-ary to g-ary codes. Construction B is a correct generalization of construction

A to rational functions. Also we assume that [ = 2 and hence R and S are of characteristic p?.

2.3.1 Construction A

n+1) 1

For any f(z) € S[z] and {f1,..., 84} = pR, a corresponding codeword ¢y € Rl s

cr = [erpcrpar 18] (2.3.1)

where cp g = [Bi 4+ Trg/r(f(0)), B + Trg/r(f(€)), -+, Bi + Trgyr(f(E7°71)] for i = 1,...,q
and < £ >=7(5)\{0}.

Applying the generalized Gray map to the above codeword cy, we obtain the following

codeword in Fq(q'q"H) = [E‘q(q"+2)

Uy = [uﬁBl’uﬂﬁQ? T aufﬁq] (2.3.2)

where ug g, = [0(3i) + ¢(Trg/r(£(0))), -+, d(Bi) + d(Trg/p(f(E77H))] fori=1,...,q.

Let pr; be the projection map from Fq(qnﬂ) to IF, sending wuy to its i-th coordinate. Using

the codewords in (2.3.2) the systematic authentication code is defined by

= Fp
T = F,

- an+2

E= {Ep:Ex(f) =pr(usp)}

(2.3.3)

where k € K and f € S.

The following lemma is useful to obtain an upper bound on the probability Ps.

Lemma 2.3.1. Let f € Fp and r = (¢(r),...,0(r)) € ]Fq(qnﬂ) such that r € pR, then for any
8 € pR, we have

du(ufp,r) > q"(¢—1) — (¢ —1)(D - 1)Vq",

du(ugp,r) <q"(¢—1)+ (¢ —1)(D - 1)V

14



Proof. Using Corollary 2.2.9, we get

du(upp,r) = Y w(B+ Trgp(f(e) —r)

a€er(S)

-3 {—;S(TYS/R(f(a)) P4 (g- 1)}
a€er(S)

_ q”(q—l)—; S {s(Trgyp(f(a) — )}

i Trm (Trg/ R (f (@) —r)r")

= q_1_7z Z P2

aET S) r'eR\pR

Trm("” Trg/r(f(e)))— Trm (r'r)

= q_1_7z Z »?

aET S) r'eR\pR

. TrnL("’,TrS/R(.f(a)))_Trfn(T'lT)

— qn(q_l)_l Z Z €2m 2

r'€R\pR aeT(S)

1 ‘;Trm(rlr) Trmn (' f(a))
= q¢"(¢g—1)— - 2 ST Z ™% by using (2.2.1).

r'e R\pR aeT(S)

Then using Proposition 2.2.10 we get

—_

l¢"(q — 1) — du(ugp,r)| < =(¢* — q)(D — 1)/q".

Q

The conclusion of the lemma then follows. O

Proposition 2.3.2. The systematic authentication code in (2.3.3) has the following parameters:
1
|8| = q”’l’(D_|;D/p2J)7 |IC’ = qTL—‘rQ’ |T| = q7 PI = —y and
q

1, (¢g-1) (D-1)
Ps < -+ - :
q q vVt
Proof. For any message f € S = Fp and key k € Zyn+2 by (1.1.3) we have
{ke:t=pri(up}l 1
{k € K}| g

Pr = maxp;

since for each a € 7(5), the k-th coordinate of ¢(5;) + ¢(Trg/r(f(a))) and the k-th coordinate
of ¢(8j) + ¢(Trg/r(f(c))) are different for 3; # 3;.

Forany 8 € pRand t = (t,t,...,t) € Fq(qn+l), using Lemma 2.3.1 we know that dg(ufs,t) >
q"(g—1) = (¢g—1)(D — 1)y/q". Then using By (1.1.4) we get

15



[k € K+ t = prifug), ¢ = pra(ug)}
[{k € K+t =pri(us)}
{k € Kt =pri(uy),t —t' = pri(up —up)}|

Ps = maxymaxpsyy

= AT fmaz sy

qn+1
_ {a e 7(5) : t = pre(usp)}|
= mazxfLoy e
¢ —dpy(ugp,t)

= mazxsLoy e
_ 1,41y 0-y

q q V"

The remaining conclusions of this theorem are clear. O

Remark 2.3.3. Proposition 2.3.2 is a generalization of [31, Theorem 17] from p-ary to g-ary

case. In the estimate of Pg, (3;—”1) is multiplied by @. This does not appear in [31, Theorem

17], however this multiplication exists in the proof of [31, Lemma 15]. Moreover, our estimate
of Ps, which uses Lemma 2.3.1, is better than that of [31, Theorem 17], since we do not have

the extra term mz’n(}%, (3;7})) that [31, Theorem 17| has.

2.3.2 Construction B

In this section, we use the same technique as in the previous construction, but instead of

nondegenerate polynomials we use rational functions in S(x).

For any f € Gy and {f1,..., 0y} = pR, we have a corresponding codeword in Ra(@"—N)

cr = (181 Cr oo > Cra,)

where cg g, = [0; + Trg/r(f(en)), Bi + Trgyr(f(az)), -, Bi + Trgyr(f(agn-n))] fori =1,...,q.

Applying the generalized Gray map to the above codeword cy, we obtain the following

codeword in Fq(qz(q”_N))
ur = [ufﬂl?ufﬂzv T auf,ﬁq] (234)
where uy g, = [¢(6;) + ¢(Trg/r(f(an))), -+, 6(Bi) + ¢(Trg/r(f(agn-n)))] fori=1,....q.

Let pr; be the projection map from Fq(QQ(qn_N ) to F, sending us to its i-th coordinate.
Using the codewords in (2.3.4) and assuming ¢" — N > (p(IN + 1) + N — 1)/¢" the systematic

authentication code is defined by

S= Gy
T=TF

! (2.3.5)
K= Zggn-n)

E= {Ey:Ep(f)=pri(up)}
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where k€ K and f € S.

The following lemma is useful to obtain an upper bound on the probability Ps.

Lemma 2.3.4. Let f € Gy and r = (¢(r),...,6(r)) € Fq(q(qan)) such that r € pR, then for
any B € pR, we have

du(ufp,r) > (¢" = N)(g—1) = (¢ = DN +1) + N - 1)V/q",

du(ufp,r) < (¢" = N)(g—1)+ (¢ = DN + 1)+ N - 1)\/q"

Proof. Again using Corollary 2.2.9 and similar to the proof of Lemma 2.3.1 we get

du(ugp,r) = Z w(B + Trg/p(f(a)) — 1)
aET(S)\P
1 i = Trm (rr) i Trmn (7' £ ()
A (VR VI S D
q r'€R\pR a€eT(S)\P

Then using Proposition 2.2.11 we get

—

(@" = N)(a = 1) = dialug,0)] < ~(a* = )PV +1) + N = DV,

Q

The conclusion of the lemma then follows. O

Proposition 2.3.5. The systematic authentication code in (2.3.5) has the following parameters:

1
S| = "W K| = ¢*(¢" — N), |T| =q, Pr= pt and

1 —1 N+1)+ N —1)/q"
738§7+(q ) (p( +)n+ Wa"
q q q" — N

Proof. Similarly as in the proof of Proposition 2.3.2, it can be shown that Pz = %. Using Lemma
2.3.4 with t = (t,t,...,t) € F,(9@"=N) and (1.1.4) one obtains

q(q" — N) —du(uyp,t)

Ps = mazyroy

q9(¢" = N)
1 (g=1) (p(N+1)+N-1)/q"
— + . .
q q " =N
The remaining conclusions of this theorem are clear. O

2.4 Constructions of Type 11

In this section, we give counterparts of the constructions A and B as constructions C' and

D respectively. Again we assume that the characteristics of the Galois rings R and S are p?.
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2.4.1 Construction C

In this section we analyze the properties of the following code for the case ¢ = p a prime.

For any f(z) € S[z], a corresponding codeword ¢y € RP" is

Cf = [TrS/R(f(O)),Trs/R(f(é‘))7 .. 7TrS/R(f(gpnfl))]
where < £ >= 7(5)\{0}.

Applying the generalized Gray map to the above codeword cy, we obtain the following

codeword in Fp(p'p") - Fp(p”“)

uy = [¢(Trs/r(£(0))), ¢(Trg/r(f(€))), - d(Trsyr(f(E7" 1)) - (2.4.1)

Here we classify the functions in Fp into |Fp|/(p—1) equivalent classes, where two functions
are in the same class if and only if they are constant multiple of each other (i.e. f; = Afs, for
some A € F;). By taking only one function from each classes we define the set Fp. Let pr; be
the projection map from Fp(pnﬂ) to I, sending uy to its i-th coordinate. Using the codewords

in (2.4.1) the systematic authentication code is defined by

S= F,
T=T

P (2.4.2)
’C == an+l

E= {Ey:Ei(f)=pri(up)}

where k € C and f € S.

We need the following definition and lemmas to calculate an upper bound on the probability

Ps of the code.

27
p

Definition 2.4.1 ([39]). For w =e?*, § = 1/w and 0 <1 < p— 1, let a4y, be the complex
number given by
aripy = }{1 b LHp 4 20D Ly g1y
p

Lemma 2.4.2 ([39]). For x € Z,» we have

271 5 (z) = 278 (1 4ip)a
er = § Q1qip €7 ;

=0

where p1 : sz — I, is the map sending ro + pr1 with 0 < rg,r1 <p—1 to ry.

Lemma 2.4.3. Let fi and fo be two distinct elements of Fp, and let ti,to € Fp, i = 1,...,p.

Define N(f1, fa,t1,t2,1) = [{a € 7(S) : pri(é(Trs/r(fi1(a)))) = t1, pri(¢(Trs/r(f2(a)))) = t2}|.
Then

N1, for b1, ta,i) < pi[p" + (02— 1)(D — 1)/

p—1
Z A1+ip
=0

18



Proof. Using the definition of the Gray map and the map p1, we have seen that

N(f1; fa, t1,t2,1) = e € 7(5) = pr(Trg r(f1(@))) = t1, p1(Trg/r(f2(a))) = ta, }

and for 1 <7 <p,

N(f1, fa,t1,t2,9) = Ho € 7(S) : pr(Trg r(f1(a))(1+pa’)) = t1, p1(Trg/p(f2(@))(14pa’)) = ta}].
Here we prove for the case ¢ > 1 only and it is easy to prove the case ¢ = 1 similarly.
We know that p?N(f1, fo,t1,t2,1)

_ Z Z Z 62;”[211 p1(Trg/r(f1(a))(1+pat))—t1)+y2(p1(Trs, r(f2(@)) (1+pat)) —t2)]
aeT(S) y1€Fp y2€F,
= Z Z Z 6221[,01{(1-#1001 YW1 Trs)r(f1(a)+y2Trs/r(f2(2)))—p(y1t1+y2t2)}]

aeT(S) y1€Fp y2€Fp

= 2 22

aeT(S) y1€Fp y2€F,

E : 270 [(1+1p){ (1+pa?) (y1 Trg/ r (f1 () +y2 Trg) p(f2(@))) —p(y1t1+yat2)}]
Q14ip €P

- Y Y S

y1EFp y2€F), =0
Z e%[(1+lp){(1+POéi)(leI"S/R(fl(a))+y2TYS/R(f2(a)))*p(y1t1+y2t2)}}

aeT(S)

< P+ -1(D

E A1+1p| -

The conclusion of the lemma then follows. O

Remark 2.4.4. Let p be a prime. Then we have ‘Z%:ol a1+lp‘ =1.

Proposition 2.4.5. The systematic authentication code in (2.4.2) has the following parameters

for a prime p,
n(D—|D/p?])

S| = — K=" [T =p,
1 (p—1) (D-1) 1 (P +p—2)(D-1)
Pr<—+ . , and Ps < — + )
T p v =p oV — (- 1)(D-1))
Proof. For any message f € S = Fp, and key k € Z,nt1 by using (1.1.3) and Lemma 2.3.1 we
get
{keK:t=pre(up)}l 1 (-1 (D-1)
Pr = max —— < -+ . .
! M ke Ky P p VP
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By using (1.1.4), Lemma 2.3.1 and Lemma 2.4.3 we have

[{k €Kt =pri(uyp),t’ = pr(up)}|
[{k € K+t =pri(us)}

L, @+p=2(D-1)

p (VP = (p-1D(D-1)

Ps = maxymaxpsyy

The remaining conclusions of this theorem are clear. O

2.4.2 Construction D

In this section, we give the generalization of the authentication codes in [5] from p-ary to
g-ary codes and we calculate the correct parameters of the codes and also by restricting the
source space as in the previous construction we improve the parameters of the codes for ¢ = p
a prime. Recall that 7(S)\P = {a,...,ap_n}.

For any f € Gar we have a corresponding codeword in R(@"~N)

cf = [Trg/r(f(a1)), Trs/r(f(a2)), -, Trg/p(f(agn-n))] -

Applying the generalized Gray map to the above codeword cy, we obtain the following

codeword in Fq(q(qn_N))

up = [¢(Trg/r(f(@))), -, ¢(Trg/r(f(ag—n)))] - (2.4.3)

@ =N)) to F, sending uy to its i-th coordinate.

Let pr; be the projection map from Fq(q
Using the codewords in (2.4.3) and assuming ¢" — N > (p(N + 1) + N — 1)/q" the systematic

authentication code is defined by

S= Gy
7= F

! (2.4.4)
K= Zyg-n

E= {Ey:Ey(f)=pri(us)}

where k€ K and f € S.
Proposition 2.4.6. The systematic authentication code in (2.4.4) has the following parameters:
|S| = q2n(N+1)’ |IC| = Q(qn - N)a |T| =q,

nglJr(q—l),(p(N+1)+N—1)\/q*’ o
q q qn_N

Ps < 1 and the equality holds if q is power of an odd prime.
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Proof. For any message f € S = Gy and key k € Zg4n_n) by using (1.1.3) and Lemma 2.3.4

we get

{k € K :t=pri(up)}| Sl @-1) WWN+)+N -1V

Pro= marn Ky et s

By (1.1.4) we have
[{k € Kt =priy(uyp),t’ = pr(up)}|

[{k € K+t =pri(us)}
If we choose f = = and f' = Az, A € F, and X\ # 1, then since the code is R-linear we have

Ps = maxymaxpsyy

uy = Auyr. Therefore Ps = 1. The remaining conclusions are clear. O

Here we remark that the probability Ps of the authentication code in [5] is very bad. By

restricting the source space we get better probability Ps.

Assume that ¢ = p is a prime. Classify the functions in Gy into [Gar|/(p — 1) equivalent
classes, where two functions are in the same class if and only if they are constant multiple of each
other (i.e. fi = Afa, for some \ € Fy ). By taking only one function from each classes we define
the set G),. Then using the codewords in (2.4.4) and assuming p" — N > (p(N +1)+N —1)/p"

we can define the following systematic authentication code

S= Gy
T=F

b (2.4.5)
K=" Zypr—n

E= A{Ey:Eu(f) = pri(us)}

where k € K and f € S.

We will calculate the probability Ps using the following fact, which can be easily proved

similar to Lemma 2.4.3.

Lemma 2.4.7. Let fi and fy be two distinct elements of G\, and let t1,ty € Fp, i = 1,...,p.

Define N(f1, fa,t1,t2,i) = [{a € T(S)\P : pri(¢(Trs/r(f1(a)))) = t1, pri(d(Trs/r(f2(@)))) =
to}|. Then
1

N(f1, fasta, t2,1) < e (0" = N) + (p* = D(p(N +1) + N = 1)v/p"].

Using Lemma 2.3.4 and Lemma 2.4.7 we have the following result,

Proposition 2.4.8. The systematic authentication code in (2.4.5) has the following parameters:

p2r(N+1)
S| = 1 K| =p(" —N), |T|=p,

7)L[S}Jr(p—l)_(p(NJrl)ﬂLN—l)\/JT’ and
P P p"— N

1 2 —2)(p(N +1)+ N —1)/p" — pN
pe<ty AP =2IN+D+ )WP" —p

“p p@+@-1)N—-(p-1{ENN+1)+ N -1)/p?)
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2.5 Generalization to Arbitrary Characteristic

In this section, we extend the constructions given in Section 2.3 using Galois rings having
characteristic p'. We omit the proofs which are very similar to the proofs in Section 2.3.

l*lAq'rH»l) _

For any f(x) € Fp and {B,...,8,} = p' 'R, a corresponding codeword in Fq(q
Fq(qn“)

up = [ugp g Uy, (2.5.1)
where uy 5, = [¢(8;) + ¢(Trsyr(f(0))), - #(Bi) + ¢(Trg/r(f(E 1)) fori=1,...,q.

Let pr; be the projection map from Fq(an) to Fy sending uy to its i-th coordinate. Using

the codewords in (2.5.1) the systematic authentication code is defined by

= F,

- an+l

E= {Ex:Ep(f) = pri(us)}

(2.5.2)

where k€ K and f € S.

Theorem 2.5.1. The systematic authentication code in (2.5.2) has the following parameters:

1
S| = ¢ P=L2/P'D k) = ¢, T = q, Pr= , o

1 (¢-1) (-1
PR VT

Ps <

For any f € Gy and {f1,...,05,} = p' 1R, we have a corresponding codeword in Fq(ql (@"=N))

up = [ups, up g, upg,) (2.5.3)

where uzg = [6(5:) + ¢(Trg/r(f(a1))), -+, 6(5i) + ¢(Trg/r(f(agn-n)))] fori=1,....q.

Let pr; be the projection map from Fq(ql(qn_N)) to IF, sending uy to its i-th coordinate.
Using the codewords in (2.5.3) and assuming ¢" — N > (p'~1(N +1)+ N —1),/¢™ the systematic

authentication code is defined by

S= 0n
T=F

I (2.5.4)
K= Zgyg-n

E= {By:Ep(f) = pri(usp)}

where k € K and f € S.
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Theorem 2.5.2. The systematic authentication code in (2.5.4) has the following parameters:

1
S| = ¢V K] = ¢'(¢" — N), |T| =q, Pr = and

1 —1 FUN 4+ 1)+ N —1)/q7
7DSSJF(Q ) (T (V+1)+ W
q q q" — N

Foreach 1 <t<l—1and u € R, let

2 . Trm (uzx) 1 - o
St(u) = Z € i »! and wt(u) = ——St(u) + (ql 1 _ ql t 1).
zER\ptR q
We note that
wt(u) = ql—l7 ifue pl—tR\{O}
¢ =gt ifu ¢ ptR,
is a generalization of the weight w(-) in Definition 2.2.4 and is related to exponential sum in

analogous way [38].

Recall that the generalized Gray map gives an injection of R into (IE‘q,)qF1 preserving the
corresponding weights. Using the fact that Ps > 1/|7|, we prove the following nonexistence

result.

Proposition 2.5.3. For 1 <t <1 —1, there is an injection of R into (IFq)ql_1 preserving the
corresponding weights given wy and the Hamming weight respectively if and only if t = 1. In this

case the generalized Gray map is such an injection.

Proof. Assume t > 1, that is, [ > 3. Using the connection w;(u) to the exponential sum given
by s:(u) and similar methods of Subsection 2.3.1 and Section 2.5 with D = 1 and |7| = ¢ we
obtain that Ps < 1/¢*, which contradicts with the fact Ps > 1/|7|. O
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CHAPTER 3

SYSTEMATIC AUTHENTICATION CODES

USING ADDITIVE POLYNOMIALS

In this chapter two families of systematic authentication codes using additive polynomials
related to some curves over finite fields are constructed. Tight bounds for the number of rational
points of these curves are used in estimating the probabilities of the systematic authentication
codes. Their parameters are compared with some existing codes in the literature. It is observed

that the parameters are better than the existing ones in some cases.

3.1 Introduction

Let g be a power of a prime p and m be a positive integer. Throughout this chapter Fym
denotes the finite field of cardinality ¢". In our constructions, using the source space, we obtain
some additive polynomials over F,m. Our tag space is always F,;. For the authentication map,
we first apply a suitable operation to the additive polynomials obtained from the source space.

Then we evaluate the resulting polynomials in F,= and take traces to IFy, which is the tag space.

We have two types of authentication maps. In type I, we further use a part of the key for
an addition in F,. This final operation guarantees that the probability Pz is 1/¢. In type II, we
use smaller key space but we may have slightly larger values for the probabilities P; and Pg.
Our Construction (3.4.1) is of type I and the Construction (3.4.2) is of type II given in Section
3.4. The difference of type I and type II codes appears in estimating the probabilities Pz and
Ps.

For estimating the probabilities in some constructions of systematic authentication codes, it
is useful to have nontrivial bounds on certain exponential sums. In this chapter we use some
tight bounds on certain exponential sums for a large class of polynomials over finite fields, which

are related to additive polynomials. These bounds on exponential sums follow from the bounds
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on the number of rational points of a class of curves determined in [13] and [14]. Also we prove
the analogous results in Theorems 3.2.1 and 3.2.2. The results in Theorems 3.2.1 and 3.2.2 were

not considered in [13] or [14] and they are useful for the constructions in this chapter.

This chapter is organized as follows. We give some preliminaries in Section 3.2. In this
section, using results from [13] and their analogues, we obtain tight bounds for the number of
elements of F,m satisfying certain equations. In Section 3.3 we use these bounds to obtain some
useful results for estimating the probabilities of our constructions and we give our constructions
in Section 3.4. We present some examples in Section 3.5. We compare our codes with some
existing ones in the literature in Section 3.6. We show by examples that the parameters of our

codes are better than the existing ones in some cases.

3.2 Preliminaries

In this section we give some preliminaries which will be used in this chapter. Let m > 1 be
an integer and let Tr denote the trace map from Fym to Fy, i.e. Tr(a) =a+a%4+ - -+ a?" "
and Try/,

L(z) = upr + uyz?+-- -+ upz?' € Fym[z] be an F, additive polynomial. If ¢ is even, we further

(resp. Trgm/,) denote the trace map from F, (vesp. Fym) to Fp. Let h > 0 and

assume that » > 1 throughout the chapter. Let By be the symmetric bilinear form on F,m
defined as

Br :Fgn xFgm — T,
(r,y) — Tr(zL(y) +yL(z)).
We remind that the radical Wy, of By, is
Wi, = {a€Fym:Br(a,b) =0 for each b € Fym}
= {z€Fm:0= § u?:_ixqi + 2ughth + Zh: ughthﬂ}.
i=0 i=1
Let d;, be the Fy-dimension of Wy. If L # 0, then it follows from the definition of Wy, that

dr, < 2h.

For any L(z) = upr + uiz? + --- + upz?”, M(z) = vor + viz? + -+ + vh/a:qh/ in Fym|x],
let Vi, = {& € Fgm : Tr(xL(z)) = 0} and v be the Fy-linear map from Fym to Fy sending z
to Tr(M(x)). Let N (Tr(zL(x)+ M(x)) =0) denote the number of solutions of the equation
Tr(zL(x) + M(x)) = 0 with € Fgm. If m > 2 is an even integer, then we will use results of
[13, Theorem 3.1] and [13, Theorem 4.1] in our estimates of some constructions. If m > 3 is
an odd integer, then using similar methods as in [13], we prove the following theorems. These

analogous results, corresponding to an odd integer m > 3, were not considered in [13] or [14].
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The following theorems will also be used later in this chapter for estimating the probabilities of

further constructions when m > 3 is odd.

Theorem 3.2.1. Assume that q is even and m is odd. Under the notation as above, we have

1.) If Wi, C Vi, then
m=1 ;.
N (Tr(zL(z) + M(x)) = 0) = { g™ F (g — 1)gm+de=2/2 o
qm—l F q(m—l—dL—Q)/Q.

2) If WL Z VL then

qm_1 or

N (Tr(zL(x) + M(x)) = 0) = { m—1 o g(m+dL—2)/2

q

Proof. Let Qr be the map sending x € Fym to Tr(zL(x)) € F,. Let {fi,..., fa, } be a basis
of W, over ;. Let Wi be an F,-linear subspace of F,m such that dimp, Wi = m —dy and
W @& Wy = Fgm. As ¢ is even and m is odd, we have df, is odd (cf. [29, Corollary 2.11]).
Moreover there exists a basis {e1, ..., en_q, } of W[, such that for z1,..., 2,4, € F, we have
that Qr, (z1e1 + -+ + Tim—d, €m—d, ) is equal to either
Hy(z1,...,%m—q,) = T1Z2+23T4+ -+ Tpm—d;—1Tm—d,, OF (3.2.1)
Hy(z1,...,%m—q,) = 12+ 2324+ + Tm—d,—1Tm—d, (3.2.2)

+$727’L—dL—1 + ax?n—dL’
where a € Fy and Trg, jr, () =+ a? + - + a4/? =1 (cf. [13] and [37, Theorem 6.30]).
Let ¢as be the Fy-linear map sending = € Fym to Tr(M(x)) € F,. Let a; = ¢ar(e;) for
1 <i<dpandb =Yp(fi) for 1 <i < dp. Finally, let ¥ be the map sending z € Fym to
Qr(x) +Ym(z) € Fy.
We first prove item 1.) in the statement of the theorem. As Wi C Vp we have Qr(f1) =
-+ =Qr(fs,) =0and for z1,...,2pm—q,,V1,-..,Yd, €Fy we obtain
V(zier + -+ Tpedpem—dp, T Y11+ +Yay far)
=H(@1, .., Tm—dy) + @121+ + Gmedy Tm—dp, + 0191+ + bay Yay
where H is either H; or Hs given in (3.2.1) and (3.2.2).

If Wi, Z Kert)ps, then there exists 1 < ig < df, such that b;, # 0. Hence using [13, Lemma 2.1]
we obtain that N (Tr(zL(x) + M(x)) = 0) = ¢™ 1. If W, C Kerty, then using [37, Theorem
6.32] we obtain that N (Tr(xL(z) + M(z)) = 0) is either

qm—l T (q N 1)q(m+dL—2)/2 or qm—l T q(m+dL_2)/2.
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Now we prove item 2.) in the statement of the theorem. For 1 <i <dj,let ¢; = Qr(f;) € Fy.

For x1,...,%m—a,,¥1,---,Y4, € Fq we obtain

U (z1e1 + -+ Tm—dpem—d, +y1f1 + -+ ya, fa,)
=H(z1,...,%m—q,) + @121+ + @m—d; Tm—da, +b1y1 + -+ bd, Y4,
eyt ey,
where H is either H; or Hs given in (3.2.1) and (3.2.2). If Kerypy N Wi, € Vi, N Wy, then we

can choose the basis { f1,..., fq, } of W, such that by, =0 and ¢4, # 0. Hence, again using [13,
Lemma 2.1], we obtain that N (Tr(zL(x) + M(x)) = 0) = ¢™ L.

Finally, we assume that Wy € Vi and Kerypy "N W, = Vi N Wp. In this case we have
dimg, Keryns = m —1, dimg, (Keryps N Wr) = dr —1 and we can choose the basis {f1,..., fa, }
of Wi, such that by = --- =bg, =ca =---=c¢q, = 0. Hence for x1,...,2m—q,,Y1, " ,Ya, € Fy

we obtain

v ($1€1 + -+ xm—dLem—dL + ylf]. + -+ ydedL)
=H(x1,...,Tma,) + @121 + - + Qmedy Tm—d;, + b1y1 + 197,

where H is either H; or Hy given in (3.2.1) and (3.2.2). Using similar methods as in the proof
of [13, Theorem 3.1] we complete the proof. O

Theorem 3.2.2. Assume that q is odd and m is odd. Under the notation as above, we have

1.) If Wi, € Kertpys then N (Tr(xL(z) + M(z)) = 0) = ¢™ L.

2.) If Wi, C Keryppr and dy, is even then

qm*1 or

N (Tr(xzL(z) + M(z)) = 0) = { gL gm+dr=1)/2,

3.) If Wi, C Kertops and dy, is odd then

¢" T F (¢ = 1)gm A2 or

m—1 (m+dp—2)/2

N (Tr(L(x) + M(x)) = 0) = {
q +4q .

Proof. Let ¢y be the Fy-linear map sending « € Fym to Tr(M(z)) € Fy. Let ¥ be the map
sending z € Fym to Tr(xL(x) + M(z)) € Fy. Let {fi,..., fa,} be a basis of W over F,.
We note that, as ¢ is odd, we always have W; C Vi and moreover dj can be either even or
odd. As in the proof of [13, Theorem 4.1], we obtain {ei,...,emn—q,} € Fgm \ W, such that
{e1,...,em—a,, f1,..., fa,} is a basis of Fym over F,, and for z1,...,2m—q,,Y1,...,ya, € Fq we

have

U (zier + -+ Tm—d, €m—da;, +Y1f1+ -+ Ya, fa,) (3.2.3)

=H(z1,...,Zm—d,) + 121+ + am—d, Tm—a, +b1y1 + -+ ba,ya,
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where a; = ¥pr(e;) for 1 < i <m —dyp, by =Yy (f;) for 1 <i <dj and

1
H(z1,...,Zm—q,) = 3 (56% + o34+ :U?n,dL,l + 04537271de) , (3.2.4)

with o € Fy \ {0}.

If Wi, € Kertyys, then there exists 1 < ig < dr, such that b;, # 0 in (3.2.3). Hence [13,
Lemma 2.1] implies that N (Tr(zL(x) + M(z)) = 0) = ¢™ L.

Let A=H <a1,ag, e Om—dy —1, am;dL>, where H(x1,...,2m,—q,) and the parameters are
as given in (3.2.3) and (3.2.4). If Wy, C Keryp, then by = -+ = by, = 0 in (3.2.3) and for
T1y- oy Tm—dy Y1, ----Yd, € Fgq we obtain

U (zie1 4+ Tim—d, €m—d, +y1f1 + -+ ya, fa,)

Qm—dy,
=H (961 tan,x2+az,. - Tmedp -1+ Omedp—1 + Tmed, ) — A.

Hence we complete the proof using [37, Theorem 6.26] and [37, Theorem 6.27]. O

Remark 3.2.3. Asin [13, Theorem 3.1] and [13, Theorem 4.1], when m > 3 is an odd integer we
obtain the cases corresponding to the each number of solutions in where the number of solutions
in the statements of Theorems 3.2.1 and 3.2.2 hold. For example, assume that ¢ is even and
m > 3 is odd. Let Qp, be the map defined in the proof of Theorem 3.2.1. Let W, be an F,-linear
subspace of Fym as given in the proof of Theorem 3.2.1. Let {e1,..., ey _q, } be a basis of W,
such that for z1,...,2y—q, € F, we have that Qr, (z1e1 + -+ + Zy—d, €m—d, ) is equal to either
Hi(z1,...,%m—q,) or Hy(x1,...,2p—_q,) defined in (3.2.1) and (3.2.2). Let a1,...,am—q, € F,
be defined as in the proof of Theorem 3.2.1 and put

Ci = Hi(az,a1,a4,03,...,0m—d;,Cm—d; —1)-

We recall that, as g is even and m is odd, we have dj, is odd and m — dy, is even. In Theo-
rem 3.2.1, we have that N (Tr(zL(z) + M(z))) = ¢" ' + (g — 1)¢™*+9=2)/2 if and only if for
T1,...,Tm—d, €F, we have that Qr, (x1€1 + -+ + Zpm—d, €m—d, ) is equal to Hy (z1,...,ZTm—a, ),
and C7 = 0.

The following lemma will be useful in this chapter and it is directly obtained from [13,
Theorem 3.1], [13, Theorem 4.1], Theorem 3.2.1 and Theorem 3.2.2.

Lemma 3.2.4. For any u = (ug,ui,...,up) € antl, v € Fgm with (u,v) # (0,0), L(z) =

wox + w4 -+ upad, M (x) = vz and for any nonzero y € Fy, define

O'(y) — Z e%TI‘qm/p (myL($)+yM($)) )

Z‘G]qu
Then we have
m+d
q 7 if q is even, or q is odd and d, = m mod 2
|U(y)‘ S 1 m~+dr +1 . .
s A if q is odd and dr, = m + 1 mod 2.
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Proof. For any fixed x € Fym and t € Fy, we have

250y ly(Te (e L(2)+M (@) —1)] _ { q if Tr(zL(z) + M(z)) —t =0

er
yeF, 0 if Tr(xL(x)+ M(z))—t#0.
Hence,
N(TI'(.CL’L(:E) + M(IE)) = 0) — 1 Z Z e%Trq/p[y(Tr(a:L(z)—i—M(:E)))]
q xqum yEFq

T 208y o, (wyL(z)+yM(z))
S (2 o) sRs it
q yeFy z€Fym

Therefore we obtain that

1 m
o)l = o7 - laN(Te(zL{z) + M(z)) = 0) = 4"},
Then the result follows from [13, Theorem 3.1], [13, Theorem 4.1], Theorem 3.2.1 and Theorem
3.2.2. O

Remark 3.2.5. For some special choices of L(z) = upx + uyz? + -+ + upz?' € Fym[z], it is
possible to improve the bounds given in Lemma 3.2.4. Indeed, if the additive polynomials L are
chosen carefully, then using [13, Theorem 3.1], [13, Theorem 4.1], Theorem 3.2.1 and Theorem

3.2.2 (see also Remark 3.2.3), the corresponding inequalities in Lemma 3.2.4 become

mdy, e .
—5q 2 if ¢ is even, or g is odd and dy, = m mod 2
1 m+dy +1

s VA if ¢ is odd and dy, = m + 1 mod 2.

[}
—

lo(y)] <

This improvement will be useful in some examples in Section 3.5.

3.3 Auxiliary Results

In this section we obtain some auxiliary results for estimating upper bounds for the proba-

bilities Pz and Pgs in our constructions presented later in this chapter.

Lemma 3.3.1. For any u = (ug,uy,...,up) € Iﬁ‘f}j{l, v € Fgm with (u,v) # (0,0), L(z) =
upx +urz? + - - + uhth, M (z) = vz and fort € Fy put

N(u,v;t) = |{z € Fgm : Tr(xL(z) + M(z)) = t}|.

Then

m-+d
qm_l—i—ﬂ-q 7 if q is even, or q is odd and dy, = m mod 2
N(u,v;t) < 1 vy 1 ) )
Q"+ g 2 if ¢ is odd and dp, = m + 1 mod 2
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and

gnl — =1, qLJ;dL if q is even, or q is odd and dy, = m mod 2
N(u,v;t) > mtdy —1
gvl— g 2 if ¢ is odd and d;, = m + 1 mod 2.
Proof. If u =0 and v # 0, we have
N(0,v;t) = [{x €Fgm : Tr(M(x)) —t =0}
= |z € Fgm : Tr(vz) —t = 0}
= "

since Tr(vx) is linear and surjective. Thus, the inequalities hold.

Assume that u # 0.

N(u,v:t) = \{erF‘ : Tr(zL(z) + M(z)) — t = 0}]

_ - Z Z 62;1Trq/p[y (Tr(zL(z)+M(z))—t)]

xe]F m yely

_ 1 7"+ ST () 3 o Trgm  (wy L (@) +y M (2)

y€eFy z€F m
Then using Lemma 3.2.4 we have |gN (u,v;t) —¢™| < (¢—1)|o(y)|. Then the result follows. [
Lemma 3.3.2. Let u; = (ul,o,um, .. .,uLh), us = ('LLQ’O,U/QJ, ce ,uZh) € F(};Ttl, V1,02 € ]qu
such that (uy,v1) # c(ug,va), for all ¢ € Iy, with Li(z) = uioxr + ujjz? + - + uthqh and
M;(z) = viz, (i = 1,2), and t1,ts € Fy. Define d = maz{dimp, Wy : L = y1L1 + y2L2, (0,0) #
(y1,y2) € F2} and

N(ui,ug,v1,v2;t1,t2) = {x € Fgm : Tr(xLi(v) + Mi(r)) = t;, i =1,2}].

Then
qm 2 + ngl . q# if q is even, or
N(uy,ug,v1,v9;t1,t2) < q s odd and d =m mod 2
(]””L_Q—i—%l-q%aH if q is odd and d =m + 1 mod 2
and
qm? q2q§1 qT+d if q is even, or
N(uy,ug,v1,ve;t1,t) > q 15 odd and d = m mod 2

qm*Z—%-q x> ifqis odd and d =m + 1 mod 2.

30



Proof.

N(u17u27vlav2;t1,t2)
= Ko € Fgn: Tr(wLy(w) + Mi(w)) —t: = 0, i = 1,2}|
1 i . | o
_ ? Z Z 6217 Trq/p[zzz::[ yi (Tr(zLi () +M; (x))—t;)]

z€F m y1,y2€F,

= Ll Y HTulmnonn) 3 B (Sl L) ()
2
q

(0,0)#(y1,y2)€FZ 2E€F m
Since (uy,v1) # c(ug,v2), for all ¢ € Fy, (ug,v1) and (ug,vs) are linearly independent over Fy.
If (y1,y2) # (0,0), then yu; + youg and yiv1 + yove cannot be both zero at the same time, that
is, y1L1 4+ yo Lo and y1 My + yo M5 cannot both be the zero polynomial at the same time. Then
using Lemma 3.2.4, we have |¢>N (uy, ug, v1, ve;t1,t2) — ¢™| < (¢ — 1)|o(y)|. The conclusion of

the lemma then follows. O

As a special case, if we have L;(x) = w;z?" for some h > 0, © = 1,2, then the bounds in

Lemma 3.3.2 can be improved.

Corollary 3.3.3. Let u1,u2,v1,v2 € Fgm such that (ui,v1) # c(ug,v2), for all c € Ty, with
Li(z) = wiz?" for some h > 0 and Mi(z) = vz, (1 = 1,2), and t1,to € Fy. Define d =
mam{dim]pq Wi :L=1y1Li+y2Lo, (0,0) 75 (yl, yg) (S FqQ} and

N(ui,ug,v1,v2;t1,t2) = {x € Fgm : Tr(xLi(x) + M;(z)) =t;, i = 1,2}|.

Then
qm 2 + % . quer if ¢ 1s even, or
N (uq, ug, v1, v 1, t2) < q is odd and d = m mod 2
qm—2+q%‘H if q is odd and d =m + 1 mod 2
and
gn—? — Q;ql . quH if q is even, or
N (u1, ug, v1, 0951, t2) > q is odd and d =m mod 2
e if ¢ is odd and d = m + 1 mod 2.

Proof. Similar to the proof of Lemma 3.3.2, we have
N (u1,uz,v1,ve;t1,t2)

= 1 ¢+ Z B%Trq/p(—yltl—yztz) e%ﬁqmm(zlg:lyi(xLi($)+Mi($)))
2

L=

(Ovo)i(ylayQ)G]Fg IE]qu

_ 1 g+ Z o5 Trg/p(—y1t1—yats) Z o 3 Trgm (i wi(wLi(2)+Mi(x)))
2

Q

Y1u1+y2u27#0 z€Fym

The conclusion then follows. O
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3.4 Constructions

In this section, we present our general constructions of type I and type II codes using ad-
ditive polynomials. Our source spaces S are specific subsets of Fgﬁ b Fym. For any (u,v) =
(ug,uy,...,up,v) € Fgﬁl xFym we have corresponding additive polynomials L(z) = upx+ujz9+
cee uhth and M(z) = vz. In our constructions the probabilities Pr and Ps depend on the
dimension of the radical Wp. By the definition of W, as L # 0, we know that dimp, Wi, < 2h.
But in many cases it is possible to have dimp, Wy < 2h. If dimp, W < 2h, then our bounds
in Lemma 3.3.1 and Lemma 3.3.2 are better than the bounds of [31, Lemma 6 and Lemma 9]

in some cases. Remark 3.2.5 and Corollary 3.3.3 give further improvements for some choices of
L(z).

3.4.1 Construction of Type I

In this construction we choose our source spaces S C IFZJZ L Fym such that for any two
different elements (uy,v1) = (u1,0,%1,1,-..,U1,h,v1), (U2,v2) = (u2,0,u2,1,...,U2p,v2) in the
source space S with corresponding additive polynomials L;(z) = w;ox + ujjz? + -+ - + uquh
and M;(r) = vz, (i = 1,2), we have dimp, W, 1, is small enough when L; # Lz. The

systematic authentication code is defined by

SC Fp x Fygm

T= T,

= ]qu X ]Fq

&= {Ek : Ek(u, v) = Tr(k‘lL(k‘l) + M(kl)) + kg}

(3.4.1)

where k = (k1,kg) € K, (u,0) € S such that u = (ug,uy,...,up) € FIF v € Fym with

qm
L(z) = uow + u1z? + - + upz? and M(z) = va.

Theorem 3.4.1. Let d be the marimum of dimg, Wy over the set of additive polynomials L=
Ly — Lo, where Ly # Lo, and L1 and Lo are defined by the coefficients of (h + 1)-tuples u; =
(u1,0,u1,15--.,u1,p) and Ug = (U2,0,U2.1,- .., Ugp) Tunning through the first (h + 1)-tuples of S.

Then the systematic authentication code defined in (3.4.1) has the following parameters:

1
S| < ¢ MHDT| =¢q, |K|=¢™, Pr=_.

" if q is even, or q is odd and d =m mod 2

qé if ¢ is odd and d = m + 1 mod 2.

Proof. Assume we have any message (u,v) € S with the corresponding polynomials L(x) and
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M (z) respectively and k = (k1, ko) € K. By (1.1.3) we have

‘{]{7 cek:t= Tr(le(kl) + M(kl)) + ]{72}’ B 1
{k € K}| g

Pr = Max(uv)esSteT

We now estimate an upper bound for Ps. Let (@,v) # (u,v) € S with the corresponding
polynomials L(z) and M (z) respectively, then by (1.1.4) we have

Ps = max(yu)esteTMAT(@,9)es,(7,9)#(uw),leT
’{k ek :t= Tr(le(kzl) + M(k‘l)) + kg,z: Tr(k:li(kl) + M(kl)) + k2}|
H{k € K:t=Tr(kiL(k1)+ M(k1)) + ka}|
= MAT(40)eStcTMAL (7,9)cS,(T,v)#(u,w),teT
[{k1 € Fym : ¢ — = Tr(ka(L(ka) — L(k1)) + (M(ky) = M (k1))

qm
< i qul—l-%-q% if ¢ is even, or ¢ is odd and d;, = m mod 2
- ¢+ qm+dZL71 if ¢ is odd and d;, = m + 1 mod 2,
by Lemma 3.3.1.
The remaining conclusions of this theorem are clear. O

3.4.2 Construction of Type II

Here we classify the elements in IFZ;t L'x Fym \ {(0,0)} into (¢™"+2) —1)/(¢ — 1) equivalent
classes, where two elements are in the same class if and only if they are constant multiple of
each other (i.e. u; = ¢ - ug, for some ¢ € IE‘;) By taking only one element from each classes we

define the set &’. Similar to the previous construction we can construct type II code as follows:

SC 8 C(Fi xFgm)\{(0,0)}
= [E‘q
K= Fym
E= {Ey: Ex(u,v) =Tr(kL(k) + M(k))}

(3.4.2)

where k € K, (u,v) € S such that u = (ug,u1,...,up) € Fg;tl, v € Fgm with L(z) = uox +

wad + -+ upz? and M(x) = vx.

Theorem 3.4.2. Let d be the mazimum of dimg, Wy over the set of additive polynomials L=
y1L1+y2La, (0,0) # (y1,y2) € Fy® where Ly and Ly are defined by the coefficients of (h-+1)-tuples
u; = (u1,0,u1,1,---,u1p) and Uy = (Ug,U21,...,Us ) Tunning through the first (h + 1)-tuples

of §. Then the systematic authentication code defined in (3.4.2) has the following parameters:

qm(h+2) -1
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%—FT- = if q is even, or q is odd and d = m mod 2
PI < d—1 72
1,42 if q is odd and d = m + 1 mod 2.
q q7
d
% (¢°+9-2)q if q is even, or q is odd and d = m mod 2
Do < q<q7—(q—1)q2
S d—1
%%—% if q is odd and d = m + 1 mod 2.
q2—q 2

Proof. We first estimate an upper bound for Pz. Assume we have any message (u,v) € S with

corresponding polynomials L and M respectively and k € K. By (1.1.3) we have

Pr = maz {k €K :t=Tr(kL(k) + M(k))}
(u,0)ESLET [{k € K}|

1 g+ q_l quHl if ¢ is even, or ¢ is odd and d = m mod 2
an' m+d 1

gl g 2 if ¢ is odd and d = m + 1 mod 2,
by Lemma 3.3.1.

We now prove the upper bound on Ps. Let (@1,9) # (u,v) € S with the corresponding
polynomials L(x) and M (z) respectively, then by (1.1.4) we have

Ps = MaT (uw)eSteTMAT (7,5
k€K t = Te(kL(k) + M(k (
HkeK:t=Tr(kL(k)+ M(k))
MAT (4,0),(8,0)€8,(0,0)£(u0)Lie NV (W, T, v, U5
mm(u,v)es,teTN(ua v;t)
1 (¢®+a-2)q?

-+ ————=—< if giseven, or q is odd and d = m mod 2
q(qT—(q—I)q?

_

<
+% if ¢ is odd and d =m + 1 mod 2
q2—q Z
by using Lemma 3.3.1 and Lemma 3.3.2.
The remaining conclusions of the theorem are clear. O

3.5 Examples

In this section we present examples of systematic authentication codes having good param-
eters. In order to compare our examples with a larger class of existing codes, we have restricted
ourselves to the source spaces such that the parameter d of Theorem 3.4.1 and Theorem 3.4.2 are
bounded as d < 1 or d < 2. We note that further codes with good parameters can be obtained
by increasing the upper bound on d slightly.
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Example 3.5.1. Let ¢ be a power of an odd prime and h > 0. Let S be the subset of
IFZ#J ' x F,m such that the corresponding 2-tuples (L(z), M(z)) of additive polynomials form the
set {(aazqh, bx) :a,b € Fym}. Assume that m/ged(h,m/2) is odd for h > 0, then for any nonzero
L(z) = az?" below we prove that dimp, W = 0. Then by Theorem 3.4.1 the parameters of the
type I code in (3.4.1) become

q—1 1

1 . )
1 4= if mis even
’S| :qu’ |T|:q7 |]C| :qm-f—l’ PIZQ, PSS ¢1]+ q q /2
q

if m is odd.

Similarly, using Corollary 3.3.3 and Theorem 3.4.2 the parameters of the type II code in (3.4.2)

become
q2m -1
m
S|=——, ITI=4q, IK|=4¢",
q—1
Lyl Lo ifmis even Ly @=L if s even
pr<{ ¢ 4 a7 s < { 9 al@?=at])
- 1 1 : : - 1 q+1 . .

q + PICESP) if m is odd, q + LTy e if m is odd.

Now we prove that for any nonzero L(x) = az? dimp, Wi, = 0. By definition we have W, =
{z €Fym :az+ a?" 20" = 0}. Let w be a generator of the multiplicative group Fym \ {0} and

a = w® for some integer s. Assume that w! € Wy for an integer I > 0. Then

wiw! 4w W =0 = 14 wi@ T DHE D) —

h_ 2h _ g1 .
= @D D) — "5 ag ¢ is odd.

Hence we obtain that

m_q
l(qzh—l)—i—s(qh—l) =1

mod (¢"™ —1). (3.5.1)

Let k = ged(m, 2h). Note that ged(¢™ — 1,¢*" — 1) = ¢* — 1. There exists a solution [ of (3.5.1)
if and only if

m

s —1) =12 mod ¢* — 1. (3.5.2)

As m/ged(h,m/2) is odd, we have that ¢* — 1 divides ¢" — 1. So (3.5.2) holds if and only if

q* — 1 divides qm271 which is not the case because

2

q" —1
2

=("-1)

where m/k is odd and so 1 + 4kt q(%_l)k is odd. Therefore dimp, W, = 0.

In the following examples using Trachtenberg Lemma 4 [66] we obtain upper bounds on
dimgp . Wi,
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Example 3.5.2. Assume that ¢ is even, m is odd, h > 1 and ged(m, h) = 1. Let S be the subset
of }FZ‘;Q ! x Fym such that the corresponding 2-tuples (L(z), M (x)) of additive polynomials form
the set {(az?",bz) : a,b € Fym}. In this example for any nonzero additive polynomial L below
we prove that dimp, Wi, < 1 and if dimp, Wi, = 1 then Wy, & Vi. Therefore using Theorem
3.2.1, Remark 3.2.5 and Theorem 3.4.1 the parameters of the type I code in (3.4.1) become

—

1

1
_ . 2m _ _m+1 _ = -
Sl=q¢"", |T|=¢q, IK[=4¢""", PI—q, Ps < +7q(m+1)/2~

LS

Similarly, using Theorem 3.2.1, Remark 3.2.5, Corollary 3.3.3 and Theorem 3.4.2 the parameters
of the type II code in (3.4.2) become

2m
—1
Sl=L——= |T1=¢, KI=q™,
q—1
1 1 1 q+2
<4 - <4472
PI—q+q(m+l)/2’ PS—q+q(m+1)/2_q

Now we prove our assertions that dimp, W7, < 1 and Wy, Z Vi. By definition we have Wy =
{z€Fym :az+ at" 21" = 0}. For a # 0 the equation az + a?" 27" = 0 has at most ¢2" solution
in the algebraic closure of F, and therefore, Wy, has dimension at most 1 over F . Since
ged(m, 2h) = 1, using [66, Lemma 4] we have Wi, has dimension at most 1 over Fym. Recall that
Vi = {z € Fym : Tr(zL(z)) = Tr(az? 1) = 0}. But if z € W, \ {0} we have az + a?" 24" =0,
that is, (az? T1)?"~1 = 1. Since az?"*! € Fym \ {0} and ged(g" — 1,¢™ — 1) = ¢ — 1, we have

h h h . .
az? 1 € F,. Therefore, Tr(az? 1) = maz? *1 # 0 as m is odd and ¢ is even.

In the following example we obtain larger source spaces than the previous examples.

Example 3.5.3. Let g be a power of a prime, m > 1. Let {i1,42,...,4;:} be the set of integers
between 1 and |m/2] that are relatively prime to m such that i;, < ij, if j; < jo. Define
L(z) = uj 29" + ujyz? + -+ + u;, 27" and M(z) = vz where (ug,, Uiy, ..., Uu;,) € F!m and

v € Fgm. In this example for any L # 0, using [66, Lemma 4] we get

2 if m is even

dimp, Wy, <
1 if m is odd.

Below we prove this assertion similar to the proof in Example 3.5.2. Then using Theorem 3.4.1

the parameters of the type I code in (3.4.1) become

1 q—1 . .
1 = if m is even
S| = ¢, T =gq, [Kl=¢™"", Pr==, Ps<q ¢ ¢ .
q 7 + q(nzﬂw if m is odd.

Similarly, using Theorem 3.4.2 the parameters of the type II code in (3.4.2) become

m(t+1) _

q
S| =

1 Tl=e K=dT
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q—1

. . 2 —_ . .
é + o if m is even % + q,g/jf% if m is even
Fr= I if m is odd Ps= 1 __@ta=2 g s odd
q T gmAn/2 m 1 ) q T g2 214 ma .

Now we prove our assertion that dimp, Wy < By definition we know that

{ 2 if m is even

1 if m is odd.
the elements of Wi, are the roots of some specific linearized polynomial, say gr(z). We have

deg(gr(z)) = ¢** over Fym. Then for any L # 0 the polynomial g(z) has at most ¢** roots in
the algebraic closure of F, and therefore, Wy, has dimension at most 1 over F 2, and at most 2
over IFi,. We know that ged(m,i;) = 1 and so ged(m, 2i;) = 1 if m is odd. Therefore, using [66,

Lemma 4] we obtain the desired result.

3.6 Comparisons With Some Known Authentication Codes

In this section we will compare our results with some known codes [18, 31, 7] and the codes
given in Proposition 2.3.2. It is known that the systematic authentication codes have at least
five parameters |S|, |T|, ||, Pz, and Ps. To compare two systematic authentication codes we

need to fix at least three of the five parameters to be the same respectively.

3.6.1 Comparisons With the Authentication Codes of [18]

In [18] authentication codes with parameters

1
S =¢*", |T|=¢q, IKl=¢""", Pr==, Ps<-+ Cn/2
q q q q"/

are constructed using highly nonlinear functions where ¢ is a power of an odd prime [18, Theorem

9.

If we set n = m is odd, our type I codes in Example 3.5.1 have exactly the same parameters
with this subclass of codes in [18, Theorem 2] except Ps, which is smaller than that of the codes
in [18, Theorem 2].

Also in [18] authentication codes with parameters

(¢—1) 1 1 (¢ -1)
Conj2’ s -+ n/2
¢ q ¢ alg"?—q+1)

1
Sl=4¢"+1, |T|=gq, |[K|=4q", PI:§+
are constructed using highly nonlinear functions where ¢ is a power of an odd prime [18, Theorem
4].

If we set n = m is even, our type Il codes in Example 3.5.1 have exactly the same parameters
with this subclass of codes in [18, Theorem 4] except |S|. It is clear that our type II codes in

Example 3.5.1 have larger source space. Furthermore, if we set n = m is odd, Pz and Pgs of
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our type II codes in Example 3.5.1 are smaller and |S| of our type II codes in Example 3.5.1 is
larger than that of the codes in [18, Theorem 2]. For this case the other parameters |7 | and |K]|

are the same respectively.

3.6.2 Comparisons With the Authentication Codes of [31]

In [31] authentication codes with parameters

1 1 D-1
S| =q" PP T =g, K =g Pr= o Po< ST
q

are constructed using exponential sums over finite fields, where D is an integer 1 < D < ¢"/?

and p is the characteristic of the finite field F, [31, Corollary 8.

In the case ¢ is odd (that is p > 2) these codes are comparable with our type I codes in
Example 3.5.1 for D = 2. If we set n = m, the parameters of the subclass of codes in [31,

Corollary 8] become

1
S| =¢*", |T|=4q, |K|=¢"", Pr= L Ps <

It can be easily seen that our type I codes in Example 3.5.1 have exactly the same parameters
with this subclass of codes in [31, Corollary 8], except the probability Ps, which is smaller than
that of the codes in [31, Corollary 8].

In the case ¢ is even (that is p = 2) and m is odd these codes are comparable with our type
I codes in Example 3.5.2 for D = 3. If we set n = m, the parameters of the subclass of codes in

[31, Corollary 8] become

1 1
2m T m+1 Pr=_ Po< =
|S| q ) | | q, |IC| q ; = q7 S > q qm/2

For this case our type I codes in Example 3.5.2 have exactly the same parameters with this
subclass of codes in [31, Corollary 8], except the probability Ps, which is smaller than that of
the codes in [31, Corollary 8§].

3.6.3 Comparisons With the Authentication Codes in Section 2.3

In Proposition 2.3.2 systematic authentication codes with parameters

1 1 -1) D-1
S1= PP (T =g, K =g, Pr=1, Pe< o4 D D]
q q q q"

are constructed using exponential sums over Galois rings and generalized Gray map, where D is

n/2

an integer 1 < D < ¢"/? and p? is the characteristic of the Galois ring GR(p?, m).
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In order to compare the codes in Proposition 2.3.2 with our codes in Example 3.5.1 and
in Example 3.5.2 we set D = 2 and n = m. Then the parameters of the subclass of codes in
Proposition 2.3.2 become

1 1 -1 1
S| = ¢, [TI=q, K| = "2 Pr=1, ps<is@U L
q q q qm

If ¢ is odd and m is even, it can be easily seen that our type I codes in Example 3.5.1 has exactly

the same parameters with this subclass of codes in Proposition 2.3.2, except the size of the key
space ||, which is smaller than that of the codes in Proposition 2.3.2. Furthermore, if m is
odd for any ¢, the size of the key space || and Ps of our type I codes in Example 3.5.1 and
Example 3.5.2 are smaller than those of the codes in Proposition 2.3.2 respectively. For this

case the other parameters are the same respectively.

3.6.4 Comparisons With the Authentication Codes of [7]

In [7] authentication codes with parameters

1 1 (1-277)
__92n __or _ on+r - _ - 7
|S| =2", |T|=2", |[K|=2""", Pr= o Ps < or + 9(n—1)/2

are constructed using almost bent functions f from Fan to Fan [7, Example 1].

In order to compare the codes in [7, Example 1] with our type I codes in Example 3.5.2 we
set m,n are odd, n = rm and 2" = ¢. Then the parameters of the codes in [7, Example 1]
1 1 —1 2
SI= @™ 1Tl =a [KI=q™t, Pr=t pe<ii ol V2
q q qg qm
So the Ps of our type I codes in Example 3.5.2 is smaller than that of [7, Example 1].

become

Also in [7] authentication codes with parameters

IS|=2"+1, |T|=2", |K|=2",
1 (1-27) 1 (25 —277)
< — 4+ <
Pr < or + o(n—1)/2 ’ Ps = or + o(n—1)/2 _9r 41

are constructed using almost bent functions f from Fan to Fan [7, Example 2].

In order to compare the codes in [7, Example 2] with our type II codes in Example 3.5.2
we set m,n are odd, n = rm and 2" = ¢q. Then the parameters of the codes in [7, Example 1]
become

S=q"+1, |T|=q IKl=q",
1 -1 V2 1 2(¢> -1
'PIS*-FL‘LZ, pocly V@D
a g qv q g2 —v2(q-1)
It can be easily seen that Pz and Pgs of our type II codes in Example 3.5.2 are smaller and |S]|

of our type II codes in Example 3.5.2 is larger than that of the codes in [7, Example 2]. For this

case the other parameters |7| and |K| are the same respectively.
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CHAPTER 4

AUTHENTICATION CODES WITH
SECRECY USING ADDITIVE

POLYNOMIALS

In this chapter three different constructions of authentication codes with secrecy using addi-
tive polynomials related to some curves over finite fields are given. Tight bounds for the number
of rational points of these curves are used in estimating the probabilities of the codes. First
two constructions are generalizations of the corresponding constructions in [20] and [19] using
additive polynomials. The last specific construction answers the open problem given in [19,

Section 6.3.1] for some cases.

4.1 Introduction

Let ¢ be a power of a prime p and m > 1 be an integer. Throughout this chapter [F;» denotes

the finite field of cardinality ¢"* and we use the same notations given in Section 3.2.

In our constructions, the first part of the message (encrypted part) is obtained by addition
of the source state and a part of the key. This addition guarantees that the encryption is done
in a secure way. We propose three different methods to get the second part of the message (tag
part). In Construction (4.2.1) and Construction (4.2.2), first we evaluate the source state by
an additive polynomial, and we multiply the result by a part of the key in Fyn. Then we take
traces to IFy, which is the tag space. In Construction (4.2.1) we further use a part of the key
for an addition in F,. In Construction (4.3.1) first we evaluate the key and the source state by
a specific function II, and the results are added in F,. This general method proposed in [19].
But the parameters of the authentication codes are estimated only for two specific functions,

and it is stated that the construction gives good authentication codes for different choices of the
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specific function II. In Section 4.3.2, we take II = Tr(thH) and we estimate the parameters
of the codes obtained by this general method, which answers the open problem given in [19,

Section 6.3.1] for some cases.

This chapter is organized as follows. In Section 4.2 we present two types of authentication
codes and estimate their parameters. In Section 4.3 we give the general construction proposed
in [19]. We estimate the parameters of the authentication codes obtained by this general con-

struction using a specific additive polynomial.

4.2 Construction 1

In this section, we present two types of authentication codes with secrecy. In type I codes
the number of keys and the number of messages are the same. In type II codes, the cardinality

of the key spaces is smaller than the cardinality of the message spaces.

4.2.1 Construction of Type I

Let ¢ be a power of a prime and m > 1 be an integer. Let L(z) = wox +uyz9+- - - +uhth €
Fym[z] be a nonzero additive polynomial and Tr denotes the trace map from Fym to F,. Then

the authentication code is defined by

== ]qu
’C = ]qu X ]Fq (4 9 1)
M == qu X ]Fq

&= {Ek : Ek(s) = (8 + k1, Tr(le(s)) + kg)}
where k = (k1,k2) € K, s € S.

Theorem 4.2.1. The authentication codes defined in (4.2.1) have the following parameters.

1 1

Sl=q¢", |K|=¢"", M|=¢"", Pr=-, Ps=-.

q q
Proof. For the impersonation attack the opponent picks an element m = (mq,msy) and sends it
to the receiver. The receiver will compute s = m; — k1 and Tr(k1L(s)) + k2. Then he will check

whether Tr(kyL(my — k1)) + k2 = mq or not. Hence

Pr = maxm, m, Pr(Tr(kiL(mi — k1)) + ka = mo]
|{k eK: Tr(k;lL(ml — kl)) + ko = mg}’
[{k € K}

= MaTmy,my
)

1
q
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since for each ki € Fym, there is exactly one ko € Fy satisfying Tr(kiL(m1 — k1)) + k2 = ma.

We now prove the upper bound on Ps. For the substitution attack the opponent has observed
one message m = (my,mg) s.t m; = s+ k; and mg = Tr(k; L(s)) + k2, and he wants to replace
m with another message m’ = (m/, m}), where m} # my. Set di = m} —my and d2 = mf, — mo.
Hence substituting m with m’ is equivalent to adding d; # 0 to mi and do to msy. This is
successful if and only if Tr(ki1L(s)) + k2 + do = Tr(ki1L(s + d1)) + ke, which is equivalent to
Tr(k1L(d1)) = do. Let d = (dy,ds) with dy # 0. Therefore,

Ps = MATm, 4 PT[TI‘(le(dl)) =dy | mo = Tr(le(ml — k‘l)) + kg]
Hk eR: Tr(le(ml — k‘l)) + ko = mg,TI‘(le(dl)) = dg}‘

= maxm’d ’{k c IC: mo = Tr(le(ml - k;]-)) + kz}
I
o

since Tr(k1L(d)) is a linear mapping, it has exactly ¢! solutions and for each solution kj €
Fym, there is exactly one ky € F, satisfying Tr(kiL(mi — k1)) + k2 = ma. The remaining

conclusions of the theorem are clear. O

Theorem 4.2.2. The authentication codes defined in (4.2.1) provides perfect secrecy.

Proof. Given a message m = (myi,ma) = (s+ k1, Tr(ki1L(s)) + k2), we have that the uncertainty
of the source state is [{s € S : Tr((m1 — s)L(s)) + k2 = mo}|. In this case, for each s € S, there
is exactly one ko satisfying Tr((m1 — s)L(s)) + k2 = ma. Therefore, we have no information

about s. O

Remark 4.2.3. The authentication codes in (4.2.1) are generalizations of the codes in [20,
Section 4]. If we take L(x) = z, then we obtain exactly the same codes with the codes in [20,

Section 4].

4.2.2 Construction of Type II

Let g be a power of a prime and m > 1 be an integer. Let L(x) = upx +ujx?+--- +uh1:qh €
F,m[z] be a nonzero additive polynomial, d be the dimension of the radical Wy, and Tr denotes

the trace map from Fym to IF;. Then the authentication code is defined by

S = qu
’C — IF m

I (4.2.2)
M= qu X Fq

E= {Ep:Ey(s)=(s+kTr(kL(s)))}

where k € K, s € S.
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Theorem 4.2.

4. Let L(x) = uor + ugz? + - - - + upz? € Fgm be a nonzero additive polynomial

and d = dim Wy,. Then the authentication codes defined in (4.2.2) have the following parameters.

S| =q", IKI=4q", |M|=q"""

d
%+% 47 if q is even, or q is odd and d = m mod 2
Pr < a1 17
%—{—qqé if q is odd and d =m + 1 mod 2.
d
1, (@®+q=2)q2 _ if q is even, or q is odd and d = m mod 2
q d
q<q7—(q—1)q?
d—1
%+qu?2%1 if ¢ is odd and d = m + 1 mod 2.

Proof. For the impersonation attack the opponent picks an element m = (mj,my) and sends

it to the receiver. The receiver will compute s = m; — k and Tr(kL(s)). Then he will check

whether Tr(kL(m; — k)) = mg or not. Hence

Pr =

IN

MATm, me Pr{Tr(kL(my —k)) = mo]
{k € K : Tr(kL(my — k)) = ma}|

e m [{k € K}

S {kek: Tr(—kL(lz)er L(mi)k)) = ma}|

i. { qm*1+%-qm§rd if ¢ is even, or ¢ is odd and d = m mod 2
qm g+ qm+;7l if ¢ is odd and d = m + 1 mod 2,

by Lemma 3.3.1.

We now prove the upper bound on Pgs. For the substitution attack the opponent has observed

one message m = (my,mg) s.t my; = s+ k and mg = Tr(kL(s)), and he wants to replace m with

another message m’ = (m/, m}), where m} # my. Set di = m} —m; and dy = m/, — my. Hence

substituting m with m’ is equivalent to adding d; # 0 to m; and ds to ms. This is successful
if and only if Tr(kL(s)) + do = Tr(kL(s + di)), which is equivalent to Tr(kL(dy)) = da. Let
d = (dy,dz) with d; # 0. Therefore,

Ps

The remaining conclusions of the theorem are clear.

= mazyq Pr[Tr(kL(d1)) = da | mg = Tr(kL(my — k))]
|{]€ er: Tr(k:L(ml - k)) = mQ,TI‘(kL(dl)) = dg}‘

= MaTm,qd |{k el :mg = Tr(kL(ml - k))}
d
Ly A2 it g s even, or g is odd and d = m mod 2
< q<q7—(q—1)q7)
= a—1
%"‘% if ¢ is odd and d = m + 1 mod 2
72 —q

by using Lemma 3.3.1 and Lemma 3.3.2.
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To estimate the secrecy level of the authentication codes defined in (4.2.2) we need the

following lemma.

Lemma 4.2.5. Let L(z) = uor + ujz? + -+ + uhmqh € Fym be a nonzero additive polynomial

and d = dim Wy,. For v € Fgn and fort € Fy put

N(L,v;t) = {z € Fgm : Tr(zL(z) + vL(x)) = t}|.

Then
N(L,v;t) < ¢" N+ 2 g" if g is even, or q is odd and d = m mod 2
yUit) = md—
" +q 2 if ¢ is odd and d =m + 1 mod 2
and
N(L,v;t) > ¢t - %'quer if q is even, or q is odd and d =m mod 2
yUit) 2 md—
"t —q 5= if q is odd and d =m + 1 mod 2.
Proof. The proof is similar to the proof of Lemma 3.3.1. O

Theorem 4.2.6. The authentication codes defined in (4.2.2) provides at least

logo <qm_1 — % . quH) bits of secrecy protection if q is even, or q is odd and d = m mod 2,

m+d—1

q 2 ) bits of secrecy protection if q is odd and d =m + 1 mod 2.

and logy (q"“1 —
Proof. Given a message m = (mi,mg) = (s+k, Tr(kL(s))), we have that the uncertainty of the
source state is [{s € S : Tr((m1 — s)L(s)) = ma}| = [{s € S : Tr(—sL(s) + mi1L(s)) = ma}|.
Then the results follow from Lemma 4.2.5. O

Remark 4.2.7. The authentication codes in (4.2.2) are generalizations of the codes in [19,
Section 4]. If we take L(x) = z, then we obtain exactly the same codes with the codes in [19,
Section 4]. Our codes are defined for any prime power g, but the codes in [19, Section 4] are

defined only if ¢ is a power of an odd prime.

4.3 Construction II

In this section first we give the construction given in [19, Section 6]. It is shown that the
parameters of the codes totaly depend on the properties of a specific map II and it is noted
that the estimation of the parameters Py and Pg is not easy for different choices of II. Now
we define the map II(z) = Tr(:vqh‘H) and compute the parameters of the codes. It answers the

open problem given in [19, Section 6.3.1] for some cases.
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4.3.1 The General Construction [19]

Let (A,+) and (B,+) be two finite abelian groups and let II be a mapping from A to B.

Then the authentication code with secrecy is defined as
(S, K, M, E)=(A,AAx B,{E\ : k € K}) (4.3.1)

where for any k € K and s € S, Eg(s) = (s + k,II(s) + II(k)).

Impersonation Attack

The opponent picks an element m = (my,mg) € M in some way and sends it to the
receiver. The receiver will compute s = m; — k and II(s) + II(k). Then he will check whether
II(my — k) + II(k) = ma. Hence

Pr = mazm, m, Prill(m; — k) +II(k) = mq] (4.3.2)
_ HkeK:T(my — k) +1I(k) = ma}|
[{k € K} '

Substitution Attack

The opponent has observed one message m = (my, mga) s.t m; = s+k and mgy = II(s) +11(k),
and he wants to replace m with another message m’ = (m/,m}), where m} # m. Set d; =
mj —my and da = m/, — ma. Hence substituting m with m’ is equivalent to adding d; # 0 to
mq and dg to mgy. This is successful if and only if II(s) + I1(k) 4+ d2 = II(s + d1) + II(k), which
is equivalent to II(s + dy) — II(s) = d2. Let d = (d1,ds) with dy # 0. Therefore,

Ps = maxy,q Prill(s+dy) —II(s) = da | mg = II(s) + II(m1 — s)] (4.3.3)
[{s € S:1(s) +1I(m1 — s) = ma, (s +d1) —I(s) = d2}|.

= maxm7d |{S c S TMo = H(S) + H(ml - S)}

4.3.2 Specific Construction of Type II

Let ¢ be a power of a prime, m > 1 be an integer and Tr denotes the trace map from Fy = to
Fy.

Theorem 4.3.1. Let (A,+) = (Fgm,+), (B,+) = (Fg,+) and l(z) = Tr(th+1) for some
nonnegative integer h. Define h := gcd(2h, m). Then the authentication code defined in (4.5.1)
has parameters

S| =q™, |K|=q™, [M|=q""",

P < %+ % : qn}/Z if m is even and m/h is odd
>
1 1 - -
¢t gz if m is odd.
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1 g?—1
Ps<{ ¢ @ =)

=) 1 +1 - -
i q(mflm if m is odd.

if m is even and m/h is odd

To prove the above theorem we need the following lemmas.

Lemma 4.3.2. Assume that q is odd, A(z) = 227" € Fgm[z], h > 1 and m > 1 are integers.
Define h := ged(2h,m). If m/h is odd then Wy = {0}. If m/h is even then W = {x € Fym :
z+27 =0}

Proof. As h > 1 and for any x € Fym we have 27" = x, we can assume that h < m. We know
that
Wy={xeFym x4 a2 = 0}.

Let w be a generator of the multiplicative group Fgm \ {0}. Assume that x = w! € Wy for an
integer [ > 0. Then

2h

w4+ =0 = 1+01@"D =9

2h __ q -
= @D =y 5, asqisodd
Wg*h—1)—

q'f?L

—1
2

= w =1.

Hence we obtain that

=0 mod (¢" —1). (4.3.4)

Note that ged(¢™ —1,¢*" —1) = ¢" —1 where I = gcd(2h,m). There exists a solution [ of (4.3.4)
if and only if
g" —1

5~ =0mod " 1. (4.3.5)

So (4.3.5) holds if and only if ¢" — 1 divides qm{l. We know that

—-1h

>3

"1 _ 5 L+q"+ % 4+ g
2

If m/h is odd then 1+ ¢" + ¢2" + -+ + ¢'% “Y" is odd, that is, (" —1) ¢ (#) Therefore
W, = {0}.

Next we assume that m/h is even. It can be easily seen that (¢ — 1)t (¢** —1). Then

2h_1 m _ 1 m _q
l(q )— a EOmodq,

_ _ : (4.3.6)
¢"—1  2(¢"-1) ¢" —1

As ged (‘f;i:ll, ‘g:ll) = 1, there exists a uniquely determined solution, modulo Uz;i__ll), of (4.3.6).

Let [ be such a solution. All other solutions of (4.3.4) are

q"—1 7
l+c = 170§c<q —1.

q_
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g1

q"—1
Note that [wc h—1 ] = 1. Now we show that all the solutions of (4.3.4) satisfies the equation

x+xqﬁ:0.

Let b be the uniquely determined integer with 0 < b < ((1;;7:11) such that

2h 1 m _ 1
bl " =1mod T~ (4.3.7)
gh—1 gh—1
We can assume, without loss of generality, that
m—1
I=b. L ——
2(q" — 1)

Then

] R

since b is the uniquely determined integer satisfying the equation (4.3.7), that is, b is odd. This
completes the proof. O

We have the F,-linear map from Fym to F, defined by
Uy :Fgm — Ty
z — Tr(Ly(z)) = Tr(ba? + b9 2).
Lemma 4.3.3. Assume that q is odd, h > 1, m > 1 are integers and h = gcd(2h,m). Then for

any b € Fgm the Fy-linear map ¥y = Tr(bafqh + bqhx) from Fgm to Fy is either the zero map or

an onto map. Furthermore, if m/h is odd then Wy is an onto map.

Proof. We know that for all z € Fgm, we have Tr(x) = Tr(:cqh). Then
Tr(bacqh + bqhx) = Tr(bth + bq2h:1:qh)
= Tr((b+b7")a?").

Therefore, ¥y, is the zero map if b+ b = 0. Otherwise, ¥y, is an onto map since x — 29" is an

automorphism. O

Lemma 4.3.4. Assume that q is odd, A(x) = 224" € Fym[z], m > 1, h > 1 are integers and
I = ged(2h,m). Let Uy(z) = Tr(ba?" + b7 2) for any b € Fym. Then we have Wy C KerWy,.

Proof. 1f m/h is odd, then W4 = {0} C Ker¥, trivially.

Assume that m/h is even. If h|h then m = 2sh and h = rh for some integers r and s. But
it gives a contradiction, since h = ged(2h, m) = ged(2rh,2sh) > h. So we have

h = 2hy, hy = ged(h,m), m = 4shy and h = rhy,
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for some integer s and odd integer r.

Note that for all y € Fgm, we have Tr(y?") = Tr(y?""). Recall that Wy = {z € Fym

v+t = 0} ={z €Fym: 29" = —z} in this case. Hence for all 2 € W4 we have

Tr(b""z) = Tr((bz? ") )
(b2 "))

= Tr((bz?" 2h+h) Y
_ Tr(( q(2s— r)2h1+h>q )

h1

N
= Tr(-—(bacqh)th), as (2s —r) is odd.
Therefore, for all z € W4 we have
Tr(ba?" +b9"z) = Tr(ba? — (ba?")7™)
= Tr]thl/Fq (Trqu/thl [bth — (bth)thD
= 0, using [37, Theorem 2.25],

which completes the proof. O

Lemma 4.3.5. Assume that q is odd, m > 1 and h > 1 are integers such that m/gcd(2h, m) is

odd and L(x) = bt + bz for some nonzero b € Fym. For any nonzero y € F,, we have

e%Trqm/p(yL(a:)) — 0

xqum

Proof. We know that Tr(L(x)) is an onto map by Lemma 4.3.3. So there exists xg € Fym such
that Trgm /,(yL(z0)) # 0. Then

2mimy o 2T Ty m :
Z e p Trgmp(yL(z))  _ Z o5 Trgm /p(yL(z+20)) using Fgm = {z+ 20 : 2 € Fygm} ,
xGqu IEEqu
e%Trqm/p(yL(x)—&-yL(xo))
.’EEqu

since L is linear, i.e. L(x 4+ xz9) = L(z) + L(zo).

After a simple algebraic operation, we get

(1- 6%Trqm/p(y[/(1'0))) Z 6217 Trgm /p(yL(z)) _ 0.

IEqu
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27
As e » TWE@) £ 1 gince we have zg € Fgm such that Tr(yL(xo)) # 0, we obtain that
Z B%Trqm/p(yL(x)) — 0
xqum

O]

Lemma 4.3.6. Assume that q is odd, A(z) = 227" € Fgm[z], m > 1 and h > 1 are integers,
h = ged(2h,m) and L(z) = bt + b7 for some b € Fgm. For any nonzero y € Fy, define

oly) = o 25 Trgm s (wy A(2) +yL(w))
z€lF,
Then we have
q mih if m/h is even
lo(y)| < { % if m is even and m/h is odd

m+1

% q 2 if mis odd.
Proof. For any fixed x € Fym and ¢t € F; we have

o Ty ly(Tr(zA@)+L(@) 1) _ ) 4 if Tr(xA(x) + L(z)) —t =0
0 if Tr(zA(x) + L(z)) —t # 0.

y€ly
Hence,
N(Tr(zA(z) + L(z)) =0) = = Z ZeQZZT‘rq/p[y (zA(2)+L(x)))]
xGImeGJFq
am /p(2yA(@)+yL(2))
S GO D s
q yEIF .’L’Equ

Therefore we obtain that
lo(y)| = 1 [gN (Tr(xA(z) + L(z)) = 0) — ¢™|.

Then the result follows from [13, Theorem 4.1], Theorem 3.2.2, Lemma 4.3.2 and Lemma 4.3.4.
O

Lemma 4.3.7. Assume that q is odd, A(x) = 227" € Fym[z], m > 1 and h > 1 are integers,
h = ged(2h,m). Let L(z) = br?" + b4z for some b € Fym and for any v € Fy put

N(2,b;v) = {z € Fym : Tr(zA(z) + L(x)) = v}|.

Then . )
¢+ (q—1)¢"T  if m is even and m/T is odd
(2,b;v) < .
-1 m—1 . .
g +q 2 if m is odd.
and | )
N(2,b;v) > gt - ((i:ll)qT if m is even and m/h is odd
m—1 . .
q —q 2 if m is odd.
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Proof. Let Trq, (vesp. Trem/,) denote the trace map from Fy (resp. Fym) to F.

N(2,b;v) = |{:):€F : Tr(zA(x) + L(x)) — v = 0}]
- = Z Z eQQZTT‘q/p[y (Tr(zA(z)+L(x))—v)]
J?EF m yeFy

_ 1 qm+ Z S%Trq/p(—yv) Z e%Trqm/p(xyA(x)—&—yL(a:))
q yEF; .Z’EFq'm

Then using Lemma 4.3.6 we have |¢N(2,b;v) —¢™| < (¢ —1)|o(y)|. Then the result follows. [

Lemma 4.3.8. Assume that q is odd, A(x) = 224" € Fygm[z], m > 1 and h > 1 are integers,
h = gcd(2h,m). Let Ly(x) = br?" + b7z and Ly(z) = cx?" + ¢1"z for some b, c € Fym. For any
v1,v2 € Fy define

N(2,b,¢c;01,v2) = {x € Fym : Tr(xA(z) + L1(z)) = v1, Tr(La(x)) = va}].

Then
N(2,b;0) < ¢" 7+ (q jll)qu_Q if m is even and m/h is odd
i if m is odd.
and | )
N(2,b;v) > qm? - (qmjll)qu if m is even and m/h is odd
" —q 2 if m is odd.

Proof. Let Trq, (vesp. Trem;,) denote the trace map from Fy (resp. Fym) to Fy.

N(27 b7 C; V1, U2)

= [z € Fpm : Tr(zA(z) + L1(z)) — v1 = 0, Tr(L2(z)) — vz = 0}
- Z Z ZETr g plyr (Tr(zA(2)+ L () —v1) +y2 (Tr(La(z)) —v2))]

q2
z€Fym y1,y2€Fy

_ i ™+ Z G%Trq/p(—mm—ywz) Z 2T Ty m (Y1 (2 A(@)+L1 (2))+y2 (La(2)))

2 er
q
(070)7ﬁ(y1,y2)€Fq? .TEqu
= E q"+ Z o5 Tra/p(=y1v1-y2v2) o 5 Tram oW1 (2A(@)+ L1 (2))+y2(L2(2)))
2
g y1€F," ,y2€Fy zEFym

by Lemma 4.3.5.

Then using Lemma 4.3.6 we get |¢?N(2,b, ¢;v1,v2) — ¢ < (¢> — q)|o(y)|. The conclusion of the

lemma then follows. O

Now using the Lemma 4.3.7 and Lemma 4.3.8 we are ready to prove Theorem 4.3.1.
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Proof of Theorem 4.3.1. We first compute Pz. By (4.3.2) we know that

Pr = mazm, m, Prli(m; — k) + (k) = mg]
H{k € K : 1I(mq — k) + II(k) = ma}|

= MaTm;,my

[{k € £}
— ar H{k € K :T(mq — k) + TI(k) = ma}|
= m1,ma 7"
B {k € K : Tr(2k9" ! — mik?" — mi@"k 4+ m 7'+ = ma}|
= MATmy my 7
- %4—%1-# if m is even and m/h is odd
T | gt e ifmisodd

by Lemma 4.3.7.

We now estimate the upper bound on Ps. By (4.3.3),
{s € S:1(s) + II(my1 — s) = mo, (s + dy) — I(s) = da}|
{s € §:II(s) + II(my — s) = ma}
Cs Tr(dys? + i s+ 19" = dy
s :
T1F(2sqh+1 —mys? —my s+ mlqh‘H) = Mo

MATr, my|{s € 8 : Tr(2s9" 1 —mys9" —m19"s +my9"+1) = mo}

Ps = marpdyd#0

MaTm,ds,d17#0

1, =1 ipani T
R Py py if m is even and m/h is odd
1y el if m is odd.

PRI sy
by Lemma 4.3.7 and Lemma 4.3.8.

The remaining conclusions of the theorem are clear. O

Theorem 4.3.9. Let (A, +) = (Fgm,+), (B,+) = (Fq, +), I(z) = Tr(z?"+1) for some nonneg-
ative integer h and h = ged(2h,m). Then the authentication code defined in (4.3.1) provides

at least logs (g™ ' — (g — 1 22 bits o secrecy protection if m is even and m/h is odd, and
92 \ 4 q q

logy (g™ — 25 bits o secrecy protection if m is odd.
92 \ 4 q

Proof. Given a message m = (my,mga) = (s+k, Tr(kL(s))), we have that the uncertainty of the

source state is
H{s € S:II(s) +(my —s) =ma}|=|{s€S: Tr(2$qh+1 —mys? —m?s + mlqhH) = ma}|.

Then we complete the proof using Lemma 4.3.7. O
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CHAPTER 5

CONCLUSIONS AND FUTURE WORKS

In this thesis different constructions of authentication codes with and without secrecy are

presented. Their parameters are better than the existing ones in some cases.

There are two types of authentication maps in our constructions. In type I maps, further a
part of the key is used as an addition. This final operation guarantees that Pr; = ’;\9/1" = ’;\
In type II maps, there is no extra addition. Furthermore, the difference of type I and type II
codes appears in estimating the probabilities Pz and Ps. It is seen that, the estimation of the

probability Ps of type II codes is much more difficult.

Some future works can be summarized as follows:

e The constructions given in Section 2.4 are defined over I, where p is a prime. This
constructions can be extended to the codes over F,» for some integer n > 2. But the

estimation of the probability Ps seems to be much more difficult.

e For the constructions given in Section 3.4 can be used to obtain good systematic authen-
tication codes having some fixed parameters. It can be done by putting some conditions
on dimension of the radical of polynomials obtained by the elements of the source states.

Here the following two different strategies can be observed.

1. Fixing the parameters |K|,|7|,Pz and Ps one can search for larger special set of

source states S.

2. Fixing the parameters ||, |7 | one can search for larger special set of source states S

to obtain better codes having Pz and Ps as small as possible.

e Using additive polynomials as in Chapter 3 and Chapter 4 many different authentication

codes with/without secrecy having good parameters can be obtained.

e Using specific maps II, the general construction proposed in [19] may give different authen-

tication codes having good parameters. We estimate the parameters by taking II(x) =
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Tr(z¢"*1). One can construct authentication codes taking II(z) = Tr(xL(z)) for some

specific additive polynomial L(z).

53



1]

REFERENCES

M. Atici and D. R. Stinson, Universal Hashing and Multiple Authentication, Advances in
Cryptology, CRYPTO’96, Lecture Notes in Computer Science, vol. 1109, pp. 16-30, 1996.

A. Beutelspacher, G. Tallini and C. Zanella, Examples of essentially s-fold secure geometric

authentication systems with large s, Rend. Mat. Appl., vol. 10, pp. 321-326, 1990.

J. Bierbrauer, Universal hashing and geometric codes, Designs, Codes and Cryptography,
vol. 11, no. 3, pp. 207-221, 1997.

J. Bierbrauer, T. Johansson, G. Kabatianskii, and B. Smeets, On families of hash func-
tions via geometric codes and concatenation, Advances in Cryptology, CRYPTO’93, Lecture

Notes in Computer Science, vol. 773, pp. 331-342, Springer-Verlag, 1994.

G. Bini, A-codes from rational functions over Galois rings, Designs, Codes and Cryptogra-
phy, vol. 39, Issue 2, pp. 207-214, 2006.

E. F. Brickell, A few results in message authentication, Congressus Numerantium, vol. 43,
pp- 141-154, 1984.

C. Carlet, C. Ding and H. Niederreiter, Authentication schemes from highly nonlinear

functions, Designs, Codes and Cryptography, vol. 40, no. 1, pp. 71-79, 2006.

J. L. Carter and M. N. Wegman, Universal Classes of Hash Functions, Journal Computer
and System Sciences, vol. 18, pp. 143-154, 1979.

L. R. A. Casse, K. M. Martin, P. R. Wild, Bounds and characterizations of authentica-
tion/secrecy schemes, Designs, Codes and Cryptography, vol. 13, pp. 107-129, 1998.

S. Chanson, C. Ding and A. Salomaa, Cartesian authentication codes from functions with

optimal nonlinearity, Theoretical Computer Science, vol. 290, no. 3, pp. 1737-1752, 2003.

C. J. Colbourn, J. H. Dinitz, Handbook of Combinatorial Designs, 2nd ed., Boca Raton, FL
: Chapman & Hall/Taylor & Francis, 2007.

I. Constantinescu and T. Heise, A metric for codes over residue class rings of integers,
Problemy Peredachi Informatsii, vol. 33, no. 3, pp. 22-28, 1997.

54



[13]

E. Cakcak and F. Ozbudak, Curves Related to Coulter’s Maximal Curves, Finite Fields
Appl., (in press). Available online at doi:10.1016/j.ffa.2006.10.003.

E. Cakcak and F. Ozbudak, Some Artin-Schreier type function fields over finite fields with
prescribed genus and number of rational places, Journal of Pure and Applied Algebra, vol.
210, Issue 1, pp. 113-135, 2007.

M. De Soete, Some constructions for authentication-secrecy codes, Advances in Cryptology

Eurocrypt88, Lecture Notes in Computer Science, vol. 330, pp. 5776, 1988.

M. De Soete, New bounds and constructions for authentication/secrecy codes with splitting,
Journal of Cryptology, vol. 3, pp. 173186, 1991.

C. Ding, T. Helleseth, T. Klve and X. Wang: A Generic Construction of Cartesian Authen-
tication Codes, IEEE Transactions on Information Theory vol. 53, no. 6, pp. 2229-2235,
2007.

C. Ding and H. Niederreiter, Systematic authentication codes from highly nonlinear func-
tions, IEEE Transactions on Information Theory, vol. 50, no. 10, pp. 2421-2428, 2004.

C. Ding, A. Salomaa, P. Sole and X. Tian, Three constructions of authentication secrecy
codes, Journal Pure and Applied Algebra, vol. 196, pp. 149-168, 2005.

C. Ding and X. Tian, Three constructions of authentication codes with perfect secrecy,
Designs, Codes and Cryptography, vol. 33, no. 3, pp. 227-239, 2004.

C. Ding and X. Wang, A coding theory construction of new systematic authentication codes.
Theoretical Computer Science, vol. 330, no. 1, pp. 81-99, 2005.

C. Ding, X. Tian and X. Wang, Simple and efficient systematic A-codes from error correcting
code, Progress on cryptography, pp. 33-43, Kluwer Internat. Ser. Engrg. Comput. Sci., vol.
769, Kluwer Academic Publications, Boston, MA, 2004.

R. Feng and Z. Wan, A construction of Cartesian authentication codes from vector space

and dual authentication codes, Northeastern Mathematical Journal, vol. 13, pp. 63-72, 1997.

Y. Gao and Z. Zou, Two new constructions of Cartesian authentication codes from sym-

plectic geometry, Appl. Math. Journal Chinese Univ. Ser., vol. B 10 , pp. 345-356, 1995.

G. Ge, Y. Miao and L. Wang, Combinatorial Constructions for Optimal Splitting Authen-
tication Codes, SIAM Journal on Discrete Mathematics, vol. 18, no.4, pp. 663-678, 2005.

G. Ge and L. Zhu, Authentication perpendicular arrays APA1(2,5,v), Journal Combina-
torial Designs, vol. 4,pp. 365-375, 1996.

55



[27]

[28]

[29]

[32]

[35]

E. N. Gilbert, F. J. MacWilliams and N. J. A. Sloane, Codes which detect deception, Bell
Syst. Tech. J., vol. 53, pp. 405424, 1974.

M. Greferath, S. E. Schmidt, Gray isometries for finite chain rings, IEFEE Transactions on
Information Theory, vol. 45, pp. 2522-2524, 1999.

L. C. Grove, Classical groups and geometric algebra, American Mathematical Society, Prov-

idence, 2002.

A. S. Hedayat, N. J. A. Sloane and J. Stufken, Orthogonal Arrays: Theory and Applications,
Springer Verlag, New York, 1999.

T. Helleseth and T. Johansson, Universal hash functions from exponential sums over fi-
nite fields and Galois rings, Advances in Cryptology, CRYPTO’96, LNCS 1107, pp. 31-44,
Springer-Verlag, 1996.

T. Helleseth, K. V. Kumar and A. G. Shanbhag, Exponential sums over Galois rings and
their applications, Finite fields and applications (Glasgow, 1995), London Math. Soc. Lec-
ture Note Ser., vol. 233, pp. 109-128, Cambridge Univ. Press, Cambridge, 1996.

T. Johansson, Contributions to unconditionally secure authentication, Ph.D. dissertation,

Lund University, Lund, Sweden, 1994.

T. Johansson, Lower bounds on the probability of deception in authentication with arbi-
tration, Proceedings of 1993 IEEE International Symposium on Information Theory, San
Antonio, pp. 231, 1993.

P. V. Kumar, T. Helleseth and A. R. Calderbank, An upper bound for Weil exponential
sums over Galois rings and applications, IEEE Transactions on Information Theory, vol.

41, pp. 456-468, 1995.

K. Kurosawa and S. Obana, Combinatorial Bounds on Authentication Codes with Arbitra-

tion, Designs, Codes and Cryptography, vol. 22, no. 3, pp. 265-281, 2001.
R. Lidl and H. Niederreiter, Finite Fields, Cambridge University Press, Cambridge, 1997.

S. Ling and F. Ozbudak, Improved bounds on Weil sums over Galois rings and homoge-
neous weights, In: Ythervs O (ed) Proceedings of International Workshop on Coding ad
Cryptography 2005, LNCS 3969, Springer-Verlag, Berlin, pp. 412-426, 2005.

S. Ling and F. Ozbudak, Aperiodic and odd correlations of some p-ary sequences, IEICE
Transactions on Fundamentals of Electronics, Communications and Computer Science, vol.

E89-A, no. 9, pp. 2258-2263, 2006.

56



[40]

[41]

[42]

[44]

[45]

[46]

[48]

[49]

J. L. Massey, Cryptographya selective survey, in: E. Biglieri, G. Pratti (Eds.), Digital
Communications, Elsevier Science, North-Holland, pp. 325, 1986.

C. Mitchell, M. Walker and P. Wild, The combinatorics of perfect authentication schemes,
SIAM Journal of Discrete Mathematics, vol. 7, pp. 102-107, 1994.

F. Ozbudak and Z. Saygi, Some constructions of systematic authentication codes using

Galois rings, Designs, Codes and Cryptography, vol. 41, no. 3, pp. 343-357, 2006.

F. Ozbudak and Z. Saygi, Constructions of systematic authentication codes using addi-
tive polynomials, Proceedings of International Workshop on Coding ad Cryptography 2007,
Versailles, France, pp. 405-414, 2007.

F. Ozbudak and Z. Saygi, Systematic authentication codes using additive polynomials,

Designs, Codes and Cryptography, submitted.

F. Ozbudak and Z. Sayg1l, Authentication codes with secrecy using additive polynomials,

in preparation.

D. Pei, Information-theoretic bounds for authentication codes and block designs, Journal
of Cryptology, vol. 8, pp. 177188, 1995.

D. Pei, Authentication Codes and Combinatorial Designs, Chapman and Hall/CRC, Taylor
and Francis Group, Boca Raton, 2006.

R. S. Rees, D. R. Stinson, Combinatorial characterizations of authentication codes, Designs,
Codes and Cryptography, vol. 7, pp. 239259, 1996.

U. Rosenbaum, A lower bound on authentication after having observed a sequence of mes-

sages, Journal of Cryptology, vol. 6, pp. 135156, 1993.

A. Sgarro, Lower bounds for authentication codes with splitting, Advances in Cryptology,
EUROCRYPT’90, 1. B. Damgard, ed., Lecture Notes in Computer Science, vol. 473, pp.
283-293, 1991.

A. Sgarro, Information-theoretic bounds for authentication frauds, Journal of Computer
Security, vol. 2, pp. 5363, 1993.

C. E. Shannon, Communication theory of secrecy systems, Bell System Technical Journal,
vol. 28, pp. 656-715, 1949.

G. J. Simmons, Authentication theory/coding theory, Advances in Cryptology,
CRYPTO’84, Lecture Notes in Computer Science, vol. 196, pp. 411-431, Springer-Verlag,
1984.

o7



[54]

[63]

[64]

G. J. Simmons, Message authentication with arbitration of transmitter/receiver disputes,
Proceedings of EUROCRYPT’87, Lecture Notes in Computer Science, vol. 304, pp. 150-166,
1987.

G. J. Simmons, A Cartesian product construction for unconditionally secure authentication

codes that permit arbitration, Journal of Cryptology, vol. 2, no. 2, pp. 77-104, 1990.

M. De Soete, Bounds and constructions for authentication - secrecy codes with splitting,
Advances in Cryptology, CRYPTO 88, S. Goldwasser, ed., Lecture Notes in Computer
Science 403, pp. 311-317, 1989.

D. R. Stinson, Universal hashing and authentication codes, Designs, Codes and Cryptogra-
phy, vol. 4, pp. 337-346, 1994.

D. R. Stinson, Cryptography: Theory and Practice, Boca Raton, FL: CRC, 1995.

D. R. Stinson. Some constructions and bounds for authentication codes, Journal of Cryp-

tology, vol. 1, pp. 37-51, 1988.

D. R. Stinson, The combinatorics of authentication and secrecy codes, Journal of Cryptol-
ogy, vol. 2, pp. 23-49, 1990.

D. R. Stinson, Combinatorial techniques for universal hashing, Journal of Computer and

Systems Science, vol. 48, pp. 337-346, 1994.

D. R. Stinson, Combinatorial characterizations of authentication codes, Designs, Codes
and Cryptography, vol. 2, pp. 175-187, 1992. [Preliminary version appeared in Advances in
Cryptology, CRYPTO’91, J. Feigenbaum, ed., Lecture Notes in Computer Science, vol. 576,
pp. 62-73, 1992.]

D. R. Stinson, A construction for authentication/secrecy codes from certain combinatorial

designs, Journal of Cryptology, vol. 1, pp. 119127, 1988.

D. R. Stinson and L. Teirlinck, A construction for authentication/secrecy codes from 3-
homogeneous permutation groups, Furopean Journal of Combinatorics, vol. 11, pp. 7379,

1990.

X. Tian, Several constructions of authentication codes with secrecy, Ph.D. dissertation,

University of Hong Kong, Hong Kong, 2004.

H. M. Trachtenberg, On the cross-correlation function of maximal linear sequences, Ph.D.

dissertation, University of Southern California, Los Angeles, 1970.

M. Walker, Information-theoretic bounds for authentication schemes, Journal of Cryptology,
vol. 2, pp. 131143, 1990.

58



[68]

[69]

[70]

[71]

[72]

[74]

Z. -X. Wan, Lectures on Finite Fields and Galois Rings, World Scientific, Singapore, 2003.

Z.-X. Wan, Construction of Cartesian authentication codes from unitary geometry, Designs,

Codes and Cryptography vol. 2, pp. 333-356, 1992.

Z. -X. Wan, B. Smeets and P. Vanroose, On the construction of Cartesian authentication
codes over symplectic spaces, IEEE Transactions on Information Theory vol. 40, 920-929,
1994.

X. Wang, Cartesian authentication codes from error correcting codes, Ph.D. dissertation,

University of Hong Kong, Hong Kong, 2004.

M. N. Wegman and J. L. Carter, New hash functions and their use in authentication and

set equality, Journal Computer and System Science, vol. 22, pp. 265279, 1981.

C. Xing, H. Wang and K. Y. Lam, Construction of authentication codes from algebraic
curves over finite fields, IEEE Transactions on Information Theory, vol. 46, pp. 886-892,
2000.

C. Zanella, Linear sections of the finite Veronese varieties and authentication systems de-

fined using geometry, Designs, Codes and Crytography, vol. 13, pp. 199-212, 1998.

59



VITA

PERSONAL INFORMATION

Surname, Name: Sayg, Zilfiikar

Nationality: Turkish (TC)

Date and Place of Birth: February 10, 1978, Yerkdy

Marital Status: Married to Elif Saygi, have son Emir Ali Sayg:
Phone: +90 312 210 56 09

Fax: +90 312 210 29 85

email: saygi@metu.edu.tr

ACADEMIC DEGREES

Ph.D.

M.Sc.

B.S.

Department of Cryptography, 2007 July

Institute of Applied Mathematics

Middle East Technical University-Ankara

Advisor: Prof. Dr. Ferruh Ozbudak

Thesis Title: Constructions of Authentication Codes
Department of Mathematics, 2003 January

Middle East Technical University-Ankara
Supervisor: Prof. Dr. Ersan Akyildiz

Thesis Title: A Method of Constructing Secure S-boxes
Department of Mathematics, June 2000

Middle East Technical University-Ankara

EMPLOYMENT

2002-

Research Assistant,

Department of Cryptography, Institute of Applied Mathematics,

Middle East Technical University-Ankara

2000-2002 Researcher,

Cryptographic Test and Design Group,
TUBITAK-UEKAE, Gebze-Kocaeli

60



PUBLICATIONS
e F. Ozbudak, Z. Sayg1, Some constructions of systematic authentication codes using galois
rings, Designs, Codes and Cryptography, vol 41, No. 3, pp. 343-357 (2006).

e A. Doganaksoy, E. Saygi, Z. Saygi, Quadratic Feedback Shift Registers Generating Maximum
Length Sequences, BFCA 2007, Third International Workshop on Boolean Functions :
Cryptography and Applications, May 2-3, 2007, Paris, France.

e F. Ozbudak, Z. Sayg1, Constructions of Systematic Authentication Codes Using Additive
Polynomials, WCC 2007, International Workshop on Coding and Cryptography, April 16-20,
2007, Versailles, France.

e B. G. Diindar, F. Géloglu, A. Doganaksoy, Z. Saygi, A method of constructing highly
nonlinear balanced Boolean functions, BFCA’06, Boolean Functions: Cryptography and
Applications, Editors: J-F. Michon, P. Valarcher, J-B. Yuns, pp. 1-11, 13-15 Mart 2006,

Rouen, France.

e A. Doganaksoy, S. Sagdigoglu, Z. Saygi, M. Uguz, A note on linearity and homomorphicity,
BFCA’06, Boolean Functions: Cryptography and Applications, Editors: J-F. Michon, P.
Valarcher, J-B. Yuns, pp. 99-106, 13-15 Mart 2006, Rouen, France.

e E. Saygi, Z. Saygi, M. S. Turan, A. Doganaksoy, Statistical approach on the number of SAC
satisfying functions, BFCA’05, Boolean Functions: Cryptography and Applications, Editors:
J-F. Michon, P. Valarcher, J-B. Yuns, pp. 39-48, 7-9 Mart 2005, Rouen, France.

e A. Doganaksoy, B. G. Diindar, F. Géloglu, Z. Saygi, F. Sulak, M. Uguz, A Survey on Bent
Functions and Normality, National Cryptology Symposium II, Editor: Ali Doganaksoy pp.
19-26 , 15-17 December 2006, Ankara, Tirkiye.

e 7. Saygi, S. Yesil, Agik Anahtar Altyapisi Konusunda Aragtirma, Geligtirme ve Uygulamalar,
National Digital Signature Symposium I, pp.28-34, 7-8 December 2006, Ankara, Tiirkiye.

e . Ozbudak, Z. Sayg1, Construction of Systematic Authentication Codes, National
Cryptology Symposium I, Editor: Ersan Akyildiz, pp. 142-148 , 18-20 November 2005,
Ankara, Tiirkiye.

61



