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ABSTRACT

SARMAL: A CRYPTOGRAPHIC HASH FUNCTION

VARICI, Kerem
M.S., Department of THE DEPARTMENT OF CRYPTOGRAPHY

Supervisor : Assoc. Prof. Dr. Ali Doganaksoy

AUGUST 2008, 49 pages

Recent years witnessed the continuous works on analysis of cryptographic hash functions
which reveal that most of them are not as secure as claimed. Wang et al. presented the first
full round collisions on M D4 and RIPEMD using a new attack technique on hash functions
which is based on differential cryptanalysis. Then, this attack is further developed and used
in the analysis of other famous and widely used hash functions. As a result of these studies,
National Institute of Standards and Technology (NIST) announced a public competition of
designing a new hash function which will be chosen as the new hash function standard (Secure

Hash Algorithm 3, (S HA - 3)).

It is expected from new algorithm to provide security bounds for preimage, second-preimage
and collision attacks, besides being resistant against all known attack methods. The new hash
standard is expected to support variable hash sizes to be used for variable purposes. Moreover,

the design should be efficient in both software and hardware implementations.

In this thesis, we present a new cryptographic hash function family, Sarmal, which is designed
to satisfy all the properties above as a candidate for the S HA — 3 competition. It uses the
well known components from block cipher theory to satisfy both security/efficiency trade-

off. On the other hand, HAIFA iterative hashing mode is used to prevent latest weaknesses

v



of standard Merkle-Damgéard paradigm and provide flexible hash size. Moreover, software

implementations reveal that Sarmal can be very efficient on multiple platforms.

Keywords: Sarmal, Design, Hash Function
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SARMAL: KRIPTOGRAFIK OZET FONKSIYONU TASARIMI

VARICI, Kerem
Yiiksek Lisans, Kriptografi Boliimii
Tez Yoneticisi : Assoc. Prof. Dr. Ali Doganaksoy

Agustos 2008, 49 sayfa

Son yillarda kriptografik 6zet fonksiyonu analizinde siiregelen caligmalar, bir ¢ogunun belir-
tildigi kadar giivenli olmadigin1 gostermigstir. Wang vd. 6zet fonksiyonlari i¢in diferansiyel
kriptanalize dayanan yeni bir atak teknigi kullanarak M D4 ve RIPEM D fonksiyonlarina, tim
cevirimi kapsayan ¢akigsmalar buldular. Daha sonra bu atak gelistirilerek herkes tarafindan bi-
linen ve cogu alanda kullanilan diger 6zet fonksiyonlarinin analizinde kullanildi. Yapilan bu
calismalarin sonucunda “National Institute of Standards and Technology” (NIST), yeni 6zet
fonksiyon standardi S HA — 3 se¢ilmek iizere, herkesin katilimina acik bir tasarim yarigmasi

baglatti.

Yeni algoritmanin ters goriintii kiimesi, ikincil ters goriintii kiimesi ve ¢akigma ataklari i¢in
gerekli giivenlik sinirlarini saglamasinin yani sira, bilinen biitiin atak yontemlerine karsi da
giivenli olmas1 beklenilmektedir. Yeni 6zet fonksiyon standardinin, ¢esitli amaclarda kul-
lanilmak iizere degisik 6zet boylarini desteklemesi beklenmektedir. Ayrica, tasarim yazilimsal

ve donanimsal kodlamalar yoniinden verimli olmalidir.

Bu tezde, yukarda belirtilen biitiin 6zellikleri saglamak iizere tasarlanan ve yarigma adayi,
yeni bir kriptografik 6zet fonksiyonu ailesi olan Sarmal anlatildi. Tasarim, giivenlik ve ver-

imlilik arasindaki 6diinlesimi en iyi sekilde saglamak icin blok tipi algoritma tasariminda
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siklikla kullanilan parcalardan olusturulmustur. Ote yandan, Merkle-Damgérd standardindaki
zayifliklarin 6niine gecmek ve esnek dzet boyu saglamak icin HAIFA kullanilmigtir. Ayrica,
yapilan yazilimsal kodlamalar Sarmal’1n bir ¢cok platformda ¢ok verimli ¢calisabilecegini goster-

mistir.

Anahtar Kelimeler: Sarmal, Dizayn, Ozet Fonksiyonu
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CHAPTER 1

Introduction

Practically since humans began writing, they have been writing in code, and ciphers have
decided the fate of empires throughout recorded history. Cryptology is derived from the Greek
word kryptos meaning hidden. It is composed of two parts. First of them is cryptography,
which is the science of keeping secrets secret. This is done by hiding the meaning of the
message, not the message itself, by a process known as encryption. Each encryption method
has a distinct algorithm, and a secret key is required to perform. The other is cryptanalysis,
which is the science of finding the weaknesses in these algorithms and breaking into the
message without the knowledge of the key. Over centuries, the history has witnessed the

challenge between these two sciences.

Over 4000 years, cryptography has been used to conceal sensitive information, with an in-
creasing importance throughout the centuries. Having contributed to the birth of modern
computer, cryptanalysts began using technology to break all sorts of ciphers. Therefore, cryp-
tographers began designing more complex ciphers for exploiting the power of the comput-
ers. In short, both cryptography and cryptanalysis have evolved in parallel by a considerable

amount.

In the 1960s, when the computers became more powerful and cheap enough for the busi-
nesses, standardization became a must. Although companies had particular encryption sys-
tems for internal communication, they still needed a common system for communicating the

other companies. To fulfill this need, Lucifer was developed by IBM.

In the 1970s, with the beginning of the information age, the exchange of digital information
became an essential part of our society. By the end of 1990s, electronic mail became more

popular than conventional mails, and nowadays billions of e-mails are sent each day. The



internet has also provided the infrastructure for e-commerce, online banking, e-government
applications, etc. However, the success of the information age depends on its ability to protect
the information, hence, on the power of cryptography. Therefore, people needed cryptography

in order to protect their privacy besides the national security.

In addition to privacy, it is equally important to provide confidentiality, authentication, non-
repudiation and data integrity. Hash functions are fundamental components of many crypto-
graphic applications such as digital signatures, random number generation, message integrity,
authentication, e-cash etc. Employing hash functions for these applications both increase the

security and improve the efficiency of these systems.

Hash functions are categorized into two groups; (i) keyed and (ii) unkeyed hash functions.
Keyed hash functions input a fixed length key and a message of arbitrary finite length. Mes-
sage Authentication Codes (MACs) are examples of keyed hash functions. Unkeyed hash
functions only input message and they involve no secrecy. Modification Detection Codes
(MDCs) are examples of unkeyed hash functions. They can further be divided into two groups
as One Way Hash Functions (OWHF) and Collision Resistant Hash Functions (CRHF). This

classification is summarized in Figure 1.1.

Cryptographic Hash Functions

VRN

Unkeyed Keyed
MDCs MACs
OWHF CRHF

Figure 1.1: Categorization of Cryptographic Hash Functions

Most commonly used hash functions are MD5 (Message Digest) [2], SHA-1 (Secure Hash Al-
gorithm) [3] and RIPEMD [4]. These algorithms are used in many applications such as SSL,
PGP, S/MINE, SSH and SFTP. Comparison of commonly used hash functions are provided
in Table 1.1.



Table 1.1: Comparison of Commonly Used Hash Functions

Hash Function Hash Size State Size | Block size | Max. Message | Collision
Length Size
MD2 [5] 128 384 128 - Almost
MD4 [6] 128 128 512 264 Yes
MD5 [2] 128 128 512 204 1 Yes
RIPEMD [7] 128 128 512 260 Yes
RIPEMD-128/256 [8] | 128/256 128/256 512 264 ] No
RIPEMD-160/320 [8] | 160/320 160/320 512 264-T No
SHA-0 [3] 160 160 512 264 ] Yes
SHA-1 [3] 160 160 512 204 1 With flaws
SHA-256/224 [3] 256/224 256 512 264 ] With flaws
SHA-512/384 [3] 512/384 512 1024 21% No
Tiger [9] 192/160/128 | 192 512 264 ] No
PANAMA [10] 256 8736 256 - With flaws
RadioGatun [11] Arbitrary 58 words 3 words - No

NIST Competition

The design of the commonly used hash functions are based on MD4, as they iteratively use a
compression function that inputs state variable and a fixed length block, and outputs another
fixed length block. Recently, many attacks against hash functions having similar construction
to MD4 are proposed [12, 13, 14, 15]. These recent studies motivated National Institute of
Standards and Technology (NIST) to announce a public competition in 2007 to select a new
cryptographic hash function to be used as the new standard [16]. Minimum requirements of

the competition are given as;

o the algorithm must be publicly available,

o the algorithm must be implementable in a wide range of platforms and

o the algorithm must support 224, 256, 384 and 512 bit message digests and message

length of at least 264 — 1 bits.

The candidate algorithms will be compared based on their security, computational efficiency,
memory requirements, hardware and software suitability, simplicity, flexibility and licensing

requirements.



Overview of the Thesis

In this thesis, we aim to design a new hash function as a candidate of the NIST competition. In
Chapter 2, basic properties, generic attack methods and construction methods are presented.

In Chapter 3, our design, Sarmal is described. Chapter 4 is concluded the thesis.



CHAPTER 2

Cryptographic Hash Functions

A hash function takes a message as an input and produces output or digest which is called a
hash value or hash. A hash function can be defined as H : D — R, where input values are
taken from a domain D and output values go to a range R. This function is always many-to-
one and |D| > |R|. Thus, there has to be always collisions by pigeonhole principle and this
can be seen in Figure 2.1(different input values with same output value). In a cryptographic
hash function H, it is expected that each output values are seen equally likely to avoid finding

collisions easily.

YN N
<X Y
<X, Y,
<X *Ys
s X . F Yoot

st
- X, Sheae -V,
L \__/
n+l

\_/

Domain Range
IDI > IRI

Figure 2.1: Pigeonhole Principle



2.1 Basic Properties

Hash functions take arbitrary length input and produce a fixed length output which is com-
monly called fingerprint or message digest of the input. Some desired structural and security-

wise properties of cryptographic hash functions are given below.

Structural Properties

1. Algorithm of a hash function should be publicly known. There may not be any secret

parameters.

2. For a given value x and a hash function H, it should be ‘easy’ to compute H(x).

Security-Wise Properties

1. Preimage resistance: For a given hash value H(x), it should be ‘hard’ to compute x.

2. Second preimage resistance: Given x and its hash value H(x) , it should be ‘hard’ to

find x such that x # x and H(x ) = H(x).

3. Collision resistance: It should be ‘hard’ to find x and x” such that x # x and H(x) =
H(x).

This thesis is mainly focused on collision resistant hash functions which must satisfy all the

conditions above.

2.2 Attack Methods against Hash Functions

Attacks on hash functions can be divided into two types [17]. First of them is generic attacks
which are independent from the specification of the hash function and they mainly exploit the
weaknesses of the hash functions in a general way. Second type attacks focus on structural
weaknesses and exploits the weaknesses of the algorithm. In this section, these two attack

types are going to be described.



2.2.1 Attacks Independent of Hash Function

Birthday Attack: It is based on the generalized birthday problem. For a set of n elements,
if two sample spaces are chosen as s; and s, in that set, then the probability of a match
from these two spaces is approximately 1 — e‘mz#. Moreover, if |s1| = |s2] = n'/2, then the
probability of the match closes to 0.63. Birthday problem is used to find collisions in the
hash function. For a given hash function H(x) with output length n, there exist 2" different

hash values and if one chooses V2" = 2"/ different messages, a collision is expected with

probability greater than 1/2 according to the birthday problem.

Preimage Attack: For a given hash value, one chooses random messages and expects that
the given hash value is going to be obtained. It is assumed that all output values are seen
equally likely for the cryptographic hash functions. Therefore, if the output length of the
hash function is given as n bits, then after 2" trials, one message’s output value is expected
to satisfy the given hash value. This attack can be thought as exhaustive search to the hash

functions.

Second Preimage Attack: For a given message and its hash value, one chooses random
messages to obtain the same hash value. Again, due to the fact that all output values are
seen equally likely, if the hash value is n bits, after 2" message trials, one message value’s
hash is going to satisfy the given message’s hash value. Again, this attack can be thought as

exhaustive search to the hash functions.

The attacks on hash functions based on the generic attacks above can be described as follows:

o Collision Attack: Aim of this attack is to find two colliding pair of messages for the

given hash function less than 2"/ trials.

e Near-Collision Attack: In this attack scenerio, one tries to find two message pairs
whose hash values are not same but difference between them is as small as possible.

Moreover, message pairs must be found less than 2"/2 trials.

e Pseudo-Collision Attack: Most of the hash functions use Initial Values (IVs) which

are fixed by the designers. Pseudo-collision attack is applied with choosing the IVs to



find collisions and exploit the weakness of the hash function. The total complexity of
this attack is also same as other collision attacks and after 2/ trials, pseudo-collisions

can be found.

e Pseudo-Near-Collision Attack: This attack is combination of 2 and 3. Attacker

chooses the IV value and tries to find a near collisions after 2"/2 trials.

2.2.2 Attacks Dependent to Hash Function

Meet in the Middle Attack: Meet in the middle attack is adopted from the birthday attack.
It enables to construct a message value whose hash is same with a given one. A hash function
with an invertible compression function is required. Therefore, it is mostly applicable to the
iterated hash functions. In this attack, chaining values will be compared rather than hash
values. Attack works with going forward from initial value to an intermediate value with a
sample space s; and going backward from hash value to the intermediate value with another
sample space sp. The probability of obtaining same intermediate chaining value from two
Isy syl

different sample spaces equals to 1 — e~ 2" by birthday problem where # is the length of the

hash and chaining values.

Fixed Point Attack: This attack is applied to hash functions that use a compression func-
tion. For the compression function f(h;_1,m;) = h;, a chaining value % is searched where
f(h,m;) = h. This means that the message value m; does not affect the result of the hash
value. Thus, m; can be used to obtain second-preimage attacks. In other words, for a mes-
sage value m = mymy ---m;, if a fix point found for its i element m; ( f(h,m;) = h), then

m* = mymy ---m;_1m;y - - - My also gives the same hash value where m # m* [17].

Differential Attack: Differential attack to the hash functions is based on the Differential
Cryptanalysis of block ciphers [18]. Mostly, it is applicable to block cipher based hash func-
tions. The aim of the differential attack is to find a collision for a hash function (i.e. Zero
difference is expected at the end). Moreover, differential attack is also used in an interme-
diate step to find internal collisions for hash functions and recent works on hash function

cryptanalysis commonly use this type of attacks [19, 20, 21, 22].



2.3 Iterated Hash Functions

A common way to construct a hash function is to use iterations. Figure 2.2 gives a general
method of constructing iterative hash functions. It was described by Merkle [23] and Damgard
[24] in 1990 independently. The initial version of this iteration method has some weaknesses
against long-message attack to obtain second-preimages. Thus, it was strengthened by addi-

tion of message length as a last message block.

Compression Function

Input Value (M. }—; e - 3
nput Value (Message) D»D#) ——=| Output (Hash Value)

Iteration Part

Figure 2.2: Iterated Hash Function

Merkle-Damgard - Strengthening is proceeded as follows: Firstly, a compression function
f {0, 1}"x{0, 1}'* — {0, 1}" is taken which uses messages of length m and chaining variables
of length n and outputs the next chaining variable of length n. Thus, a given message M is
padded to obtain a message of length multiple of n, then it is divided into ¢ — 1 equal pieces
and message length of unpadded message is added as 1" piece. At each iteration, inputs m;
and h;_; is used to derive output /;. Output of i’ iteration h;, is called the chaining variable or
the intermediate variable. The first chaining variable is called the Initial Value. The iterative
hash functions can be described as follows and the generalized scheme can be seen in Figure

2.3:

ho =1V,
hi = f(mi,hizy), i=1,2,...,t

H(m) = h,

Theorem 2.3.1 If the given compression function h(x) is collision-resistant, then the hash

function H(x) is collision resistant.



Message (m)

m m m m m m Padding and
‘ ! ‘ 2 ‘ ’ ‘ ‘ 2 ‘ ! ! block length addition
h Hash value
h, (IV) n hi (b= kb '
Figure 2.3: Merkle-Damgard Construction (Strengthening)
Proof. A proof of this theorem can be found in [25]. [ |

As the result of this theorem, collision-resistant compression functions are become popular.
Various constructions are published based on iteration. Some of them use block ciphers as
compression function, some use stream ciphers etc. The hash functions based on block ciphers

are going to be studied in next section detailed.

2.3.1 Attacks on Merkle-Damgard Strengthening

There exist many hash functions which utilize Merkle-Damgard construction today. There-
fore, many articles related to security notions of this construction are published. Some of

them are going to be summarized below.

Length Extension Attack: Let a long message M = mmy - - - m; be hashed with Merkle-
Damgard construction without any Merkle-Damgard - Strengthening. A message M* can be
found such that H(M) = H(M™) by choosing a random message m* and computing f(IV, m*)
and checking for the collision between f(IV,m") and the chaining variables of H(M). If it is
found, m* can be concatenated to M rather than the messages that are computed up to that
point where the same chaining variable is obtained. This yields M* (# M) whose hash value
is equal to hash of M. Therefore, M* is called a second-preimage of M and this attack can be

defined as second-preimage attack against Merkle-Damgéard strengthening.

10



Multi-collision Attack: Joux [26] expressed that finding multi-collisions in the iterative
hash functions is not harder than finding a collision. First, two single length messages are
found such that iy = f(ho,m1) = f(ho,m]) and this operation can be repeated until f-hash
value is obtained such that h; = f(h;—1,m;) = f(hi-1,m). Then, 2! different multi-collisions
can be obtained with a complexity ¢ x 2"/? rather than 2*~1/*_ For the case ¢ = 2, the attack
can be described as after finding hy = f(ho,m1) = f(ho,m}) and hy = f(hy,mp) = f(hy,m}),
22 = 4 different collisions can be obtained as evaluating the hash values of concatenation of
the messages H(mi|imy) = H(m|lm3) = H(m}|lm2) = H(m}|lm}). Figure 2.4 illustrates the

multi-collision attack.

Using multi-collisions, Joux also showed that concatenation of two different hash functions

does not improve the collision resistance.
ml m2 m} ml
m m m m
Figure 2.4: Multi-Collision Attack

Fixed Point and Second Preimage Attacks: It is stated by Dean [27] that for an iterative
hash function, if the fix points of compression function can be calculated easily, then finding
second-preimages is easier than expected. Davies-Meyer construction fits this condition well.
Its compression function can be written as h; = E,,, (hi—1) ® h;—1 where E denotes the block
cipher and subscripted value denotes the key value of block cipher. For a fixed point 4, the
equality will be & = E,, (h)® hand E,,;,(h) =0 or h = E,;ll,l (0). For this kind of a compression

function, it is easy to calculate fix points for randomly selected messages.

Either using Davies-Meyer construction or another one, if the fixed points can be calculated
easily, then Dean’s attack can be applicable and it works as follows:
1. Find O(2"?) fix points which is denoted by a set A and 7 is the length of hash value.

2. Compute the chaining values of O(2"/?) single message blocks by taking /;_; = IV and

call it setto B .

11



3. Search for the matches between the values in A and B. Due to the choice of number
of elements in A and B, there must be a colliding pair in the sets A and B with the
probability greater than 1/2. After finding the match, concatenation of the message
from A to the message from B that give the collision, one gets the m* in the length
extension attack. The obtained message length can be extended to the original message

length by adding the fixed points required times. The sketch of the attack is given in

Figure 2.5

Figure 2.5: Dean’s Fixed Point Attack

Kelsey and Schneier improved this attack to the case where it is not easy to find fixed points
[28]. They used the multi-collision technique to by pass first two steps of Dean’s attack and

then third step is applied to find second-preimages.

Herding Attack: This attack type is based on time-memory trade off and was introduced
by Kelsey and Kohno [29]. Attack has an offline and an online phase. In the offline phase
of the attack, 2’ different chaining variables are chosen first, then with the aid of 0(2"?71/2)
single message blocks, next chaining variables are computed and it is expected that some of
these hash values are collided. This step is repeated until one chaining variable left and that
value can be used as hash value. In the online phase, 2"~ operations are performed with 2"~/

different messages to connect the prefix to the one of 2’ different chaining variable. (Length
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of the hash value is denoted as n.) The attack can be seen in Figure 2.6.

5.

n—t Mk M\ - /

. 2" Message / >

Prefix — Q . C h

fi Trials . N ‘
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7 -
i »
W

W

W

Figure 2.6: Herding Attack

2.4 Hash Iterative Framework (HAIFA):

In the previous section, drawbacks of Merkle-Damgard construction are given. HAsh Iterative
FrAmework (HAIFA) is proposed by Biham and Dunkelman [30] to patch these problems and
generalize the iterative hash function schemes. Figure 2.7 gives the general scheme of HAIFA.
It is claimed that all the good properties of Merkle-Damgard construction is preserved and

security is improved also variable hash size is enabled.

In the Merkle-Damgard construction, compression function uses a chaining value of size n and
a message block of size n. In addition to these input values, a bit counter of size b and a salt
of size s are used in HAIFA and it is defined as f : {0, 1}"* x {0, 1}" x {0, 1Y x{0,1}* - {0, 1}
and h; = f(h;—1,m;, bh;, s;) where bh denotes the number of bits hashed so far and s denotes

the salt. A message is hashed after three main and one optional steps which are :
1. Padding
2. Computation of IV

3. Iteration of compression function f

13



Message (m)

Padding

Hash value

Figure 2.7: General Scheme of HAIFA

4. Truncation of the final chaining value (Optional)

Padding: The padding in HAIFA is very similar to the Merkle-Damgéard Strengthening’s
padding. Moreover, the hash size is added as last r-bits of the message. The full padding can

be described as:

1. Add a bit 1 to end of the message.

2. Add 0-bits that follows the bit 1. The required number of zeroes is decided by checking
whether the length of padded message is a multiple of n after #-bits of message length

and r-bits of hash size added.
3. Add the message length in #-bits.

4. Add the hash size in r-bits.

Addition of hash size is related to preventing the variable size hash outputs against the colli-

sion attacks. Also, the last block of the message can be identified by compression function.

Computation of /V: Initial value is computed with the operation IV = f(IVy,m,,0,0)

where V) is a fixed value and m, is the encoded version of the hashing message. m is first
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described in k-bits. Then, a single bit 1 and n — k — 1 zeroes is padded to the obtain encoded

message ni,.

Iteration of compression function f: #; is found by computing f(h;_1,m;, bh, s) and this
operation is repeated until message blocks ends in the iteration part. There does not exist
any difference between iteration method of Merkle-Damgard and HAIFA. Only difference is

between the compression functions.

Truncation of the final chaining value: This step is optional. If different hash sizes are
required for the same hash function, truncating the last compression value can be applied.
This process was previously used in the hash functions S HA — 256 and S HA — 512 to obtain
S HA —224 and S HA — 384 respectively. Except their initial values and constants, overall the
structure is the same in this constructions. On the other hand, this can cause some problems.
If the same chaining values in the first few blocks are obtained by applying collision attacks,
then the remaining operations and the obtained hash values (up to truncation) will be the same.
Therefore, the hash size of the message is added to the message in the padding part to protect

the construction against this kind of attacks.

Security of HAIFA: As mentioned before, HAIFA can be considered like a generalized
version of Merkle-Damgard construction. The proof methods of Merkle-Damgard construc-
tion can be applied to the HAIFA and collision resistance was proved by using the same
arguments in the proof of Merkle-Damgérd construction. Thus, it can be said that if the com-
pression function is collision resistant, then HAIFA is also collision resistant [30]. Lately, it
was also claimed that if the compression function of HAIFA is an ideal cipher or a random
oracle, then second-preimages can be found with 2" work which is optimal case. It was pre-
sented in a Workshop (“Hash functions in cryptology: theory and practice ) but not published

yet.

It must be also showed that the attacks on Merkle-Damgard construction do not work on
HAIFA. The additional variables in the construction mainly concentrate on preventing HAIFA
against these attacks. In the proposal of the HAIFA [30], it is stated that the addition of
number of bits hashed so far into the chaining variable provides resistance against fix point

attacks. Multi-collisions cannot be be pre-computed without knowing the exact salt value.
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In the second-preimage attack by Kelsey and Schneier, salt value must be known to produce
the expandable message. If it is not known, an expandable message can be produced for all
values of salt or there will be no offline phase in the attack. Herding attack is not feasible if the
salt value is choosing at least 64-bits length in the HAIFA [30]. Table 2.1 shows the required
works to apply the basic attacks to Ideal, Merkle-Damgard and HAIFA hash functions which

is taken from [30].

Table 2.1: Complexities of Attacks on Ideal Hash Function, Merkle-Damgérd and HAIFA
(Compression functions of Merkle-Damgérd and HAIFA are considered as ideal compression
functions)

Type of Attack Ideal Hash Merkle-Damgard HAIFA HAIFA
Function (fixed salt) (distinct salt)

= > > >

Preimage 2" 2" 2" 2"

One-of-many 2k 2k 217k 2"

Preimage

(k < 2* messages)

Second-preimage 2" 2nit 2" 2"

(I-blocks)

One-of-many onk 2nit 2nk 2"

Second-preimage
(I-blocks, k < 2* messages)

Collision oniz oniz 72 2
Multi-collision 2nu=bir [log) (112" [log:(H)12"% | Tlogy(1)12"?
(t-collision)

Herding Online: - on—t it o=t
Offline on/2+1/2 on/2+1/2 on/2+1/2+s

2.5 Construction of Hash Functions

In the previous sections, the basics of a hash function and some required information that helps
to understand the following chapters are given. In this section, some important construction

methods of the cryptographic hash functions are going to be described.

Up to now, many different construction methods are proposed to obtain a collision resistance
hash function and new construction methods are also being developed. Some of them uses
NP-complete mathematical problems, some uses well known cryptographic components like
block ciphers and others are designed with totally new strategies. In this section the following

construction methods are described:
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1. Provably secure hash functions,
2. Block cipher based hash functions,

3. Sponge function based hash functions.

Each choice has some advantages and disadvantages and research is going on to find the best
construction method. In the following sections, hashing methods that are given above are

examined.

2.5.1 Provably Secure Hash Functions

The designs of this type of hashing are based on hard mathematical problems. Some of
the problems can be reduced to NP-complete problems, which are also used in public key
cryptography. On the other hand, the hardness of the some mathematical problems are also
used to design a hash function. Thus, some schemes are badly broken after finding solutions

to the defined problems.

The security bounds for a CRHF can be obtained and proved in this type of constructions
easily. Due to the operations that are used for hashing, provably secure hash functions are

slower than the others.

One of the first examples of this type hashing is given by Gibson [31] whose proposal is
based on discrete logarithm problem. Three years after in 1994, Bellare et al.[32] designed a
hash function which is also based on discrete logarithm problem. In 2006, Very Smooth Hash
(VSH) [33] was presented in the Eurocrypt where the underlying number-theoretic problem

can be reduced to finding non-trivial modular square root of very smooth number.

There also exists some hash functions based on expander graphs. These make use of the
problems in the graphs and groups properties. LPS [34], ZT [35] and Prizer [34] hashes are
the examples of expander graph based hashing. LPS hash is completely broken today. ZT
and Prizer hashes are unbroken. The mathematical problems in these hashes could not be
reduced to an NP-complete problem. Therefore, there exists always a possibility to deduce

some weaknesses of the these hash functions.

There exist also some provably secure hash functions based on Knapsack [36, 37], Lattice
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[38, 39, 40] and Coding Theory and Fast Fourier Transforms (FFT) [41].

2.5.2 Block Cipher Based Hash Functions

One of the main design types of hash functions is based on block ciphers where many ideas
and theories have been developed in the last ten years related to this topic. The main problem
of constructing a hash function from a block cipher is the bijectiveness (lack of one-wayness)
of the block cipher. Thus, adopting the block ciphers to hash functions some extra operations

are needed before and/or after encryption operations.

The block cipher based hashing is mainly preferred due to some reasons. First of all, more
efficient hash functions can be constructed using block ciphers. Minimum requirements in
hardware and better performances in hashing can be obtained. But there always exists a trade-
off between the efficiency of the design and its security. The more efficient designs require
very simple constructions and these are concluded with badly broken hashes like M D— family
which includes MD—X (MD2, MD4, MD5 and RIPEMD) and SHA-X (SHA-0,SHA-1
and S HA — 2) hashes. The second reason why the block cipher based hashing is chosen that

the block ciphers are well examined and exploited their weaknesses.

In block cipher based hashing, a block cipher is chosen as a compression function, then it is
iterated for some rounds to produce hash values. After Merkle and Damgard showed iterative
hash functions are collision resistant if the compression functions are collision resistant, block
cipher based hashing became more popular. Most of the hashes, which are chosen as standard
and used in many applications today, are also based on block ciphers. They use very simple

encryption functions. Thus, they are more efficient than provably secure hash functions.

Choosing a block cipher did not provide the security margins in 1990s while the block length
of the ciphers were 64-bit and it leads only 232 complexity to get a collision. Therefore,
more than one block cipher were used in the designs and various lengths of hash values are

obtained. But, most designers concentrated on the following constructions:

1. Size of hash value equals to the block length of the block ciphers

2. Size of hash value equals to twice the block length of the block ciphers
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Different lengths of hash values and different number of block ciphers in the new designs
come up with one question: Which one is more efficient? The following definition enables to

compare block cipher based hash functions.

Definition 2.5.1 The rate R of a hash function is defined as hashed message block per en-

cryption.

Low rate hash functions with single length are mostly preferred rather than high rate hash
functions due to the efficiency problems of high rate hash functions. Thus, hash functions
with single block lengths examined in the following paragraphs. Then, some examples of
double block length hash functions are going to be given and finalized with other examples of

efficient designs which have neither single nor double block length.

Single Block Length Hash: All the designs with single block length have rate-1. Most
known are given by Davies-Meyer [42], Matyas-Meyer-Oseas [43], Miyaguchi-Preneel [44,
45] which are also given in Figure 2.9 [1, 5, 6] respectively.

Preneel, Govaerts and VandeWalle (PGV) Constructions: PGV [45] defined single-length
block hash with rate-1 in a general form. In the PGV construction, a block cipher is consid-
ered like Figure 2.8 where the block cipher takes two input values: Plaintext P and key k. It
gives an output value which is XORed with an feedforward value FF. The values P, k, FF are
thought as chosen from the set {m;, h;_1, m; ® h;_, C}. Therefore, there exist 43 =64 possible

construction methods and it was stated that only 12 of them (Figure 2.9) are seemed secure.

P

|

FF

Figure 2.8: General Scheme (The key of the block cipher is shown as small box)
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Figure 2.9: Twelve Secure Hash Constructions (The key of the block cipher is shown as small
box)

In 2002, Black, Rogaway and Shrimpton [1] showed that collision resistance of the given
constructions are close to the birthday bound and they also showed that 8 of them (Figure 2.10)
are also collision resistant if they are iterated properly even though they do not have a secure
compression functions. Stam [46] also shows the collision resistance of the constructions in

a different way.

Double Block Length Hash: In the block cipher based hash functions if the output length
is equal to the double block length of the cipher than it is called double block length hashing.
Most known examples are MDC -2 [47] and MDC —4 [47]. The numbers at the end describes
the required block cipher calls in the compression function. The design principle of these
two hashes was to produce double length hashes using well known cipher Data Encryption
Standart (DES) [48]. As it can can be seen from Figure 2.11 rate of these hash functions are
1/2, 1/4 respectively. Both use extended version of the Matyas-Meyer-Oseas scheme which

is stated in Figure 2.9 as number 5.

Another example to double-length hashing is given by Nandi et al.[49] with rate 2/3. The
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Figure 2.10: Eight Secure Hash Constructions Defined by Black et al. [1] (The key of the
block cipher is shown as small box)

h H*'E] [j—— h;, g, MDC-2 Compression Function g,
[, n ‘

l8 8.}
EM MDC-2 Compression Function

| J

h, k' g, 8/

Figure 2.11: MDC — 2 and MDC — 4
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Figure 2.12: Nandi’s Double-length Block Hash Design

hash function can be seen in Figure 2.12. In addition to this construction, there exist also
Abreast-DM [50], Parallel-DM [51], Hirose family [52], Merkle’s constructions based on
DES and PBGV [53] constructions with double-length and different rates.

For all constructions mentioned above, information theoretic security bounds are discussed
in the proposals and also in related articles. Knudsen, Lai and Preneel [54] investigated the
security of double-length block hashing with rate-1. Rate 1/2 constructions were studied by
Hohl, Lai, Meier and Waldvogel [51]. Moreover, double-length block hashing with double-
length key value was discussed by Satoh, Haga and Kurosawa [55] and Hattori, Hirose and

Yoshida [56].

Larger than double block length hash functions are also introduced by Preneel and Knudsen

[57]. They used block cipher based hash functions with Quaternary Codes.

2.6 Sponge Function Based Hash Functions

Sponge functions are defined by Bertoni et al. [58]. They are iteration of finite states. Using
a sponge function it is possible to produce an infinite-length output from a variable-length

input. Sponges can be used to construct both hash functions and stream ciphers.

Grindahl [59] is an example to constructing a hash function from a sponge function. It is
designed by Thomsen et al. It supports 256 and 512 bits of output. It has some lacks in
the collision resistance and that was showed by Peyrin [60]. Another example is Radiogatin
[11]. Itis mainly a stream based hash function, but it can be also included into sponge function

based hash construction.
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It is expected from a cryptographic hash function that behaves like a random oracle and a
random oracle does not have any weaknesses. When iterated hash functions are considered,
there always exist inner collisions which can be defined as if two message pair m; and m;
give the same chaining value, then concatenation of m; and m, with collide suffix m* collide
(i.e. my|lm* and my|lm* gives same hash value). In the sponge function construction, there
also exist inner collisions and this is the only weaknesses of sponge functions so far. Gorski
et al. [61] also showed that slide attacks can be applicable to sponge functions and gave two

examples on MAC modes of Radiogatuin and Grindahl.

2.6.1 Stream Cipher Based Hash Functions

Some of the researches to find more efficient hashing come up with new hashing techniques.
The construction method is based on neither a mathematical problem nor a block cipher. It is
based on synchronous stream ciphers which are one of the important parts of the symmetric
cryptosystems and they are suitable for applications where high speed is required. The hard-
ware requirements are also lower then a block cipher constructions. Thus, some constructions

were given in previous years.

Panama is the first stream based hash function which is designed by Daemen et al.[10] and
badly broken by the designers [62, 63]. Then, strengthened version is proposed as Radiogatiin
[11] in 2007. There is also a design which is based on the famous stream cipher RC4 [64]
which is also broken by Indesteege and Preneel[65]. Performances of stream cipher based
hash functions are better than the other constructions but there does not exist any mathematical
or information theoretic proofs related to their security. The studies on the stream ciphers and

their security can help to reach some results for the security results of stream based hashing.
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CHAPTER 3

Sarmal: Cryptographic Hash Function Family

Most of the known hash functions and their updated versions were broken with last term
attacks on hash functions [19, 20, 21, 22]. It is also showed that the commonly used construc-
tion method, Merkle-Damgérd, is not secure as expected [26, 27, 28, 29]. NIST announced
for a public competition to choose new hash function which will be a new hashing standard

and called S HA — 3 [16].

In the design of Sarmal, it is aimed to construct hash function, which satisfies the stated prop-
erties of new hash function. To achieve this, HAIFA is chosen as the construction method.
Compression function of Sarmal consists of two linearly independent, identical branches
which contains generalized Feistel networks. Whole construction is word oriented and Ad-
vance Encryption Standard(AES) type operations such as s-boxes and matrices, based on
Maximum Distance Separable (MDS) codes, are used in the design. Message permutation is

preferred rather than message expansion which are come up with extra implementation costs.

Sarmal is a hash function family which supports various size of hash digests(224, 256, 384
and 512 bit). The definition of Sarmal is given through 512-bit version. 384-bit version is
defined in Section 3.1.3 and 224/256-bit versions are defined in Chapter B.

3.1 Description of Sarmal

3.1.1 Notation

Throughout this chapter, the following notation will be used. Each 512-bit block is composed
of eight 64-bit words (X[7], X[6], ..., X[0] = X[7 —0]). Note that the words and blocks are in
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Table 3.1: Notation

) Bitwise logical exclusive OR (XOR)  s;_; 128-bit salt value A

23] Addition modulo 2% sizi[j] j™ 64-bit word of 128-bit s;_,

H Substraction modulo 2 ti_1 64-bit bit counter

X; 512-bit intermediate value c 256-bit constant value

X1 j™ 64-bit word of 512-bit X; clj] j™ 64-bit word of 256-bit ¢

hi_y 512-bit chaining value 1 64-bit Input value

hioi[j1 - j™ 64-bit word of 512-bit h;_; (0] 64-bit Output value

Sl 8 x 8-bit S-box transformation Mgys 8 x 8 Maximum Distance
Separable (MDS) Matrix

little-endian order (i.e. the least significant bit is the rightmost bit numbered 0, and the most
significant bit is bit 63 for a 64-bit word.). The symbols that are used in the equations and

figures are given in the Table 3.1.

Padding: A single bit 1 is concatenated to the message M, followed by zeros until the length
of the message is 439 modulo 512. Afterwards, 100000000 is added and the 64-bit original

message length is appended to the end.

Message Permutation: The compression function of Sarmal needs a 512-bit message in
each iteration. The message is first divided into eight 64-bit words, then these words are
permuted by o (m;), which will be used in two consecutive rounds . Since, there are 16 x 2
rounds in the compression function, 16 permutations are needed. These permutations are
given in Table 3.2. First eight permutations are used in left half and the remaining are used in

the right half of the Sarmal.

Initial value: First 128 hexadecimal digits of x is taken as the initial value (i.e. IV or hg) of

Sarmal, and it is given in Table 3.3.

s and ¢ values: The s variable is used to show the salt value of the Sarmal where it is
required in HAIFA construction to strengthen the structure. 128-bit s is used like a counter.
It is initialized with an IV and incremented by one after each compression function calls and

t shows the number of hashed bits so far. It is 64-bit and used in both left and right branches.
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Table 3.2: Message Permutation

Left Part Right Part

ml] 0 1 2 3 4 5 6 7 ml] 0 1 2 3 4 5 6 7
om) 0 1 2 3 4 5 6 7| o9m) 3 4 0 2 5 7 6 1
oomp)) 6 0 7 1 2 3 4 S5|lowpm) 0 7 6 3 4 2 1 5
osmj)) 5 2 6 4 0 1 7 3|lonm 1 0 5 4 3 6 7 2
ogmp)) 1 7 3 2 5 4 0 6| opm) 7 2 1 5 6 0 3 4
osm) 4 3 5 7 1 6 2 Oflopm) 6 1 3 7 2 5 4 0
oemj) 3 4 1 6 7 0 5 2| oum) 5 3 4 0 7 1 2 6
om) 2 6 0 5 3 7 1 4iloism) 2 6 7 1 0 4 5 3
ogmj)) 7 5 4 0 6 2 3 1| owm) 4 5 2 6 1 3 0 7

Table 3.3: Initial Values of Sarmal

ho[0] = 243F6A8885A308D3,  ho[4] = 452821 E638D01377
ho[1] = 13198A2E03707344, hol5] = BES466CF34E90C6C
ho[2] = A4093822299F31D0, ho[6] = COAC29B7C97C50DD,
ho[3] = 082EFA98ECAE6C89,  ho[7] = 3F84D5B5B5470917

Constants: Sarmal uses a 256-bit constant C which is divided into four 64-bit words. They

are taken from the extension of square root of three. These values are given in Table 3.4.

Table 3.4: Constants of Sarmal

C[0] = BB6TAES584CAAT3B, C[2] = 25D834CC53DA4798;
C[1] =25742D7078B83B89, C[3] = CT720A6486E45A6E2

3.1.2 The Algorithm

Sarmal-512 accepts a message m of arbitrary length (no more than (264

— 1)-bits) as input and
outputs a 512-bit hash value H(m). It uses a compression function f(h;_i,m;, t;-1, si—1). In
each iteration, the rightmost four words of A;_; is concatenated with the rightmost word of the
salt s;_1, rightmost two words of the constant ¢, and ¢ value. The 512-bit state is iterated 16

rounds in the right branch. (Xo = (Xo[7 — 0]) = (h;—1[3 — 0], 5;-1[0], c[1 — 0], 1))
Similarly, the leftmost four words of h;_; is concatenated with the leftmost word of the salt
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value s;_1, leftmost two words of the constant ¢ and ¢ and the result is again processed for 16

rounds in the left branch. (Xy = (Xp[7 — 0]) = (hi—1[7 — 41, si—1[1], c[3 = 2],1))

The two outputs are XORed, and the resulting value is XORed with m;. Figure 3.1 shows the

general view of the compression function.

(hi—ly si—]J c ) ti—])
(hyy, s, et (hey s ¢, 1.)[0]
—o(m,)
~o(m)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 3.1: General View of Compression Function

Round Function: Let F(x,w) denote the round function, where x and w are 512-bit and
256-bit inputs respectively, and w is obtained from m; by a permutation oy (k = 1,2,--- ,16).
For odd rounds w is the least significant four words of the given permutation, whereas for
even rounds it corresponds to the most significant four words (i.e. w = o(m;)[0 — 3] or
w = ox(m;)[4 — 7]). The F-function can be seen in the Figure 3.2 and may be formally

described by the Algorithm 1:
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x 71 X (6] xol5] x 4] xl3] X [2] xoll] x,[0]
G,(m)[0] — o, (m)[1] —P G, (m)[2] o, (m)[3] —D

x[7] x,[6] x,[5] x,[4] x,[3] x,[2] x[1] x,[0]
G, (m)[4] — o, (m)[5] —P G, (m)[6] o, (m)[7] —P

x.l7] x,.,[6] X,.l5] X l4] X.l3] X l2] x.l1] x,.,[0]

Figure 3.2: F-Function

Algorithm 1 F-function
Input: 512-bit state and 256-bit Message Value (m;)

Output: 512-bit new state value
Calculate F(x,w) for each branch
for1 <i<l16do

if (Round is Odd) then
xi[0] = (xi-1[11 @ o (m)[3]) B f2(xi-1[31 @ ok (m)[2]) xi[1] = xi—1[2] & falxi—1[3] @

o(m)[2]) xi[2] = xi—1 [Bl®ok(m)[2] x;[3] = x;-1[418 fi(xi1[7T1® ok (m)[0]) x;[4] =
(xi—1[S1@ o m)[1 DB fi(xi—1 [7T1@ ok (m)[0]) x;[5] = x;1[6]1® f1(xi=1[71® o4 (m;)[O])
x;[6] = x;i-1[7] @ ok (mp)[0] x;[7] = x;—1[01 B fo(x;—1[3] ® o4 (m;)[2])

end

if (Round is Even) then
xi[0] = (xi-1[11 @ o (m)[7]) B f2(xi-1[3]1 @ o (m)[6]) xi[1] = xi—1[2] & folxi—1[3] &

o (m)[6]) xi[2] = xi—1[B]1®ok(m;)[6] x;[3] = x;-1[4]1B fi(xi1 [T @ ok (m)[4]) x;[4] =
(xi—1[S1@ o m) S fi(xi—1 [T1@ or(m)[4]) xi[5] = xi—1[6]1© fi(xi—1[T1® o4 (m;)[4])
x;[6] = x;i-1[7] ® ok (mp[4] x;[7] = x;—1[01 B fo(xi—1[3] ® o4 (m;)[6])

end

end
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/f1 and f, functions: f-functions can be considered as the main non-linear part of the com-
pression function of Sarmal, since the complex operations are performed here, they are im-
portant for diffusion and confusion. Both f; and f, are typical examples of substitution-

permutation network (SPN).

Let f1(I) and f>(I) denote the f-functions, where [ is the 64-bit input, which can be seen as
concatenation of 8-bytes I = (I[7 — 0]). It passes through 8 parallel 8 x 8-bit S-boxes and the
output is multiplied with an MDS matrix M a nd obtained 64-bit output value O. (Details of
S-boxes and Matrix M are in available Appendix A). The only difference of f; and f; is the
selection of S-boxes. Figure 3.3 shows f and f, respectively and they are described in the

following equations:

/i function > function

I

{r7L,11el, - - -, 110D I

{r7, 1161, - - - , 110D

Osx1 Mixs - (SoUITIL, SolII6]1, -+, SoLI[0]D)" Osx1 Mg - (S1UI711, S 111161, -+, S [[01)"

*T represents the transpose operation

‘ Input (1) ‘ Input (1) ‘
L e
fo fo fo fo fo fo fo fo fo fo fo fo fo fo fo fo
HEENERN HEENEEN

Figure 3.3: f; and f, functions
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3.1.3 384-bit Version of Sarmal

The followings are the only differences between Sarmal-384 and Sarmal-512.

1. The initial value (hg) and the constant ¢ values are changed in Sarmal-384.

2. 011000000 string is added rather than 100000000 in the padding part.

3. Hash value is obtained by truncating the final hash value to 384-bits in the Sarmal-
384. The left-most 384-bits of final hash value is taken hash value of Sarmal-384.(i.e.
H(m) = (h[7 - 2])).

Initial value of Sarmal-384: Table 3.5 shows the initial value of Sarmal-384. Extension of
Golden ratio is used in the IV.

Table 3.5: Initial Value of Sarmal-384

hol0] = 9E37T9BITF4ATC15,  hol4] = 2767F0B153D27BTFy
ho[1] = F39CC0605CEDC834,  ho[5] = 0347045B5BF1827F
ho[2] = 1082276BF3A27251, ho[6] = 01886F 0928403002,
ho[3] = F86C6A11DOCI8EYS,  hol7] = C1D64BA40F335E36,

Constants of Sarmal-384: Constants are taken from the extension of square root of five.

These constant values are given in Table 3.6.

Table 3.6: Constants of Sarmal-384

C[0] = 3C6EF372FE94F82B, C[2] =21044EDTETA4E4A3,
C[1] = E73980C0B9DB9068,  C[3] = FOD8D423A1831D2A,

3.2 Design Rationale

The following goals are taken into consideration while designing the hash function family

Sarmal.
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1. The new design should ensure better security results than S HA — 2 family.

2. The new design should be analyzed easily.

3. Attacks on MD and S HA family should not work on the new design.

4. The software and hardware performance should be good.

5. The new design should suggest various hash sizes.

The following design rationale is used to achieve these goals.

3.2.1 Structure

Recent attacks show that using Merkle-Damgard construction does not guarantee as much
security as expected. New iteration method HAIFA is proposed to patch the weaknesses of

MD, and to improve MD construction. Thus, we use HAIFA in our design.

Two independent branches are used in Sarmal. RIPEMD [7], RIPEMD — 128/160 [8] and
FORK [66] use similar type of construction. There exist attacks on RIPEMD and FORK
due to the flaws in their design. RIPEMD used the same message type in both branches and
the weakness was exploited in [19]. It was shown in [67] that the compression function of
FORK caused some weaknesses. On the other hand, there is no known attacks to RIPEMD —
128/160, even though it uses the M D4 structure which is badly broken today. Thus, using

more than one branch can be secure if it is used correctly.

Therefore, it can be deduced that, using more than one branch can only provide enough secu-

rity if it is used correctly.

3.2.2 F-function

It is required to handle 512-bit data in the hashing process. Generalized Feistel type block
cipher is used in S armal to handle that much of data and the required non-linear part of the

264

hash function is reduced to 64-bit f-functions. Addition and subtraction modulo are also

used as non-linear parts to diffuse the output of f-function to the branches differently.
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3.2.3 f-functions (f; and f;)

A simple SPN is chosen for the design of f-functions. Constructing f-functions from 8
parallel s-boxes and the matrix M, based on a [16,8,9] MDS code, enables us to express
whole structure with look-up tables and to define a lower bound for the branch number of

f-functions.

Intel’s new processor (Nehalem) is going to support operations on AES and enable faster

implementations of AES-like structures which is an advantage for our design.

Diffusion Layer An 8 x 8 MDS matrix, which provides good diffusion properties, is used
for diffusion. It guarantees that to achieve branch number of at least 9 for the branch number
which is described in Definition 3.3.1. This property helps to give the security margins for

the hash function Sarmal.

Message Permutation The message permutations are considered as an 8 X 8 matrix M, for
each branch(In Table 3.2, input values form this defined matrix). Some restriction are put on
this matrix. Firs, four conditions are used in order to avoid local collisions. Let «; ; denote

h row and j’h column. Then, these conditions are @;| # @i+12, @i3 # Qi+1,0

the value in i”
Qi5 # Qiyl16, @7 # @iy14 .- The reason, is that the same message cancels itself after two

rounds, which can be seen in Figure 3.4.

Decided permutations also satisfy that if two of the 64-bit messages are same, then at most
two of the above conditions can be satisfied for different i’s and j’s. Therefore, these two

messages keep propagating through each branch.

3.3 Security Analysis

We need some definitions, before discussing the security analysis of Sarmal.

Branch number of a transformation is a helpful tool while calculating the number of active
s-boxes of a structure which gives lower attack complexity bound of the cipher against differ-

ential cryptanalysis.
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Definition 3.3.1 (Branch Number[68]) Let F be a linear transformation operating on bytes
and let W(.) be the byte weight of an input value (i.e. counts the non-zero bytes of the given

value). Then, the branch number of F is defined as min, :o{ W(a) + W(F(a)}..

For a block cipher or a block cipher based construction, one of the important parts is the non-
linear layer where s-boxes are mainly used. In each construction, they are used in parallel and
more than once. Finding the paths, with the minimum number of s-box passes, until the end
of cipher gains an important role, and a lower bound can be given for the attack complexity.

This notion is named as active s-box number (ASB).

3.3.1 Collision Resistance

The complexity of a collision attack must be less than 2/2 for a n-bit hash function. To show

Sarmal’s collision resistance, number of active s-boxes were calculated for the worst scenario.

Choosing the worst case scenario, mentioned below, is eased the calculation of active s-boxes
and if the results are greater than the expected bound, then the last term attacks do not work
on Sarmal. Since, a good differential path with minimum number of active s-boxes is required

for the recent attacks.

e Addition and subtraction operations modulo 2%* are converted to the XOR operation
which eases the active s-box computation. Since, both addition and subtraction op-
erations are non-linear, the original design’s result is not going to be worse than the

modified version’s result, and actually it is expected to see more active s-boxes.

o All of the eight words, entering the round function F, are considered as numbers rang-

ing from O to 8 which corresponds to the number of non-zero bytes.

e f-functions gives output ranging from O to 8 that depends on the input value. f-
functions use MDS matrices which guarantee that the total number of non-zero bytes

for the input and output values are greater than 9.

e Two differences cancels each other in XOR operation only if they are same. Therefore,
if the two values entering the XOR operation are the same, then the resulting value is
taken as zero regardless of the actual values and positions of the bytes, in order to create

the worst case scenario.
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o If the two values entering the XOR operation are different, then the resulting value
is taken as the difference between them which means that the non-zero bytes of two
values are in the same positions with the same byte-values, in order to form the worst

case scenario.

e A non-zero input difference is given to only one of the eight messages or one of the eight
branches in the F or these are given at the same time. A software program is developed
and results showed that the required attack complexity exceeds before reaching the 16"

round of Sarmal. The best results are given in Table 3.7.

Table 3.7: Active S-box Number

Round Number ASB (Left) ASB (Right) ASB (Total) Non-zero values

15 48 60 108 M[1]=6
14 54 57 111 M[0] =6
14 57 63 120 M[4] =6
14 48 66 114 M[5]=6
14 57 57 114 M[7]=6
12 61 59 120 MI[0] =8

X[4]1=7
11 63 63 126 X[2]1=7

The maximum value of the negative log, in the XOR-table is 27>. The required attack com-
plexity for differential cryptanalysis is 2*455) which is greater than 232, Thus, the time

complexity for differential attacks on full round Sarmal exceeds exhaustive search.

3.3.2 Resistance Against Known Attacks

Recent attacks on Merkle-Damgard construction is by passed by HAIFA. Length extension
attacks (See Section 2.3.1) are prevented by choosing ¢-value which includes information
about the number of bits hashed so far. Second preimage attack based on fix points or multi-
collisions are prevented by using ¢-value which was stated in the [28] as adding block index
into the compression function. This idea was used more practically and number of bits is kept
instead of block index. More data storage is going to be needed to perform the herding attack

due to existence of salt value (if salt is not fixed).
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3.4 Implementation Issues

Performance of Sarmal-512 is going to be compared with S HA — 512 in this section. Two
of the fastest S HA — 512 implementations, implemented by Dai [69] and Gladman [70], are
taken into consideration and compared with optimized Sarmal-512 code. Gladman’s code is
an optimized implementation of S HA — 512 without using any assembly or Streaming SIMD
Extensions 2 (S S E2) structures. Other one uses these structures in the implementation of
SHA — 512. An optimized code is also used with assembly language in the implementation
of Sarmal-512. It can be improved by using S S E2 structures. The tests are performed in the

system:

Computer : Intel Core 2 Duo (2.00 GHz, 4 MB L2 Cache),
2GB DDR2 667 MHz RAM
Operating System : Ubuntu 8.04.1 64-bit

Compiler : GNU C Compiler (GCC) 4.2.3

Table 3.8: Performance of Sarmal-512 and S HA — 512

Algorithm Cycles/Byte

Sarmal-512 14.4
SHA - 512 [69] 12.1
SHA - 512 [70] 31.1

The number of cycles is measured and small numbers represents faster implementations in
the Table 3.8. The results show that using assembly and S S E2 structures increase the perfor-
mances of the hash functions. Therefore, we expect better results for Sarmal after combining

the implementations of these two structures.
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CHAPTER 4

Conclusion

In this thesis, starting from the very definition of cryptographic hash functions, the design
methods together with their weaknesses and strengths are described. All the design and anal-
ysis methods that have been speeding up since a couple of years are considered and based on

the output of those scientific effort, a new family of hash function is introduced.

Our aim was to construct a cryptographic hash function which is more secure and faster than
S HA -2, as it serves as a model after the continuous attacks to the well known hash functions.
To achieve these goals, the previous experiences on block ciphers are used and a block cipher
based construction which is suitable to our constraints is figured as Sarmal. In Sarmal, we use
HAIFA construction as we believe it is more suitable for our purposes especially in terms of

security and flexibility.

We plan to submit this design to the NIST’s competition on designing a new cryptographic
hash function which will be standardized and called S HA — 3 as a new generation hashing

standard.

As a future work, we are planning to do the followings for our design:

The design of a new and more hardware efficient s-boxes .

Efficient implementation of our design by bit slice implementation and SSE2 tech-

niques.

The hardware optimization and design of Sarmal which is resistant against Side Chan-

nel Attacks

The security evaluations based on the latest attacks which will emerge before submis-
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sion

o Efficient software implementations of Sarmal which are suitable for various architec-

tures.
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APPENDIX A

S-boxes and MDS Matrices

A.1 S-Boxes

The S-boxes of Sarmal are taken from AES[78] and Whirlpool[79]. Both have nice crypto-
graphic properties. The largest values in XOR table and Linear Approximation Table (LAT)

are minimized. Hardware compatibility is also considered in the designs of S-boxes.

Table A.1: §9-Box

[[ 00,  0f, 02 03 04 05, 06, 0/, 08, 09, 0A, 0B, 0C, 0D, OE, OF,

00, 18, 23, C6, E8, 8, B8, O0I, 4F, 36, A6, D2, F5, 19, 6F, 91, 52,
10, 60,  BCy 9B, 8E, A3, 0Cy 1By 35 \D, EO, D7, C2, 2E. 4By FE, 57,
20, 15, 77, 37, ES. 9F, FO, 4A, DA, 58, (9. 29,  OA, Bl, A0, 6By 85,
30, BD, 5D, 10, F4,  CBy 3E, 05, 67, E4 27, 4, 8B, Al, ID, 95, DS,
40, FB, EE, 1C, 66, DD, 17, 47, 9E, CA, 2D, BF, 07, ADy, 5A, 83, 33,
50, 63, 02, AA, T,  C8, 19, 49, D9,  F2,  E3, 5B, 88, 94, 26, 32,  BO,
60, E9, OF, D5, 80, BE, CD, 34, 48, FF, 7A, 90, 5F, 20, 68, 1A, AE,
70, B4, 54, 93, 22, 64, Fl, T3 12, 40, 08, C3, EC, DB, Al, 8D, 3D
80, 97, 00, CFy 2B, 176, 82, D6, 1B,  BS, AF,  6A, 50, 45,  F3, 30, EF,
90, 3F, 55, A2,  EA, 65 BA, 2F, CO, DE. IC, FD, 4D, 92, 75, 06, S84,
A0, B2,  E6, OE. 1F, 62, D4, A8, 96,  F9,  CS. 25, 59, 84, T2, 39,  4C,
BO, SE, 78, 38, 8C. DI,  AS, E2,  6l, B3,  2l, 9C, 1E, 43, CIl, FCy 04
€0, 51, 99, 6D, OD, FA, DF, 7E. 24, 3B, AB, CE, 11, 8F. 4E, Bl, EB,
DO, 3¢, 81, 94,  F1, B9 13, 2C; D3, El, 6E, C4, 03, 56, 44, TF, A9,
E0, 24, BB, Cl, 53, DC; OBy 9D, 6C. 31, 74 F6, 46, AC, 89, 14,  El,
FO, 16, 3A, 69, 09, 70,  B6, DO, ED, CCy 42, 98, A4, 28, 5C, F8, 86,

Table A.2: §1-Box

[]_ 00, 0l 02 03, 04, 05 06 07y 08 09 0A 0B, 0Cx 0D, OF OF

00, 63,  1C, 71, 1B, _ F2, 6B, 6F, (5, 30, Ol, 6/, 2B, FE, DI, AB, 16,
10, CA, 82, (9, 1D, FA, 59, 47, FO0, AD, D4, A2, AF, 9C, A4, T2,  COy
20, Bl,  FD, 93, 26, 36,  3F, Fl, CC. 34, A5, E5. Fl, 7, D8y 3l 15,
30, 04, C7, 23, C3, 18 96, 05, 94, 07, 12, 80,  E2, EB, 21, B2, 75
40, 09, 83,  2C. 1A, 1B,  GE, 5A. A0, 52, 3B, D6, B3, 29, E3, 2F, 84,
50, 3, DI, 00, ED, 20, FCy Bl, 5By 6A, CB. BE, 39, 4A,  4C, 58,  CFy
60 DO,  EF, AA, FB, 43, 4D, 33, 85, 45, F9, 02, 7F, 50,  3C, 9F, A8,
70, 51, A3, 40, 8F, 92, 9D, 38, FS5. BC, B6, DA, 2l 10,  FFy F3, D2,
80, CcD, 0Cy 13, ECy 5F, 97, 44, 17,  C4, AT,  TE, 3D, 64, 5D, 19, T3,
90, 605 81,  4F, DC, 22, 2A, 90, 88, 46, EE, B8, 14, DE, SE. 0B, DB,
A0, E0, 32,  3A, O0A, 49, 06, 24, 5C, C2, D3, AC, 62, 9, 95,  E4 79
BO, ETl, C8 37, 6D, 8D, DS, 4E, A9,  6C. 56,  F4, EA, 65, 1A, AE, 08,
C0, BA, 78, 25, 2E, 1C, A6, B4,  C6, ES, DD, T4  1F, 4By  BDy, 8B,  8A,
DO, 70, 3E,  BS, 66, 48, 03, F6, OE, 6, 35, 57, B9, 86, Cl, 1D, 9E,
EO, El,  F8, 98 1, 69 D9, 8E, 94, 9B, 1E, 87, E9, CE. 55, 28, DF,
FO, 8C, Al, 89, 0D, BF, E6, 42, 68, 4l, 99, 2D, OF, B0, 54, BB, 16,
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A.2 MDS Matrices

A.2.1 Sarmal-384/512

The matrix M, used in f-functions, is a linear mapping based on a [16, 8,9] MDS code and
defined from GF(2%) to GF(2%) . The field GF(2%) is given as GF(2)[x]/p(x) where p(x) =

8

B4+t

+x° + x> + 1 and p(x) is a primitive polynomial. Each row in matrix M and input
value I are considered as polynomials in GF(2%) and multiplied to find output value which is

described as Ogx1 = Mgxs - Isx1.

01, 09, 02, 05, 08, OI, 04, O, |
0L, 0L, 09, 02, 05, 08, Ol, 04,
04, 0L, 01, 09, 02, 05, 08, Ol,
0L, 04, 01, Ol, 09, 02, 05, 08,
08, 0l 04, Ol, 0L, 09, 02, 05,
05, 08, Ol 04, 01, Ol, 09, 02,
02, 05, 08, Ol 04, Ol, Ol, 09,

| 09, 02, 05, 08, Ol 04, Ol Ol

A.2.2 Sarmal-224/256

The linear mapping, used in Sarmal-224/256, is based on a [8,4,5] MDS code.and taken
from AES. It is defined from GF(2%) to GF(23). The field GF(28) is given as GF(2)[x]/p(x)

where p(x) = x8 + x* + X3

+ x% + 1 and p(x) is a primitive polynomial. Each row in matrix M
and input value I are considered as polynomials in GF(2%) and multiplied to find output value

which is described as O4x; = Maxa * Iax1.

[ 02, 03, o1, 01,
01, 02, 03, Ol,
01, 01, 02, 03,

| 03, 01, 01, 02,
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APPENDIX B

Sarmal-256/224

B.1 Description of Sarmal-256

B.1.1 Notation

Throughout this chapter, the following notation will be used. Each 256-bit block is composed
of eight 32-bit words (X[8], X[7], ..., X[0] = X[7 —0]). Note that the words and blocks are in
little-endian order (i.e. the least significant bit is the rightmost bit numbered 0, and the most
significant bit is bit 31 for a 32-bit word.). The symbols that are used in the equations and

figures are given in the Table B.1.

Padding: A single bit 1 is concatenated to the message M, followed by zeros until the length
of the message is 183 modulo 256. Afterwards, 010000000 is added at the end and the 64-bit

original message length is appended to the end.

Table B.1: Notation

@ Bitwise logical exclusive OR (XOR)  s;_; 64-bit salt value A

2 Addition modulo 232 sici[j1 - j™ 32-bit word of 64-bit s;_;
= Substraction modulo 232 tiy 32-bit bit counter

X; 256-bit intermediate value c 128-bit constant value

X;[j1 7™ 32-bit word of 256-bit X; clj] 7™ 32-bit word of 128-bit ¢
hi_y 256-bit chaining value 1 32-bit Input value

hio[j1 - j™ 32-bit word of 256-bit h;_; (0] 32-bit Output value

Sl 8 x 8-bit S-box transformation Mgys 4 x 4 MDS Matrix
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Initial value: Between the 1297 hexadecimal digit to 192 hexadecimal digit of 7 is used
as the initial value (i.e. IV or hg) of Sarmal-256, and it is given in Table B.2.

Table B.2: Initial Value of Sarmal-256

hol0] =9216D5D9,  hol4] = 2FFDT2DB,
ho[1] = 8979FB1B,  ho[5] = DO1ADF BT,
hol2] = D1310BA6,  ho[6] = BSE1AFED,
ho[3] = 98DFBSAC,  ho[7] = 6A267E96,

s and ¢ values: 64-bit s is used like a counter. It is initialized with an IV and incremented
by one after each compression function calls and ¢ shows the number of hashed bits so far. It

is 64-bit and #[0] (rightmost part) used in the right branch and #[1] used in the left branch.

Constants: Sarmal uses a 128-bit constant, C, which is divided into four 32-bit words.
They are taken from the extension of square root of three from 65 hexadecimal digit to 96"
hexadecimal digit. These values are given in Table B.3.

Table B.3: Constants of Sarmal-256

C[0] =490BCFDY9, C[2] = A9930AAE;
C[1] =5EF15DBD, C[3] = 12228F87,

B.1.2 Sarmal-256 Algorithm

The structure of Sarmal is preserved in the construction of Sarmal-224/256. On the other
hand, the size of the variables are halved. Sarmal accepts again a message m of arbitrary
length (no more than 264 _ 1 bits) as input. But outputs a 256-bit hash value H(m). It uses
256-bit compression function f(h;_1,m;, ti_1, si—1). In each iteration, the rightmost four words
of h;_1 is concatenated with the rightmost word of the salt s;_;, rightmost two words of the
constant ¢, and rightmost word of the ¢ value. The 256-bit state is iterated 16 rounds in the

right branch. (Xo = (Xo[7 = 0]) = (hi_1[3 — O1, si_1[01, ¢[1 — 01, £[11))

Similarly, the leftmost four words of h;_; is concatenated with the leftmost word of the salt

value s;_1, leftmost two words of the constant ¢, and and leftmost word of the ¢ and the result is
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again processed for 16 rounds in the left branch. (Xo = (Xo[7-0]) = (hi—1[7—-4], si-1[1], c[3—
2], 1[01))

The two outputs are XORed, and the resulting value is XORed with m;.

Round Function: The round function F(x, w) uses 256-bit x and 128-bit w inputs this time,
and w is obtained from m; by a permutation o. For odd rounds w is the least significant four
words of the given permutation, whereas for even rounds it is the most significant four words

(i.e. w=o0(m)[0-3]orw = or(m)[4 - T)).

fi1 and f, functions: f1(/) and f>(/) take 32-bit input / , which can be seen as concatenation
of 8-bytes I = (I[3—0]). It passes through 4 parallel 8 x 8 S-boxes and the output is multiplied
with an MDS matrix M. (The same s-boxes are used in Sarmal-224/256 but the matrix M is

changed to 4 X 4 MDS matrix and details are available in Appendix A).

B.1.3 224-bit Version of Sarmal

The following are the only differences between Sarmal-224 and Sarmal-256.

1. The initial value (hg) and the constant ¢ are changed in Sarmal-384.
2. 001100000 string is added rather than 010000000 in the padding part.

3. Hash value is obtained by truncating the final hash value to 224-bits in the Sarmal-
224, i.e., the left-most 224-bits of final hash value is taken hash value of Sarmal-224
(H(m) = ([T -21)).
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Initial Value of Sarmal-224: Table B.4 shows the initial value of Sarmal-224. Extension
of Golden ratio from 129" hexadecimal digit to 192" hexadecimal digit is used in the IV.

Table B.4: Initial Value of Sarmal-224

hol0] = 85839D6E,  ho[4] = CADDOCCCy
ho[1] = FFBDTDC6, hy[5] = FDFFBBE],
ho[2] = 64D325D1,  ho[6] = 626E33B8,
ho[3] = C5371682,  ho[7] = DO4B4331,

Constants of Sarmal-224: Constants are taken from the extension of square root of five
from 65 hexadecimal digit to 96" hexadecimal digit . These constant values are given in
Table B.5.

Table B.5: Constants of Sarmal-224

C[0] =4ECFE162, C[2] = 068E08B6,
C[1] = ATA4F6FE, C[3] = BTE304FE,
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