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ABSTRACT

RESULTS ON SOME AUTHENTICATION CODES

Kurtaran Ozbudak, Elif
Ph.D., Department of Cryptography
Supervisor : Prof. Dr. Ferruh Ozbudak

February 2009, 80 pages

In this thesis we study a class of authentication codes with secrecy. We obtain the maximum
success probability of the impersonation attack and the maximum success probability of the
substitution attack on these authentication codes with secrecy. Moreover we determine the
level of secrecy provided by these authentication codes. Our methods are based on the theory
of algebraic function fields over finite fields. We study a certain class of algebraic function
fields over finite fields related to this class of authentication codes. We also determine the

number of rational places of this class of algebraic function fields.

Keywords: Authentication codes with secrecy, algebraic function fields over finite fields
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BAZI DOGRULAMA KODLARI UZERINE SONUCLAR

Kurtaran Ozbudak, Elif
Doktora, Kriptografi Boliimii
Tez Yoneticisi  : Prof. Dr. Ferruh Ozbudak

Subat 2009, 80 sayfa

Bu tezde bir simif sirli dogrulama kodlarii ¢alistik. Bu sirli dogrulama kodlar1 tizerindeki
yerine gegme ataginin en yiiksek basari olasiligini ve yerine koyma ataginin en yiiksek basari
olasiligin1 bulduk. Ayrica bu dogrulama kodlar1 tarafindan sunulan sir derecesini elde et-
tik. Metodlarimiz sonlu cisimler iizerindeki foksiyon cisimleri teorisine dayanmaktadir. Bu
dogrulama kodlariyla iliskili bir sinif sonlu cisimler {izerindeki foksiyon cisimlerini ¢alistik.

Bu fonksiyon cisimleri iizerindeki rasyonel nokta sayisini da elde ettik.

Anahtar Kelimeler: Sirli dogrulama kodlari, sonlu cisimler iizerindeki cebirsel fonksiyon

cisimleri
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PREFACE

In this thesis we study a class of authentication codes with secrecy. This class is related to a
class of authentication codes considered in [4]. We obtain the maximum success probability
of the impersonation attack and the maximum success probability of the substitution attack on
these authentication codes with secrecy. Moreover we determine the level of secrecy provided
by these authentication codes. These results give new contributions to some open problems

mentioned in [4].

Our methods are based on the theory of algebraic function fields. We study a certain class
of algebraic function fields over finite fields related to this class of authentication codes. We
determine the number of rational places of this class of algebraic function fields. These results

extend some of the corresponding results of [1].

This thesis is organized as follows. In Chapter 1 we give a general background on authentica-
tion codes and algebraic function fields over finite fields. Our results on the class of algebraic
function fields over finite fields mentioned above are presented in Chapter 2. We give our re-
sults on the class of authentication codes with secrecy that we study in Chapter 3. The results

of Chapter 2 are essentially used in Chapter 3.
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CHAPTER 1

BACKGROUND ON AUTHENTICATION CODES AND
ALGEBRAIC FUNCTION FIELDS

In this chapter, a general background on authentication codes and algebraic function fields

over finite fields is presented.

In Section 1.1 we give some basic definitions on authentication codes. Our main concern in
the class of authentication codes in this thesis is the subclass of authentication codes with

secrecy and we give more emphasis on authentication codes with secrecy.

There are various approaches to the study of authentication codes. Some of these approaches
use methods from areas including computer science, information theory, combinatoric, graph
theory and design theory. Our approach is based on algebraic methods, and in particular based

on algebraic function fields over finite fields.

A part of our contributions and most of our methods in this thesis are related to the theory of
algebraic function fields over finite fields. In Section 1.2 we give a very short introduction to
some basic notions of algebraic function fields over finite fields. We refer the reader to [14]

for a very nice and detailed account of algebraic function fields over finite fields.

1.1 AN INTRODUCTION TO AUTHENTICATION CODES

In 1974, Gilbert, MacWilliams and Sloane introduced the idea of authentication codes [6]. In
their model, there are two trusting parties: a transmitter and a receiver. The transmitter wants

to send a piece of information securely using her secret key over a public channel.



In 1984, Simmons proposed a new model [13]. In his model, there is also an opponent
involved together with the two trusting parties. In this model, the opponent could observe

and disturb the ordinary communication.

The class of authentication codes are divided into two subclasses:

1) authentication codes without secrecy,

ii) authentication codes with secrecy.

In an authentication code without secrecy, the transmitter and the receiver share a secret key.
In the transmitter end, a message is obtained by encoding a source state to the corresponding
tag. The shared key is used for the generation of the tag. Then the transmitter sends the
message to the receiver over the public channel. Here there is no encryption of the message.
Therefore, without knowledge of the shared secret key, an opponent can recover the source

state from the encoded message.

In the authentication code with secrecy, there is an encryption of the source state. Again
the transmitter and the receiver share a secret key. A part of the shared key is used for the
encryption of the source state. The remaining part of the key is used for the generation of the
tag. Then the message is obtained from the source state using the encrypted version of the
source state and the generated tag. Therefore, without knowledge of the shared secret key, an

opponent cannot recover the source state from the encoded message.

Authentication codes with secrecy are considered, using a variety of approaches in, for exam-

ple, [2], [4], [5], [6], [9], [111, [12], [13], [15], [16], [17].

A formal definition of authentication codes is given as follows.

Definition 1.1.1 An authentication code is a quadruple (S, K, M, E), where

1. S is the set of possible source states (plain texts),

2. K is the set of available keys,

3. Mis the set of messages, and



4. & is the set of authentication maps (encoding rules) from S X K to M. For authenti-
cation codes with secrecy, the encryption is considered as a part of the authentication

map in this definition.

There is a generalization of the model above. In this generalized model, an authentication
map can send a source state to more than one message. This is called splitting. In this thesis

we consider authentication codes without splitting.

For authentication codes with secrecy, the general protocol can be described in detail as fol-

lows:

(1) Let s € S be a source state to be transmitted. Let k € K be a secret key, which is known
by the transmitter and the receiver. Let Ej be the corresponding authentication map.

We consider Ej, as

Er = (fr.81) € &,

where f; is the part of the authentication map used for the encryption of the source state,
and gy is the part of the authentication map used for the generation of the corresponding
tag. The message is considered as consisting of two parts. The first part is the image of
the map of the source state under the map f, which is the encrypted part. The second
part of the message is the image of the map g of the source state to the corresponding
tag. Note that the second part is used only for authentication and hence the length of

the second part is shorter than the first part.

Let the transmitted message be
mye = (fi(s), 8k(s)).

(2) The receiver gets the message m’ = (my, my). Using the shared key k and the decryption

map fk‘l, the receiver computes s’ = fk‘l(ml).
(3) The receiver computes m’2 = gr(s’). Then the receiver compares m; with m’z.

(a) If my = m’, then the receiver assumes that m’ is a valid message.

(b) If my # m), then the receiver rejects the message m’.



We assume that everything about the authentication model is publicly known due to the Ker-
ckhoff’s principle. Hence the opponent knows the whole parameters of the authentication

code, except the secret key shared by the transmitter and the receiver.
Now we explain two attacks by the opponent that we will study.

Assume that the opponent generates a random message m’ from the message set M and inserts

it to the public channel. This is called the impersonation attack.

Assume that the opponent observes a message m to be transmitted, and then the opponent

changes it with a different message m’ randomly. This is called the substitution attack.

Usually the maximum success probabilities of the impersonation and the substitution attacks

are denoted by £ and P, respectively.

Finally we recall the definition of the level of secrecy of authentication codes with secrecy.
The level of secrecy provided by an authentication code with secrecy is the uncertainty of the

source state when the corresponding message is observed.

1.2 AN INTRODUCTION TO ALGEBRAIC FUNCTION FIELDS OVER FI-
NITE FIELDS

In this section we recall some basic definitions and we explain some notation that we use in

this thesis on algebraic function fields over finite fields.
Let g be a power of a prime. Let IF, denote a finite field with g elements.

An algebraic function field F over F, is an extension field of I, such that there exists an
element z € F that is transcendental over I, and for which F is a finite extension of the rational
function field Fy(z). Moreover, we call I, the full constant field of F if ¥, is algebraically
closed in F'. A place of F is the maximal ideal of some valuation ring of F. Let Z denote the
set of integers. A normalized discrete valuation of F is a surjective map v : F — Z U {oo}

satisfying the following:

(1) v(x) =00 = x=0;

(i) v(xy) = v(x) + v(y) for all x,y € F;



(iii) v(x +y) = min (v(x), v(y)) for all x,y € F;

(iv) v(a) = Oforall a € F, \ {O}.

There is a bijective correspondence between the places of F and the normalized discrete
valuations of F. Let vp be the normalized discrete valuation of F corresponding to the place

P of F. The valuation ring of P is
Op ={x € F :vp(x) >0}
and the maximal ideal of Op is
Mp ={x € Op : vp(x) > 0}.

If ¥, is the full constant field of F, then the residue class field Op/Mp can be identified with
a finite extension of IF,. The degree of this extension is called the degree of the place P. A

place of degree 1 is called rational. We usually denote the number of rational places of F' by

N(F).

The research area on algebraic function fields over finite fields is a very active research area
and it has many applications. For further information on algebraic function fields and their
applications we refer, for example, to the excellent books of Stichtenoth [14] and Niderreiter

and Xing [10].



CHAPTER 2

A CLASS OF ALGEBRAIC FUNCTION FIELDS OVER
FINITE FIELDS

In this chapter we study a class of algebraic function fields defined in Section 2.1 below (see
the definition in (2.1)). We determine the number of rational places of these algebraic function

fields. In particular our results extend some of the corresponding results of [1].

We refer to Chapter 1 for a basic background on algebraic function fields over finite fields.

We also refer to Chapter 1 for the notation and basic definitions.

This chapter is organized as follows: In Section 2.1 we introduce the class of algebraic func-
tion fields that we will study. We also introduce some basic definitions and some notation. In
Section 2.2, using some results from [8], we obtain useful results that we will use in Section

2.3. We conclude our chapter in Section 2.3. The main result of this chapter is Theorem 2.3.1.

The results of this chapter will be used in Chapter 3 essentially.

2.1 INTRODUCTION

In this section we introduce a class of algebraic function fields that we will study. Moreover

we recall some basic definitions and we fix some notation.

Let g be a power of an odd prime. Let m > 2 be a positive integer. By a curve we mean a
smooth, geometrically irreducible, projective curve defined over a finite field. The theory of
algebraic curves is essentially equivalent to the theory of algebraic function fields. Therefore

we use the terms function field and curve interchangeably.



Let

SX) = soX + 51 X9+ - + 5,X¢ € Fn[X]
be an F,-linearized polynomial with 2 > 0 and s, # 0. Let

LX) = poX + i X9 + -+ + pu, X7 € Fon[X]

be an arbitrary IF,-linearized polynomial. Let 8 € F » be an arbitrary element. Let F' be the

algebraic function field
F:=Fn(X,Y) with Y7-Y =XS(X)+ LX) +p. 2.1

In this chapter we determine the number N(F) of rational places of F. Our results in this
chapter extend the corresponding results of [1].
Let Tr denote the trace map from F» onto F, i.e., Tr(x) = x + x4 +--- + x| Let Bg be the
symmetric bilinear form on the FF-linear vector space [F,» defined as

Bg : qu X qu - ]Fq

(x,y) = Tr(xSQ)+ySx).
Let Qg be the map
QS . qu e ]Fq

x B Tr(xSx).

Let Wy be the radical of By, which is defined as

Ws ={x€Fm :Bs(x,y) =0 foreachy € Fyn}. 2.2)

For x € [Fyn, we observe that x € Wy if and only if Tr (xS (y) +yS(x)) = O for all y € Fyn,

which means
Tr(x(s(,y + s+ + shth) +y(sox +s1x7 +-- + shth)) =0
for all y € Fyn. Note that

Tr (xs1y7) Tr ((XSI )q_1 )’) )

Tr (xszyqz) = Tr (()Csz)q_2 )’) >

Tr (xshth) = Tr ((xsh)q_h y)



Hence for x € F;n, we have that x € Wy if and only if

h h
Tr [y [Z (xsi)? " + (xs0) + (sox) + Z (s,-xqi)]] =0,
i=1 i=1

for each y € Fyn. Let u € Fn be the term, depending on x € Fy» and S (X) € Fy»[X], defined

as

h h
u= (Z (xsi)qfi + xso] + (sox + Z (sixqi)) .

i=1 i=1
Note that

Tr(yu) =0 foreachy e Fyn

if and only if u = 0. Taking ¢"-th power of u we obtain that, for x € F 4> X € Wy if and only

if x is a root of the [F,-linearized polynomial

h-1 h
i i h h +i
S_T? 4255 T + ) ST € [T, (2.3)
i=0 i=1
Let k be the F;-dimension
k= dim[pq WS

of Ws. Note that the degree of the FF-linearized polynomial in (2.3) is ¢*". Hence we have

that

k < min{2h, m}.

We choose an F,-linear subspace Wy of [Fyn such that
WS @ WS = qu.

In particular dimp, Wy = m — k. It is clear that the restriction of Bg onto IF,-linear space Wy

gives a nondegenerate symmetric bilinear form on Wy.

2.2 SOME RESULTS USING QUADRATIC FORMS

In this section we obtain some results using quadratic forms. In particular we use some results

from [8]. These will be useful in the next section.

We start with the following lemma.



Lemma 2.2.1 There exists a basis {ey, er, ..., en_i} ofWS over F, and d € F, \ {0} such that

Bs (x1e1 + x2e2 + -+ + Xp—klm—k, y1€1 + Y282 + -+ + Yy_i€m—i)
= x1y1 + Xy2 + 0+ Xpk—1Ym—k—1 + AXp—kYm—k

Sforall x1,y1,..., Xy, ym—k € Fy.

Proof. Note that By is a nondegenerate symmetric bilinear from on Wg. Moreover the charac-
teristic of I, is odd. Therefore by [7, Theorem 4.9] there exists a basis {ey, e, . .., €,¢} of W
over IF, such that the representing matrix of Bs corresponding to the basis {ej, ez, ..., €y}

is the (m — k) X (m — k) diagonal matrix

[

where d € F,, \ {0}. This completes the proof. |

We choose a basis {e1,es,...,eni} of WS as in Lemma 2.2.1. Moreover let d € [, \ {0} be

the corresponding nonzero element given in Lemma 2.2.1.

We further choose a basis {fi, f2,..., fc} of Ws over F, in an arbitrary manner. Note that
let,ea,....em1, f1, f2, ..., fi) is a basis of F n over IF,.
Lemma 2.2.2 Under the notation and assumptions as above, for x1, X2, ..., Xm—k, V1,2, Yk €

Fy, we have the identity that
Os (x1e1 + xpe2 + - + Xkl + Y11 + Y22+ + i fi)

1
2 2 2 2
—E(x1+x2+---+x_k_l+dx —k)'

In particular the term above is independent from y1,ys, ..., Vi.

Proof. Note that for x,y € F,» we have

Bs(x,y) = Tr(xS (y) + yS (%)),

and

Qs (x) = Tr(xS (x)).



Hence

Bg(x, x)

Tr(xS (x) + x5 (x))
2Tr(xS (x))
205 (x).

Note that 2 # 0 as g is odd. Putting

X =Xx1e1 + xpep + -+ Xp—k€m—k +y1f1 +y2f2 + - +ykfk,

and

u=xye|+xe+- -+ Xmilmi, V=yifi+yfo+--+yfi

we obtain that

Bg(x,x) = Bs(u+v,u+v) = Bs(u,u) +2Bs(u,v) + Bs(v,v).

As v € Wy, we have that Bg (1, v) = Bg(v,v) = 0 and hence

Bs(x,x) = Bg(xie; + xpe2 + -+ + Xp—kCm—i)
= X+ x,  HdxE
where we use Lemma 2.2.1 in the last step. This completes the proof. ]
Let H(x1,...,Xu-t) € Fy[x1,..., xu—«] be the polynomial over F, in m — k indeterminates
X1, X2, ..., Xm—k given by
Loy o 2
H(xy,...,xp0) = 3 ()c1 +x5 4+ dxm_k).

Recall that the function field F is defined as
F=Fn(X,Y) with Y?-Y =XS(X)+ LX)+ 5,
where
LX) = poX + i X9 + -+ + u, X7 € By [X]
is an arbitrary IF,-linearized polynomial and 8 € F» is an arbitrary element.
Forl <i<m-—k,let
a; := Tr(L(e;)) € F,.

10



For1 <i <k, let

bi := Tr(L(f)) € F,.

Finally let
b :=Tr(p) € IF,.
Lemma 2.2.3 Under the notation and assumptions above, for x1,Xx2, ..., Xi—k>sY1s--+>Vk €
Iy, let
X =x1e1 +xpep + -+ Xy kCm—k +y1f1 +y2f2 + -+ ykfk € qu,

and let

}1 = X1 +a,

X = Xx2+ap,

Xm—k-1 = Xm—k—1 = Am—k—1,
Xm—k = Xmk+ amfd_k-

Moreover let A € I, be the evaluation
Am—k
A = H(al’a2’ cees Ap—k—1, _)

d

of the polynomial H(x1, X2, ..., Xm—) € Fylx1, X2, ..., Xm_t] at the point (a1, az, . . ., Gp_j-1, 2%) €

IF';”"‘. Then we have the identity

TI'(XS(X) +L(X) +,3) = H(fl,fz...,fm_k) +b1y1 +b2y2 + - +bkyk —A+b.

Proof. We first consider the left hand side
Tr(XS (X) + L(X) + B).
Using Lemma 2.2.2 we have
05 (X) = Tr(XS (X)) = % (F+3+ -+ +dx, ).
It is easy to observe that
Tr(L(X)) = a1x1 + axxa + - -+ + Qi Xm—k + b1y1 + boyo + - -+ + bryx,

11



and
Tr(B) = b.

Hence the left hand side is

m—k

k
(x? + x% + -+ xrzn—k—l + dx,i_k) + Z a;x; + Z biy; +b. 2.4)
i=1 i=1

N =

Next we consider the right hand side

H(fl,fg...,)_cm_k) +b1y1 +b2y2 + - +bkyk —A+b.

Note that
1= _ 1,2 _ 1 2_12_1,2
X1 —5a] = s +a)” —5a] = 3x7 Hayx,
1=2 1.2 _ 1 2_1,2_1.2
X —5a; = s(n+a)” —5a; = 3x5+axx,
12 1,2 _ 1 2_ 1,2 _ 1.2
Xkl — 3% 4y = 3 Cm—k—1 + Amk-1)" = 3@, 4 = 3%, 4y T Amk—1Xm—k-1>
and

d_, d (am_k)Z B d( N
2Mmk T\ Ty ) Ty

Hence the right hand side is equal to (2.4). This completes the proof. |

2 2
Ak 1@y _d,
) — 57 = Exm_k + Xp—kQm—k-

The following lemma holds for g even as well.

Lemma 2.2.4 Let g be a power of an arbitrary prime number, i.e., including the case of even
characteristic as well. Let n > 2 be an integer and g(xy,x2,...,X,-1) € Fylx1,x2,...,x,-1]
be a polynomial in n—1 indeterminates x1, x2, . . ., X,—1. Let a € F,\{0} be a nonzero element.

The number of the solutions of the equation

g(x1,x2, ..., X4-1) + ax, = 0,
with X1, X2, ..., Xp—1,X, € Fy is q”_l.
Proof. We show that for any uy,uy, ..., u,—1 € IF,, there exists a uniquely determined u, € I,
such that (x1, xo, ..., X1, Xz) = (U1, uo, ..., u,_1,u,) is a solution. Let
gluiuy, ... u,_1)
n = — P . 2.5)

12



As g(x1,x2,..., X,-1)is apolynomial in [F [xy, x2, ..., x,—1] and a € F,\{O}, for any uy,us, ..., u,—1 €
IF, the evaluation g(uy, ua, . .., u,-1) and hence u,, € ¥, is uniquely determined by (2.5). Run-

ning through all uy, uy, ..., u,—; we obtain all q”‘1 solutions. This completes the proof.

Lety : Fyn — [, be the F,-linear map

Y(x) = Tr(L(x)). (2.6)

Recall that {f1, >, ..., fi} is a basis of Wy C F» and b; = Tr(L(f;)) for 1 <i < k. Hence
Ws CKeryy &< by =by=---=b; =0. 2.7

In the following proposition we would like to determine N(F) in a relatively easier particular

case. Its proof will be included in the proof of Theorem 2.3.1 below.

Proposition 2.2.5 Let g be a power of an odd prime and m > 2 be a positive integer. Let
SX)=s0X+ 51 X9+ ---+ shX‘fh € Fyu[X] be an F-linearized polynomial with s, # 0 and
h > 0. Let

LX) = poX + 1 X9 + -+ + . X7 € Fon[X]

be an arbitrary F-linear polynomial. Let B € Fyn be an arbitrary element. Let F be the

algebraic function field
F=Fmn(X,Y) with YI-Y=XSX)+LX)+p.

Let Ws be the radical defined in (2.2). Let ¢ be the F-linear map defined in (2.6). If Wy ¢
Kery, then for the number N(F) of rational places of F we have

NF)=1+4".
In this chapter, from now on we assume that Ws C Kery, or equivalently, by = b, = -+ =
by = 0. Therefore the identity in Lemma 2.2.3 becomes

Tr(XSX)+L(X)+B8)=Hx1,%2..., X)) —A+b.

We will use the following lemmas.

13



Lemma 2.2.6 Let q be a power of an odd prime, u € F, and d € F, \ {0}. Let n > 2 be an

even integer. We consider the number N of solutions of the equation

2, 2 2 2 _
X{+ x5+ +x,_ +dx, =u

with x1,x, ..., x, € Fy. Assume first that u # 0. Then we have
g =gV if (=1)2d is a square in F,,
N = (2.8)
{ q”_l + q"/z_l if(—l)"/zd is not a square in ¥,
Assume next that u = 0. Then we have
¢+ (g - Dg"* ! if (~=1Y"%d is a square in F,
N = (2.9)
{ g7 = (g - Dg"* if (~=1)""*d is not a square in F,.

Proof. We use the notation of [8, Theorem 6.26] in this proof. Under this notation we have

f(x1,x0,. .0, %) = x% + x% + o0+ xi_l + a’xﬁ € Fylx1, x2,...,x,]. For the determinant of
the polynomial f we have det(f) = d (see [8, page 280] for a definition of the determinant

det(f)).

For the integer valued-function v(-) on F, (see [8, Definition 6.22]) we have

-1 ifu+0,
v(u) = (2.10)
g—-1 ifu=0.

Note that if 7 is the quadratic character of I, and x € I, \ {0}, then

1 if xis a square in F,
n(x) = (2.11)
—1 if x is not a square in IF,,.
Assume first that u # 0. Then v(#) = —1 by (2.10). Moreover
I ifdisasquareinF,,
n(d) = (2.12)
—1 if d is not a square in I,

by (2.11). Hence using [8, Theorem 6.26] we obtain (2.8).

Assume next that u = 0. Then v(u) = g — 1 by (2.10). Hence using (2.12) and [8, Theorem
6.26] we obtain (2.9). This completes the proof. |

Lemma 2.2.7 Let g be a power of an odd prime, u € F, and d € F,; \ {0}. Letn > 3 be an

odd integer. We consider the number N of solutions of the equation

2 2 2

2 _
X{+ x5+ +x,_ | +dx, =u
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with x1,x2,...,x, € Fy. Then we have

n—1 n-1/2 (n—-1)/2 . .
+ if (-1) du is a square inIF,,
N = { 7T 4 I ’ 2.13)

g7 = ¢ V2 i (=) D2dy is not a square in F,.

Proof. We use the notation of [8, Theorem 6.27] in this proof. Under this notation we have
the polynomial f(x1, x2, ..., X,) and the (extended) quadratic character  of ¥, as in the proof
of Lemma 2.2.6. Here N does not depend on v(u), but it depends only on 7 ((—1)(”‘1)/ 2du).
Hence we have two cases in (2.13) instead of four cases of Lemma 2.2.6. Using [8, Theorem

6.27] we complete the proof. |

2.3 NUMBER OF RATIONAL PLACES

Thanks to the results of Section 2.2, now we are ready to determine the number N(F') of the
rational places of F in all cases. In this section we determine the number of rational places of

the algebraic function field given in (2.1).

Theorem 2.3.1 Let g be a power of an odd prime. Let m > 2 be an integer. Let S(X) =

soX + 51 X9+ -+ sthh € Fyn[X] be an F -linearized polynomial with s, # 0 and h > 0. Let
LX) = poX + X9 + -+ + 1, X7 € Fn[X]

be an arbitrary F-linear polynomial. Let B € Fyn be an arbitrary element. Let F be the

algebraic function field
F=FnX,Y) with Y=Y =XSX)+LX)+p.

Let Wy be the radical defined in (2.2). Let k = dimg, Wy be the ¥ -dimension of Ws. We
choose an T ;-linear subspace WS of Fyn such that Ws & WS = Fyn. Let{ey,ea,...,em i}

be an F,-basis of Ws and d € F, \ {0} be a nonzero element given by Lemma 2.2.1. Let

H(x1,x2,...,Xm-t) € Fy[x1,x2,..., Xpu_k] be the polynomial over ¥, in m — k indeterminates
X15 X2,y .y Xm—k iven by
s s 2
H(xq,...,xpp) = E(xl +x5+ +dxm_k).

Forl1 <i<m-—k, let
a; = Tr(L(e;)) € Fq.
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Let
A= H(al,az,...,am_k_l, @) ek,
and
b =Tr(p) e F,.

Let y : Fyn — F, be the Fy-linear map

Y(x) = Tr(L(x)).

If Ws SZ Kery, then for the number N(F) of rational places of F we have
N(F)=1+4". (2.14)

If Wg C Kery, m — k is even and A # b, then for the number N(F) of rational places of F we

have

1 + g™ — gmoI2 i (~1)m=R12q is q square in T,
N(F) :{ 7 4 1 ‘ 2.15)

1 +¢" +gmR12  if (=1)"=0/24 is not a square in F,.

If Wy € Keryy, m — k is even and A = b, then for the number N(F) of rational places of F we

have

(2.16)

L+¢" = (g —1)g"hr2

1+¢"+(g— g™ 2 ifuisasquareinTF,,
N(F) = q" +(q-1yg if q g
if u is not a square in ¥,

where u = (=1)" 24 ¢ F,.

If Ws C Keryr and m — k is odd, then for the number N(F) of rational places of F we have

1+¢q™+q"™* D2 ifuisasquareinF,,
N(F) = e ! ’ X 17
1+ g™ — g™ D2 ifuis not a square in Fy,
where u = (=1)"*=DI224(A — b) € Fy.
Proof. For y € F n, consider the equation
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This has a solution if and only if
Tr(y) = 0.

Moreover if Tr(y) = 0, then the number of solutions of (2.18) with x € Fyn is g. Also these
statements hold independent from the characteristic of I, i.e., they hold for any finite field
[F, and any extension F n of [F, with m > 2. This useful result is well known and it is called

as Hilbert’s Theorem 90.

Let P, be the place of the rational function field F,(X) corresponding to the pole of X. It is
also well known that the place P, is totally ramified in the extension F/IF,(X) and there is a

unique rational place of F over P.

Let N be the number of solutions of the equation
H(xl,xz,...,xm_k) +b1y1 +b2y2 + - +bkyk —-A+b=0

with x1, X2, ..., Xk, Y1, Y2, - - ., Yk € 4. Then using the arguments above, Hilbert’s Theorem

90 and Lemma 2.2.3 we obtain that

N(F)=1+¢gN. (2.19)

First we assume that W ¢_ Kery (cf. Proposition 2.2.5). Using (2.7) we conclude that there

exists a nonzero element of the set {b1, by, ..., by}. Hence using Lemma 2.2.4 we obtain that
N=qg"". (2.20)
Combining (2.19) and (2.20) we obtain (2.14), which also proves Proposition 2.2.5.
In this proof from now on we assume that Wy C Kery, or equivalently by = by = --- = by = 0.
Let N; be the number of the solutions of
Hx,x0,....%00)—A+b=0
with x1, x2,..., X € F,. Then we immediately obtain that

N = ¢*Ny. (2.21)

We consider the case that m —k is even and A # b. Then using (2.8) in Lemma 2.2.6 we obtain
that
gkt — g2 i (—1)mR24 s a square in Fy,

N = { (2.22)

gl 4 g2 (—1)mR2 4 s not a square in F,.
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Note that

q-q" """ =q" q-q" gV =g, (2.23)

Hence combining (2.19), (2.21), (2.22) and (2.23) we prove (2.15).

Next we consider the case that m —k is even and A = b. Using (2.9) in Lemma 2.2.6 we obtain

that

m—k-1 (m=k)/2=-1 " if ui i
+(@-1) if u is a square in [,
Ny = { q q-Dyq q a (2.24)

g" 1 — (g - 1)g™ 7271 if u is not a square in F,,
where u = (-=1)"P/2d € F,,.. Combining (2.19), (2.21), (2.23) and (2.24) we prove (2.16).
Finally we consider the remaining case that m — k is odd. Using Lemma 2.2.7 we obtain that

k-1 “k=1)/2 i .
g" = 4 gm=k=D2if y is a square in Fy,

N = (2.25)
g" k=t — gm=k=D/2 " if 4 is not a square in Fy,

where u = (1) *1/224(A - b) € F,. Note that

g gk g2 o glmiktD/2, (2.26)

Combining (2.19), (2.21), (2.23), (2.25) and (2.26) we prove (2.17). This completes the proof.
[ ]
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CHAPTER 3

A CLASS OF AUTHENTICATION CODES WITH SECRECY

In this chapter we study the class of authentication codes with secrecy defined in Section 3.1
below (see the definition in (3.1)). In particular we obtain some contributions to some open

problems mentioned in [4].

We refer to Chapter 1 for a background on authentications codes with secrecy. We also refer
to Chapter 1 for the notions and definitions of impersonation attack, substitution attack and

level of secrecy protection.

This chapter is organized as follows: We introduce a class of authentication codes with se-
crecy, fix some notation and give some preliminary results in Section 3.1. We study the
maximum success probability £; of the impersonation attack on these codes in Section 3.2.
The determination of the maximum success probability s of the substitution attack on these

codes is more involved. We begin our study on s and we determine s when m is

even in Section 3.3. It will be clear below why it is necessary to consider the cases m is

even and m is odd separately when we study #s. The study of £g is more interesting

when is odd. In Section 3.4 we obtain some preliminary results on Ps and study Ps

_m_
ged(2h,m)

when is odd and m is even. Similarly, using the preliminary results of Section 3.4,

m
ged(2h,m)
we obtain s when m is odd and m is odd in Section 3.5. Finally we study the level of

secrecy provided by these authentication codes in Section 3.6.

Our results in this chapter refine and improve some of the results of [12] extensively. Through-

out this chapter, we use some results from Chapter 2.
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3.1 PRELIMINARIES

In this section we introduce a class of authentication codes with secrecy, give some results

that we use later and we fix some notation.

Let g be a power of a prime. For a positive integer m, F = denotes a finite field with ¢™

elements. For m > 2, let Try,,, /7, denote the trace map from [F,» onto I, given by
TI‘]qu /F, . qu — Fq

m—1

x b ox+xl4 a1

When it is clear from context, we also denote Tr]qu /¥, as Tr in short.
Now we introduce a class of authentication codes.

Let g be a power of an odd prime, m > 2 and 2 > 1 be integers. Let Tr denote the trace map

from F = onto IF,.

Let IT be the map defined as

Im:Fpn — Iy

h
X - Tr(qu“).

The authentication code with secrecy we consider is (S, K, M, E) with

S = qu,
7( = qu,
3.1)
M= qu X Fq,
E={E: ke XK},

where for k € K, the authentication map Ey is defined as

E.:S - M
s b (s+kII(s) + I1(k)) .

It follows from the definition that the maximum success probability £ of the impersonation

attack on the authentication code with secrecy in (3.1) is

P = max Itk € K : [I(my — k) + I1(k) = mo}|
= m=(mp,my) |7(|
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where the maximum is over M, that is the maximum is defined as m; runs through [F» and

my runs through [F,.

Again it follows from the definition that the maximum success probability $s of the substitu-

tion attack on the authentication code with secrecy in (3.1) is

o i 15 €SI + Tmy = ) = my, (s +dy) = TI(s) = d)
ST md (s € S:T(s) + [(m; — 5) = mo)| ’

where the maximum is over m = (m,my) € M =Fu xF,andd = (dy,d>) € M withd; # 0.

In the rest of this section we give some preliminary results that we will use later. We start

with a simple lemma.

Lemma 3.1.1 Let g be a power of a prime. Let a, b be positive integers. Then we have

gcd (q“ - 1,4 - 1) = gecd@b) _q,

Proof. We begin with an observation. Let ¢ be a positive integer dividing a. We have
q‘ -1 =qc(%)— 1=(¢ - 1)(1 +qc+q26+---+q(%_l)c).
This implies that

(g==“ = 1) 1 (¢" - 1),

and

(qgcd(a,b) _ 1) | (qb _ 1) )

Therefore we have

(qgcd(a,b) _ 1) | gcd (qa - l’qb - 1) . 3.2)

Let r = ged(g” — l,qb —1). Thenr|(g*-1),r]| (qb — 1), and in particular

g¢“=1 modr,
¢®=1 mod r.
For any integers ¢y, {, € Z we have that
¢
g" = ()" (¢") =1-1=1 modr. (3.3)



There exist integers €1, £, € Z such that

gcd(a, b) = t1a + »b. 3.4)
Then using (3.3) and (3.4) we obtain that

¢&4@D = 1 mod r,
and hence

ged (g = 1,¢" = 1) | (g=4“” 1), (3.5)
Combining (3.2) and (3.5) we complete the proof. ]
The following lemma is crucial for our results.
Lemma 3.1.2 Let g be a power of an odd prime. Let a, m be positive integers. Let W be the
set of the zeroes of the I 4-linearized polynomial
T+TY eF,[T]

inFyn. Let

a

gcd(a, m).

If @ is odd, then
a

and in particular |W| = 1.
If % is even, then the T -linearized polynomial

T+ T4 € F,[T] (3.6)
splits in the subfield ¥ pa of Fgn. Moreover, in this case, W is equal to the set of zeroes of the
polynomial in (3.6), in particular |W| = ¢
Proof. Note that 0 € W. Let x € F;» \ {0} and assume that x € W. Then

x? = —x,
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and hence
x4 =,
As x € Fyn \ {0}, we also have
x0T = 1.
Combining (3.7) and (3.8) we obtain that

&ed2(g* =D, — 1

By Lemma 3.1.1 we have

qa—l =gcd(¢*—-1,¢4"-1).

Note that

The number of terms in the sum
1 +qﬁ+q25+‘_‘+q(%—l)ﬁ
.om
1s —. Moreover
a
for1 <i< % -1,asqis odd. Hence

= n_{\z 1 mod?2 if Zisodd,
1+¢ +q%+-+qli D= a

Using (3.10), (3.11) and (3.12) we obtain that

gcd(zqa—l qm—l): 1 if%iSOdd,
g -1 q¢“-1 2 if 2 iseven.

In (3.13) we use the fact that

m—1
gcd( — , — ) =1,
g' =1 ¢* -1
which follows from (3.10). Then using (3.13) we obtain that

¢“—-1  if Zisodd,

ged 2(¢" - 1).q¢" - 1) = _
2(q“ - 1) if Z is even.
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First we consider the case that % is odd. By (3.9) and (3.14) we have

a_
=1

and hence

Then

a

— — q —
X0 = (xqa) =0 =x.

Similarly for any integer £ > 1 we have

xT =x
In particular for £ = £ we obtain that

X = x. (3.15)
As x € W, we also have

¥ = —x. (3.16)

Recall that x € Fyn \ {0}. Combining (3.15), (3.16) and using the fact that g is odd we arrive

to the contradiction that x = 0. Hence W = {0} in the case that % is odd.

Next we consider the case that % is even. By (3.9) and (3.14) we have

N
(xq _1) =1.

Hence
M= or XM=,
If x4 = 1, then as in the case that % is odd, we arrive to the conclusion that x4 = x. As
x4 =—x,x+0, and g is odd, we obtain a contradiction. Therefore xd~1 = —1 and
x+ x4 =0. (3.17)

Note that qua CFyn as % is even. Moreover for y € qua, its trace Trp ,_/r - (y) relative to an
q q

is given by
Trqua/]Fqﬁ(Y) =y+ yqa'
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It is well known that the equation Tr]qua /Fqﬁ(y) = 0 has exactly ¢“ solutions with y € F .

Hence the number of solutions of (3.17) with x € Fyn is ¢“. This completes the proof. |

The following lemma will be used later.

Lemma 3.1.3 Let g be a power of a prime. Let h,m be positive integers. Let W C Fyn be the

subset defined as
W={xeFpm:x+x =0}

Let Tr denote the trace map from F gn onto F,. Let a € Fyn and s be the F y-linear map defined

as

(// N ]qu e d Fq

x b Tr ((af‘fh + aqh) x) )

Then

W C Kery.

Proof. Let x € W. We have

Y(x) Tr ((a/q_h + aqh) x)

= Tr (a‘fhx) + Tr (aqhx) (3.18)
= Tr (a/qh (x + quh)) .
As x € W, we have
x+x" =0, (3.19)
Using (3.18) and (3.19) we obtain that
Y(x) =0.

This completes the proof. n
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3.2 THE MAXIMUM SUCCESS PROBABILITY OF THE IMPERSONATION
ATTACK

In this section we consider the maximum success probability £7 of the impersonation attack

on the authentication code with secrecy defined in (3.1).

We recall that Py is given by
[{k € K : II(my — k) + I1(k) = my}|

Pr = max
d m=(my,my) |7<|
(3.20)
{k € K : II(my — k) + I1(k) = my}|
= max )
m=(mj ,ms) q™

where the maximum is over M, that is the maximum is defined as m; runs through F » and

my runs through [F,,.

Let x € Fyn, @ € Fyn and b € ;. Note that

(e —x) +II(x) = b (3.21)
means that
Tr (@ = 07 1) + Tr (x741) = b. (3.22)
We have
@-07" = (@-»T(@-
= (@ -x")a-x) (3.23)

= ¥ g x — @xd" + x7'1,
We choose § € Fy» such that
Tr(B) = b. (3.24)
Note that

Tr (ax?') = Tr (7' x). (3.25)
Combining (3.22), (3.23), (3.24) and (3.25) we obtain that (3.22) holds if and only if
Tr (22741 = (0" + o) x + 27! - g) = 0. (3.26)
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For y € Fm, let F,,, be the algebraic function field
Foy=Fp(x,y) with yI—y= 244"+ (a"_h + aqh) x+7. (3.27)
Note that the polynomial
T9-T - (2th+1 - (a/qih + a/qh) X+ y) € Fm(x)[T]
is irreducible over the field F«(x). Hence [Fy, : Fgn(x)] = q.
Let N(a, 8) denote the number of solutions of the equation (3.26) with x € Fyn.
Let N(F\,,) denote the number of rational places of F .
Using (3.26) and (3.27) we obtain that if
y=a?*'-p, (3.28)
then
N(Fq,) =1+¢gN(a,p). (3.29)
It is also clear that @ and 8 runs through Fy» if and only if a and a1 - B runs through Fgm.
Hence, by (3.28) and (3.29), we have that
max N (Foy)=1+¢ max N(a,p). (3.30)

ay

Here max,, N (F (,,7) is the maximum of N (Fa,y) as « and y runs through Fg». Similarly

max, g N(a, ) is the maximum of N(«,f) as @ and § runs through F .
Therefore the determination of 7 reduces to the determination of

max N (Fay)- (3.31)

where the maximum is over @,y € F,». We will determine (3.31) using the results of Chapter

2.

Let S(T) = 27" € Fyn[T] be the [Fy-linearized polynomial. Under the notation of Chapter 2,

for the mapping Qs we have

QS :]qu L ]Fq
x b Tr(xS(x)) = Tr (2th+1).
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The corresponding bilinear form Bj is given by

Bs : qu X qu - Fq
(6,y) = Tr(xS () + yS(x)).

Using (2.3) in Chapter 2, for the radical Wy of the bilinear form Bg we have

Ws = {xeFm:2x+2x7 =0}

{xeFpm:x+x =0}

Leth = gcd(2h,m) and k = diqu W be the F,-dimension of Wg.

If % is odd, then using Lemma 3.1.2 we have

Ws ={0} and k=0.

It % is even, then using Lemma 3.1.2 we have

Ws={xeFp:x+x =0} and k=h.

Let y be the IF,-linear map

(// N ]qu g Fq

x = Tr ((af‘fh + aqh) x) .
By Lemma 3.1.3 we have that

Ws C Kery.

The following simple lemma will be useful.

(3.32)

(3.33)

(3.34)

Lemma 3.2.1 Let a, b be positive integers. Let a = gcd(2a, b). If %’ is even, then a is even.

Proof. Assume that

| sls

gcd(2a, b). Therefore a = ged(2a, b) is even.
Now we are ready to determine Py.
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Theorem 3.2.2 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let 11 be

the map

11 . ]qu e Fq

x — Tr (th“) .

Let (S, K, M, E) be the authentication code with secrecy defined as

S =Fyn,
K =TFym,

M =TFm xTF,,
E={E,: keXK},

where for k € K, the authentication map Ey is defined as
Ek S - M
s b (s+kI(s) + I1(k)) .

Let P1 denote the maximum success probability of the impersonation attack on the authenti-

cation code with secrecy defined above. Let

h = ged(2h, m).
If % is odd and m is odd, then
1 1
PI =—+ m+1 (335)
q q?
If % is odd and m is even, then
1 1 1 -1
Pr=—+— or Pr=-+1__ (3.36)
q C]7+1 q C]7+1
If % is even, his even, and m is even, then
1 1 1 -1
Pr=—+—=— or Pr=-+-1_ (3.37)
q qu-‘ul q qu-hH

Proof. We use the notation introduced before Lemma 3.2.1 above. In particular we note that

Ws € Kery (3.38)

in all cases.
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First we consider the case that % is odd and m is odd. For the dimension k£ of Wy we have
k=0,

by (3.32). Then m — k is odd. Using Theorem 2.3.1 of Chapter 2 we obtain that

m+1
2

N(Fay)=1+4q"+qF or N(Fuy)=1+4"-q"%, (3.39)
where a,y € qu,

In order to decide which value in (3.39) occurs depending on @ and y, we need to consider

whether the element
(-1)"7 2d(A - b) € F, (3.40)

is square or not in ;. Here d is a nonzero constant in I, \ {0} depending on g, m and h.
Moreover in (3.40) A € [, is a constant depending on g, m, h, and a. Finally in (3.40), the

constant b € ¥, is defined as
b = Tr(y). (3.41)

Using (3.41) we obtain that the value in (3.40) takes both square and nonsquare values in
F, as a and y run through [F,». Therefore both of the values in (3.39) occur as « and y run

through . Therefore

m+1
max N (Fo,)=1+q"+q, (3.42)
a,y

where the maximum is over a,y € F ». Recall that for a, 8 € Fyn, N(a, 8) denotes the number

of solutions of the equation in (3.26) with x € F;». Using (3.30) and (3.42) we obtain that

maxgy N (Fay) - 1

m%x N(a,B)
’ (3.43)

For max, g N(«,f) in (3.43), the maximum is over @, 8 € Fn.
Using (3.20) and (3.43) we obtain that

Pr =




which completes the proof of (3.35).
Next we consider the case that % is odd and m is even. Again
k=dimWg =0
by (3.32). Then m — k is even. Using Theorem 2.3.1 of Chapter 2, we obtain that
N(Fapy)=1+q"=q" or N(Fay)=1+q"+q" (3.44)
if A # b, and
N(Fay)=1+q"+(@-1q? or N(Fa,)=1+4"-(q-14q* (3.45)

if A = b. Here, as in the case that % is odd and m is odd above, A € F is a constant depending

on g, m, h, and a. Moreover b = Tr(y). Hence both of the cases
A=b and A %D
occur as @ and y run through F ». Also the values in (3.44) and (3.45) depend on whether
(—1)'7nd is a square in [, or not, (3.46)
where d € F, \ {0} is a nonzero constant depending on g, m and h.

If the value in (3.46) is a square in [, then using (3.44) and (3.45) we obtain that

maxN(Fa,y) max{1+q’"—ﬁ,1+q’”+(q—1)q%}
@y (3.47)
1+4"+(g—-1)g>.

If the value in (3.46) is not a square in I, then using (3.44) and (3.45) we obtain that

rr;%XN(F“”) max{l +q"+q2,1+q" (g~ l)q%} (3.48)

1+4q"+q>.

Combining (3.47), (3.48) and using (3.30) we obtain that

maxgy N (Fay) - 1
q

max N(a,p) =
af
and hence

maﬁxN(a,,B) =q" "+ (g- g (3.49)
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or
max N@,B)=q" " +¢77". (3.50)
a,

Using (3.20), (3.49) and (3.50) we get that

g" '+ (q-1g>!

Pr = =
1 -1
= -+ qm
q q7+1
or
m—1 -1
+ g2
pr o= Tt
1 1
= — + —
q q7+]

which completes the proof of (3.36).

Finally we consider the case that % is even, & is even and m is even. For the dimension k of

Ws we have

=~
Il
oyl

by (3.33). Then m — k is even. Using Theorem 2.3.1 of Chapter 2 we obtain that

=

mt m+h

N(Fay)=1+q"=q"" or N(Fay)=1+q"+q" (3.51)
if A # b and
N(Fapy)=1+q"+(@-1g"" or N(Fay)=1+4"-(q-1)q" (3.52)

if A = b. Here, as in the case of % is odd and m is even above, the occurrence of values in
(3.51) and (3.52) depend on the constants A, b and d. Again A € F, is a constant depending
on g,m,h and a. Moreover b = Tr(y), and d € [, \ {0} is a nonzero constant depending on

q,m, and h.
If (—1)mT_Zd is a square in I, then both of the values

mth mth
N(Fay)=1+¢"-q" and N(Fay)=1+¢"+(q—1)q" (3.53)

occur as @ and y run through F .
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If (—l)mT_;d is not a square in [F, then both of the values

=1

N(Fay)=1+4¢"+4¢" and N(Fap)=1+¢"-(g- gt (3.54)
occur as @ and y run through F .

Therefore, by (3.53) and (3.54), we have

maxN(F(m) = max{l +q" —quJ, 1+4¢"+(g—- l)q#}

@y . (3.55)
= l+q"+(@-1g >
or
maxN(Fa,y) = max{l +4" + q#, 1+4¢"—(qg— l)quJ}
ay - (3.56)
= 1+4¢"+q 7
Using (3.30), (3.55) and (3.56) we get that
max N(a. ) = ¢+ (g - g 3.57)
a,
or
max N, §) = P ) (3.58)
Hence from (3.20), (3.57) and (3.58) we obtain that
¢ +(g- g
PI = ql’ﬂ
1 -1
= — + q z
q q%ﬂ
or
)?1+E
P
Pr = 7
1 1
= — + Z y
q C]%H
which completes the proof of (3.37). |

Remark 3.2.3 Using Lemma 3.2.1 we obtain that there is no case in Theorem 3.2.2 with % is
even and h is odd. Moreover i % is even, then m is even and there is no case that % is even,
h is even and m is odd. Therefore Theorem 3.2.2 considers Py in all possible cases. Also all

three cases considered in Theorem 3.2.2 occur. For example:
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i) Ifm=9andh =3, then h= gcd(2h, m) = 3 and we have
% =3isodd, and m=9is odd.

ii) Ifm=6andh =2, then h= gcd(2h, m) = 2 and we have
% =3isodd, and m = 6is even.

iii) If m = 8 and h = 2, then h= gcd(2h, m) = 4 and we have

=2iseven, h=4iseven and m = 8is even.

=13

3.3 THE MAXIMUM SUCCESS PROBABILITY OF THE SUBSTITUTION
ATTACK: CASE —2— IS EVEN
gcd(2h,m)
In this section we begin to consider the maximum success probability s of the substitution
attack on the authentication code with secrecy defined in (3.1) and we determine it when

m .
m 1S even.

We recall that Pg is given by

B l{s €S : II(s) + [(my — s5) = mp, (s +dy) —1(s) = db}|
P = max (s €S : I(s) + (m; —5) = mo)| ’ (3.59)

where the maximum is over m = (m,my) € M =Fu xF,andd = (d,,d>) € M withd; # 0.
Let a S ]qu, bl € ]Fq, (0% € qu \ {0} and b2 € ]Fq

For the denominator of the right hand side of the equation in (3.59) we consider the cardinality

of the set
{x € Fyn : II(x) + (a1 — x) = b1}. (3.60)
For the numerator of the right hand side of the equation in (3.59) we consider the cardinality
of the set
{xeFym : II(x) + (a1 —x) = b1, Il(x+az)—TII(x) = by}. (3.61)
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We choose 31 € Fn such that Tr(81) = b;. Let Ni(a1,51) denote the number of solutions of

the equation
T[22+ — (07" + o7 '+ _ 5\ _
X @] +a) |x+a B1]=0 (3.62)

with x € Fyn. Using (3.21), (3.22), (3.23) , (3.24), and (3.25), as in determination of the
maximum success probability £ of the impersonation attack, we obtain that Ni(a1, 1) is

equal to the cardinality of the set in (3.60).

For x € Fyn, note that

h h h h h
(x+ap)? Th—x7+l = (xq + a/;] )(x +ay) — x0t]

h h h hil h
(xq U4 xlay +xad +af )—x”Jrl

q

qh+1
5 .

h h
= xTay +xa;5 +a,

Then we have

II(x + ap) — I1(x)

Tr ((x + az)qh“) —Tr (th“)

Tr (x"ha/g + xa/gh + 0/21/1“) (3.63)

—h h h
q q q'+1
Tr((a2 +a, )x+a/2 )

We choose B, € F,n such that Tr(8,) = by. Using (3.63) we observe that the number of
solutions of the system of equations

by,
by,

II(x) + () — x)
II(x + ap) — I1(x)

with x € Fyn is the same as the number of solutions of the system of equations

h —h h h 1
Tr(2x" +1—( q +a/‘]1)x+a‘{+ —,81) 0,

(3.64)
Tr ((ag_h + a;’h)x + a/thrl —Bz) = 0,
with x € Fyn. Let Na(a1,f1; az,B2) denote the number of solutions of the system (3.64) with

x € Fyn. Using (3.59) we observe that

Ps= max Nz(fll,,31;6¥2,/32)’ (3.65)

a1,B1,a2,62 Ni(a1,B1)
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where the maximum is over a1, 81, 2,82 € Fyn with ap # 0.
We consider whether there exists as € Fy» \ {0} such that
q—h qh
@, +a, =0, (3.66)

which is equivalent to

Now we use Lemma 3.1.2. Let i = gcd(2h, m). If % is odd, then there is no a; € Fyn \ {0}
such that (3.66) holds. If % is even, then the number of a; € Fyn \ {0} such that (3.66) holds

isq—1.

First we deal with the case that % is even and we choose a3 € Fyn \ {0} such that

Moreover we choose f; € F n such that

Tr (agh+1 _,82) — 0

1

The number of such 3, is exactly g™~ . Then the system (3.64) of equations becomes the

system of equations given by

h —h h h 1
Tr(2xq+1—(a/? +af )x+a[f+ —,81)

I
L

(3.67)

Tr (0 - x)

0.

As the second equation in system (3.67) is trivially satisfied, the system in (3.67) is equivalent
to the equation in (3.62) for these choices of @, € Fyn \ {0} and 8> € Fyn. Therefore for any

a1,P1 € Fyn and for those choices of a; € Fyn \ {0} and 5, € Fy» we have

Ni(ay,B1) = Na(ay, Bi; a2, 82). (3.68)

Moreover we observe that the system in (3.64) includes the equation in (3.62) as its first
equation. Therefore for any choice of a1, € Fy» and for any choice of a» € Fy» \ {0} and

B2 € Fyn we have

Ni(ay,B1) = Na(ay, Bi; a2, 582). (3.69)
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Therefore using (3.65), (3.68) and (3.69) we obtain that
Ps=1,
whenever % is even.

We have proved the following proposition.

Proposition 3.3.1 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let 11

be the map

H . ]qu d Ft]

X - Tr(th”).

Let (S, K, M, E) be the authentication code with secrecy defined as
S = ]qu,
7( = qu,
M= qu X Fq,
E= {Ek ke 7(},

where for k € K, the authentication map Ey is defined as

E.:S - M
s b (54 kTI(s) + TIK)) .

Let Ps denote the maximum success probability of the substitution attack on the authentica-

tion code with secrecy defined above. Let

h = ged(2h, m).

If % is even, then

Ps=1.

3.4 THE MAXIMUM SUCCESS PROBABILITY OF THE SUBSTITUTION
ATTACK: CASE —2— IS ODD AND m IS EVEN

gcd(2h,m)

The study of the maximum success probability s of the impersonation attack on the authen-

tication code with secrecy defined in (3.1) is more interesting when m is odd.
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In this section we begin to study $s when is odd. We obtain some useful results

_m_
gcd(2h,m)

and we consider the subcase that m is odd and m is even. The remaining subcase that
—— is odd and m is odd will be considered in the next section.
gcd(2h,m)
Let ¢ be the map
SD . qu e ]qu
" Y (3.70)
a cxg + a/g .

Using Lemma 3.1.2 we obtain that there is no a; € Fy» \ {0} with

h

~h
7 +al =0,

@,

and hence the I -linear map ¢ in (3.70) gives an Fy-linear isomorphism on F,», under our

assumption that % is odd.

For a1,B1 € Fyn, a3 € Fyn \ {0} and B3 € Fyn, let N3(ay,B1; @3,583) denote the number of

solutions of the system

Tr (2th+1 - (a‘]fh + ai’h)x + a‘llhﬂ —,81) = 0,
(3.71)
Tr (a3x + B33) = 0,
Wlth X € qu.
We note that
Nao(ar, Bis a2, B2) = Na(a1, P15 @3,83) (3.72)
if
—h h h
as=al +af and By=al " -p. (3.73)
For ay,y1,a3,y3 € Fgn with a3 # 0, let Fy, 5, 5,9, denote the algebraic function field
Fo, 35 = Fgn(x,y1,y2)  with
Wy = 2 (a‘lf"’ + a/’fh)x Ty, (3.74)

yZ - a3x +7y3.
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Note that the polynomial
TI-T - (2xq”“ - (a{h + a‘{h) + yl)x € Fn(0)[T]
is irreducible over the field Fy«(x). Similarly the polynomial
T7—T — (a3x +7y3) € Fgn(x,y1)
is irreducible over the field F»(x, y1). Then we have that

[Fgn(e,31) : Fgn(0)| = g, [Fgne,31,3) : Fyn(x, )| = 4,

and hence

[F @1.y1,a3,73 - Iqu(x)] -

LetN (F @171, ,73) denote the number of rational places of the algebraic function field Fy, 5, a5.y;-
Using (3.72), (3.73) and (3.74) we observe that

N(me,as,ys) =1+ ¢*Na(a1, 15 @2, ) (3.75)

provided that we have

—h h h

7, and yy=al " - B (3.76)

q

h
_ 4+l _
yi=a, -pi, m3=q,

For a choice of a1, y1,a3,y3 € Fyn with @3 # 0 for defining F, 5, 45,y;» Using the same a
and y1, let E,, ,, be the algebraic function field
. h ~h h
Eq y =Fgn(x,y) with y7 —y=2x7 e (a(f + 0/11 )x + 1.

Note that

[Eal’71 : qu(x)] =gq.

Recall that for @y, € Fyn, Ni(a1,51) denotes the number of solutions of the equation

i i h Il
Tr(2xq+l—(a‘11 +af )x+a/‘f+ —ﬂ1)=0

with x € Fyn. Let N (Ealm) denote the number of rational places of the algebraic function

field E,, 5, . Therefore we have
N (Eay) = 1+ qNi(a1,B). 3.77)
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provided that we have

h
y=al " =B (3.78)

Using (3.65), (3.75), (3.76), (3.77) and (3.78), for the maximum success probability s of the

substitution attack on the codes defined in (3.1) we obtain that

(N(memm) - 1}

q2
B , (3.79)
@1,Y1,23,Y3 N(Ea/l,}’l) -1
q

where the maximum is over a1, y1, @3,y3 € Fyn with a3 # 0.

Our arguments above related to the maximum success probability £ of the impersonation at-
tack give sufficient information for determining N(E,, ,,) in (3.79). However we need further

information for determining N(Fy, 5,.05.y;) 10 (3.79). We develop such results below.

Let ay,y1,a3,y3 € Fyn with a3 # 0. We derive an equivalent definition of the algebraic

function field Fy, 5, o,y instead of the one in (3.74). Using (3.74), we have

o2 2 0 (3.80)
as a3 (0%}
and
yq qh+1
2 3 —h h
yl—y1=2(—2—y——y—] —(a‘{ +a‘{)x+y1. (3.81)
@z a3 @3
Note that

q
= Nnow)(h_» (3.82)
as a3 a3 as
q" U
n(n n) _(n) (2 _»
a3\ a3 [o%} a3 a3 as
qh+1
a3

40



Let L be the F,-linear map defined as
—h h
vy o =(of o)y

Let L, be the IF,-linear map defined as

L2 . qu e qu

—h

v 2@ @) )

Using (3.83) and (3.84) we define the [F,-linear map L as

L . ]qu g ]F qm

y = Li(y)+ La(y)

(3.83)

(3.84)

(3.85)

Let ay,y1,@3,y3 € Fyn with a3 # 0. Using (3.81), (3.82), and (3.85) we obtain the following

equivalent representation of the algebraic function field Fy, 4, o;,, consisting of one affine

equation instead of the two affine equations in (3.74):

Foiyiasy = qu(yQa)’l) with

Note that the polynomial

yq qh+1 yq qh+l
- 2(_z_y_2) +L(_2_y_2)+[yl +z(ﬁ) ] € Fyn()[T]
a3 a3 a3 @3 as

is irreducible over the field F = (y>) and hence

It is clear from (3.80) that x € Fyn(y2) € Fo, 1,03.95-

(3.86)

We will use the representation of Fy, 5, 43,5, in (3.86) and the results of Chapter 2 in order to

consider N (F mmmw) and the maximum success probability s of the substitution attack

on the authentication code with secrecy defined above.
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Using the notation of Chapter 2, let S (X) € Fy»[X] be the [F,-linearized polynomial

S(X) = 2X7" € Fyn[X]

Let Bs be the symmetric bilinear form

Bs : qu X qu - Fq

(x,y) = Tr(xSQ) +ySx)
on the [F-linear space Fm.
Let Qg be the map

QS :qu - Fq

1
X EBS (x, x).

Recall that, conversely, the symmetric bilinear form By is obtained from the map Qs via

Bs(x,y) = Qs (x +y) = Qs (x) = Qs (). (3.87)

We also observe that
Qs(x) =Tr (2th+1)

for all x € Fyn.

Let Or be the map
QR . ]qu - Fq
(3.88)
q
X o 0 (x_ - i).

@3 a3

As in (3.87) we define the symmetric bilinear form Bg on the [F,-linear space Fyn using the

map Qg defined in (3.88) as

Bg:Fp xFp — F,
(3.89)
(x,y) = Or(x+y) = Or(x) = Or(y).

The following lemma will be useful.
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Lemma 3.4.1 Under the notation as above we have
x4 x
Bgr(x,y) = Bs (—3 -—, X l)

forall x,y € Fyn.

Proof. Let x,y € F n. Using (3.89) we have

Br(x,y) = Or(x,y) — Or(x) — Or(y).

Then by (3.88) we get

Bg(x,y)
(3.90)
(x+»? x+ x? x 4
—Qs( Y Y -os[=-Z)-o0s[=-2).
as as3 a3 a3 a3 @3
Note that
x+y? x4+ xt—x yi-
Qs( AR P22 (3.91)
a3 a3 a3 a3
Then by (3.87) and (3.91) we have
22
3 a3
X —x vI— X1 — x q_
=Qs( +2 ) Qs( )—Qs(y y) (3.92)
a3 a3 (0%} a3
(x+y? x+ x1—x 7 —
—QS( Y Y) - 0 - o5 (2.
as as as as
Combining (3.90) and (3.92) we obtain that
BR(X,y)=BS( 2 y)’
as
which completes the proof. |

Let Wy be the radical of Bg and let Wg be the radical of Bg. We have

Ws ={x€Fm:Bs(x,y) =0 forall yeFu}.

Using Lemma 3.4.1 we obtain that

WR:{erqu:BS( —————— =0 forall yEIqu}.



Let W be the F,-linear subspace of F,» defined as

q
Wz{xqum :Bg(x,();—3—5—3):0 for all yqu,,,}.

The fact that W is an [F-linear subspace of F» follows from the bilinearity of Bg.

Let n be the F-linear map

77 N F qm e d ]F qm

x4 X
> = -2
X s a3

Let H = Im(n) be the image of 1, or equivalently the image n (qu) of Fy» under the map 7.

Lemma 3.4.2 Under the notation as above, for the image n(Wg) of Wg under the map n, we

have

n(Wg)=WnH.

Proof. We first show that n(Wg) € W N H. It is clear that n(Wg) C H and its is enough to
show that  (Wg) C W. Let x € Wg. By definition of Wi we have

forall y € Fym. Hence

for all y € Fyn. Using the definition of W we obtain that n(x) € W.

Conversely let x € W N H. Then, as x € H, there exists x; € Fy» such that

q
X
x=L_ X (3.93)
s a3

Using the definition of W and (3.93) we get that

for all y € Fym. Hence x; € Wg and

x=n(x1) € n(Wg)).

This completes the proof. n
As a consequence of Lemma 3.4.2, we obtain the following useful lemma.
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Lemma 3.4.3 We keep the notation as above.
If W C H, then

dim Wg = dim W + 1.

Ifw gz H, then

dim Wg = dim W.

Proof. We note that
Kern = F,
and hence

dim Wg = dim T](WR) + 1.

Assume first that W C H. Then using Lemma 3.4.2 we obtain that
dimnp(Wg) = dim(W N H) = dim W.
using (3.96) and (3.97) we prove (3.94).

Next we assume that W ¢ H. We have, by linear algebra,

dim(W N H) + dim (Span{W U H}) = dim W + dim H.

Note that
dmH=m-1
as Kern = F,. Moreover

dimW > 1.

(3.94)

(3.95)

(3.96)

3.97)

(3.98)

Indeed, otherwise dim W = 0 and W C H trivially, which is a contradiction to our assumption

that W ¢ H. Therefore
dim (Span{W U H}) > dimH = m — 1,
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which implies that

dim (Span{W U H}) = m. (3.99)

Combining (3.98) and (3.99) we obtain that

dm(WNnH) = dmW+@m-1)-m

(3.100)
= dimW-1.
Moreover we have
dim(W N H) = dimn(Wg) (3.101)
by Lemma 3.4.2.
The proof of (3.95) follows from (3.96), (3.100) and (3.101). |

Now we consider W in detail. Note that the map

(770 ]qu e qu

2h
x B x+x1

is injective as % is odd. Let & € Fun \ {0} be the uniquely determined nonzero element such

that

P& =af .

Lemma 3.4.4 Under the notation as above, we have that

W ={c& :c ey}

Proof. Let x € F». By definition of W we have that x € W if and only if

forall y € Fym.

For y € F,n, we have that Bg (x, % — a%) = 0 if and only if

q q q
Tr( (y__z) (y—l)}o
(0%} 0% (0% a3
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Note that

Moreover

7 + g th—l + g
o | Bty ) P A N )
3 a,;l

Then for x,y € Fy» we have that By (x 2 l) = 0 if and only if

> a3 a3

h—1 —h—1 h —h
x?T + x4 x? + x4
Tr — - y|=0.
a/q a3

This implies, for x € Fyn, that Bs (x, £ — 2) = 0 for all y € Fyn if and only if

" (3.102)

h—1 —h—1 h —h
x4+ x4 x? + x4
=0.
@3

Taking ¢"*!-th power of both sides of the equation in (3.102) we obtain
Xy x4 xa
¢ - e =0.
@3 @3

Hence for x € [Fyn, we have that x € W if and only if

qh - qh
3 3

P {?ﬁ(X) J"

[0 [0

or equivalently

We conclude that

W= {x €Fym : o(x) = ca?

h
3 for some c e Fq} .

h
As ¢ is an [F-linear (vector space) isomorphism on Fy» and ¢(&3) = 0/31 , for x € Fyn we have
. h
o(x) = cag — x = c&3,
where ¢ € F,. This completes the proof. |

Combining Lemma 3.4.3 and Lemma 3.4.4 we obtain the following.
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Lemma 3.4.5 Under the notation as above, for the dimension dim Wy, of the IF-linear space

Wgr we have

2 ifWCH,
1 ifWZH

dim WR =

Proof. Assume first that W C H, then by Lemma 3.4.3 we have

dmWg = dimW+1
= 2,

where in the last equality we use the fact that dim W = 1, which follows from Lemma 3.4.4.

Assume next that W ¢ H, then by Lemma 3.4.3 we have

dimWr = dimW
= 1,

where in the last equality we again use Lemma 3.4.4 and the fact thatdim W =1 . |

Next we consider H in detail.

Lemma 3.4.6 Under the notation as above, we have that

H = {x € Fgn : Tr(asx) = 0}.

Proof. If x € H, then there exists x| € Fy» with 17(x1) = x, or equivalently

q
XX
—_— — = X,
a3 @3

that is
x? — X| = Q3X.
Therefore using Hilbert’s Theorem 90 we obtain that if x € H, then
Tr(azx) = 0.
Conversely, let x € Fyn with Tr(azx) = 0. Then, again by Hilbert’s Theorem 90, there exists
x1 € Fyn such that
x‘f — X] = a3X.
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This means that

which completes the proof. |
Recall that & € Fyn \ {0} is the nonzero element with

&+ fg’zh = agh. (3.103)

Lemma 3.4.7 Under the notation as above, we have

WCHeTr ((53 + ggzh)gg”) - 0.

Proof. By Lemma 3.4.4 we have
W ={c& : c € Fy}. (3.104)
Moreover by Lemma 3.4.6 we have

H = {x € Fyn : Tr(asx) = 0}. (3.105)

Note that as W and H are [F,-linear subspaces of Fy» and dim W = 1,
WCHe &eH. (3.106)

Indeed if &3 € H, then c¢&5 € H for all ¢ € [, and hence using (3.104) we get that W C H.
Conversely if W C H, then as & = 1-&; € W we have & € H trivially.

Using (3.105) and (3.106) we obtain that

W CH & Tr(azé3) =0. (3.107)
From (3.103) we get
Tr(es&s) = Tr((esés))
= Te(afel) (3.108)
= el )e)
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The proof follows from (3.107) and (3.108).

Combining Lemma 3.4.5 and Lemma 3.4.7 we obtain the following.

Lemma 3.4.8 Under the notation as above, for the dimension dim Wy of the F,-linear sub-

space Wg of Fyn we have

2 if Tr((g3+§g“)§§")=o,

dim WR =

1 if Tr ((§3 + g—‘g%)fgh) 0.

Proof. The proof follows directly from Lemma 3.4.5 and Lemma 3.4.7.

The following proposition is useful.

Proposition 3.4.9 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let Tr

denote the trace map from F g onto I,
There exists & € Fgn \ {0} such that

Tr((¢ +£7") ) = 0.

There exists & € Fgn \ {0} such that

Tr((£ +£7")€7") % 0.

Proof. Let 0 < h; <m and 0 < hy < m be the integers with
h=h; mod m,

and
2h =hy, mod m.

Hence for ¢ € Fy» we have

Tr((e+e)er) =Tr((e+ &™) e).

Let m; = m — hy. Then, for ¢ € Fyn, taking g™ -th power we obtain that

Tr((e+&7) &) = Tr((&™ +677)g).
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Let S 1(X) be the [F;-linearized polynomial

ho+my

S1(X) = X7 + x4 e Fn[X].

Let F be the algebraic function field with

Fi=Fg(x,y) with y7—y=581(x)x.

Let Bg, be the symmetric bilinear form on the [F-linear space F,» defined as

BSIIquXqu - Fq
(,y) = Tr(xS1(y) +ySi1(x).

Let W be the radical of Bg,, which is given by

le{xqum:BS,(x,y)=0 for all yeIE‘qm}.

Let k; = dim W be the [F,-dimension of W;.
As W C Fym, it is clear that

0<k <m.

Let N(F) denote the number of rational places of F.

Using Theorem 2.3.1 of Chapter 2, we obtain that N(F1) is in the set

m+k| m+ky

Ty = {l+q"-q 7 . 1+q"+q 7,

m+k|

m+k
1+¢"+(q-Dq 2, 1+¢"—(qg-q >

l+¢"+q 2 ,1+4"-q 2

m+ky+1 mtky+1 }

Using (3.113), we get

l+g<min7; and max7; <1+ g™

Let Ny denote the number of solutions of
Tr(xS1(x)) =0
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with x € Fy». Using Hilbert’s Theorem 90 we obtain that
N(F1) =1+ ¢N;. (3.115)

First we consider the case (3.109) of the proposition and we assume that there is no & €

F 4 \ {0} such that

Tr((£+£7)€7) = 0.

Note that for & = 0, we have that Tr ((f + §q2h) fqh) = 0 holds trivially. Therefore N = 1 and

using (3.115) we obtain that
N(F))=1+gq. (3.116)

As N(Fy) ¢ T, using (3.114) and (3.116) we obtain a contradiction. This proves that there
exists & € Fyn \ {0} such that (3.109) holds.

Next we consider the case (3.110) of the proposition and we assume that there is no & €

Fyn \ {0} such that
Tr((£+£7)€7) # 0.
Hence we obtain that Ny = ¢ and from (3.115) we get that
N(F)) =1+ g™ (3.117)

Again, as N(F1) ¢ T, using (3.114) and (3.116) we obtain a contradiction. This completes
the proof. ]

Recall that (see 3.85) L is an F-linear map on F,» given by

L: ]qu — ]qu

Let y; be the F-linear map from [Fy» to I, defined by

lrlll . ]qu e ]Fq
x B Tr(Lkx)).
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Recall that 7 is the Fy-linear map from Fy» to F » given by

n: qu - qu

x4 X
X B — -,
as as

Let ¢ be the FF;-linear map from Fy» to F, defined by

lﬂ . ]qu - Fq

(o)
x = yifl—=-—)

a3 a3
Lemma 3.4.10 Under notation as above, we have that
Wr C Kery
if and only if

n(Wg) C Kery.

Proof. If x € Wg and ¥(x) = 0, then
x4 X
¥ (— - —) = ¢ (n(x) =0,
a3
which implies that n (Wg) C Kery .

Conversely assume that 7 (Wg) C Kery; and there exists x € Wg \ Keryr. Then n(x) € Kery,

lﬁl(x—q—i)=0,

a3 a3

and hence ¥(x) = 0, which is a contradiction.
This completes the proof. n

In the following lemma, we use Lemma 3.4.2, Lemma 3.4.4, Lemma 3.4.8 and Lemma 3.4.10.

Lemma 3.4.11 We keep the notation as above.
IfW ¢ H, then
Wg € Kery
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always.

If W C H, then

—h h
2y3\? 2y3\?
Wr C Keryy & Tr [((aq + ﬂ) + (al + ﬁ) )53] =0,
a3 a3

where &3 € Fyn \ {0} is the uniquely determined element by a3 such that

2 h
q- _ 4
§3 +€:3 = a’3 .

Proof. Recall that

X —x yl-y

WR:{xqum:Bs( ):O for all yeIE‘qm}.

@3 a3

If x € IF,, then x? — x = 0 and hence

q _ q _ q _
Bs(x x Yy y)zBS(O’y y):o
a3 a3 a

for all y € Fn. This shows that

F, € Wg
Recall that
Kern = F,.
Therefore we obtain that
dim Wg = dimn (Wg) + 1. (3.118)

Assume first that W ¢ H. Then by Lemma 3.4.5 we have that
dim Wg = 1. (3.119)
Using (3.118) and (3.119) we conclude that
dimn(Wg) = 0.
Therefore

n(Wg) € Kery
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holds trivially, and using Lemma 3.4.10 we obtain that

Wr C Kery.

Assume next that W € H. Then by Lemma 3.4.2

n(Wg)=WnH=W. (3.120)

Using (3.120) and Lemma 3.4.4

n(Wg) = {c&3 1 c € Fy). (3.121)

Note that dim n(Wg) = 1. Using (3.121) and Lemma 3.4.10 we obtain that W C Kery if and

only if
Y1(£3) =0,
which is equivalent to
—h h
2y3\! 2y3\!
T[[( ) o 22) ]g] Zo

@3 @3

This completes the proof. |

Lemma 3.4.12 Let &3 € Fyn \ {0}. Let a3 € Fyn \ {0} be the uniquely determined element by

&3 such that
q2h _ qh
53 + 63 =a; .
Let y3 € Fyn.
The number of ay € Fyn such that

q—h qh
Tr[[((ll + %) + (al + %) )53} =0 (3122)
(0%} as

m—1

isq

The number of ay € Fyn such that

q—h qh
Tr [[(al + %) + (aq + %) ]53) £0 (3.123)
as as3

55

is qm _ qm—l.



Proof. Let

_ 2v3
a/1=a/1+l.
a3

Note that the number of a; € Fyn satisfying (3.122) is equal to the number of @; € Fyn

satisfying

Tr (((51)’1’“ ; (59?")@) 0. (3.124)

Similarly the number of @ € Fy» satisfying (3.123) is equal to the number of @ € Fyn

satisfying

Tr (((al)q‘h ; (al)q”)§3) +0. (3.125)

For @y € F n, we have
_ —h _ h
(@) &) = Te(@me] ),
and
h —h
Tr(@) &) =Tr(@me] ).
Hence for @; € Fyn, (3.124) holds if and only if

Tr(@m (¢ +))=0. (3.126)

h 2h

af =&+,

and a3 # 0, we have
qh q—h
& +& =azelFm\ {0}

Therefore the number of @ € Fg» satisfying (3.124) is equal to the number of @; € Fyn
satisfying

Tr (51(23) =0.
As a3 # 0, this number is well known to be ¢!
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For the number of @; € F,» satisfying (3.125), or equivalently for the number of a; € Fyn

satisfying (3.123), we subtract ¢" ! from ¢” = |F|, which gives ¢" — ¢"~!. This completes
ymng q q q g q9 -9 P

the proof. ]

We combine Proposition 3.4.9 and Lemma 3.4.12 in the next proposition.

Proposition 3.4.13 We keep the notation and assumptions as above. The statements in each

of the following four cases hold:

Case i)

Case ii)

Case iii)

There exist &3 € Fyn \ {0}, y3 € Fyn, and ay € Fyn such that
Tr ((§3 + gg”’)ggh) =0,
and
a3 3

where a3 € Fyn \ {0} is the uniquely determined element by &3 such that &3 + g{h =a, .

There exist &3 € Fyn \ {0}, v3 € Fyn, and ay € Fyn such that

and

where a3 € Fyn \ {0} is the uniquely determined element by &3 such that &3 + §§2h = a/gh.
There exist &3 € Fyn \ {0}, y3 € Fyn, and a1 € Fyn such that
Tr ((53 t gg”’)ggh) 0,
and
a3 a3

2h h
where a3 € Fyn \ {0} is the uniquely determined element by &3 such that &3 + .5‘31 = 0/31 .
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Case iv) There exist &3 € Fyn \ {0}, y3 € Fyn, and ay € Fyn such that

Tr ((53 + ggz’l).fgh) £0,

2 q—h 2 qh
Tr[[(al + ﬂ) + (a’] + ﬂ) }53] # 0,
a3 (0%}
qh

where a3 € Fyn \ {0} is the uniquely determined element by &3 such that &3 + fg’zh =as.

and

Proof. Using Proposition 3.4.9 we choose & € Fy \ {0} such that

Tr ((53 ; ggz’l)ggh) - 0.

Let a3 € Fyn \ {0} be the uniquely determined nonzero element such that

2h h
q- _ 4
& +§3 =5 .

We choose y3 € Fyn arbitrarily.

Using Lemma 3.4.12 we know that there exists a; € Fy» such that

~h h
2y3\! 2y3\!
Tr {((al + ﬂ) + (al + ﬂ) )53] - 0. (3.127)
a3 a3
Moreover we also know that there exists a; € F » such that
—h h
273\ 2y3\?
Tr [((a/] + ﬂ) + (aq + ﬁ) )53] # 0. (3.128)
@3 @3

These prove the statements in Case i) and Case ii).

For Case iii) and Case iv), using Proposition 3.4.9, we choose &3 € F n \ {0} such that

Tr ((53 + ggzh)g_,‘{h) #0.

Again we choose y3 € F n arbitrarily. By Lemma 3.4.12, as above, we know existence of
a1 € Fyn satisfying (3.127). Also we know existence of @ € F » satisfying (3.128). Hence

we prove the statements in Case iii) and Case iv).
This completes the proof. |

In the following corollary we use Lemma 3.4.7, Lemma 3.4.8 and Lemma 3.4.11 together

with Proposition 3.4.13.
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Corollary 3.4.14 We keep the notation and assumptions as above. For a1, as,y3 € Fyn with
az # 0, we are in one of the four cases of Proposition 3.4.13, and, conversely, each case of

Proposition 3.4.13 occurs as a1, a3 and y3 run through Fn with a3 # 0.

If we are in Case i) of Proposition 3.4.13, then

dimWg =2 and Wg C Kery. (3.129)

If we are in Case ii) of Proposition 3.4.13, then

dimWg =2 and Wg ¢ Kery. (3.130)

If we are in Case iii) or Case iv) of Proposition 3.4.13, then

dimWg =1 and Wg C Kery. (3.131)
Proof. Let ay,a3,y; € Fyn» with @3 # 0. Then it is clear that these elements define exactly
one of the four cases of Proposition 3.4.13 depending on whether the corresponding equations

give zero or nonzero values. Also by Proposition 3.4.13, each of these four cases occur as

a1, @3,3 run through F » with a3 # 0.
Assume first that we are in Case i) of Proposition 3.4.13. Then by Lemma 3.4.8
dim Wgy = 2,
and
WCcH
by Lemma 3.4.7. Then using Lemma 3.4.11 we obtain that
Wr C Kery,
which proves (3.129).

Assume now that we are in Case ii) of Proposition 3.4.13. Then, still by Lemma 3.4.7 and

Lemma 3.4.8, we have
dim WR = 2,
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and
WCH.
However by Lemma 3.4.11, now we have
Wr ¢ Kery,
which proves (3.130).

Assume finally that we are in Case iii) or Case iv) of Proposition 3.4.13. By Lemma 3.4.7 and

Lemma 3.4.8,

dim Wg =1,
and

W ¢ H.

Then by Lemma 3.4.11, both in Case iii) and Case iv) we have

Wr C Kery,
which proves (3.131).
This completes the proof. |

We are ready to determine the number of rational places of the algebraic function fields

FO/1,71,Q3,73 and EQIO’I in each case.

‘We first consider the situation that % is odd and m is even.

Theorem 3.4.15 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let
h = ged(2h, m).

Assume that % is odd and m is even.

Let ay,az,y3 € Fgn with az # 0.

Let & € Fyn \ {0} be the unique element determined by a3 such that
&+&0 =al.
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Foryy € Fyn, let Fy, 5, a5,y, and Eq, , be the algebraic function fields defined as

Foiyiasy, = qu(y%)’l) with

4q q'+1 q q"+1
y’f—y1=2(y—2—y—2) +L(y—2—y—2)+[71+2(ﬁ) ]
a3 a3 a3 @3 a3
and
= ; q _ g+l q™" q"
Eal,% —qu(X,y) with y —y—2x - +a’1 X+

Here L is an IF4-linear map on Fn given by

L: ]qu — qu

295\ 295\
as ;3
As yy runs through F gm, the number N (Ealm) of Eq, 5, takes both of the values in the set
{1+q"-q%.1+q"+@q- g%}, (3.132)
or takes both values of in the set
{1+qm+q%,l+qm—(q—l)q%} (3.133)
Assume that ay, a3,y3 € Fyn with az # 0 is chosen such that we are in Case i) of Proposition

3.4.13. Then as 7y, runs through ¥ n, the number N (mem,n) of Fo, 1,05,y takes both of

the values in the set
(144" =% 1+ 4"+ (- 1g*"},
or takes both values of in the set
{1 +q"+ g L+ g - (g - l)q%”}.
Assume that a1, a3,y3 € Fyn with a3 # 0 is chosen such that we are in Case ii) of Proposition

3.4.13. Then as yy runs through I n, the number N (Fal,yl,az,yz) of Fo\y1,a3,y; 1S always given
by

N(Faly)’|,a3,y3) =1+ qm.
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Assume that ay,a3,y3 € Fygn with az # 0 is chosen such that we are in Case iii) or Case iv)
of Proposition 3.4.13. Then as 'yy runs through Iy, the number N (F i ,034,3) of Fayy1.a3,y3

takes both of the values in the set

241

{1+qm+q%+l,l+qm—q2 }

Proof. We complete the proof using Theorem 2.3.1 of Chapter 2.

First we consider N(Ey, ,,). We use similar arguments as in the proof of Theorem 3.2.2. By
Lemma 3.1.2, as % is odd, for the dimension kg of the radical of the corresponding symmetric

bilinear form of E,, ,,, which is independent from « and 7y, we have
krp =0.

Moreover there exists a nonzero element dg € I, \ {0}, which depends only on ¢, 4 and m,

used for the determination of the number N(Ey, ,) of rational places of E,, ,,.
Recall that m is even by our assumption.
If
(—1)%dE isasquarein [,

then N(E,, ,) takes both of the values in the set

{1+q" 4% 144"+ (- Dq?)
as a1 and y; run through Fn, Here we use Lemma 3.1.3 and Theorem 2.3.1 of Chapter 2.
If

(_1)’2-”dE is anot squarein [,
then N(Ey, y,) takes both of the values in the set

{1+¢"+4%. 144" - (- Dg?}

as a1 and 7y run through F,». Here we again use Lemma 3.1.3 and Theorem 2.3.1 of Chapter
2. These complete the proof of the statements in the theorem related to the number N(E,, ,)

of rational places of E, ,.
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Next we consider N(Fy, y, a5,y;) Case by case.

Assume that a1, a3,y3 € F » with a3 # 0 is chosen such that we are in Case i) of Proposition

3.4.13. Then by Corollary 3.4.14 we have
kp :==dimWg =2 and Wy C Kery.

There exists a nonzero element d;, € I, \ {0}, which depends on the map L together with g, h

and m. Here d, is used for the determination of the number N(F, y, a3,y;) Of rational places

of Foy y1,05.95-
As mis even, if
(—1)%@ is asquarein [y,

then N(Fy, y,,a3,y;) takes both of the values

{1+¢"=a*" 1+4"+ (¢~ Dg*"")
as 7y runs through [Fyn.
If

(—1)mT_2dL is not a square in  [F,

then N(Fq, 5, a3,y;) takes both of the values

{1+¢"+a* " 1+4"~ (¢~ Dg*"")
as 7y runs through [Fyn.

These complete the proof of the statements in the theorem related to the number N(Fy, y,,05,y3)

of rational places of Fy, y, a3,y; for Case i) of Proposition 3.4.13.

Assume next that ay,a3,y3 € Fgn with @3 # 0 is chosen such that we are in Case ii) of

Proposition 3.4.13. Then by Corollary 3.4.14 we have
kg =dimWg =2 and Wg € Kery.
Then, as Wg ¢ Kery, we have

N(Frz|,71,113,y3) =1+ qm
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for each value of y; € Fyn.

This completes the proof of the statements in the theorem related to the number N(Fy, 5,,05.,;)

of rational places of Fy, y, a3y, for Case ii) of Proposition 3.4.13.

Finally we assume that a1, @3, y3 € Fn with a3 # 0 is chosen such that we are in Case iii) or

Case iv) of Proposition 3.4.13. Then by Corollary 3.4.14 we have
krp =dimWg =1 and Wpg C Kery.
As m — kg is odd, N(Fy, y,.05.y;) takes both of the values
{1 +qd" =" 1+ q" + q%”}
as y1 runs through [Fyn.

This completes the proof of the statements in the theorem related to the number N(Fy, 4,,05,;)

of rational places of Fy, y, a3,; for Case iii) and Case iv) of Proposition 3.4.13. |
We determine Pg in the next corollary when % is odd and m is even.

Corollary 3.4.16 Let q be a power of an odd prime. Let m > 2 and h > 1 be integers. Let
h = ged(2h, m).

Assume that % is odd and m is even.

Let 11 be the map
Im:Fpn — Iy
x > Tr (th“) .

Let (S, K, M, E) be the authentication code with secrecy defined as

S =Fyn,

K =Fyn,
M=TFm xF,,
E={E: keK},

where for k € K, the authentication map Ey is defined as

Ek:S - M
s B (s+kI(s) + [1(k)) .
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Let Ps denote the maximum success probability of the substitution attack on the authentica-

tion code with secrecy defined above. Then P takes one of the values in the set

m_q m_q

¢ 2+ (q-Dg>" ¢" 2+ g2
qm—l_q2 ’qm—l_qz ’

or takes one of the values in the set

{q’”‘z+(q—1)q%‘l "2 +q2! }

m

g = (g - g gm — (g - 1gE!

Proof. We will complete the proof using (3.79) and Theorem 3.4.15.

For the number N(E,, ,) there are two cases we should consider, which correspond to the

sets in (3.132) and (3.133) of Theorem 3.4.15.

Assume first that N(E,, ,,) takes one of the values in the set in (3.132). Taking (3.79) into

account we need to consider
m
7

Ny ::min{l+qm—q%,1+qm+(q—1)q%}:1+qm_q :

Then, again by (3.79), we compute

Ni-1
q

¢ -qc (3.134)

For the number N(Fy, 5,.05,7;) Of Fa, y.a3,y;» W€ need to consider all of four cases of proposi-

tion 3.4.13 one by one, as all of them occur. From Case i) of Proposition 3.4.13 we get

Naio= max{l+¢" =g 144" + (g - Dg**}
(3.135)
= 1+4"+(@q- 1)q%+1
or
N2,1 = maX{l +qm+q%+l’1+qm_(q_ 1)q%+1}
(3.136)

= 1+q"+q>"!

From Case ii) of Proposition 3.4.13 we get
Nz,z =1+ qm.
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From Case iii) and Case iv) of proposition 3.4.13 we get

Ny = max{l +qd"+q> 1+ 4" - q%“}
(3.137)
= 1+¢"+42"!
Let
Ny := max{Ny 1, N2p, Na 3}
If (3.135) holds, then we have
No=1+¢"+(q-Dg>*". (3.138)
If (3.136) holds, then we have
No=1+¢"+4¢2"". (3.139)
Using (3.79), (3.138) and (3.139) we compute and conclude that
Ny —1 m m
= — e+ Dgt "+ gE (3.140)
q

Hence by (3.134) and (3.140), using (3.79) we get that

" Hg-Dg? !t g rgt!
Ps € { pE——— (0

Tgml - gt
provided that N(E,, ,,) takes one of the values in the set in (3.132).

Assume next that N(E,, ,,) takes one of the values in the set in (3.133). Taking (3.79) into

account we need to consider
Ni=min{l+¢"+¢%,1+¢" - (g- g} =1+¢" - (q- )q*.

Then by (3.79), we compute

N1 _
q

" = (g- g7 (3.141)

By the same reasoning corresponding to the case that N(E,, ,,) takes one of the values in the

set in (3.133) above, for the numerator of the right hand side of (3.79) we consider and obtain

N - 1 m m
el g -Dgt g+ gE . (3.142)
q
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From (3.79), (3.141) and (3.142) we get that

Ps =

)
7 e{q’"‘2+(q—1)q%“ g +q?! }
(N1 . 1) ¢"' = (q=Dg¥" g~ (g - Dg¥!
q

provided that N(E,, ,,) takes one of the values in the set in (3.133).

This completes the proof. |

3.5 THE MAXIMUM SUCCESS PROBABILITY OF THE SUBSTITUTION
ATTACK: CASE —2— IS ODD AND m IS ODD

gcd(2h,m)

We continue our study on the maximum success probability s of the impersonation attack

on the authentication code with secrecy defined in (3.1) when m is odd.

Using similar methods as in Section 3.4, we determine £ s when is odd and m is odd.

_m_
gcd(2h,m)

This section will conclude our study of Pg in all cases.

Theorem 3.5.1 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let
h = ged(2h, m).

Assume that % is odd and m is odd.
Let ay,@3,y3 € Fyn with az # 0.

Let & € Fyn \ {0} be the unique element determined by a3 such that

2h h
q" _ 4
§3 + §3 =a; .
For y1 € Fyn, let Fy, 5, 05,9, and Eq, , be the algebraic function fields defined as
F(21,71,<13,y3 = qu(yz,yo with

q q'+1 q q"+1
yi’—y1=2[y—2—y—2) +L(y—2—y—2)+[m+2(ﬁ) ]
(0%} as a

and

—h h
Eq y =Fgpm(x,y) with y?—y= 257+ - (a/‘f + 0/11 )x + 1.
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Here L is an IF4-linear map on ¥ yn given by

L:Fpm — Fyn

As yy runs through F ym, the number N (Eam/l) of Ey, y, takes both of the values in the set

{1+qm+qm7”,1+q’”—qm7+l},

Assume that ay, a3, y3 € Fyn with az # 0 is chosen such that we are in Case i) of Proposition
3.4.13. Then as yy runs through ¥ m, the number N(Fa]’yl’%y}) of Fa, 5.3y, takes both of

the values in the set
m+1 m+1
{1 +q"+q 2 L1+g" - qTH} :
Assume that a1, @3,y3 € Fyn with a3 # 0 is chosen such that we are in Case ii) of Proposition

3.4.13. Then as y\ runs through ¥ m, the number N (Fm,yl,as,ys) of Fa\y,,a3,y; 1S always given
by

N(F(ll,YI,(I},)’}) = 1 + qm.
Assume that ay,a3,y3 € Fyn with az # 0 is chosen such that we are in Case iii) or Case iv)

of Proposition 3.4.13. Then as 'yy runs through Iy, the number N (F 01,71,03,%) of Fay y1.a3,y3

takes both of the values in the set

{1+qm—q%,l+q’”+(q—1)qm7“},

or takes both values in the set

{1+qm+q%,1+qm—(q—l)qm7+1}.

Proof. The proof is similar to the proof of Theorem 3.4.15.

Again we first consider N(Ey, ,,). Under the notation of the proof of Theorem 3.4.15 we still

have
kg =0,
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and there exists a nonzero element dg € I, \ {0}, which depends only on g, h and m.

Recall that m is odd by our assumption. Then using Lemma 3.1.3 and Theorem 2.3.1 of

Chapter 2, N(E,, ,) takes both of the values in the set
m+1

{1+qm+q%1+qm-q7} (3.143)

as a1 and y; run through F ». There is only one set given in (3.143), which is independent
from dg. This completes the proof of the statement in the theorem related to the number

N(E,, ,,) of rational places of E,, ,,.
Next, similarly, we consider N(Fl, y,,a;,y;) Case by case.

Assume that @, a3,y3 € Fyn with a3 # 0 is chosen such that we are in Case 1) of Proposition

3.4.13. Then by Corollary 3.4.14 we have
krp =dimWg =2 and Wy C Kery.

There exists a nonzero element d;, € I, \ {0}, which depends on the map L together with g, h

and m.

As mis odd, m — kg is odd and hence N(Fy, y, a,y;) takes both of the values
{1 +q" - qu“H’ 1+q"+ q'"T*'H}

as y1 runs through F,». Note again that there is only one set given in (3.143), which is

independent from dj .

Assume next that ay,a3,y3 € Fgn with @3 # 0 is chosen such that we are in Case ii) of

Proposition 3.4.13. As in the case of Theorem 3.4.15, by Corollary 3.4.14 we have
kg =dimWg =2 and Wg € Kery.
Then, as Wg ¢ Kery, we have
NF o yra3) =1+ 4"
for each value of y; € Fyn.

Finally we assume that a1, @3, y3 € Fn with a3 # 0 is chosen such that we are in Case iii) or

Case iv) of Proposition 3.4.13. Then by Corollary 3.4.14 we have
krp =dimWg =1 and Wpg C Kery.
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Again there exists a nonzero element d,,; € [F, \ {0}, which depends on a3 together with g, h

and m.
As m — kg is even, we need to take d,, into account.

If
(—l)mT_la’a3 isasquarein [y,

then N(Fy, y, a3,y;) takes both of the values

{1 g =g 14"+ (g~ 1)61%}
as 7y runs through [Fyn.
If

(—l)mT_ldo[3 is not a square in [y,
then N(Fy, y, a3,y;) takes both of the values

{1 g+ g 14"~ (g~ l)qmzi}

as 7y runs through [Fyn.

These complete the proof of the statements in the theorem related to the number N(Fy, 5, ,05,3)

of rational places of Fy, y, a3, for Case iii) and Case iv) of Proposition 3.4.13. |

Corollary 3.5.2 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let
h = ged(2h, m).

Assume that % is odd and m is odd.

Let I1 be the map

Im:Fpm — Iy

x > Tr (th“) .

Let (S, K, M, E) be the authentication code with secrecy defined as
S = ]qu,
7( = qu,
M= qu X Fq,
&= {Er : k € 7(},
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where for k € K, the authentication map Ey is defined as

EkCS - M
s b (s+kII(s) + I1(k)) .

Let Ps denote the maximum success probability of the substitution attack on the authentica-

tion code with secrecy defined above. Then Pgs is given exactly by

Proof. The proof is similar to the proof of Corollary 3.4.16.
For the number N(E,, ,,), using Theorem 3.5.1 and (3.79) we define
Ny = min{l +q’"+q% 1+4" —qu} =1 +qm—qu.

Then we have

L ot (3.144)

For the number N(Fy, y,.5,y,) We consider all four cases of Proposition 3.4.13.
When we are in Case i) of Proposition 3.4.13 we define

Ny = max{l +q" +q%+l, 1+4" —quH”} =1+4" +qu+]+1.

When we are in Case ii) of Proposition 3.4.13 we define

Nz,z =1+ qm.

When we are in Case iii) or Case iv) of Proposition 3.4.13 we define N, 3 as

Nyz = max{1+q’" Tl 1 +4" +(q—1)612}
(3.145)
= 1+¢"+(q-Dq'?,
or
Noz = max{l+qm—(q—1)q% 1+4™ +qu}
(3.146)
= 1+4" +qu.
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Let
N> := max {Na,1,N22, N2 3} .

Note that

m+1 m+1
2+l 2

1+4"+q >1+¢"+(@-1g 2.

Therefore, independent from whether we define N, 3 as in (3.145) or as in (3.146), we have

No=1+¢"+q"7*".
Hence we get
Ny —1 m=
=" g (3.147)
q

%)
2 m=2 4 "t
po=\ T ) _d"THaT
(Nl—l) qm—l—qT
q
This completes the proof. n

3.6 THE LEVEL OF SECRECY

In this section we study the level of secrecy provided by the authentication codes defined in

3.1).
We use similar methods as in Section 3.2 above.
First we recall some notation and some results that we will use in this section.

Let II denote the map introduced in the definition of the authentication codes with secrecy
given in (3.1) above. For the minimum level of secrecy provided by these authentication

codes with secrecy, we need to consider the minimum value

min [{s € S : TI(s) + [I(m; — s) = ma}|, (3.148)

my,ny

where the minimum is over (m,m;) € M, or equivalently over m; € F,» and my € F,,.
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Leta € Fyn and b € . For x € F,» we have

II(x) + (e — x) = Tr (Z)thJrl - (a/qfh + a/qh) X+ a/qh+l) .

Let 5 € Fy» with Tr(8) = b. Hence, for x € Fn, we have that
II(x) + IIla — x) = b
if and only if

Tr (quh“ - (a/q_h + oﬂh) x+af™! —ﬂ) =0.

For @ € Fyn and y € Fyn, let N(«,y) denote the number of solutions of the equation
Tr (2)th+1 - (a/‘fh + a/qh) X+ y) =0
with x € Fn.
For @ € Fyn and y € Fyn, let F, , be the algebraic function field
Foy=Fm(x,y) with y'—y= 24"+ - (a‘fh + a/qh) x+7y. (3.149)

Let N(Fy,,) denote the number of rational places of F,,. Using Hilbert’s Theorem 90 we

have that

N(F(m) =1+¢gN(a,y).

Therefore the minimum value in (3.148) is equal to the minimum value

. N (F a,y) -1
mn-—m3—
ay q

, (3.150)
where the minimum is over @,y € Fyn.

Let ¢ be the [F,-linear map

l// N qu e ]Fq
x = Tr (— (a/"_h + aqh) x) .

Let S(T) = 27" € F[T] be the IF,-linearized polynomial.
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Let Bg be the bilinear form

BS . qu X qu = ]Fq

(x,y) > Tr(xS©y) +ySx).

Let W denote the radical of Bg. We have

W ={x€qu:x+xq2]l=O}.

Using Lemma 3.1.3 we obtain that

Ws € Kery, (3.151)
for any positive integer A.
Leth = gcd(2h, m).
By Lemma 3.1.2 we have
dimWs =0 if % is odd,
and
dim Wy = hoif % is even,

Now we are ready to determine the level of secrecy.

Theorem 3.6.1 Let g be a power of an odd prime. Let m > 2 and h > 1 be integers. Let Il be

the map

H . ]qu e d Fq

X Tr(th+1).

Let (S, K, M, E) be the authentication code with secrecy defined as
S = ]qu,
7( = qu,
M= qu X Fq,
&= {Er : k € 7(},
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where for k € K, the authentication map Ey is defined as

Ep:8§ - M
s b (s+kII(s) + I1(k)) .

Moreover let h be the positive integer given by

h = ged(2h, m).

If % is odd and m is odd, then the authentication codes with secrecy defined above provides

at least

log, (qm-l - q’”T") (3.152)
bits of secrecy.

If % is odd and m is even, then the authentication codes with secrecy defined above provides

at least

m

logy ("' = q2") or log (¢ - (qg-1)g*") (3.153)
bits of secrecy.
If % is even, then the authentication codes with secrecy defined above provides at least
meh

10g2(q’"‘1—q2 ) or 1og2(qm—1—(q—1)q'”7”'—1) (3.154)

bits of secrecy.

Proof. Let

k = dim Wyg.

First we consider the case that % is odd and m is odd. Then

k=0 and m-—k isodd. (3.155)

Let @,y € Fyn. Using (3.151), (3.155) and Theorem 2.3.1 of Chapter 2, for the number
N(F, ) of the algebraic function field defined in (3.149), we have that N(F, ) is in the set

m+1
2

{1+q’”—q ,1+q’"+qu”}- (3.156)
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Moreover both of the values in the set (3.156) are attained as a and y run through F». There-

fore we get
minN(Fy,) = 1+¢" - ¢"%
a’y
and
min N(Fa,y) -1 _ qm_l _ qm_4
ay q

Here the minimum values are defined as  and y run through Fgn.
Therefore using (3.148), (3.150) and taking the logarithm we prove (3.152).
Next we consider the case that % is odd and m is even. Then

k=0 and m-—k iseven. (3.157)

Let @,y € Fyn. Using (3.151), (3.157) and Theorem 2.3.1 of Chapter 2, for the number
N(F ) of the algebraic function field defined in (3.149), we have that N(F, ) is in the set

{1+q"-q%.1+ 4"+ (- q?} (3.158)
or N(F,) is in the set
{1+g"+4%,1+¢" - (g- Dg?} (3.159)

Moreover if N(F,) is in the set (3.158), then both of the values in the set (3.158) are attained
as « and y run through [Fy». Similarly if N(F, ) is in the set (3.159), then both of the values

in the set (3.159) are attained as @ and y run through [Fyn.

Therefore we get

. N(Fa,y)_l
mm-—— €

{@" =g g™ = (g - g},
ay q

where the minimum value is over a,y € F n. Using (3.148), (3.150) and taking the logarithm

we complete the proof of (3.153).

Finally we consider the case that % is even. It is not difficult to observe that m is even and h

is even in this case (see Remark 3.2.3 above). Then we have

k=h and m-—k iseven. (3.160)
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Let @,y € Fyn. Using (3.151), (3.160) and Theorem 2.3.1 of Chapter 2, for the number
N(Fl,,) of the algebraic function field defined in (3.149), we have that N(F|, ) is in the set

{1+q’"—q%,l+qm+(q—1)q%} (3.161)
or N(F,,) is in the set
{1 " g T g = (g 1)qu”’} (3.162)

Moreover, as in the case above, if N(F, ) is in the set (3.161), then both of the values in the
set (3.161) are attained as a and y run through Fy». Similarly if N(F, ) is in the set (3.162),
then both of the values in the set (3.162) are attained as @ and y run through [Fyn.
Therefore we get

N(F -1 m+h m+h
in Yo =1 {q’”‘l —g g - (g - l)th‘l},

where the minimum value is over a,y € F n. Using (3.148), (3.150) and taking the logarithm

we complete the proof of (3.154).

This completes the proof. |
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