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ABSTRACT

FREE STORAGE BASIS CONVERSION OVER EXTENSION FIELD

HAROLD, NDANGANG YAMPA
M.S., Department of Cryptography
Supervisor : Prof. Dr. ERSAN AKYILDIZ

December, 2014, 48] pages

The representation of elements over finite fields play a great impact on the performance
of finite field arithmetic. So if efficient representation of finite field elements exists and
conversion between these representations is known, then it becomes easy to perform
computation in a more efficient way. In this thesis, we shall provide a free storage
basis conversion in the extension field [F» of IF, between Normal basis and Polynomial
basis and vice versa. The particularity of this thesis is that, our transition matrix is of
a special form and requires no memory to store its entries. Also the inverse of the
transition matrix is obtained just by permuting the row entries of the transition matrix.
Therefore the complexity of the algorithm for obtaining both the transition matrix and
its inverse is the same.

Keywords : Finite fields, normal basis, polynomial basis
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0Y/

CiSiM GENISLEMESI UZERINDE SERBEST DEPOLAMA BAZ DONUSUMU

HAROLD, NDANGANG YAMPA
Yiiksek Lisans, Kriptografi Programi
Tez Yoneticisi : Prof. Dr. ERSAN AKYILDIZ

December, 2014, @8] sayfa

Sonlu cisim elamanlarin gosterimlermin sonlu cisim aritmetiginin performansi iiz-
erinde ¢ok onemli bir etkisi vardir. Eger sonlu cisim elamanlarinin iyi bir gosterimi
varsa ve gosterimler arasi doniisiimler biliniyorsa, cisim tizerindeki aritmetik hesapla-
malar daha hizli ve verimli yapilabilir. Bu tezde,lF, uzerindeki [F» cisim geniglemesi
tizerinde, Normal baz ve Polinom baz arasinda iki tarafl1 serbest depolama baz doniisiimii
calisilmigtir. Bu doniisiimiin 6zelligi, gecis matrisinin 6zel bir formda olmasi ve girdi-
lerinin depolanmasi i¢in hafizaya ihtiya¢ duyulmamasidir. Ayrica gecis matrisinin tersi
tam olarak satirlarinin permiitasyonu alinarak elde edilir. Bu sebeple gecis matrisini
elde etme de kullanilan algoritmanin karmagiklig1 ile bu matrisin tersini elde etmede
kullanilan algoritmanin karmagikli1 aynidir.

Anahtar Kelimeler : Sonlu Cisimler, Normal Baz, Polinom Bazi
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Let [F;» be an extension of finite field IF, of degree n. Then for any ordered basis 3 =
{a1,a2,...,a,} of Fyn over I, one has a unique representation of each element v €
Fyn over Fy in the form a = (cy, ..., c,) € F where a = 7" | ¢ € Fgn. Let p be
another element of F,» with p = 3" | d;a;. Then p = (dy, ..., d,) where d; € T, for
i € {1,2,...,n}. This representation being an Fj,— linear isomorphism gives us the
sum « + p € Fy» in terms of the n components of «v and p and the scalar multiplication
c-a € Fyn with ¢ € F, in terms of components of «.. So in the implementation point of
view, sum and scalar multiplication of elements in F, /IF, have the same complexity
for any choice of an ordered basis. But when it comes to multiplication ap and the
inverse o' € F,, one wonders how to choose the ordered basis 3 = {ay, ag, ..., a,}
of Fyn/F, so that multiplication ap = (c1,...,¢,)(dy,...,d,) and inverse o' =
(t1,...,t,) of a can be computed efficiently. For this purpose, there has been some
studies in the literature and these studies brought the concept of normal bases, optimal
normal bases. So far no body knows how to choose an ordered basis /3 in F» /F, so that
multiplication ap and the inverse o' is more efficient than any other choice. In any
case, there is an obvious natural ordered basis 8 = {«ay,...,a,} = {1, z,..., 2"} of
Fon = Fylz]/ (o)) Where p(z) = 2" +a,_ 12"+ - -+ay is the irreducible polynomial
representation (field polynomial) of F,» over [F,, called the polynomial basis. In this
representation, the multiplication of ap € [Fy» is performed in two steps: polynomial
multiplication over F, and modular reduction by p(x). As the complexity of the field
multiplication depends on the number of non-zero terms in the reduction polynomial, it
is desirable to use reduction polynomial with fewer number of terms. And the inverse
a~tofa =cy+ciz+---+c,_12" ! can be obtained by using the extended euclidean
algorithm. The problem in the implementation of arithmetic operation of [Fy» is to find
a good ordered basis /3 such that the algorithms for performing cvp and o~ ! are efficient.
So far one still doesn’t know a generic choice for this problem. In literature, in order to
improve the efficiency of arithmetic operations over finite fields, one usually perform
the conversion between polynomial basis representation to another representation of
field element and vice versa. This is what we are going to do in this thesis for the field
F,» where ¢ = p" and p an odd prime.



1.2 Motivation and Qutline of the Thesis

Given two bases A = {aj,as,...,a,} and B = {by,bs,...,b,}, the traditional
method for converting from one basis to another is to form an m X m transition ma-
trix 7 such that A = T x B and B = T~! x A. This method requires O(m?) field
operations and also required O(m?) storage requirement for coefficients. Burton and
Kaliski in [2] proposed an efficient finite field basis conversion in F,~ using an import
and export algorithm which requires O(m log q) field operations and require storage
for O(m) coefficients.

Our Motivation started in [16] in which the author provided a basis conversion over
Fy». In this thesis, we constructed the finite field Fg» by using the irreducible polyno-
mial f(x) = 2? — 2 + 1 € F,[z] over F, where ¢ = p”,gcd(p,n) = 1 and p is an
odd prime. Clearly F» = F,[x]/(f(x) has the polynomial basis {1, c,...,a? '} We
realised that the construction of the extension field F;» with the irreducible polynomial
f over IF, does not have a normal basis. In order to construct the normal basis of F,
we have seen that the reciprocal g(z) = 2? — 2! + 1 € F,[z] of f which is also
irreducible over [, is normal polynomial in F». Therefore, we constructed the normal
basis {f, 54, ... ,ﬁp_ll} of Fy(8) = Fylz]/(4(x)). We wrote each of the 37" as a linear
combination of the o’ fori € {0,1,...,p— 1} and we form the transition matrix M of
polynomial basis to normal basis. This matrix is of special form and also the inverse
of this matrix is obtained just by permutation of the row entries of M. Therefore the
complexity of finding M and its inverse M ! are equal. The time complexity of our
method is O(np?) and no extra memory requirement is needed apart from the memory
of the input. The rest of this thesis is organized as follows:

e The second chapter of this thesis deals with basic definition in finite fields, con-
struction of extension fields, nature of roots of irreducible polynomials over ex-
tensions and we provide an algorithm to factorise square free polynomial into
irreducible polynomials.

e In next chapter the aim is to develop condition under which extensions fields
have normal basis and then apply those conditions on irreducible polynomials to
check whether they are normal or not.

e In the fourth chapter, we analysed the roots of trinomial f(z) = 2 —x + 1 €
[F,[z] and whether the roots of its reciprocal polynomial g(z) = 2? — 2Pt +1 €
[F,[x] form a normal basis or not, we use those roots to construct the transition
matrix from polynomial basis to normal basis and vice versa. Furthermore, we
construct Algorithm [I] and [2] with their complexities. Finally we shall provide
our future interest of research on this topic.



CHAPTER 2

Preliminary

In this chapter, we give the fundamental definitions and structures related to our work.
For further explanations, applications and previous work, see [1, 9,15, 3] and references
there in.

Finite fields is a branch of mathematics discovered by Evariste Galois [9]] and it serves
as the building blocks for cryptography and coding theory. In this section we shall
give a brief summary about finite fields, irreducible polynomials and construction of
extension fields.

Definition 2.1. [9]. A ring R is a set with two binary operations denoted + and - called
addition and multiplication satisfying

1. Ris an abelian group under +

2. -is associative. That is for any a,b,c € R (a-b)-c=a- (b-c)

3. - is distributive with respect to + i.e for a,b,c € R

a-(b+c)=a-b+a-c
(a+b)-c=a-c+b-c

If R has an identity element with respect to multiplication, we denote it as 1 and the
identity element of R with respect to addition is denoted as 0.

R is said to be commutative if the operation - of R is commutative, i.e forany z,y € R
Example 2.1. The set of integers form a commutative ring.

Definition 2.2. [9] A field F is a commutative ring with 1z # 0 such that every non-
zero elements of R has multiplicative inverse.

A subset K of F is called a subfield of F, if K forms a field under the same operations

asinF.

Example 2.2. The set of rational numbers Q is a field.

3



Let p be a prime, the residue class ring Z/, is a field having the representation set
{0,1,...,p — 1} and this is denoted as [F,,.

Remark 2.1. A field with finite number of elements is called a Galois field (GF). The
number of elements (order) of a finite field is always a prime or a power of a prime.

Notation: The Galois field GF(p) is denoted as [,

Example 2.3. The field GF(3) = {0, 1, 2} is a finite field in which addition and multi-
plication of two elements in GF(3) is taken modulo 3 and the elements in {1, 2} have
multiplicative inverses {1, 2} respectively.

Definition 2.3. [9] The characteristics of a field F is the smallest positive integer n € N
such that nr = 0 for all » € F.

Example 2.4. The characteristics of the field 5 is three .
Remark 2.2. The characteristics of any finite field is always a prime number.

Theorem 2.1. [9](Freshmann Dream) Let R be a commutative ring with prime char-
acteristic p. Then (a + b)P" = a*" + b" and (a — b)*" = a?" — V" for a,b € R and
n € N.

In the next section, we will briefly describe irreducible polynomials over finite fields.

2.1 Irreducible Polynomials over a Finite Field

Irreducible polynomials are important for constructions of Extension fields which are
usually used for implementation cryptographic algorithms. In this section we will give
basic properties concerning irreducible polynomials and after completing structure of
finite fields, we will be ready to give a formula for the number of irreducible polyno-
mials over finite fields and later at the end of this chapter, we will show that for any
prime p and any integer n, there always exists an irreducible polynomial of degree n
over the finite field F,. Let F,[z] = {a,2"+a, 12"+ +ag | a; € F,,0 <i < n}
be the ring of polynomials of degree less than or equal to n.

Definition 2.4. [9] A polynomial f € [F,[z] is said to be irreducible in F,[z] if

l. deg f > 1

2. if f = hg for some h, g € F,[z] then either g or h are constant polynomials.

We note that the condition for a polynomial to be irreducible depends on the field.
Example 2.5. The polynomial 2% — 2 is reducible over R since V2 € Rbut /2 Z Q.

Example 2.6. The polynomial 2% + x + 1 is irreducible over F; but reducible over [F5
since 1 is the root of #2 + x + 1 which belongs in Fs.

4



Let F[z] = {an2" + ap_12" ' +---+ag | a; € F,0 < < n} be aring of polynomials
over F. Let < f(z) > be an ideal generated by f € F[z|. Let L = F[z|/(f) = {r+(f) |
r € Flz],degr < deg f}. The following theorem will help us to construct Extension
field, and the proof is given in [9]].

Theorem 2.2. [9] Let F be a field and with 1 < degf < n then Fx]/(f) is a field if
and only if f is irreducible over F.

2.2 Field Extensions

Definition 2.5. [9]] Let K be a subfield of F then F is called an extension of K and we
denote it as F/K.

Example 2.7. The field of complex number C is an extension field of real number R.

Remark 2.3. The Galois field IF,, = GF(p) contains no proper subfield so it cannot be
an extension of any field.

Let K be a subfield of F and S be subset of F, the smallest field containing K and S
is called the extension of K by adjoining the elements of S. We denote it as K(.5).
Let S = {ai,as,...,a,} for o; € F. Then we write K(S5) = K(ay,as,...,a,). If
S = {a}, we say that K(«) is the simple extension of K and « is called the defining
element of F/K.

Definition 2.6. [9] Let K be a subfield of F. An element o € F is said to be algebraic
over Kif o™ + a,_1a" ' + -+ + a1 + ag = 0 for some a,,_1, ..., a9 € K.

Example 2.8. Q(\/ﬁ)/(@ is a field extension and /2 is algebraic over (Q since V2 is
the root of the polynomial 22 — 2 € Q[x].

The following propositions will be helpful for the construction of finite fields of prime
power and its proofs can be found in [9].

Proposition 2.3. [9] Let F/K be a field extension and « be algebraic over K, then
there exist a unique irreducible monic polynomial g € K[x| such that g(«) = 0. The
polynomial g is denoted as g = Irr(«, K). This polynomial is called the minimal
polynomial of .

Proposition 2.4. [9] Let K be a field and let f € K[z| be a monic irreducible polyno-
mial over K, then there exists a simple algebraic extension K(a) where a is the root of
f. In other words, K has a simple algebraic extension in which f has a root.

Proposition 2.5. [9] Let F'/K be extension of K and o € F be algebraic over K with
= Irr(a, K) and n=deg g. Then

o K(o) = Klx]/(g) and K(o) = Klo] = {f() | | € Klz]}.
o [K(a): K] =nand{1,a,a? ...,a" '} is a basis of K(«) over K.

5



e Every 5 € K(«) is algebraic over K, namely K(«) is an algebraic extension of
K.

Example 2.9. F;[z] is a ring of polynomials whose coefficients belong in F3. Let «
be a root of an irreducible polynomial of degree 2. We determine the simple extension
field F5(«) as follows:

We chose the polynomial f(x) = 2% + 1 which is irreducible over F3. By Theorem
Fs[z]/(f) is a field. By proposition[2.4] there exists a simple extension F3(«v) such
that « is the root of the polynomial i.e f(a) = 0. By Proposition[2.5] L= F3[z]/(f) is
isomorphic to F3(«) and [F3(«) : F3] = 2 also {1, «} is a basis of L. So L ={a + b« |
a,beF3} ={0,1,2,a,a+ 1, + 2,20, 2a + 1, 200 + 2}.

2.3 Structure of Finite Fields

In this section, we shall describe the construction of finite fields of order p™ and also
show that for every prime p, there exists an irreducible polynomial f of degree n such
that f(z) € F,[z]. Let p be the characteristic of the field F, where ¢ is a power of
p. Consider the polynomial ¢ — x € [F,[z], then the roots of this polynomial are all
distinct, the smallest field containing all the roots of the above polynomial is called
the splitting field of the polynomial 2¢ — = over [F,[z]. In fact this splitting field is
isomorphic to any field of ¢ elements. Now we state the following theorem and the
proof can be obtained in [9].

Theorem 2.6. [9] For any prime p and for any integer n, there is a finite field with p"
elements denoted F,n. This field is isomorphic to the splitting field of the polynomial
" —x € Fylz].

In order to construct a field of order p”, it suffices to choose an irreducible polynomial
f of degree n over F,, and construct the field L = F,[z]/(f) = F(«) where « is the root
of finF,[z]/(f). We shall prove later that for any p and n, there exists an irreducible
polynomial of degree n over [F),.

Example 2.10. Let n=2 and p=2, we construct a finite field F52 as follow:
The polynomial f(x) = x? + x + 1 is irreducible over Fy. Let a be the root of the
polynomial in the extension. Then L = Fy[z]/(f) =F2(a) and [Fo(r) : Fo] = 2 also
{1, a} is a basis of Fo(cv). So L={a + ba | a,b € Fo} = {0,1,, v + 1}.

Proposition 2.7. [9] The splitting field of any two irreducible polynomials of the same
degree over the same prime field are isomorphic.

Next we present a theorem for the characterization of subfields of the finite field I,
where ¢ = p" for any positive integer n and prime p.

Theorem 2.8. [9](Subfield Criterion) Let ¢ = p". Let I, be a field of q elements. Then
any Subfield of ¥, has order p" where 1 is positive divisor of n. Conversely for any
positive divisor v of n, there exists one subfield of I, with p" elements.



Proof. By Theorem [2.6] we are sure for any prime number p and any positive integer
r there exists a finite field of order p". Suppose K is a subfield of IF, and the order of
K is p”. We need to show that r|n. Since the order of K is p", K is regarded as a vector
space over the prime field IF,,. So the dimension of the vector space K denoted dimK =
K : F,] =r. Also F, is regarded as a vector space over K and let ¢ be the degree of the
extension of F,. Thatis ¢ =[F, : K]. Then we have n = [F, : F,| = [F, : K|[K : F,].
Then we have n = rt.

Conversely suppose r|n, we need to show that F,- is subfield of F,». In other words
we need to show that 27" — z | 27" — x. To do this, we first note that p” — 1 | p™ — 1.
This is due to the fact r|n.

Now we show that 7" ~' — 1 | 2P"~! — 1. The proof follow immediately from the
statement above. So any root of the polynomial 7" — z is also a root of the polynomial
x?" — x. Hence T, contains the splitting field of the polynomial 27" — x € F,[z]. Now
we show the uniqueness of the existence of the subfield K. Suppose I, has another
subfield K with p" elements and K # K. Then |[K U K| > p". But each element in
K UK is aroot of *" — z. So we get a contradiction. 0

—1

Example 2.11. Let [F 25 be an extension field of IF,;s. Then the subfields of IF)2s are in
bijection to the positive divisor of 25. So positive divisors of 25 are {1, 5,25} and the
subfields of [F 25 are respectively I, s, IFp2s.

The aim in the following part is to show that for any prime p and any natural number n
there exist an irreducible polynomial in [F,, of degree n. We first need some foundations.

Theorem 2.9. [5|] Let F be a field and G be a finite subgroup of the multiplicative
group F*. Then G is a cyclic group.

The proof of this theorem is given [3].
Corollary 2.10. [5] Let g = p" and I, be a field. Then F is cyclic.

The proof is immediate from the Theorem [2.9]above since F; is a multiplicative sub-
group of itself.

Definition 2.7. [9] Any generator g € Fy is called a primitive element of F;.

Therefore F) = < g > ={g,4¢% ...,97! = 1}. The number of primitive elements of
F*isgb(q—l)whereqb(q—l) =|{keN|k<qg—1landged(k,q—1)=1}|

Example 2.12. In Example[2.10] the finite field with 4 elements was L={0, 1, o, a+1}
where « is the root of the irreducible polynomial f(z) = z? + 2 + 1 € Fy[z]. The
number of primitive elements of L is ¢(3)=2. Since 1 is not a primitive element, then
automatically the primitive elements of L are {a, o + 1}.

Hence « is a generator of L. We proceed the same with o + 1.

7



Corollary 2.11. [9] Let F . be an extension F,. Then F,: is a simple extension of F,
in fact for any primitive element u of F » we have F: = F (u).

Proof. Ty =< u > U{0} = {u,u® v ...,u’"' = 1} U {0}. Since F is an
extension of Fy, then clearly Fye =< u > U{0} 2 F,(u) = F;, U {0}. Since u is a
primitive element of F .. Hence F;: = F (u). O

Now we are ready to prove the existence of irreducible polynomial for every prime p
and every positive integer n.

Corollary 2.12. [9] For every finite field ¥, and every positive integer n > 1, there
exists an irreducible polynomial of degree n over IF,.

Proof. Let ¢ = ¢". Then F; is a simple extension of IF,. That is F; = IF,(u) for any
primitive element u. Therefore we have n =[F; : F,| = [F,(u) : F,]. Butn = [F,(u) :
F,] = deg({rr(u,F,)). Therefore we obtain an irreducible polynomial of degree n
over [F,. [

Before given a formula to calculate the number of irreducible polynomial of degree n
over the prime field F,[x], we shall give properties of the roots of irreducible polyno-
mial of degree n.

2.4 Roots of irreducible polynomials over [,.

In this section we shall give the nature of roots of irreducible polynomial of degree n
in finite field IF,. Let I, be a finite field and p be a characteristics of the finite field IF,.

Lemma 2.13. [[9] Let f € F,[z] be an irreducible polynomial and o be a root of f in
some extension K of F,. Then for a polynomial h € F|x], we have h(a) =0 if and only

i f | hin, o).

Proof. Let g(z) = Irr(a,F,) and f(z) = ¢ 'g(z) for c € F,.
Clearly h(a) = 0 <= g(z) | h(z). Hence we have ¢ 'g(z) | h(z) <= f(z) |
h(zx). O

Given an irreducible polynomial f(x) € FF,[z] of degree m. The following theorem
gives us the nature of the roots of f in the extension Fm.

Theorem 2.14. [9] Let f € F,[z]| be an irreducible polynomial of degree m. Then f

has a root o € Fym. Moreover all the roots of f are simple and they are o, 04, a? L al

Proof. Let « be the root of the polynomial f with degree m in some splitting field
[F, (). Since f is irreducible and [F,(«) : F,] = m. Then F (o) = Fym. So a € Fym.
Now we show that a4, o, ..., a?" " are also the roots f(z).

8
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Let f(2) = am12™ 4+ amox™ 2+ -+ -+ ao with a; € F,. We know that f(a) =0
since « is the root of f. ,
First we show that (f(a))? = f(a?) for 0 <i<m —1

(F(@)” = (@m1@™  + ay20™ 2 4 4 ag)? for0 <i <m—1
= (@1 @™ N 4 (@m0 2)T 4 ()
= (@m-1)" (7)™ + (am2)? (7)™ 2+ -+ + agf
= am_l(oﬂi)m_l + am_z(oﬂi)m—Q + - Fag
= f(a”)

But since f(«)=0, we have f(a?') = 0 for 0 < i < m — 1. Hence all the roots of f are

a? for0 < i <m — 1. Note that a?™ = « since a € F,m. Now we need to show that
all the roots of f are distinct. Suppose

i

al :aq]f0r0§i<j§m—1
q7n—j+i
«Q

Hence o satisfies the polynomial h(z) = 27" " — . And by Lemma [2.13| we have
f | h. But this is a contradiction since the degree of A is less than f. [

Corollary 2.15. [9] If f € F,[z]| be an irreducible polynomial of degm then the
splitting field of f over IFy is Fym and IF =F,(«) where o is any root of f in Fym. All

the roots of f are o, a?, 07, ... a7"

Proof. For the proof just apply the above theorem. 0
Definition 2.8. [9] Let F;» be an extension of F,. Then the conjugates of o with

m—1

2
respect to F, are o, a?, 09", ..., o

Proposition 2.16. [9] The conjugates of o € F, with respect to any subfield K has the
same order in the multiplicative group I,

Proof. Let c be a primitive element in Fy. Then F; = {c,c*,¢%,...,c¢""! = 1}. Let
a = c¥. Let the order of a be denoted as ord(«r). Then
ord(ar) = ord(c")

B ord(c)

~ ged(k, ord(c))
So the conjugates of o with respect to the subfield K C F, with K = [Fs is given by :
a,of" o™ o™ thatis ok ks k2 eps(D) with £ = [F, : F ]
For 0 < 7 <t we have

ord(a?””’) = ord(c*"")

B ord(c)

~ ged(kpis, ord(c))

__ a-1

 ged(kpt,q - 1)




q — 1= p* — 1is relatively prime with p’*. So the ged(kp’®, ¢ — 1) = ged(k,q — 1)
So ord(a””") = ord(a). So all the conjugates of « have the same order. O

Corollary 2.17. [9] If « is a primitive element of ¥, then all the conjugates of o are
primitive elements over any sub field K of I,

Proof. The proof is deduced from Proposition [2.16 O

Example 2.13. Consider the irreducible polynomial g(x) = 2% + x + 2 € F3[z]. By
Theorem [2.14] the polynomial g has a root a € F2.

We check whether « is a generator of F5.
o’ =2a+1
at=R2a+1)2a+1)=2
o’ =(2)(2)=4=1
So ais a primitive element [F§. Therefore
Fy = {a,a? o? a* a® o’ a’ a®}
={a,2a+ 1,20+ 2,2, 20,0 + 2,1}

By Corollary the roots of f are o and o® = 2a + 2. These roots have the
same order and are primitive elements of 5. In the following section we shall discuss
[F,-Automorphisms and further use it to define the Trace of a root of an irreducible
polynomial.

2.5 [F,-automorphisms of F .

Definition 2.9. [9] A map o : Fj» — [Fyn is called an [F, automorphism if:

e o(a+ fB)=c(a)+ o(p) forall a, 8 € Fyn
e o(aB)= o(a)o(8)

e 0 is bijective

e o(c)=cforallc e F,

Proposition 2.18. [9] The map ¢ : Fyn +— Fyn such that oo — o9 is an I, automor-
phism.

Proof. Let the prime p be the characteristics of the field F, and o, 8 € Fyn.

¢la+p) = (a+p)
= a’ + 7 by Theorem[2.]]
= o(a) +0(B)

10



Now we prove the second statement

¢(af) = (af)! = afa’ = ¢(a)!p(a)?

We now prove the third statement and we first prove injectivity. Suppose o, 3 € Fyn

¢(a) = ¢(5)
al = f1
(a — 5)? = 0 by Theorem 2.1
a—p3=0
a=p
We now prove Surjectivity. Since ¢ : Fyn +— Fyn is injective and | Fyn |= ¢" is finite,
we conclude that ¢ is surjective. [

Definition 2.10. [9] The IF, automorphism ¢ : Fy» + Fg» such that o — o is called
a Frobenius Map.

Now we state a theorem about the group automorphism and the proofs can be found in
(S
Theorem 2.19. /9] The distinct F - automorphisms of Fj» are the maps o°, o, 02, ... o™}
O'i IIFqn — Fqn

a— o'(a) = o

where Moreover o' = ¢' = ¢po¢po---0¢ for0 < i < n— 1. This set of distinct
automorphisms form a group under composition of mapping. This group is cyclic
group of order n generated by the Frobenius map o.

Notation : We denote the group of automorphism of Fy» over I, as Autg, (Fgn ).
Now we give the definition of the trace of an element in Fy». And also state some
properties without giving any proof.

Definition 2.11. [9]] The trace of an element o with respect to the extension F/K de-
noted Trx (av), is given by Tre () = D cpur/i O(@)=a +af + - + "™
If K =T, then Trgx (o) = Trp(«). And we called Trp(«v) the absolute trace.

Remark 2.4. Notice the trace of « is just the sum of conjugates of a with respect F/K.
Properties of Trace: Let K = [, F' = F» then Trgx: F' — K satisfies

o Trrx(a+ B) = Trex(a) + Trrk ()

o Trpx(ca) = cTrpx(a) for ¢ € K and o € Fipn

e Tryx is surjective if the ged(n, ¢) = 1

e Trpx(c) =nc force K,n = [F: K]

11



° TrF/K(ozqi) = Trgx () forall i such that 0 < ¢ <mn—1

The proof of the above properties are obvious and can be obtained in [9].

Example 2.14. Let o € Fys be a root of the polynomial f(z) = 2 + 2% + 1 € Fy[x].
Determine the trace of o.

The polynomial f(z) = 2° + 22+ 1 € Fy[x] is irreducible over Fy. Then Fy[x]/(f(x))
is a field. By Proposition [Fys is isomorphic to Fo(ar) and {1, o, a?, a®} is a basis
of Fo(ar). So

Fos = {a +ba +ca® | a,b,c € Fy} = {0,1,a,a+1,0% a* + 1, a4+ a1+ a + o?}
By Theorem [2.14] the roots of f in Fo(a) are o, o2, a* = o + a + 1.
Trr(a) =a+a*+a'=a+a*+al+a+1=1

The conjugates of a have the same trace value.

2.6 Counting Irreducible Polynomials of degree n over finite field by the Inclu-
sion and exclusion Principle

Gauss gave a formula to count the number of irreducible polynomials over finite fields.
And he used the notion of Moebius inversion function in order to proof his formula.
In this thesis we shall use the Inclusion and Exclusion Principle to count the number
of irreducible polynomials over finite fields and then confirm our result with Gauss
Formula. This method is solely based on finite fields. Before we begin, we state
inclusion -exclusion principle without proving it.

Theorem 2.20. (Inclusion— ExclusionPrinciple) [I8] Let | A | denote the cardinal
number of a set A then it follows that

|AUB|=|A|+|B|-]ANnB].

The more general formula can be generalized in the following way:

Let {A;} for 0 < i < p be a collection of subsets of a set S then
|AjUAU---UA, |

= 2195;; | Ai | - Zl§i1<i2§p | Ail N Aiz | + Zl§i1<i2<i3§p ’ Ail N Aiz n Ais |
— ()P A N A, NA NN A

Example 2.15. Let S = {1,2,...,10}, A; = {2,3,7,9,10}, Ay = {1,2,3,9}, A3 =
{2,4,9,10}. We have the following:

AlﬂAQ = {2,3,9},A1ﬁA3 = {2,3,10},A2ﬂA3 - {2,9} AlﬂAgmAg - {2,9}
| AiUAUA; |=(54+4+4)—-3+3+2)+2=7

Theorem 2.21. [5] The number N,(n) of monic irreducible polynomials of degree n
inIF,[x] is given by:

Ny(n) = 1/”ZM(n/d)qd = 1/nzu(d)q%

d/n d/n

12



where
lifn=1I
p(n) = < (=1)% if n is the product of k distinct primes
0 if n is divisible by the square of a prime

As mentioned above we shall prove this theorem using Inclusion and exclusion princi-
ple. Before the proof, we will give some remarks of finite fields which are going to be
useful to state the formula of the number of irreducible polynomial of degree n over
F,.

Remark 2.5.

e For any prime p and any positive integer n, there exists a finite field of order
q = p" and this field is unique up to isomorphism. And we denote that field as
F

q-
e The splitting field of any irreducible polynomial of degree n over F,[z] is Fyn.
e Any irreducible polynomial of degree n over IF, have n distinct roots in [F».

e Any two irreducible polynomials of degree n over F, cannot have a common
root in Fyn.

e All the sub fields of F;» are in bijection with the divisors of n.

Proof. We now prove Theorem [2.21] For n = 1, the number of monic irreducible
polynomial over I, is ¢ since all the polynomials of the form = — a; for a;, € F, are
irreducible. This is also confirmed by the Gauss formula when we substitute n = 1 in
the formula N,(n) = 1/n > d/nu(n/d)q® = 1/n>" d/nu(d)q™/?.

Now we assume that n > 1.

Let R, denote the collection of the roots of all irreducible polynomials of degree n
over [F,. And let T;, denote the collection of all irreducible polynomials of degree n
over [F,. Then by Remarks above the collection of all the roots is given by:

R, =nT,

So now we calculate R,, explicitly:

{a €Fp | f(a) =0}
{a € Fon | [Fy(a) : Fy] = n}
{a € Fyn | ais not contained in any proper subfield of Fn }

n

{a € Fn | cvis not contained in any maximal subfield of F» }

Let n = u®’w® - - - d° be a prime factorization of n with r distinct prime factors. Then
the maximal subfields of I, are of the form

Fy=Fopu, Fy = Fopo, By = Fypu, - ., Fy = Fgyq by Remark 2.5 above.

By the fourth interpretation given above

| Ry |= |(Fu U FE,UF,- Uy
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where the complement is taken over F,». By 5 of Remark we have

F’uﬂFv :]Fqn/u'u,Fume :]Fqn/uw,Fuvame :Fqn/uuw"'Fuva"'ﬂFd:
IFn/uo..a. We now calculate the cardinality of | R, | by applying the inclusion and
exclusion principle:

_qn/wv — qn/u'uw + qn/uvd + qn/udw et (_1)rqn/uvw---r
So we obtain 7, by dividing by R,, by n. [

We proved the theorem by using finite fields instead of using Moebius inversion for-
mula used in number theory.

Example 2.16. Find the number of all irreducible polynomials of degree 12 over F7:
n=2%3,F=Figp F3 =Fig3, [5 N F3=Fo
So

| Ry |= 72 =70 =74 + 72,

Hence the number of monic irreducible polynomials of degree 12 is given by:

Py = 1/12(7"2 =75 — 7" 4 7?)

In the previous section, we saw that given a prime p and a positive integer n, there
always exists an irreducible polynomial of deg n over the finite field IF,,. So far, we have
not seen a deterministics algorithm to construct such irreducible polynomials but there
exists algorithms to factorise square free polynomials into irreducible polynomials.
One of this algorithm that we shall discuss is the Berlekamp Algorithm. So one can
choose a square free polynomial and then use Berlekamp Algorithm to get irreducible
polynomials. But this is first of all a Probabilistic Algorithm since in priority, one does
not know which degree he will get.

2.7 Berlekamp Algorithm

Given a square free monic polynomial b(x) of deg n, we will determine its complete
factorization. For what follows, let ¢ = p™ where p is a prime number and F,= GF'(q)
is a finite field consisting of ¢ elements. V = F,[z]/(b(x)) = {r(z) + (b(z)) |
degr(x) < degb(z)} be a ring of residue classes of polynomials. We shall iden-
tify an element r(x) + (b(z)) of V as r(z) mod b(x).

Let W = {v(z) € V| (v(2))? = v(xz) mod b(z)}.

Theorem 2.22. [5|] The subset W of V' is a subspace.

Proof. W is non-empty set since every element in F; belongs in W. Let ¢(x), h(x) €
w.

o (h(z) +t(x))? = (h(x))?+ (t(x))? = h(x) + t(x) mod b(x). Hence h(x) +
t(z) € W.

14



o Letd € F, (dh(x))? = d?(h(x))? = dh(z) mod b(x). Hence dh(x) € W

Thus W is a subspace of V. [
Theorem 2.23. [3)] If b(x) is irreducible then the dimension of subspace W is one.

Proof. b(z) is irreducible polynomial implies V' = F,[z]/(b(x)) is a field. The poly-
nomial p(tf) = t? — t has at most ¢ roots. By Fermat Little Theorem, r? = r for all
r € IF, so each of the g elements of IF, satisfy r? — r = 0. Hence all the g roots of the
polynomial p(t) are constant in [F,. That is consists of constant polynomial and can be
identified with IF, which is generated by a single element {1}. So W is a subspace of
dimension one in V. O

The following theorem tells us the number of irreducible factors of the polynomial
b(x).

Theorem 2.24. [3] Let b(x) be a square free polynomial. Then dimension of the sub-
space W is equal to the number of irreducible factors of b(x).

Proof. Let b(x) = by(x)by(x) - - - by(x) be the unique monic irreducible factorization
of b(z). For each i from 1 to k, let V; = F,[z]/(b;(z)). By the Chinese Remainder
Theorem, F,[z]|/b(z) = F,[x]/bi(z) x F,[z]/ba(x) x - x F,[z]/by(z) through the
ring isomorphism

oV =>VixVox- - xV;
v(x) mod b(x) — (v(x) mod by(x),v(z) mod by(z),...,v(x) mod bi(x)).

The restrictions of ¢ on 1/ induces a map
QSWIWHWlXWQXWgX'“XWk

where W; = {s € V; | s = s mod b;(z)} fori = 0,1,..., k. In order to prove that
the dimension of IV is k, it suffices to show that ¢y is an isomorphism.

First we show that ¢y is surjective. Let (c1, co,¢3,. .., ) € (W X Wy x W3 X -+ X
Wy). Since ¢ is surjective, there exists an element h(x) € V such that ¢(h(z)) =
(c1,C9,C3, ..., CL).

Then we have ¢(v(x)?)) = (cf, 3,4, ..., ¢}) = (c1,¢2,...,c,) = ¢(h(x)). But since
¢ is an isomorphism, it follows that v(x) € W. Then injectivity of ¢y follows directly
from the fact that ¢ has the same property. So the dimension W equals the number of
irreducible polynomial of b(x). Assuming we know the number of elements of TV. We
now show how to find the irreducible factors of b(z).

Theorem 2.25. [3] Let b(x) be a monic square free polynomial in F,[x] and let v(x)
be a non-constant polynomial in W. Then
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Proof. We first show that b(z) | [],cp, g9cd(b(z), v(x) — s) for z € Fy[z],
2! —x = H(x—s). (2.2)
From above,

s€lFy

v(z) € W implies that b(x) | v(x )q — v(z) = [ ep, (v(z) — s). This implies, b;() |
[Tser, (v(z) — s) forall @ = 1,... k. Since ged(b;(z),bj(z)) = 1fori # j and
for any two distinct elements s,t € Fq ged(v(z) — s,v(z) —t) = 1, we get bi(x) |
v(z

T
v(x) — s; for exactly one i. Therefore, b;(x) | ged(b(x ) v(x) — ) 1mphes that b(z)
[Tser, 9cd(b(z), v(x)—s). Now we show that [ [,y gcd(b(z), v(z)—s) | b(x). Clearly,

ged(b(x),v(z) — s) | b(z) for all s and since v(z) — s are relatively prime for distinct
s, we have [ [ gcd(b(z), v(z) — s) | b(x). Hence we have

]

Now we present a method how to determine the elements of W. Let {1,x,..., 2" !}
be a basis of V. Let v(x) € F,[x]. Then

(0(@))7 = ("1 + an_a" 2 + - + o)’
= ("9 4 (g,_0) 72D 4 gf
= v(27) since each a; € IF,.

Therefore
W ={v(z) € F,lz] | (v(2))? =v(z) mod b(z)}.
= {v(z) € Fylz] | v(z?) = v(z) mod b(z)}.

Since {1,z,...,2" '} is a basis of V' and W is a subspace of V. Then for 0 < j <
n—1,

1V = qoj+ quiT 4+ C]n—l,jxn_l mod b().
Let coefficient matrix of this system of equation be an n xn matrix M = (¢; ;) 0<i,j<n—1)-
Theorem 2.26. [3] Given W and M as defined previously, then

W ={v=(vo,v1,...,05-1) €EFpn | (M —I)v =0}

Proof. v(z%) = Y7 a; Z?;& q; ;&7 where (g; ;) is the n x n coefficient matrix of the
system of equations

2 = qoj + qrgw + -+ guor 2" mod b(w).
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For any v(z) € W

n—1 n—1 n—1
0=v@) —v@) <= > a}_ ga') =) o

j=0 i=0 J=0
n—1 n—1

= > (O ajgi—a;)a’ mod b(x)
i=0 i=0
n—1

— Zaj%}i_aj =0forallt:=0,1,...,n—1.
§=0

This is equivalent to M.(vg,...,vn-1) — (Vo,...,0n—1) = (0,...,0). Therefore, we
have (M — I).v = (0,...,0). Sov(z) e W <= (M —1I).v=(0,...,0). In order
to find the basis of IV, it suffices to find a null space of the matrix M — I. O]

Now we describe a method how to compute M. Computing M requires that we express
2% as linear combination of {1,z,...,2" '} fori = 0,...,n — 1. This can be done
using iterative procedure that generates x'™' mod b(z) given that ' mod b(z) has
been determined. Assume that b(z) = ag + ajx + asx® + -+ a4 2"
' =bo+ bix + biox® + - + bm_gx”_g + bip12"t mod b(x)
' = by o 4+ bpaa® + bpox® 4+ by 12"+ b 2™ mod b(x)
= b0 4 byaa” + byox® + -+ bypoa™ T+
bn—1(—ao — a1x — apx® — -+ — ap_12"")
= bi 100 + (b — a1byp—1) + $2(bt,1 —bipra2) + -+
((bt,nfl - bt,nflanfl))‘rnil
=di10+deprpr+ -+ dt+1,n—1xn_1
where diy10 = —b; -1 and dyy1,; = by ;-1 — by n—10;. So the entries of the matrix M is
obtained by storing a vector d of elements from IF:

d <+ (do,dy,...,d, 1)
d is initialised as
d+ (1,...,0)
and is updated by
d <+ (=bp_1.a0,b0 — bp_1.a1,...,bp—2 —by_1.045_1)

After the (iq)"" iteration, the entries of the vector are copied into the it column of the
M-matrix. So computing the M matrix requires gn multiplications for each column
since there are n columns. So the number of operations to generate the entire matrix
is O(gqn?*) operations in [F,. After obtaining the matrix M, by the method described
above, we find the null space of the matrix M — I which corresponds to the basis of
W. Then we apply Theorem [2.25] This process is applied repeatedly until the number
of factors equal to the dimension of W.
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Theorem 2.27. [3] The cost of the Berlekamp algorithm for computing factors of a
monic square polynomial b(z) of degn which has k distinct irreducible polynomials
over F,is O(k - ¢ - n® + n®) operations in F,.

Proof. Each k factors require ¢ ged calculations. Each cost approximately n? opera-
tions. In order to find the null space of M — I, we perform the Gaussian elimination
method which cost O(n?) operations in F,. Therefore the total cost of the algorithm is
O(k - ¢ - n* + n®) operations in F,. O

Example 2.17. Let f(z) = z* + 2% + 2 + 1 € Fy[z]. We use Berlekamp Algorithm to
factor the above polynomial.

The derivative of f is relative prime to f therefore, f has no repeated roots. Now we
compute the power 2% mod f(z) for 0 < i < 3. This yields

2 mod f(x)
+x+2* mod f(x)
+z+2° mod f(x)

1

X
t=1
6—1

So the 4 x 4 Matrix is given by :

1 0 0 O

0 010

M=1111

1 1 0 1

and the matrix M — I is :

0O 000
01 10
M-T=1|1 1 (g
1 1 00

The basis for the null space of the matrix M — [ are {1,0,0,0} and {0,0,1,1} and
the polynomial of each are ¢;(x) = 1 and ty(x) = z? + 27 respectively. Since the
dimension of the null space is 2, we are sure that the number of irreducible factors of
f is 2. Applying Theorem [2.25] we calculate

ged(f(x),ta(z) — 0) = 2 + 1, ged(f(x), ta(z) — 1) = 2 + 2° + 1

So our desired factorization is f(z) = (x + 1)(z3 + 22 + 1).

O

In the following section, we will give a brief introduction about modules and Group
Algebras, this will help us to proof the Normal basis theorem and the condition for a
linearly independent set to form a normal basis in the next chapter.
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2.8 Brief Introduction to Modules

Definition 2.12. Let i be acommutative ring. A (left) R-Module is an additive abelian
group M equipped with a map R x M +— M (r,m) — rm satisfying

o (r1+7r2)my = rimy +romy

® r(m1+m2) =Trmi +Trmsy

e ri(rom) = (rirg)m

e Ilm=m
for all v, € R and my, my € M.

A left-Module M is said to be unitary if 1z -u = u for every u € M. A right R-module
has the similar definition as above but the difference is that the elements of R are on
the right side to that of the elements of M. If IR is commutative then the left-module
and the right Module coincide.
Properties of Modules
Let M be an R-Module and x € M, r € R, we distinguish between 0,; and Op.

e 70 M = 0 M

® ORZL’ =0 M

o (—r)z=r(—z)=—(rz)

Example 2.18. Let R = [F be a field. Then all the vector spaces over [ are F-modules.

Example 2.19. Let R = F[z] where IF a field. If V' is an F vector space and 7" : V +— V/
a linear map(vector space endomorphism) then V' may be regarded as F'[X]-module
via

J(X) 0= f(T)(v)
for v € V. Different maps 7" yield different F'[X]-module.

2.8.1 Module Homomorphism

Definition 2.13. A module homomorphism is a map f : M — N between two mod-
ules over a ring R with the following properties:

o flx+y)= f(x)+ f(y) forall z,y € M.
o f(rz)=rf(x)forallr € Rand z € M.
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2.8.2 Group Algebra

Let K be a field and G be a group. The group algebra K [G] with operation - is the set
of all linear combination of finitely many elements of G' with coefficients in K. That is
all the elements of the form

a191 +az292 + - + angn

where a; € K and g; € G foralli = 1,...,n. The element in K[G] is of the form
> gec @gg Where it is assumed that a, = 0 for all but finitely many elements of g.

K|[G] is an algebra over K with respect to the addition and multiplication defined as
follows:

d ZgEG agg + ZgEG bgg = deG<ag + bg)g
e product by a scalar is given by: a(d_ . ag9) = > e (aag)g-

e Multiplication of two elements: (}_ . ag9) (D pcqbnh) = D cq(c - o) where
r=ghandc, =) geG Agbg—15. It follows that the identity element 1 of G is the
unit of K'[G] and K[G] is commutative if and only if G is an abelian group.
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CHAPTER 3

Basics of Normal Basis

For many years, Normal basis has been used to represent elements of finite fields and
this is mostly advantageous in the hardware implementation of arithmetic operations
such as Squaring and Exponentiation which are done at most at no cost over field of
characteristics 2. Hensel (1888) in [[12] deeply studied normal basis over finite fields
and proved that they always exists. Eisentein (1850) in [8] has already noted that
the normal basis already exist. Hensel and Ore (1934) derive a formula to count the
number of such basis. Perlis [15] proved that if degree n of irreducible polynomial is
a prime power, then the polynomial is normal if and only if its trace is non-zero. In
[6]], if n = 2"p" is degree of irreducible polynomial and 2 is a primitive root mod p*,
then the irreducible polynomial over I, is normal if and only if its trace is non-zero.
Let p be a prime, ¢ = p" for some positive integer r and I, denotes a field with ¢
elements. The characteristics of the field IF, is p. And [Fy» is an n dimensional vector
space over [F,.

The trace function of F» over IF, for o € [F» is given by:

n—1

TrFqn/q(oz) = Zoﬂi

=0

It is a linear functional and the trace of an element over its prime field is called the
absolute Trace. Let o € Fyn. If the set N = {«, ¥, a? o, oﬂn*l} is linearly
independent, then we call N a normal basis of IF,» and the element « is called a Nor-
mal element of F . over IF,. A polynomial f of degree n is a Normal polynomial if it
irreducible polynomial over I, and the roots of f are all the elements of N. Hence a
normal polynomial is another way of describing normal basis.

In this chapter our main aim is to find the conditions for which an element o € Fy»
is a normal element and later look for conditions such that an irreducible polynomial
over I, is a normal polynomial. We will begin by reviewing some concepts of linear
algebra.

Let V be an n dimensional vector space over a field X and 7" : V' +— V be a lin-
ear operator on V. The characteristics polynomial of 7" is

Ap =det(x]l —T)
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which is a monic polynomial and deg Ar = n = dimgV'. Let f be a polynomial such
that f(7") = 0, then we say that f is annihilated by 7.
Let K be a field. Consider the set

Jr ={g € Kl[z] | g(T') = 0}

Jr is non-empty, by Cayley Hamitonian Theorem, Ar(7T") = 0, so Ay € Jr. Clearly
the set Jr is an ideal of K [x] and the set Jr is a principal ideal. So there is exists a
monic polynomial of smallest degree which generates Jr and we write

Jr =< Y >

~r is called the minimal polynomial of 7' that is monic polynomial of smallest degree
over K such that v7(T) = 0. For any polynomial g(z) € K][x], g(T) is a linear
transformation on V. The null space of ¢g(7") consists of all vectors o € V' such that
g(T)a = 0. The monic polynomial g(z) € K|[z] of smallest degree such that g(T")a =
0 is called the T-order of « or the minimal polynomial of « and this polynomial is
denoted as ord, r(x). Also ord,r(x) | h(z) for any polynomial h(x) € K|[z] such
that A(T)a = 0.

Definition 3.1. [9] An element « is called a cyclic vector for the linear operator 7" on
V if the set {a, T'(r), T?(a), T3(cx), ..., T* ()} spans V for k = dimy V.

The following lemma will help us to characterize cyclic vectors over V, It’s proof is
given in [10].

Lemma 3.1. [l10] Let T' be a linear operator on a finite dimensional vector space V.
Then V' has a cyclic vector if and only the characteristics and the minimal polynomial
of the linear map T defined on 'V are equal.

Lemma 3.2. [9] Let G be group and K be a field and let T, T5, ..., T, : G — K*
be distinct homomorphism of groups of G and K* = K{0}. Then Ty, T5, ..., T, are
linearly independent over K in the sense that if (aq,as, . .., an) # (0,0,...,0). Then
ar1Ti(g) + axTz(g) + - - + a, T, (g) # 0 for some g € G.

Let V' = FF,» be a vector space over K = [F, and consider the Frobenius Map

O_:Fqn —>Fqn
oar— ol

Since for all a, f € Fyn o(a + B) = o(a) + o(B) and o(ca) = co(w), then o is
consider as a linear operator. The distinct automorphisms of F,» over F, are G =
{0% o',02%, ..., 0" 1} which form a group under composition of mapping and the or-

der of o is n.

Lemma 3.3. [l/3] Let V' be an n- dimensional extension of the field and o be the
Frobenius map. Then the minimal and characteristics equation of o are equal both to
™" — 1.

22



Proof. The distinct automorphisms ¢, o1, 02, ..., 0" ! of V over K form a group and

the ord(c) = n since 0™ = I. The characteristics polynomial A, = det(x] — o) =
"+ ap 2"+ + ar + ap € Klz].

2™ — 1 is annihilated by o because 0" — I = 0. Therefore, the minimal polynomial
Yo | Dg. So deg v, < n. In fact, deg vy, = n. Suppose on the contrary that deg v, < n
then o satisfies the relation a,,_10""' + a,_20""2 4+ --- 4+ a0 + ap = 0 for some
ag,ay,...,a,—1 € K. But this will contradicts Lemma because I,0,...,0" !
are n distinct homomorphism which are linearly independent in sense of Lemma [3.1]
Therefore, deg vy, = n. v, | ™ — 1 with deg~, = n implies that v, = 2™ — 1. On the
other hand, ~, | A, and A\, is monic polynomial of degree n = dimgV. Therefore
" — 1| A, implies A, = 7, = 2" — 1. O

Theorem 3.4. [7] Let E be a finite extension field over K with dimension n. And
assume that the Galois group G of E over K denoted as Gal(E/K) is cyclic of order
n. Then there exists an element o € I2 which generate a normal basis over K.

Before given the proof, we remark that the additive group (E, +) of F can be viewed
as a module over the group algebra K'[G], where the scalar multiplication is defined by

Z ayy - o= Z ayy(o)

yeG yeG

Proof. Let o be a generator of G. Let G = {id,o,...,0" "'} where n := |G| is
the degree of E over K. Then for every g € K|[G], there exists a unique polynomial
c=Y""e;at € K[r] of deg at most n — 1 with o € E such that

g-a=co)(a)

where »
(o) () = Z o' (@)

Since 0" (a) = id is the identity element on E for all & € E. Therefore
(z" = 1)o(a) =0"(a) —id(a) =a—a =0

for all « € E. Therefore 2" — 1 is the o—order of « since {0°, 0,02, ..., 0" 1} is
linearly independent. Moreover since the dimension of E over K is equal to the de-
gree of 2 — 1, then this polynomial is also the characteristics polynomial of o with
respect to . Now from Lemma [3.1] since the minimal polynomial and the character-
istics polynomial of o with respect o equal ™ — 1, therefore there exists an a € E
such that the set M = {o%(a)} span E for i € N. For k € N, of(a) = o"(a)
since ord(c) = n. Therefore, M = {a, c(a),...,0" ()} span E. Therefore M =
{a,0(a),...,0" 1 (a)} is a basis of E since the dimension of F is n. O

Remark 3.1. If E is an n-dimensional cyclic Galois extension over K and o is a gen-
erator of G. Then « € F is normal over K if and only if the minimal polynomial of «
with respect to o (this is the monic polynomial of least degree such that f(o)(«) = 0)
is equal to 2™ — 1, where n = |G]|.
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Let £ = F;» and K = [F, and o be the Frobenius map defined on E. If an element
« € Fis normal then {«, 0(a), 0%(c), ..., 0" ' (a)} is linearly independent and min-
imal polynomial of « with respect to o i1s 2™ — 1. So there is no polynomial of smaller
degree less than n that annihilates . That is « is the cyclic vector of ¢ on E. So an
element o € E is cyclic if and only if the minimal polynomial of o with respect to o
over K is " — 1. Let p be the characteristic of K and n = mp® with ged(p, m) = 1.
Let p® = t. Suppose ™ — 1 has the factorization in K

2" = 1= (i (@)pa(2) - pir ()’ (3.1)

where ; are distinct irreducible factors of 2™ — 1. Suppose also that y; has degree d;
fort =1,2,...r. Let

" —1
pilx) = ——— (3.2)
(z) )
fori: = 0,1,...,r. Then we have a following characterization of Normal elements in

F,.

Theorem 3.5. [I7] An element o € Fn is normal if and only if ji;(0)a # 0 fori =
0,1,...,r where o is the Frobenius map and i, is defined in equation 3.2

Proof. Suppose « is a normal element in F» then {a, a2, oﬂQ, e oﬂ”*l} is a basis of
F,» over IF,. This implies that the minimal polynomial of av with respect to o is equal
to 2™ — 1. Therefore fori = 0,1, ..., rf;(0)a # 0. The converse of the proof is given
in [17]. [

3.1 Characterization of Normal Polynomials

In the previous section we saw that irreducible polynomial over [F, whose roots are
linearly independent is called a Normal Polynomial. In this section we will give con-
ditions such that irreducible polynomials over [, are normal.

Let f be an irreducible polynomial over F, and o« € [y be the root of f. Then

{1,a,a?,...,a" '} is called the polynomial basis of F . over F,. The direct way to
check whether a9 fori = 0,1,...,n — 1is a normal element is to write
) n—1
aqz — Z bi,jaj
j=0

where 0; ; € F, and ol for 0 < j < n — 1 is the polynomial basis. If the n x n
matrix (b;;)o<; i<, , is non-singular then the set {a, o, o, a”"} is linearly
independent therefore f is a normal polynomial. This method is not efficient since it
requires a lot of computation especially if n is too large. The natural question to ask,
is there a simple criteria to identify Normal polynomials. The answer is yes in certain
cases. We first give the following definition before reformulating Theorem [3.5]

Definition 3.2. [9] Let K = F,. The polynomial L;(z) = > 7" c;xd € Kl[z] corre-
sponding with the polynomial f(z) = ) " ,c;a" is called the linearized g—associate
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of f(x). Conversely, f(r) = >7'ciz" is called convectional g—associate of the
g—polynomial Y7  c;z? in K[z].

Theorem 3.6. [19] Let f be an irreducible polynomial of degree n over F, and let o

be a root of f. Let
t

2" = 1= (m(@)pa(2) - - ()

where p; are distinct irreducible factors of " — 1 and t € N. Suppose also that ji; has
degree d; fori = 1,2, ..., 1. Then the polynomial f is normal if and only if

L/Iz‘(a) 7£ 0

H”&; foreach i =0,1,... 1 and L; () is the linearised q— asso-

where [1;(z) =
ciate of [i;(x).

The proof of the above theorem is just a reformulation the proof of Theorem 3.5]since
Lz (a) = fi;(0)a where « is a root of f. The following concepts in [9] will be freely
used in our next examples.

Definition 3.3. [9] Let n > 1 be an integer and K be a field with characteristics p.
Suppose ged(p, n) = 1 and € be a primitive n'" root of unity over K. The polynomial
Qn () = [Thgeagemy=1 (x — *) is called the n cyclotomic polynomial over K.

Theorem 3.7. [9] Let K be a field with characteristics p and n is an integer not
divisible by p. Then

o 1" —1= Hd\n Qa(z)

o If K =, with (n,q)=1 and d = Ord(q) mod n then Q,(z) factors into @
irreducible distinct polynomial of the same degree d over K where ¢ is the Euler
function.

The proof of the following Theorem is given in [9]

Example 3.1. Let f(z) = 1 + ey + -+ + a,_12"' + 2" be a monic irreducible
polynomial of degree n = p° over F, and « is a root of f. We wish to determine under
which conditions f is a normal polynomial.

2" —1=(x—1)".Hence u(z) =1+x+2*+---+2" ' and L,(a) = o+ a? +
a® 44l = Trg,./r, (@) = —an, 1. Therefore our polynomial is Normal if and
only if Trg,, /r, () # 0. This is a known result in [15].

Example 3.2. Let f(z) =1+ 2+ -+ + a,_12" ' + 2" be a monic irreducible poly-
nomial over I, of degree n where n is a prime and p is a primitive element mod n.
We determine conditions under which f is normal.
pi(r) =xz—land puy =1+ 2z + 2%+ ---+ 2" 1. Let a be aroot of f. The necessary
and sufficient conditions for f to be normal is that

° Lm(Oé) = TI'IFpn/]Fp(Ol) =a+al+ P’ 4+ o4 P! £0
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o L,,(a)=a’—a#0
The second condition is obvious since the roots of f must be distinct.
In the following example, we determine conditions under which irreducible polynomi-

als over [F of degree 23 are normal polynomial.

Example 3.3. Let p = 2. Find the conditions under which the irreducible polynomial
of degree 23 over I, form a normal basis. Since 2 is a primitive element mod 23, we
have the following factorisation

? 1=+ 1) (@ +2°+2"+25+ 2P+ + D)@+ 20+ 28+ 2P+ 2t + 2P+ 1)

() =22+ +- +a+1
() =22+ 2 +r" a2+t o+ 1
(@) =z + 2 + 20 2%+ 2P 2 2?1

So the linearized polynomial of each of the above polynomials is given by:

Linle) = 42+ b
Ly,(x)==x P s v

Lﬂg (x) _ x212 + x211 + x210 + T

2 2 2

2—|—x2+x

5 2
Py 4

3
+x

8
T4z

4
+x
29+x

Let o € [Fy2s of a irreducible polynomial of degree 23 over [Fy, the conjugates of «
form a normal basis if and only if

FFI']}?QQS/IF2 (O{) 7é 0 (33)
2+ ¥+ ¥ ¥ ¥ ta #0, (3.4)
2+ " ¥ + o+ + ¥ +a #0 3.5)

. 12 11 10 9 8 7 . N .
So we just need to express each o® ", a? ,a? ,a%,a? ,a? as a linear combination

of {1,a,a? a3, ..., a?'}. Therefore an irreducible polynomial of degree 23 over 5 is
normal polynomial if a root « of f satisfy the above conditions in[3.3] 3.4and 3.5.

Example 3.4. Let f(z) = 2% + a1z + as be an irreducible polynomial over F,,. Then
f is normal if and only if a; # 0.

Corollary 3.8. [I7)] Let n = p°r where r is a prime different from p and q is a primitive
element mod r. Let f(x) = 2" + a12™' + - -+ + a,, be an irreducible polynomial

over IF, and o be a root of f. Let u = f;l 4" . Then f is normal if and only if

a; #0andu ¢ IF,.
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Proof. 2" —1=a"" —1= (2" - 1) = (x - 1)P (a" P +2"2+--- + 1) since q
is a primitive element mod 7, the polynomial(z" ! + 2”2+ - - - 4 1)*" is irreducible

over IF,. Hence
—1
" —1
plz) = r—1 Z

and n 1 n 1
" — r -
— =(xz—1
/’L2<x) xr—1+xr—2+...+1 <:C ):Cr—l
pe—1 pe—1 pe—1
:(:c—l)ZSU": inrﬂ_ inr
i=0 i=0 =0
It follows
pe—1 ‘ pe—1 ‘ p¢—1 ) p-1 .
a) _ Z aqzr+l N Z aqzr _ (Z aqzr)q N Z aqzr
i=0 =0 =0 =0

So f is normal if and only if a; # 0 and (ZIZ:BI ot )1 £ Zfial ol deut £u. O

The following example will be the motivation for our next chapter .

Example 3.5. Consider the trinomial 2¥ —a; 27~ +a € F,[x] where p is an odd prime.
This polynomial is irreducible over F, where gcd(p,n) = 1 and ¢ = p™. Determine
the conditions under which this polynomial is normal.

Let a be aroot of f. Then ¥ — 1 = (z — 1)?. Hence ji(z) = 1 + o + 22 + - - + 2™ L.
Li(a)=a+ai+a? +---+a" ' = = Trg_, /r, () = —a;. Therefore our polynomial
is Normal if and only if Trg , /¢, (o) = —ay # 0

Therefore from the example above, we can conclude that the irreducible polynomial
f(z) = 2P — x + a over [, is not normal where gcd(p,n) = 1 but its reciprocal
f*(z) = 2P — 2P~ + @ is normal. In the next chapter we shall discuss how to provide
free storage basis conversion from the roots of the polynomial f*(z) = 2P — 2P~ +1 to
the polynomial basis {1, a, &%, ..., o~} and vice versa. We summarized this Chapter
by giving the steps to determine if a polynomial is normal over an extension field.

3.2 Steps To Determine if an irreducible polynomial is normal over the subfield
K=F,of F =F

Let a € F be aroot of an irreducible polynomial f of degree n over K.

1. Trg,, /r, (@) # 0, otherwise f is not normal over K.
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. If n=p*, f(z) must be a normal polynomial over K. [13].

. if n= 2"p* and 2 is a primitive root modulo p*, f must be a normal polynomial
over K [6]].

. Factorize 2" — 1 = [[;_, (pi(z))". Let piy () =  — 1 and find fi;(x) = ”Zn(;i for
ie{2,...,r}.

. Compute the ¢— associate L, (z) fori € {2,...,7}.

. If Ly, (x) isnot divided by f(x) fori € {2,...,r}, then f is a normal polynomial
otherwise f is not normal over K.
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CHAPTER 4

Free Storage Basis Conversion over Extension Fields

In [16], the author represented the field element of the extension field [F,» by using the
irreducible polynomial f(z) = 2 —z — 1 € F,[z] over F,. Furthermore, he found a
way of constructing efficiently Normal basis of the field F». Together with the polyno-
mial basis of IF», he provided a free storage basis conversion over [F». In this chapter,
we shall provide a free storage basis conversion over F,» where ¢ = p", ged(p,n) =1
and p is an odd prime using the irreducible polynomial f(z) = ¥ —z — 1 € F,[x]
over IF,.

Trinomials over finite fields K = F,[z]| are polynomials of the form z™ + az® + b
where (n > k > 0) and ab # 0. Irreducible trinomial has a structure that makes it a
pleasant choice for representing extension field. The reduction operation can be faster
if an irreducible trinomial is used, therefore choosing an irreducible trinomial can lead
to a faster arithmetic operation implementation of the field [11]. In this chapter, we
shall use the irreducible trinomials f(z) = 2 — z + 1 € F,[z] over F, where ¢ = p"
as field polynomial to construct the polynomial basis of [F,» and later form the normal
basis of field F;» by using the reciprocal of the polynomial f. We shall provide a free
storage basis conversion between the two basis.

Definition 4.1. Let f(x) = 2" +a,_12" ' +- - -+ 1 be a monic irreducible polynomial
of degn over [F),. The reciprocal of f denoted as f* is defined by

fz) =a2"f(1/x)
=a"+ - ta,qr+1

We state without proofs the following two lemmas.

Lemma 4.1. [|9] The reciprocal of a monic irreducible polynomial over finite field K
is also irreducible polynomial over K.

Theorem 4.2. [[9] Let ¢ = p™, the polynomial f(z) = 2? —x+1 € F,[x] is irreducible
over Fn with ged(p,n) = 1.

Let f(x) = 2P — x4+ 1 € Fp[z] then Fy[z]/ < y(»)> is a field and is consider as a vector
space over F,. Let a € g be a root of f. Therefore Fy[z|/<fz)> = Fq(a) and
{L,a,a?,a3,...,aP7'} is a basis of F,(«). From [13], the irreducible polynomial
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f(z) = 2P — x + 1 over F, is not normal. But the reciprocal polynomial f*(x) =
xP — 2P~' +1 € Fplx] is normal in Fp.

Let 3 € F,» be aroot of f*, then all the distinct roots of f* are 3, 39, B, ... BT
and the set {3, 59, BE. . ﬁqp_l} form a normal basis of the vector space F,(/3). Our
aim is to provide a free storage conversion from the polynomial basis to the normal
basis of the vector space F,(/3). To do this, we shall express each qu forl1 <:1<p-—1

as a linear combination of a, 0 < ¢ < p — 1 and therefore form the transition matrix
for the conversion of the polynomial basis to the normal basis.
The Frobenius map o of F» over I, is defined as:

o:Fp — Fep

fr— p

acis aroot of f implies that o” = o — 1. We have the following by using the Freshman
Dream:
o =a-1)l=a-1P=a—-2
ol =(a—2=a?-2"=a—-3
So by induction, we have

o =(a—n+1f=aof —nP+1P=a—n
Clearly f=a! =1—aP ™1

B =(1— ap_l)q — 1= i1 — 1 _ (o — n)(p—l)
Bzf =1—(a— n)(p—l)q =1—(a— n)q(p—l)
=1—(a?—n)?"'=1—(a—2n)P"
BT =1—(a—2n)" D" =1—(a? = (20))" ' =1 — (a —3n)""!
In same way up to k=p-1, we have

g =1 ((a = (=2 = 1= (a—n(p— D)

Now we want to find (o — nk)P~! for 0 < k < p — 1. By binomial expansion formula

(0 — nk)P" = pi (p; 1) P11 (— )

From Number theory, (p ;1) is a an integer, so it must be an element of the prime field.

Lemma 4.3. Let p prime number and j be positive integer less than p. Then (”;1) =
(—=1)? mod p.
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Proof. (pgl) = j!g__llfj)! . By Wilson’s Theorem, (p — 1)! = —1 mod p. If we
show that j!(p — 1 — 5)! = (=1)'"7 mod p then we are done. Consider the following
statement:

Let S; : jl(p—1—4)! = (—=1)'7 mod p. We shall prove by induction that the
statement S; is true. For j = 0, Left Hand Side (LHS) of S; is given by (p — 1)!
and Right Hand Side (RHS) is given by (—1) mod p. So we conclude by Wilson’s
Theorem that LHS equals the RHS. Assume that the statement is true for j € N, we

now prove that is true for j + 1:
G+Dp—1-0G+))=0G+Dp-1-7j—1)
e —1—)!
=U+t1l)y——
(G +1) P
o J+1 1- ) . .
= f(—l) mod p By the induction Hypothesis.
p—L1—J
We have
G+ -1-G+ ) -1-7) =G+ DD modp
—GHFDp-1-G+DNG+D) =G +1)(=1)"7 modp

Therefore we obtain,

G+Dp—1-(G+1))=(-1) modp

by the induction principle, our statement Sy, is true for any k£ € N [

(o — nk)P~! = jié (p ; 1) aP I (k)

— E ap Jj— 1 )ka
_ ZQP—J—lkJnJ
J=0

Therefore,
p—1
qu =1- Zap’jflkjnj for0<k<p-—1
=0
For k=1, we have
Bl =Pt —nat? —nPaP 3 — ... — P20
For k=2, we have
g =~ = @) = (@) )ar = (@ )a

31



In the same way up to for k = p — 1 we have
ﬁq;r—l = _oP 1 = n(p _ 1)Oépf2 _ nQ(p _ 1)2041773 L np—2(p i 1)p72a.

So in matrix representation we have,

B -1 0 0 0 1 aP~1

5(2 —(n)° —(n)? —(n)? —(n)P~2 0 aP—?

B4 B —(2n)° —(2n)! —(2n)? —(2n)P—2 0 aP=3
g -2 —(p-2) —(p-2) .. (-2 o | a
pa! —(n(p—1))° —(npp-1))" —@p-1)* ... —(np-1))P2 0 1

Or equivalently 5 = M@ where the transition matrix M € FP*P and we donot extra
memory to store M and the complexity to obtain the coefficients of M is O(p? log® D).

Theorem 4.4. The matrix

-1 0 0 e 0 1
—1 —(n)* —(n)? . —(n)r—2 0
—1 —(2n)! —(2n)? —(2n)P~2 0
o (2n) (2n) (2n)
1 —(n(p-2) ~(a(p-2)P ... ~(n(p—2)p 0
-1 —(n(p—1)" —(n(p—1)) —(n(p—1))"= 0
is the transition matrix from the polynomial basis {1, «,a?, ..., aP~'} to the normal
basis {3, 59,57, ..., Y "} of the vector space F» over F, where o is the root f(x) =
2P —x+1land B = o L.
Lemma 4.5. Let k € ;. Then
= 1 modpifk =1
Z E™ mod p= )
— 0 mod p otherwise
Proof. Itk =1,then 72 1™ mod p=p—1 mod p= —1.
Suppose £ # 1
p—2
D E™ modp=1+k +k 4k 4k
m=0
(kP71 —1
= medp
= O since k € [Fp-
This sum is a Geometric progression with common ratio k. 0
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Theorem 4.6. Let

—1 0 0 0 1
-1 —(n)l1 —(n)22 —(n)pp_f2 0
A —:1 —(2n) —(2n) . —(2n) 0
-1 —(n(p—2))" —(n(p—2))* ... —(n(p—2))2 0
-1 —(nlp-1))" —(nlp-1)* ... =(np—-1)P"* 0

The inverse of M can be computed by simple transpose of the permuted rows of the
matrix M.

Proof. The p x p matrix M contains a (p — 1) x (p — 1) a sub matrix

-1 —(n)! —(n)* —(n)r~

-1 —(2n)! —(2n)? —(2n)P~2
Q= :

-1 —(n(p=2)" =(n(p—2))° ... —(n(p—2)p>

-1 —(n(p-1)" —(np—1))* ... =(n(p—1)p2

The matrix () is called a Vandermonde matrix and is well known to be invertible. The
corresponding Row entries 1?; o4 p Of the matrix () is just the power from ¢ to p — 2
of the field element n: for 0 < ¢, 7 < p — 2. The scalar multiplication of two rows can
be obtained as follows:

—R; modp = (ni)?, (ni)t, (ni)?, ...
—Rj modp = (nj)oa (’I”Lj)l, (nj)27 R (nj)piz

Ri wmodp* R modp = (nixnj)®+ (ni*xnj)' + -+ (ni*nj)P?

)1 mod pifnixnj =1 mod p
10 mod p otherwise due to Lemma 4.3

)1 mod pifi*j=n"2 mod p
10 mod p otherwise due to Lemma 4.3

The above property allows to find the Inverse matrix Q! just by performing permuta-
tion on the rows on () such that column(7) of Q! = -(Row(j) of Q)T where i* j = n =2
mod p. Therefore we can write

Cl’ mod p — _(R] mod p)T

1

where j = i~! % n=2 where C; stands for the for the i’ column of the matrix Q.

Now we present the steps for inversion of the Matrix M.
The inverse of the transition matrix M can be computed in 3 steps.

e Column 1 of M~ is the p"* column of M upside down.
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e Last Row of the Matrix M~ !isall 1

e The inverse of (p — 1) x (p — 1) matrix is equal to Q' as describe above.

]

Also transition matrix M ! € [FP*? and we donot extra memory to store its coefficients
and the time complexity to obtain its coefficients is O(p*log®p) since M ! is obtained
just permutation of the row entries of M.

The following example illustrate how to find the inverse of the transition matrix M.

Example 4.1. Let q= 52. The transition matrix from the polynomial basis {1, a, o

2 3
A7,

to the normal Basis {3, 39, BT Be’ 5‘14} of the vector space F,s over IF, where « is
the root of the polynomial 2% — x + 1 € F,[z] and 8 = o' is given by:

-1 0
-1 -2
M=|-1 —4
-1 -1
-1 =3

0
—4
-1
-1
—4

Our p — 1 x p — 1 matrix () is given as follows:

-1 =2
-1 —4
@=1_1
-1 -3

—4
-1
-1
—4

0
-3
-4
—1
-2

SO OO =

Let C; be the column of Q'and R; be the Row of Q. Then using the relation i * j =

272 =4 mod 5
Cy =
Cy=—RY
C3=—R}
Cy— —RT
we obtain the matrix Q! as follows:
1
1 [3
Q" = 4
2
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The matrix M ! is given by

o oo o
— N R W
— R = s
e
—_ W DN =

and

M« Mt modb5=

OO OO
SO OO
OO = OO
SO = O OO
_— o O OO

4.1 Avoiding the inverse in calculation of )/ !

Given the transition matrix M from polynomial to normal basis, in order to construct
the M~ we first found the inverse of the p — 1 x p — 1 matrix () using the relation
Ci modp = —(Rj mod p)! where j =i~' xn~=2 mod p and C; represents i'" entry of
the column of M ~! and R; represents the j row of M. The complexity of finding
the inverse of each i" entry is O(log® p) which is expensive. Due to the construction
of M, we observe that the inversion of M is avoided by performing permutation as
described below.

Each entry of the row matrix of M is nothing of the powers of the prime field element
and ;' row entry of the submatrix () is given by:

R; = ((jn)°, (jn)*, (jn)?, ..., (jn)P~?)
Using the relation C; = R, moap Where j = i~ ' xn~? mod p, C; column of Q' is
computed as follow:
Ci=(n*it«n™ (n*xi b xn™ ) (nxitxn )% . (nxitxn?)P?)
=((n ' *i ) (n i H (n kD (T )P
Since all the computations are done mod p, we have the following:
1= (4%t = (4% 1)P2x (n~%1) implies (in) = (n~1i~1)P~2. In the same
way, we have



Therefore
Cy = ((in)P~h, (mn)P72, ..., (in)?, (in)") (4.1)

Example 4.2. Consider Example for j = 1, firstrow in Q is B, = —(1,2,4, 3),
the corresponding column for R; by using the relation i = j~'n=2is C,. So applying
Equation 4.1} we have Cy = (1,2, 4, 3) which is in conformity with Example

We easily observe that the entries of the C; are just equal to that of 12;. This concludes
that the construction of the matrix M/ is the same as the construction of the matrix M ~*
and both have equal complexity.

4.2 Basis Conversion

4.2.1 Polynomial to Normal Basis Conversion

Normal basis can be computed from polynomial basis using the transition matrix de-
scribed in[4.4] The matrix for converting from the polynomial basis to Normal basis is
given as follow :

B -1 0 0 e 0 1\ [ar~?
ﬂQZ —(n)°® —(n)t —(2)? e —(n)P—2 0 aP2
Be B —(2n)° —(2n)? —(2n)? . —(2n)P—2 0 aP~3

/3“;)72 ~(n(p—2)° —(n(p—2)) —(n(p—2))? —(n(p—2))P2 0 a
g —(np—1))° —(nE-1))" —(n@p-1))? —(n(p—1)""* 0 1

Let ¢ = p". We provide an algorithm for converting polynomial to normal basis.
We shall provide two examples to show how the Algorithm 1 works.

Example 4.3. Let ¢ = 5% with n = 3 and {1, @, a?, o, o*} be the polynomial basis
of the finite field F,(«) where « is the root of the irreducible polynomial z° —x + 1 €
[F,[x]. We shall perform Algorithm 1 steps by steps in order to obtain the Normal basis

{5? ﬁqa BQZ’ 5(13, 6@{4} where ﬂ =t

g=5n=32=2

B[] = (a[5] = of1]) mod 5

i=1l
r=1L1=0,9=0,21=0,20=0,x=1,m=1
Forj=1and j = 2,

n Y2 x Ty T2 m

-a[1] -a[3] 3 -a[1] -a[3] -3
-a[1]-a[2] -a[3]-3a]4] 9=4 mod 5 -a[l]+3a[2] -a[3]+3ca[4] 9=4 mod 5

B2] = —a[l] — 3a[2] + 4(—«[3] — 3a[4]) = —a[l] — 3a[2] — 4a[3] — 2a[4] mod 5
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Algorithm 1 Polynomial Basis to Normal Basis Conversion

Input: (a = {a?',a?™2 ... a,1},n)

Output:
1 2=

pglz {ﬁ7ﬁq75Q27"'7ﬁqP71}

2
2 B[1] = afp] — a[1] mod p
3: fori=1toz do

4: r=1m=1;

55 1 =0;92 = 0521 = 0,29 = 0;

6: for j=1toz do

7: y1 = (11 —x % afj]) mod p;

8: Yo = (yo — x x a2 + j]) mod p;

9: x =x*(ni) mod p

10: r1 = (r1 — m* afj] mod p)

11: Ty = (xo —m* afz + j] mod p)
12: m = m* (—ni)

13: end for

14: Bli+1] = (1 + = * y2) mod p;

15: Blp—i+ 1] = (x1 + m*x3) mod p;
16: end for

17: Output = f3

B[5] = —a[l] — 3a[2] + 4(—a[3] + 3a[4]) = —a[l] + 3a[2] — 4a[3] 4+ 2a[4] mod 5
i=2
=11 =0,=0,21=0,20=0,x=1,m=1
Forj=1and j =2,
Y2 x X T2 m
-a[3] 6=1 mod5 -o[1] -a[3] —6=-1 mod5
-a[l1]-a[2] -a[3]-a[4] 1 -a[l]+af2] -al3] +a[4] 1
B3] = —all] — a[2] — a[3] — 4]
BB = —a[l] + a[2] — 3] + a[4] “4.2)
There fore we obtain :
B1] -1 0 0 0 1 all]
B2] -1 -3 -4 -2 0 a2
gBlIl=]1-1 -1 -1 =1 0 a|3]
Bl4] -1 -4 -1 —4 0 al4]
B5] -1 -2 -4 -3 0 al5]

This transition matrix of our example corresponds to that of Theorem 4.6| when n = 3

andp =5
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We provide another example with p = 7 and n = 2 in order to verify the algorithm.

Example 4.4. Let ¢ = 7* with n = 2 and {1, a,a? a3, o, o, ab} be the polyno-
mial basis of the finite field F,(«) where « is the root of the irreducible polynomial
" —x+1 € F,[z]. We shall perform Algorithm 1 steps by steps in order to obtain the

Normal basis {/87/8q7 ﬁq27ﬁq37 Bq‘l’ 6q57 ﬁqG} where B = 04_1

S
=l

?n=2z=3
[1] = (a[7] — a[1]) mod 5

i=1

T 1=0,9=0,21=0,20=0,z=1,m=1
Forj=1,7=2andj =3

U1 Y2 x X1 T2 m

-a[1] -a[4] 2 -o[1] -a[4] -2
-a[1]-2a[2] -a[4]-2a[5] 4 -a[1]+2a]2] -a[4]+2a(5] 4

-a[1]-2a[2]-4a[3] -al4]-2a[5]-4al6] 1 -a[l]4+2al2]-4a[3] -a[4]+2a[5]-4a[6] —1

i=2

=Ly1=0,9=0,21=0,20=0,z=1,m=1
Forj=1,7=2andj =3

W Y2 z T ) m

-af1] -af4] 4 -af1] - al4] -4
-a[1]-4a[2] -a[4]-4al5] 2 -a[1]+4al2] -a[4]+4a5] 2
-a[1]-4a[2]-2a[3] -al4]-4a[5]-2a6] 1 -ofl]+4al2]-2«[3] -o[4]+4al5]-2a[6] -8

B3] = —a[l] — 4a]2] — 2a(3] — a[4] — 4a[5] — 2a]6]

Bl6] = —a[l] + 4a[2] — 2a[3] + a[4] — 4a[5] + 2a[6]
=3

x:17y1:0ay220’x1:09x2:o’x:1’m:1
Forj=1,7=2andj =3

hn Y2 z I T2 m

-af1] -a[4] 6 -af1] -a4] -6
-af[1]-6a[2] -a[4]-6a[5] 1 -af1] +6a[2] -a[4]+6a]5] 1
-a[1]-6a[2]-a[3] -af4]-6c[5]-a[6] 6 -afl] +6a[2]-[3] -a[4]+6a[5]-a[6] -6

—afl] — 6a[2] — a[3] — 6a[4] — 36a[5] — 6c[6] mod 7
—afl] — 6a[2] — a[3] — 6a[4] — af5] — 6a6]
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Bl5] = —all] + 6a[2] — a[3] + 6a[4] — 36a[5] + 6a[6] mod 7
[1] 4 6a[2] — a3] + 6a[4] — a[5] + 6a[6]

B[] -1 0 0 0 0 0 1\ /ofl]
BJ2] ~1 =2 —4 -1 =2 —4 0] (o[
B3] 1 -4 -2 -1 —4 -2 0| |3
Bal=]-1 =6 =1 =6 —1 —6 0| | /4]
B[] ~1 -1 =1 =1 =1 =1 0| | «of5]
Bl6] ~1 =3 =2 =6 —4 =5 0] | of6]
BI7] —1 -4 —4 —6 -2 =3 0/ \o[7]

This Transition Matrix corresponds to that of Theorem[.6lwhenn =2 andp = 7.

Now we provide the algorithm to compute the polynomial basis from the Normal Basis.

Algorithm 2 Normal Basis to Polynomial Basis

Input: (B: {ﬁ?ﬁq76q27"'7ﬁqpil}7n>

Output: a = {a? ' a?2, ... a,1}

I. 2= p%l

2: afp] = Blp]

3: fori=1toz do

4 alp] = (afp] + Bli] + Blp — i]) mod p
5: r=1m=1y=0

6: for j=1 to p-1 do

7: r=2xx*(nx1) mod p

8: m=mxnx*(—i) mod p

o: y = alp—j]

10: alp—jl=(y+m=pp—i+1]+z=*pli+1]) modp
11: end for

12: end for

13: Output = &

Now we provide an example to show how the Algorithm from Normal Basis to Poly-
nomial Basis works.

Example 4.5. Let ¢ = 5. The set {£3, 39, BT BT 5q4} is the Normal basis of the
finite field F,[z]/ < 2° — 2* + 1 >, where j is the root of 2° — 2% + 1 € F,[z]. We
perform the above Algorithm 2 step by steps in order to obtain {a*, a3, a2, o, 1} where
B=a!

Fori=1to2do: a5] = (a[5] + B[1] + 5[4]) mod p

r=1,m=1,y=0

1=1

For j=1to 4

i=2

of51=alS5] + S121+6(3]

r=1m=19y=0.
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J x m y alp — J]
j=1 3 mod 5 —3 mod 5 al4]  ald4]=al4]-38[5]+35[2]
j=2 4=9 mod5} 4=9 modb «af3] «a[3]=a[3]+45[5]+45[2]
j=3 2=12 mod5 —-2=12 mod 5 «af2] «of2]=al[2]-28[5]+25[2]
j=4 1=6 mod5} 1=6 modb «afl] a[ll=a[l]+B[5]+5]2]
J xr m y alp-j]
=1 -1 -1 «af[4] «al4]=a[4]-B[4]+5[3]
=2 1 1 «a[3] aof3]=a[3]+5[4]+5([3]
=3 1 -1 «af2] «of2]=a[2]-8[4]+5[3]
=4 1 1 «afl] «afl]=a[l]+ B[4]+5[3]

Therefore we have the following :

afl] = of1] + B[4] + B[3]
= a[l] + B[2] + B[3] + B[4] + B[5]
a[2] = af2] — 4] + B3]
= a[2] +28[2] + B[3] — B[4] — 28[5]
af3] = af3] + B[4] + B[3]
= a[3] +4p[2] + B[3] + B[4] + 48[5]
a[d] = of4] — B[4] + B[3]
= a[4] + 38[2] + B[3] — B[4] — 35[5]
af5] = o[5] + B[] + B[2] + B[3] + B[4]
= B[] + B[2] + B[3] + B4] + B[5]
Setting «[i] = 0 for 1 <1i < p — 1, We obtain
all] 011 1 1 B1]
2] 021 -1 =2|(p]2
a3l =104 1 1 4 B3]
al4] 03 1 —1 =3[ |84
a[p) 111 1 1) \gp

The transition Matrix from polynomial to normal basis when n = 3 and p = 5 is

-1 0 0 0 1
-1 -3 -4 -2 0
M=]-1 -1 -1 -1 0
-1 -4 -1 -4 0
-1 -2 -4 -3 0

We now verify whether transition matrix from normal basis to polynomial basis is the
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coefficient matrix produced from our algorithm.

011 1 1 -1 0 0 0 1 -4 0 0 00
021 -1 -2 -1 -3 -4 -2 0 o 1 0 020
041 1 4 -1 -1 -1 -1 0l=]10 0 =34 0 0
031 -1 -3 -1 -4 -1 -4 0 0O 0 0 60
111 1 1 -1 -2 -4 -3 0 0O 0 0 01

We conclude that our algorithm works.

Example 4.6. Let ¢ = 7. The set {3, 39, B, pe, gt BT 6‘16} is the Normal basis of
the finite field F [z]/ < 27—25+1 >, where 3 is the root of z”—2%+1 € F,[x]. We per-
form the above Algorithm 2 step by steps in order to obtain {af, a®, a* a3 o2, «a, 1}
where 3 = o~ !

Fori=1to3do: a[7] = (a7 + B[1] + 5[6]) mod 7

r=1,m=1,y=0

=1
For j=1t0 6
J rom Y alp-jl
g=1 2 -2 y=al6] a6]=al6]-25[7]+25[2]
j=2 4 4 y=af] of5] =al5]+45[7] +45[2]
j=3 1 -1 y=al] ol =al4]-p[7]+F[2
j=4 2 2 y=af3 of3]=af3]+25[7] +25[2]
j=5 4 4 y=oa2] of2] =af2] -4p[7] +45[2]
j=6 1 1 y=all] afl]=afl]+p[7]+ 52
g
ol7) = af7] + 812+ 813
r=1m=1y=0
j= 4 -4 af6] 6] = af6] —45[6] + 45[3]
j=2 16=2 mod7 2 a5 «af5]=alb]+25[6]+ 283
j= 1 -1 afd] 4] = of4] - B[6] + B3]
Jj= 4 4 af3] «f3] = a3] +45[6] + 45[3]
j=5 2 2 2]  al2] =al2] — 28[6] + 28[3]
j= 1 I ofl] ol =afl] + Bl6] + 53]
of7] = al7] + A13] + B4
r=1m=1y=0
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The transition matrix from polynomial to normal basis whenn = 2 and p = 7 is

-1 0 0 0 0 O
-1 -2 -4 -1 -2 -4

I
|
—_
|
(@)
|
—_
|
D
|
—_
|
(@)
SO OO o

We now verify whether transition matrix from normal basis to polynomial basis is the
coefficient matrix produced from our algorithm.

-10 0 0 0 0 1 060111 1 1 1 1 000
-1 -2 -4 -1 -2 -4 0 0426 —6 -2 —4 0100
-1 -4 -2 -1 -4 -2 0 0241 1 4 2 0010
-1 -6 -1 -6 -1 —6 O 0116 -6 -1 —-1]=]00201
-1 -1 -1 -1 -1 -1 0 0421 1 2 4 0000
-1 -3 -2 -6 -4 -5 0 0246 —6 —4 -2 0000
-1 -5 -4 -6 -2 =3 0 1111 1 1 1 0000

We conclude that our algorithm works.
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4.3 Complexity of the Algorithm

Let M denote Multiplication in Prime field IF, and let A denote addition in prime
field F, also let « € F,» where ¢ = p" and {ay, a9, ..., a,} be a basis of F,». Then
a = ajoq + agan + -+ - + apay, fora; € Fyfori € {1,2,...,p}. Let {B1, Ba, ..., Bu}
be a basis of [F,. Then for each ¢, a; = by ;31 + b1;82 + - - - + bp—1,:8, where b;; € I,
forj € {0,...,n—1}andi € {1,...,p}. Therefore, the number of prime field mul-
tiplication for each a; is n and the number of prime field multiplication is npM.
Similarly the number of addition for each a; is n and the number of additions to repre-
sent « € Fp is np. Therefore the number of operation for one round is (4np + 4)M
and 4npA. Since we have (2)(2}) rounds in our algorithm, the estimated cost of
the algorithm is:
p—1

-1
4pnA(pT)2 + (4pn + 4)M(T)2 = O(p*nA + p*nM).

Our two algorithms have the same complexity.

4.3.1 Comparaison of the Previous Results with ours

Since there are some algorithms in the literature for conversion between polynomial
basis to normal basis and vice versa over some field extensions, we compare our result
to these suggestions in the table below.

Table 4.1: Cost for Conversion in Extension field

Algorithm Burton[2] | Riaz[[16] | Our Method
Storage Complexity O(m) O(1) o(1)
Field Operations | O(mrlogp) | O(p?) O(p’n)
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CHAPTER 5

Conclusion

In this thesis we provided conditions for irreducible polynomials to be normal polyno-
mial in [F». Furthermore, we used the irreducible polynomial 2 — x + 1 € F,[z] over
[F, where ¢ = p™ and p is an odd prime with gcd(p, n) = 1 to construct the polynomial
basis of F». We realised that the polynomial z¥» — x + 1 € F,[z] is not normal in
Fz». So in order to construct normal basis of F.», we used the reciprocal polynomial
xP — 2?1 +1 € F,[x] which is also irreducible over F,, and is a normal polynomial in
F,». We then constructed two algorithms to convert from polynomial basis to normal
basis and vice versa. These two algorithms have the same time complexity and require
no extra memory.

5.1 Future Work

e We shall extend this technique to convert Polynomial basis or Normal basis to
optimal Normal basis for particular extension fields and later compare the com-
plexity with the existing methods.

e Instead of using normal element in F», we will try to use a completely normal
element and then try to perform the conversion from normal basis to polynomial
basis.
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