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ABSTRACT

We propose a technique to improve detection of concurrency errors of multi-
threaded C/C++ applications and recovery of these applications from the errors
using transactional memory (TM) technology. Transactional memory is an emerging
parallel programming model which simplifies parallel program design and implemen-
tation, improves performance and protects applications from most concurrency bugs.
Our approach uses TM to improve performance of detection of concurrency errors
and provides a framework by which legacy C/C++ applications can benefit from
concurrency error-freedom.

The current concurrent error detection approaches are either too slow or need extra
modification to current processor architecture. The slowdown of these techniques
stems from a number of reasons: instrumentation used to add them into application,
necessary computations needed to detect errors, and cost of proper protection of
error-detection-related data used by these techniques.

We propose a way to divide the instruction stream of each thread in a multi-
threaded application into small transactions. We then use conflict detection to get
fine-grain protection of concurrency error detection data to improve performance. We
use transaction write buffers and rollback mechanism to recover from concurrency
errors, data races in particular, and impose extra protection on erroneous data or
portions of concurrent program.

Our approach works well on a number of multi-core benchmark applications and
shows a significant performance improvement of concurrent error detection over con-
ventional means. These improvements are encouraging initial results for the industrial

usage of the proposed approach.
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OZETCE

Bu ¢algmada, ¢ok izlekli C/C++ uygulamalarindaki eg zamanli programlama
hatalarinin tespitini geligtirmek ve bu uygulamalarim hareket bellegi (TM) teknolojisi
kullanilarak kurtarilmasini saglamak i¢in bir yontem one stiriiyoruz. Hareket Bellegi,
kogut program tasarimini ve uygulamasini basitlestiren, bagarimi arttiran ve uygu-
lamalar1 ¢ogu eg zamanl programlama hatalarindan koruyan bir kosut programlama
modelidir. Bizim yaklagimimiz, es zamanl programlama hatalarinin tespit edilme
bagarimin arttirmak i¢in TM kullanmakta ve kalit C/C++ uygulamalarinin es za-
manl programlama hatasizliktan faydalanabilecegi bir cerceve saglamaktadir.

Mevcut es zamanl hatasi tespit eden yaklagimlar ya cok yavas ya da mevcut
islemci mimarisinde fazladan degisikliklere ihtiya¢ duymaktadirlar. Bu yontemlerin
uygulamay1 yavaglatmasi birkac sebepten kaynaklanabilir: bunlar1 uygulamaya ekle-
mek i¢in kullanilan araglar, hatalarin tespiti icin gerekli hesaplamalar ve bu teknikler
tarafindan kullanilan hata tespitiyle alakali verinin uygun bi¢imde korunmasi.

Cok izlekli bir uygulamadaki her izlegin komut akisini kii¢iik hareketlere bolmek
i¢in bir yol sunmaktayiz. Daha sonra, es zamanli hata tespit verisinin iyi taneli korun-
masini elde etmek igin cakigma tespitini kullanmaktayiz. Es zamanl hatalarindan,
ozel olarak veri yariglarindan, kurtulmak icin hareket yazma arabelleklerini ve geri
doniis mekanizmalarimi kullanmaktayiz ve hatali veriye veya eg zamanl programin
parcalarina fazladan koruma dayatmaktayiz.

Yaklagimimiz bircok ¢ok ¢ekirdekli denektasi uygulamada iyi caligmakta ve uzlagilmig
yollara nazaran eszamanli hata tespitinde belirgin bir bagarim artis1 gostermektedir.

Bu gelismeler onerilen yaklagimin endiistride kullanimi igin cesaret verici onciil sonuglardir.
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Chapter 1

INTRODUCTION

1.1 Motivation

Multi-core CPUs are everywhere; from supercomputers to servers, from desktops to
smart phones. This has naturally forced software developers to write parallel and
concurrent programs to benefit from parallel performance offered by the multi-cores.
As is the case for any software it is almost impossible to write entirely correct software
which meets specifications and adheres safely to the programming model of the ma-
chines in which that software is intended to run at first place. Therefore, there is every
need for means to ensure the software behaves as expected and delivers the required
and intended actions. There has been a number of techniques to ensure correctness of
software developed. Some of them involve testing, model checking, and verification.
As parallel programs involve execution of multiple threads simultaneously it is very

hard to eliminate most of the program errors using classical testing approaches.

Appropriate ways of debugging parallel program are model checking and verifica-
tion. This is because they put program reasoning into mathematical form which takes
into account the general behavior of execution of the concurrent program. Verification
reasons about program correctness from program input and output specifications and
expected behaviors of the program and ensures that these properties are attained by
the program when executed in a multi-threaded fashion. There are two types of ver-
ification approaches; static and dynamic. Static verification analyses program source
code to determine if it conforms to certain specifications and parallel programming

semantics. Dynamic verification monitors the software running on multi-threaded en-
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vironment in multi-core machines. Therefore, it checks the program correctness from

the program execution.

Static verification is complicated and very slow and may be infeasible to perform
on large code base. Moreover, it has tendency to emit a lot of false alarms. Dynamic
specification is in most of the time a preferred way of debugging multi-core software.
Even though dynamic verification techniques may be a preferred way for correctness
checking of concurrency errors, their current technology is still too slow to be used as
debuggers running all the time during software development phase. There has been
a number of researches working towards improving dynamic race detection. Some of
them propose use of dedicated hardware component [31], introduction of new hard-
ware instructions [5] special for dynamic software checking and use of heterogeneous

multicores [1]. Others improve on existing approaches and form new algorithms [6].

While others are trying to improve performance of verification techniques, some
have proposed parallel programming models that promise concurrent error-freedom
and less hassle for design and implementation of parallel software. One of the notable
models is transactional memory [10]; an idea which originated from database transac-
tion semantics. This approach abstracts away all complexities of multi-core software
and it provides a nice and simple way of writing software for multi-cores. Program-
mers specify regions they want them to execute in a transactional way. Transactions
ensure atomicity; all operations in a transaction seem to execute instantaneously and
their effects are seen by other threads when they are all successful. It also provides
a simple reasoning of parallel programs by ensuring serializability. Serializability is
a property where transactions executed by different program threads in concurrent
fashion appear to produce results that are same to when they were executed one after
another in some sequence. There are two types of transactional memory; software
transactional memory and hardware transactional memory. Software transactional
memory model is software implemented as a library or runtime and this software
ensures transactional semantics are realized when software runs atop it. The library

or runtime provides interfaces by which developers use to implement transactional
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memory-based concurrent software. On the other hand, hardware transactional mem-
ory is the one supported by or implemented in hardware. It involves modification to
processors, caches and bus protocols [11]. Hardware transaction memory guarantees
more improved performance than software transactional memory.

Transactional memory is not the best alternative for concurrency programming
in all cases. Moreover, there are a lot of non-transactional memory software already
running on various systems and it may be near to impossible to re-implement all
them with transactional memory semantics. Some software developers are skeptical
about programming using transactional memory. Therefore, there is still a need to
improve dynamic verification techniques for current software development and running
software that may need correctness checking. This thesis concentrates on runtime race

detection, a common type of dynamic software verification.

1.2 Approach

This thesis proposes solutions for legacy software, and for non-transactional-software
development. For legacy software we provide a way to ensure that it executes in
a correct way as intended by developers and the system specification it is running
on. Moreover, for both legacy software and for development concurrent software we
provide a technique to improve dynamic verification.

For legacy C/C++ programs we propose [16] a way to divide program trace into
transactional regions to execute as transactions. We present the PaRV tool for runtime
detection of and recovery from data races in multi-threaded C and C++ programs.
PaRV uses transactional memory technology [14] for parallelizing runtime verification
and for buffering write accesses during race checking. Application threads are slowed
down only due to instrumentation, but not due to the computation performed by run-
time verification algorithms since the latter are run concurrently on different threads.
Buffering writes allows us to recover from races and to safeguard against later ones.

For reducing slowdown of dynamic detection, we propose use of Intel(r) Transac-

tional Synchronization Extensions (TSX). By dividing program traces for each thread
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and adding transaction instructions and calling race detection Performance is achieved
due to reduce slowdown of the synchronization operations necessary to protect race

detection meta-data.

1.3 Contribution

This thesis has an number of contributions.

We propose a way to reduce runtime race detection using helper thread per ap-
plication thread adapted from STM? [14]. Moreover, using software transactional
memory techniques recovery from the races can be achieved and prevented further by
imposing extra protection on the racy data.

We propose an algorithm to instrument a program into small transactions for race
detection. Splitting a program into small transactions does not change semantics of
the program and it does not affect precision of race detection.

We propose use of TSXs to aid race detection and show that it improves perfor-
mance. We don’t simply protect the race-detection metadata using transactions. We
break down a binary into proper-sized chunks in order to minimize overhead. We
present a proper use of of TSXs to achieve precise race detection with much reduced

slowdown while maintaining soundness and precision of race detection algorithm used.

1.4 Organization

Chaper 2 and 3 discuss necessary background. While chapter 2 presents technical
details necessary to understand race detection, chapter 3 introduces transactional
memory. Data race detection and recovery using software transactional memory is
discussed in chapter 4. Improvement of race detection using hardware transactional
memory is presented on chapter 5. Conclusions and related works are in chapter 6

and chapter 77, respectively.



Chapter 2

CONCURRENCY ERRORS AND RUN-TIME RACE
DETECTION

2.1 Concurrency Errors

Concurrent errors are run-time errors introduced due to presence of multiple processes,
or preferably threads, executing in concurrent fashion and accessing shared resources
like data structures and synchronization primitives such as locks. The commonly
known concurrency errors are deadlocks, data races, atomicity violations, and ordering
violations. A deadlock is a situation wherein two or more concurrent threads fail to
proceed their executions because each waits for the other(s) to do something. A
common example of a deadlock can be explained with with two threads A and B and
two locks X and Y acquired by the threads, respectively. While holding these locks,
the deadlock happens when A waits for lock Y to be released by B and B waits the
lock X to be released by A.

Data races or race conditions occur when two different threads access the same
memory location, at least one access is a write, and the accesses are not ordered by
proper synchronization. There are many scenarios for data races. A typical example is
when a shared memory is not protected by a common lock all the times it is accessed
by any thread. Figure 2.1 shows a race condition due to use of different locks for

different accesses on two threads for the same address.

In Atomicity violations the desired serializability among multiple memory accesses
is violated. This happens when a program region intended to execute indivisibly in
atomic way is not enforced during execution. This results from a lack of constraints

on the interleaving of operations in a multithreaded program.
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e
Thread 1 ara=1, Thread 2

Lock( L1)

read X \R Lock( L2)

Unlock( L1) write X

Unlock( L2)

Figure 2.1: Example of race condition.

Ordering violation occurs when the desired order between two or more memory
accesses is flipped. This involves two or more memory accesses from multiple threads
that happen in an unexpected order, due to absent or incorrect synchronization.
For example given an order that access X should always be executed before Y. The
violation happens when the order is not enforced during execution in such a way that
Y executes before X. This happens on sequential consistency memory models due
to optimization purposes. On concurrent execution environment this could lead to

non-determinism.

The analysis [19] of real-world concurrency bugs presents statistics about these
errors on concurrent software. These bugs are very common in multithreaded pro-
grams. They are a major stumbling block to writing multithreaded programs as they
generate complicated behaviors resulting from unexpected interaction of operations
in different threads. Therefore, they are particularly difficult to diagnose and fix.
This is due two main reasons. First, developers must reason about the interactions of
many pieces of code executing in multiple threads. Observing one threads erroneous
behavior is often insufficient for understanding the cause of that error, which may lie

in another thread. Second, non-determinism in multithreaded execution complicates
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the process of interpreting executions that contain concurrency errors. The exact be-
havior of the application may differ, even from one erroneous program run to another,
making it hard to spot the main source of the error. Therefore, it is important to
study these errors and devise techniques to automatically detect them.

Our thesis concentrates on the study of data race condition detection for two

reasons;

(a) Data race conditions are low level errors which violate program sequential con-

sistency,

(b) They are symptoms of higher-level errors like atomicity and order violations.

2.2 Program Executions

To understand runtime race detection it is important to grasp knowledge of multi-
threaded program executions [26]. Rather than a completely general formalization
that models all features of a multithreaded program, we opt for one that is simple
and allows us to illustrate the key ideas for each runtime verification approach. We
do not provide a formal syntax and semantics for multithreaded programs. Instead,
only reason in terms of their executions is presented.

A multithreaded program consists of a number of concurrently executing threads,
each identified with unique thread identifier T € TID.

The set of possible actions that a thread T can perform include:

e rd(T, x, v) and wr(T, x, v), which read a value v from variable x and write a
value v to x, respectively. The possible effects of the read and write actions on
the local and global stores are given by the language specification and memory

model and are left unspecified in this paper.
e acq(T, k) and rel(T, k), which acquire and release a lock k.

® begin(T, 1, s, i ) and end(T, 1, s, i ), which mark the beginning and end

of one particular execution instance of a designated code block consisting of the
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program statement s. It might be the programmers intention to have this block
be atomic, serializable, etc. The block label 1 uniquely identifies a designated
code block, and the instance label i uniquely identifies the execution instance

of the designated code block within the entire execution trace.

e fork(T, T’) and join(T, T’), which create a new thread T’ and wait until a

thread T’ terminates, respectively.

e call(T,m, i ) and ret(T,m, i ), which represent the call and return actions
of a particular execution of operation m. These actions are thread-local, i.e.,
they do not modify the global store. The instance label i uniquely identifies a

particular execution of the operation m within the entire execution trace.

In code examples, we often omit the thread ids, block and instance labels when they
are clear from the context or irrelevant, and we use more familiar syntax, such as x
= v, for reads and writes. We use the function TID(a) to extract the thread identifier
from an action.

A trace is a finite sequence of actions o = aj, as,..., a,. A particular occurrence
of an action (i, a;) in a trace is called an event. The behavior of a trace a = ap,
as,..., ayisdefined by the relation Y o— >_,,, which holds if there exist intermediate
states >°1,..., >on_1 such that >3 —® >3 —®2.. . =% S .

Event e; = (i, a; ) is referred to using the type of action a; is, e.g., a write or
read event. The write predecessor of a read event ej where a; = rd(T, x, v) in a
trace is the largest k such that ey is a write event that writes to x.

An intended-atomic block in a trace « is the sequence of actions starting with a
begin(T, 1, s, i ) action and containing all T-actions up to and including a match-
ing end(T, 1, s, i ) action. If an action a by thread T does not occur within
an intended-atomic block for T, then the action a by itself is considered a (unary)
intended-atomic block. This terminology was chosen to emphasize that atomicity is

a specification (an annotation) and not a guarantee provided by the platform.
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Similarly, an operation execution in a trace « is the sequence of actions executed
by a thread t starting with call(T,m, i ) and ending with the matching ret(T,m, i
) action. For simplicity, we restrict our attention to executions where for all begin(T,
1, s, i ) actions (resp. for all call(T,m, i ) actions), a matching end(T, 1, s, i
) action (resp. a ret(T,m, i ) action) exists.

Two actions (or events) in a trace conflict if:

1. read or write the same variable and at least one of the accesses is a write;

2. they acquire or release the same lock; or

3. they are performed by the same thread.

If two actions (or events) do not conflict, they commute. A trace « is said to be an
f-permutation of a trace [ iff & and 8 both consist of n actions, and £ is a permutation
of {1,..., n} such that, if « = a;, as, ..., a,, then g = af(1)s@f(2)s - -+ »3f(n)- For
each i, a; and a (i) are said to be corresponding actions and (i, a; ) and ( £ (i
), a y)) are said to be corresponding events. « is said to be a permutation of 3 if

there exists such an f .

2.3 Run-time Race Detection

Reviews [27] infer that data race detection is the most well-studied problem in the
area of verification of concurrent software Informally, a data race occurs in an exe-
cution whenever there are conflicting accesses to the same variable without proper
synchronization. Absence of data races is highly desirable in concurrent programs
when they are executed on multiprocessors, a situation that is increasingly common
with the advent of commodity multi-cores. Detecting and eliminating data races is
important for two reasons:

1. Read accesses may yield non-deterministic results in racy executions, which

often result in unintended, surprising behavior, program crash and data corruption.
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2. Data races are often symptoms of logical or programming errors. As an example
of 1, consider the following program, where a programmer naturally expects at least

one of tmpl or tmp2 to be 42 at the end.

This expectation is based on the intuition that in each thread, an instruction that
appears before another instruction in the program order is also executed before it;
the operational semantics implied by this expectation is known as sequential consis-
tency [18]. On a modern multiprocessor, due to the reordering of instructions by the
compiler or the hardware, if this program starts from a state in which X = Y = 0,
it is possible for it to end in a state with both tmpl = tmp2 = 0. For performance
reasons, typical runtime systems for concurrent programs do not provide sequential
consistency for all executions. But consensus has emerged that sequential consistency
should be ensured at least for data-race free programs [3,22]. In most programming
languages, data-race freedom cannot be checked precisely using static methods, and
dynamic data-race detection remains the only alternative for eliminating surprising
behaviors such as those described above. For these reasons, researchers have also sug-
gested that data races be treated as a runtime exception similar to null dereference
or array-out-of-bounds exceptions [6]. In this view, data-race freedom is used as a
sufficient condition for sequential consistency. Later work has made a finer distinc-
tion between data races and sequential consistency. There is indication that it may
be feasible also performance-wise to ensure sequential consistency and to avoid the
nondeterminism due to races [2,9,20,23]. If, in the future, platforms that ensure se-
quential consistency become widespread, this indirect use of data races and data-race
detection may no longer be needed. However, the fact remains that unintended data
races are often symptomatic of higher-level design errors in concurrent programs.
With the exception of carefully crafted nonblocking data structures, where benign
races are deliberately allowed for performance reasons, detection of races can serve
as a debugging tool, determining executions which may have surprising behavior due
to concurrency. This use of data races as a proxy for higher-level design and pro-

gramming errors, and errors in proper use of synchronization policies in concurrent
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programs will continue even if race detection is no longer needed to ensure sequential
consistency. We anticipate that formalizing race conditions for execution platforms,
detecting and eliminating them will continue to be an active area of research and tool

development

Defining a data race formally has been contentious with many competing defini-
tions in the literature. The first popular algorithm for data-race detection was the
Eraser algorithm [29]. This algorithm is based on the insight that programmers use
locks to ensure exclusive access to shared variables; hence, it equates a data race
with the absence of a consistent locking protocol. The following execution obeys the

consistent locking protocol of always accessing X while holding the lock Lck.

However, the following execution has a data race because there is no common lock
held by the two threads while accessing the variable X. To detect an inconsistency in
the locking protocol, Eraser maintains for each variable x, a lockset LS initialized to
the set of all locks in the program. It also maintains for each thread t, a variable LH
containing the current set of locks held by thread t. At each access of x by thread
t, LS is updated with the intersection of the LS and LH and a data race is reported
if LS becomes empty. The emptiness of LS indicates that accesses to x have not
been consistently protected by a single unique lock. The simplicity of Eraser and its
intuitive appeal made it very popular. However, Eraser suffered from the problem of
false alarms, i.e., it occasionally reported races that the programmer did not consider
errors. There were two main reasons for it. 1. Some natural programming idioms
change the locking discipline over time. For example, a variable may be allocated
and initialized by one thread without holding any lock and then made available via
a global pointer, which is protected by a lock. Another example is the common
producerconsumer pattern in which the producer thread creates and initializes an
object representing a work item without holding any locks and then puts it into a
queue. The consumer then takes the object out of the queue and again accesses
it without holding any locks. 2. Programmers often use custom synchronization

primitives instead of locks to synchronize access to data.



12 Chapter 2: Concurrency Errors and Run-time Race Detection

Examples of such custom primitives are hand-crafted spin locks and double-checked
locking. Researchers have tried to address the false alarms described above by adding
embellishments to the basic Eraser algorithm. These embellishments usually take the
form of a state machine attached to each shared variable [3,51,60]. A data race is
reported only if the lockset becomes empty and the state machine enters a particular
state. The state-machine approach has been unsatisfactory because, although the
specification being checked becomes more complicated, the problem of false alarms is

still not eliminated fully.

2.4 Happens-Before Relation

Recently, consensus has emerged around a precise definition of a data race based
on the happens-before relation [17]. A large factor in the forming of this consensus
was the use of this definition by the Java memory model [22]. The happens- before
relation of an execution is a partial order on the events in the execution. Intuitively,
the happens-before relation captures the causal relationships between the events in
an execution; there is an edge from an event e; to another event ey if the execution
of e; enables e; to happen. Formally, the happens-before relation is the transitive

closure of the following set of edges:

1. the set of edges from one instruction to the next one executed by a thread.

2. the set of edges from a lock release to the subsequent acquiring of that lock.

3. the set of edges from the fork in one thread to the first operation of the forked
thread.

4. the set of edges to the join operation in a thread from the last operation of the

thread being joined with.

Recall that two accesses to a variable x are conflicting if at least one of them

writes to x. Two conflicting accesses to a variable x in an execution form a data
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race if they are not ordered by the happens-before relation of the execution. The
most well-known algorithm to check for the presence of data races defined using the
happens-before relation is the vector-clock algorithm [24]. A vector clock maintains
a clock, a non-negative integer, for each thread in the program. A vector clock vC;
precedes a vector clock VCy, if for each thread t, VC;i(t) < VCy(t).

The algorithm maintains the following collection of vector clocks:

1. v¢; for each thread t. The value of VC; is the vector clock for the last event

executed by thread t. It is updated whenever thread t executes an event.

2. VC,, for each lock m. If the last thread to release lock m was t, then the value of

VC,, is the vector clock of t when it released m.

3. VCy, for each variable x. If the last thread to write variable x was t, then the

value of VCy, is the vector clock of t when the write happened.

4. VCg, for each variable x. If the last thread to read variable x was t, then the

value of VCg, is the vector clock of t when the read happened.

The vector clocks are updated as events occur in an execution.

The vector-clock algorithm dynamically assigns to each event in the execution a
particular vector clock preserving the following invariant:

For any pair of distinct events e and £ , the vector clock assigned to e precedes
the vector clock assigned to £ iff the event e is ordered before the event £ according
to the happens-before relation.

Race detection is performed using vector clocks as follows:

1. When a thread t reads variable x, a race onx is declared unless VCy, precedes
VC,.
2. When a thread t writes variable x, a race on x is declared unless VCy, precedes

VC; and VCpg, precedes VC;.

Together, these rules serve to compute the happens-before relation indirectly.
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2.4.1 Fasttrack Algorithm

Fasttrack [7] algorithm improves the happens-before discussed on section 2.4 to re-
duce slowdown while maintaining algorithm precision. FastTrack identifies some un-
necessary large computations performed by vector-clocks algorithm by adapting a
lightweight representation of vector clocks. This requires constant space and exper-
imental results show that most of the operations do not the whole of a vector clock
to maintain the happens-before relation.

To avoid unnecessary computations, FastTrack classifies a race condition as read-
write race condition where the program trace contains a read that is concurrent
with a later write to the same variable; a write-read race condition where a write
is concurrent with a later read); or a write-write race condition which involves two

concurrent writes).

Detection of Write-Write Data Races . For consecutive writes to a variable by
various threads, it is revealed the the operations are totally ordered on that variable
assuming that no races have happened so far on that variable. Therefore, in order
to detect race on this situation it suffices to store the clock and thread id of the
thread just wrote to the memory at the last time. The clock and id are stored on a
small data structure call epoch. It takes constant time to check for write-write race
conditions using the clock and the thread id from the epoch. This reduces slowdown
of the algorithm largely.

To summarize, epochs reduce the space overhead for detecting write-write conflicts
from O(n) to O(1) per allocated memory location, and replaces the O(n)-time vector

clock comparison with the O(1)-time comparison operation.

Detection of Write-Read Data Races . Detecting write-read races under the
new representation is also straightforward. On each read from variable v with current
thread vector clock VC; (refer to section 2.4 ), FastTrack checks that the read happens

after the last write via the same O(1)-time comparison of the epoch’s clock and the
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clock from Vc,.

Detection of Read-Write Data Races . Detecting read-write race conditions is
complicated. Unlike write operations, which are totally ordered in the case that no
race conditions detected so far for a variable, reads are not totally ordered even in
race-free programs. Thus, a write to a variable v could potentially conflict with the
last read of v performed by any other thread, not just the last read in the entire trace
completed so far. Hence, FastTrack may need to record an entire vector clock VCg,,
in which VCg,(t) records the clock of the last read from v by thread t.

FastTrack is precise and reports data races if and only if the observed trace contains

concurrent conflicting accesses.

2.5 Dynamic Instrumentation

Dynamic Instrumentation is technique for observing the target application’s execution
trace. It is used to gather the necessary data on the execution of a program for race
detection. There exist several industry strength frameworks for dynamic instrumen-
tation of executable program. Some of them are Intel(r) Pin [21], Valgrind [25], Dy-
namoRIO [4] and RoadRunner [8]. Intel(r) PIN instruments C/C++ binary programs
buy running tools called Pintools on PIN runtime with the the binary as parameter.
Pintools can be used to perform program analysis on user space applications in Linux
and Windows operating systems. Thus, it requires no recompiling of source code and
can support instrumenting programs that dynamically generate code. Pin provides
a rich API that abstracts away the underlying instruction set idiosyncrasies and al-
lows context information such as register contents to be passed to the injected code
responsible for race detection as parameters. Pin automatically saves and restores
the registers that are overwritten by the injected code so the application continues

execution from previous snapshot.
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TRANSACTIONAL MEMORY

Chip Multithreading (CMT) processors promise to deliver higher performance by
running more than one stream of instructions in parallel rather than by increasing the
processors frequency. CMT processors may come with different architectures: Chip
Multi-Processor (CMP), Simultaneous Multi- Threading (SMT), or a combination
of them. To exploit CMTs capabilities, users have to parallelize their applications.
Unfortunately, efficiently parallelizing applications is not trivial. Several proposals
focus on how to reduce the effort of parallelizing applications on CMT machines.
Fine-grained locking techniques provide good performance but pose challenges to
programmers. Consequently, automatic parallelization techniques and innovative pro-
gramming models have been proposed to reduce programmers effort. Transactional
Memory [11] (TM) is one of such novel programming models. The main goal of TM is
to simplify synchronization by raising the level of abstraction and composition, break-
ing the connection between semantic atomicity and the means by which that atomicity
is achieved. Programmers indicate atomic section in the source code by using lan-
guage constructs such as atomic blocks, or using macros such as TM_BEGIN and
TM_END without explicitly locking individual shared memory locations. An under-
lying TM system executes such transactions concurrently whenever possible, generally
speculatively or optimistically, rollbacking when conflicts encountered. Transactions
commit or abort atomically, i.e., either all memory locations modified during the
transaction are updated (committed) or nothing is modified (abortted). Transactions
are allowed to commit only if they have no conflicts or all their conflicts are resolved
positively. There are commonly three types of transactional memory. These are Soft-

ware Transactional Memory, Hardware Transactional Memory, and, a combination of
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these two.

3.1 Software Transactional Memory

TM semantics are implemented on software as libraries or run-times for Software
Transactional Memory. Appropriate data structures for read- and write-sets per
transaction are implemented on software. Software Transactional Memory is typi-

cally slower.

3.1.1 STM? [1}]

STM? is the first parallel STM system that uses secondary hardware threads to lever-
age STM overhead.

STM? is essentially a parallel STM system where transactional operations are di-
vided between application threads (computation) and auxiliary threads (STM man-
agement). With STM2, application threads optimistically perform their computation
with minimal support from the underlying STM system. All synchronization and
STM management operations are performed by the paired auxiliary threads. This
means that application threads experience minimal overhead. Auxiliary threads, in-
stead, validate read-sets, maintain transaction states and detect conflicts in parallel
with the application threads computation. STM? detects conflicts as soon as they oc-
cur (eager conflict detection). If a conflict is detected, the auxiliary thread interrupts
its corresponding application thread and aborts the transaction. If no conflicts arise
during a specific transaction, the auxiliary thread commits the transaction and up-
dates the modified shared memory location (lazy update). Communication between
application threads and their corresponding auxiliary threads is performed through a

lock-free circular buffer and simple atomic state variables.
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3.2 Hardware Transactional Memory (HTM)

HTM involves modification to processor architecture, caches and bus protocols in
order to handle buffering, conflict detection, validation and other mechanisms of TM.

HTMs are generally faster than STM.

3.2.1 Transactional Synchronization Eztensions (TSXs)

Intel TSXs provide an interface of instruction set extensions which allow program-
mers to specify regions of code for transactional synchronization. Programmers can
use these extensions to gain the performance of fine-grain locking while actually pro-
gramming using coarse-grain locks [12,13].

With transactional synchronization, the hardware can determine dynamically whether
threads need to serialize through lock-protected critical sections, and perform serial-
ization only when required. This lets the processor expose and exploit concurrency
that would otherwise be hidden due to dynamically unnecessary synchronization.

At the lowest level with Intel TSX, programmer-specified code regions (also re-
ferred to as transactional regions) are executed transactionally. If the transactional
execution completes successfully, then all memory operations performed within the
transactional region will appear to have occurred instantaneously when viewed from
other logical processors. A processor makes architectural updates performed within
the region visible to other logical processors only on a successful commit, a process
referred to as an atomic commit.

These extensions can help achieve the performance of fine-grain locking while using
coarser grain locks. These extensions can also allow locks around critical sections
while avoiding unnecessary serializations. If multiple threads execute critical sections
protected by the same lock but they do not perform any conflicting operations on each
others data, then the threads can execute concurrently and without serialization.
Even though the software uses lock acquisition operations on a common lock, the
hardware is allowed to recognize this, elide the lock, and execute the critical sections

on the two threads without requiring any communication through the lock if such
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communication was dynamically unnecessary.

Intel TSX provides two software interfaces [12,13]. The first, called Hardware
Lock Elision (HLE) is a legacy compatible instruction set extension (comprised of
the XACQUIRE and XRELEASE prefixes) that are used to specify transactional
regions. HLE is compatible with the conventional lock-based programming model.
Software written using the HLE hints can run on both legacy hardware without TSX
and new hardware with TSX. The second, called Restricted Transactional Memory
(RTM) is a new instruction set interface (comprised of the XBEGIN, XEND, and
XABORT instructions) that allows programmers to define transactional regions in
a more flexible manner than is possible with HLE. Unlike the HLE extensions, but
just like most new instruction set extensions, the RTM instructions will generate an
undefined instruction exception (#UD) on older processors that do not support RTM.
RTM also requires the programmer to provide an alternate code path for when the

transactional execution is not successful.
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PARALLEL RUNTIME VERIFICATION TOOL (PARV)

We present the PaRV tool for runtime detection of and recovery from data races
in multi-threaded C and C++ programs. PaRV uses transactional memory technol-
ogy for parallelizing runtime verification and for buffering write accesses during race
checking. Application threads are slowed down only due to instrumentation, but not
due to the computation performed by runtime verification algorithms since the latter
are run concurrently on different threads. Buffering writes allows us to recover from

races and to safeguard against later ones.

4.1 Introduction

We present PaRV, a tool for runtime detection of and recovery from data races in
multi-threaded C and C++ programs. We use components from transactional mem-
ory (TM) implementations in order to parallelize runtime verification and to buffer
write accesses until they are determined to be free of races.

Concurrently with each application thread, a sibling thread in the style of [14] per-
forms race detection using the Fasttrack algorithm [7]. This approach to parallelized
runtime verification minimizes application slowdown. The application thread only ex-
periences slowdown due to instrumentation. Once the sibling thread determines that
the accesses within a block are free of races, the accesses in the buffer are committed
to memory. If a race is detected, the block is rolled back, and extra synchronization
is performed on variables experiencing races, which allows the execution to continue
without race conditions. In its current form, our approach allows race-free execution
of application binaries at a modest overhead even for legacy applications. With the

availability of TM hardware in upcoming microprocessors and with a large number
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of cores expected to be available on processor chips, we expect our approach to have

further reduced performance overhead and wide applicability for legacy applications.

4.2 'Transactional Memory and Runtime Verification

Runtime verification slows down applications. For instance, race detection slows down
C/C++ programs by 100 times or more. High overheads make post-deployment
use of such runtime monitoring techniques infeasible. Even during pre-deployment
testing and runtime verification, such high overheads make it unlikely that runtime
verification techniques will be used continuously during all runs.

Transactional memory implementations contain highly optimized mechanisms for
logging and buffering events, and, in the case of parallelized implementations of trans-
actions, for efficient inter-thread communication between threads working on the same
transaction. Hardware vendors have started providing hardware support for trans-
actional memory, which will make approaches using TM more efficient in the near
future.

A related approach is that of log-based architectures (e.g., [5], [28] ) which provide
on-chip hardware resources for reducing the runtime overhead that comes from mon-
itoring executions. Differently from log-based approaches, our tool does not need any
additional hardware support but can benefit from it. Differently from how [28] makes
use of hardware TM, we do not make use of conflict detection and version number
management — parts of a TM implementation that incur significant computational
overhead. We use the high-performance FastTrack algorithm instead.

One important way our approach will benefit from hardware support for TM
announced or provided by processor vendors is by obviating the need for software-
based synchronization to protect race checking metadata, such as vector clocks. With
compiler support available for TM hardware, our approach will immediately enjoy the
benefit of improved performance due to TM hardware.

STM? [14] is a novel, multi-threaded STM design, where each application thread

has a dedicated auxiliary (“sibling”) thread performing STM operations such as val-
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idation of read-sets, bookkeeping and conflict detection. The communication be-
tween application and auxiliary thread is provided by a communication channel and
atomic status variables. The communication channel is implemented with a single-
producer /single-consumer, circular, lock-free queue where the application thread (pro-
ducer) posts read and write messages that the auxiliary thread (consumer) retrieves
and processes them. We use STM?’s queue to communicate read, write and synchro-
nization operations from the application thread to the sibling thread carrying out race
detection. We also use STM?’s write buffering and transaction commit mechanisms
to delay writing to memory of writes until they are shown to be bug-free. Specifics

of these are explained in the next section.

4.3 Tool Architecture and Implementation

Figure 1 shows position of PaRV relative to DynamoRIO-Dynamic instrumentation
tool. The high level organization of the tool is as follows. Instructions performed
by each application thread are instrumented using the dynamic DynamoRIO binary
instrumentation framework [4]. Between every application thread and its correspond-
ing sibling thread, there is a FIFO queue (figure 2) in the style of the STM? circular
buffer that the application thread writes to and the sibling thread reads from. On
the application thread, read and write accesses and synchronization operations are
instrumented such that for each of these instructions executed, an event is placed on
the FIFO queue. The sibling thread removes events from the queue and is able to
carry out race detection for the sequence of instructions carried out by the application
thread in this way.

The sequence of instructions performed by each thread are divided into non-
overlapping portions called consistency blocks using DynamoRIO binary instrumenta-
tion. Every synchronization event is in a consistency block by itself. The sequence of
instructions performed by an application thread between two synchronization events
constitute a block otherwise. The application thread and the sibling thread synchro-

nize at consistency block boundaries. The application thread buffers all write accesses



Chapter 4: Parallel Runtime Verification Tool (PaRV)

23

running application

FastTrack

DynamoRIO STM*
PaRYV client

hardware platform

Figure 4.1: Architecture of PaRV.
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Figure 4.2: Application-auxiliary thread interaction

it performs. For consistency blocks that do not contain synchronization operations,

when the sibling thread signals to the application thread that the processing of the

block is complete, and detects no concurrency errors, the application thread commits

the writes in the buffer to memory. For consistency blocks consisting of synchroniza-

tion operations, the application waits for the sibling thread to complete processing

the consistency block before it actually performs the synchronization operation. This

is necessary for the runtime verification carried out by the sibling threads to have the

same happens before relation as the execution produced by the application threads.

Before using DynamoRIO to realize the implementation we tried our approach with

PIN. However,with PIN we could not do some of the approaches discussed.
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4.3.1 Runtime instrumentation with DynamoRIO

Using DynamoRIO, the write and read accesses and synchronization operations per-
formed by application threads are modified.

A write access (store instruction ins) is instrumented to implement the following
steps. First, the address and the value to be written are extracted from ins. Then,
an entry is written into the write buffer of the application thread, and an event
corresponding to the write access is placed on the FIFO queue. The write instruction
is then skipped. This is necessary, since we only want to commit to main memory
writes determined to be free of concurrency errors. The write buffer implementation
is borrowed from STM?

addr = get_destination ( ins );

val = get_value ( ins );

write_to_buffer( addr, val);

enqueue write_event( addr);

skip_instruction ( imns );

A read access (load instruction ins) is instrumented so that a variable that was
written to earlier by the current consistency block gets its value from the write buffer.
Other reads get their value from the main memory.

read_from_local write_buffer_ormem ( ins );

addr = get memory operand ( ins );

enqueue_read_event ( addr );

When a consistency block ends, the application thread waits for the sibling thread
to set an atomic signal to indicate completion of runtime verification for the curent
consistency block. At that time, the write buffer is committed to main memory.
Unlike the commit phase of an STM implementation, we do not need to acquire locks

for the variables in the write buffer, since we are not carrying out conflict detection



26 Chapter 4: Parallel Runtime Verification Tool (PaRV)

between consistency blocks in the sense of TMs. If no race has been detected by the
sibling thread, then write buffers can safely be written to memory, since there are no
concurrent racy writes. This is a significant factor in reducing the instrumentation
overhead below what an STM would experience.

Before every synchronization operation, we end the ongoing consistency block if
there is one, and then start a new one. We put on the FIFO queue an event repre-
senting the synchronization operation. When the sibling thread is done processing
this event and notifies the application thread by setting an atomic variable, the appli-
cation thread continues, performs the synchronization operation, and starts the new

consistency block.

4.83.2  Detecting and Recovering from Races

Each sibling thread applies to the stream of events it receives from the event FIFO
queue the FastTrack race detection algorithm [7]. FastTrack is an efficient, precise race
detection algorithm. The algorithm is described by providing the updates and checks
performed by each thread for each memory access or synchronization operation. In
our tool, differently from the original FastTrack, the application thread only records
the events in the FIFO queue. The race detection computation is performed on the
sibling thread for each event as it is removed from the FIFO queue. We implemented
FastTrack in C based on the original implementation. The shared variables (e.g.
vector clocks and epochs) used by FastTrack are protected by mutual exclusion locks.
The sibling thread notifies the application thread of races or race-free completion of
consistency blocks by setting atomic variables.

By buffering write accesses until the end of a consistency block, we are able to
prevent racy writes from being written to memory, and racy reads from affecting
later code. At the end of a consistency block, if the sibling thread signals a detected
race condition, the consistency block is aborted (the write buffer discarded) and re-
tried. The sibling thread notifies the application thread of the set of variables that

experienced a race condition during the last execution of the consistency block. The
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application thread, when retrying the block, wraps each access to a racy variable x
by an acquire and release of the lock that protects vc_z, the vector clock of x. Since
the last access by another consistency block to x was followed by the sibling thread’s
access to ve_x, this ensures a happens-before relationship between the accesses and
prevents a race condition. After a race is detected on z, all later accesses to x by appli-
cation threads are protected by ve_z. By doing this for only variables that experience

a race, we keep the performance overhead of our approach low.

4.4 Related Work

PaRV builds on research in the areas of transactional memory and dynamic race
detection. It also bears similarities to approaches in the architecture literature for in-
strumenting and logging program executions, parallelizing dynamic monitoring, con-
taining and recovering from errors encountered. In the following, we contrast PaRV
with these approaches.

Paralog [32] extends work on log-based architectures [5] provide hardware sup-
port for instrumenting, logging and monitoring executions of multithreaded programs.
Techniques in Paral.og not only reduce the application slowdown due to instrumenta-
tion and logging, but also allow, similarly to PaRV, parallelized monitoring algorithms
to be run on separate resources from the application, thus further reducing slowdown.
ParalLog involves significant changes to processor and memory architecture. It accom-
plishes efficient tracking of ordering of events from different threads by monitoring
cache coherence traffic. PaRV works on currently available, stock microprocessors,
but If a platform provides LBA support, PaRV would incur much less slowdown as
well.

Race-detection depends critically on, and almost entirely consists of tracking inter-
thread dependencies precisely, and the multiple threads in the monitor accessing the
per-address and per-thread metadata atomically. The hardware support in Paral.og
directly targets efficient implementations of these operations. Taking an alternative

approach, PaRV aims to reduce race-detection slowdown as much as possible in the
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absence of hardware support for monitoring. Differently from Paral.og, PaRV uses
TM technology to prevent races, and explicitly inserts extra synchronization into the
program for avoiding later races.

The authors in [1] present the KUDA tool, which, similarly to PaRV, separates
race detection from application execution threads using kernel threads in the GPU
as helper threads. Differently from KUDA, PaRV synchronizes the application and
helper threads so that race detection does not lag behind. This is essential for pre-
vention of and recovery from races, two more features that distinguish PaRV from
KUDA. KUDA also parallelizes race detection further than one helper thread per
application thread in order to make use of the high degree of parallelism provided by
the hundreds of cores on a GPU.

Veeraraghavan, et al in [30] present the Frost tool that addresses detection and
prevention of data races by running multiple replicas of an application using com-
plementary schedules. Races are detected by comparing states reached by different
replicas, instead of processing event sequences. While providing significant reduction
in slowdown, this approach suffers from two key weaknesses. First, for an application
with faulty synchronization, it is quite possible that no schedule leads to race free
execution. PaRV addresses this problem by adding synchronization to the program
as needed. Second, race detection in Frost is imprecise. PaRV uses the FastTrack

algorithm for precise detection of races.
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IMPROVING RUNTIME ERROR DETECTION USING
TSXS

Due to increase in necessity to program in multicore environment, it has become
prominent to design tools to simplify complexities of parallel programming. Concur-
rent software for multicore environment can be prone to concurrent errors like dead-
locks, atomicity violations and data races. Detecting these errors in such software can
be challenging. We present a way to improve checking of data races using Hardware
architectural assisted transactional memory to improve race detection. We show that
using Intel’s TSXs we can achieve up to 4X speedup over legacy race detection using

FastTrack [7]; a fast and precise race detection algorithm.

5.1 Introduction

There are two race detection techniques; static and dynamic. Static race detection
produces false alarms and very slow. Dynamic race detection performs better in
terms of precision but it is still slow and it can not be turned on all the time during
software development. Between these two approaches there is trade-off between pre-
cision and performance. Along these works there are proposals on use of a special,
extra hardware to accelerate race detection. Our approach relies on improvements of
michroachitecture without need of extra hardware. Moreover precision of data race
detection maintained. Our approach improves over FastTrack algorithm; the fast and
precise race detection algorithm. Performance results from Splash-2 [33] benchmark
indicate that up to 4x speedup is achieved.

Data races are a symptoms of high level concurrency errors which can lead to

various consequences from program crash to loss of millions of dollars, to lives. Elim-
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ination of races from multicore-software is crucial along software development. A
problem of performance slowdown of dynamic race detection is that it imposes a
slowdown of about 100X. Basically, if it was fast enough, people would turn on race
detection full time while running all of their tests.

The components of the slowdown dynamic race detection introduces;

e slowdown due to instrumentation of instructions,
e slowdown due to the computation that the race detection algorithm performs,

e slowdown due to the fact that there needs to be synchronization to protect the

meta-data that the race detection algorithm uses.

We propose a solution that improves performance of race detection up to 34X speedup
over the fastest race detection algorithm using HARDWARE transactional memory
technology [12].

Our solution involves using architectural supported transactional memory to ben-

efit from fine-grain concurrency of race detection meta-data. Our contributions are:

e We propose use of TSXs to aid race detection and show that it improves per-

formance

e We not only simply protect the race-detection metadata using transactions, but
also we break down a binary into proper-sized chunks in order to minimize

overhead.

e We present a proper use of of TSXs to achieve precise race detection with much

reduced slowdown

e We propose an algorithm to instrument a program into small transactions for

race detection

e We show that splitting a program into small transactions does not change se-

mantics of the program and it does not affect precision of race detection.
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The following sections discuss the design and implementation details and evalua-

tions of our approach.

5.2 Design and Implementation

5.2.1 Diwvision of Program into Transactional Blocks

A transactional block — sometimes called transactional region — is a group of program
actions/operations preceded by a “transaction begin” instruction and succeeded by
“transaction end” instruction. These instructions form a transaction block which
execute in a transactional manner.

The instrumentation in section 5.2.3 wraps a bunch of actions(sometimes refereed
to as operations) and race detection function calls(from now on we will call them
callbacks) in transactional blocks. A typical block starts with XBEGIN, contains a
mixture of one or more actions and race detection callbacks, and ends with XEND.

XBEGIN wraps zbegin hardware instruction with multiple tries in case it fails or
aborts. XEND wraps zend hardware instruction which commits the transaction if the
transactions executes successfully.

The intention of existent transactional block is to execute the block speculatively
in order to gain fine-grain concurrency performance. Ideally no lock should be used
to protect any shared data inside the transactional block since transactional memory
ensures safety through conflict detection and safe commits. Nevertheless, TSXs [12]
do not guarantee that a block commits due to a number of reasons including but
not limited buffer overflows and presence of un-friendly instructions. Therefore, it is
important to provide an alternative path in case transaction fails to execute/commit.
In our case of race detection the alternative fall-back is re-execution of the block
non-transactional way. In this case the FastTrack meta-data are protected by locks
as described in section 5.2.2.

The first part of our approach is to divide a given program into small transac-
tional blocks. The aim of this is to achieve fine-grain locking performance of the race

detection algorithm inside the transactional block. In order to maintain the original
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semantics and structure of the program, we design a way to consistently divide the
program into blocks using program actions presented in section 5.2 and other new
actions we introduce in the following paragraphs. For simplicity, we group these ac-
tions into sets of actions and refer to these sets while we describe our algorithm for

formation of the transactional blocks.

TRANSACTION_BARRIER This set includes operations performed by a thread
but serve as a means to divide program into transactional regions. They are used for
this purpose because some for program split because they can not be inside a transac-
tional region as they mail fail it or a source of transactional size controll. The actions

or operations that constitute this set can be detailed in the following paragraphs

function call, function return, system call A function call creates a new
execution stack and hence a new block. It involves completely moving the stack
pointer to a new index. System calls include illegal instructions that can cause all-time
transaction aborts. In order to control the transaction sizes, the previous transaction
is ended before the call is commenced. The call precedes a begin of a new transaction.
Function return follows similar trend; execution claims previous stack pointer at

function return. This way the return succeeds an end of transaction block.

input and output operations Transactions do not support input/output ac-
tions as they are irrevocable operations. Therefore each of these operations succeeds

a transaction block and precedes a new block, staying outside transaction blocks.

conditional or unconditional jump A conditional / unconditional jump tran-
sitions execution sequence to a new stack pointer state. To limit transactional size

from program loops these operations mark end of transaction and resume of a new

block.

GLOBAL_OPERATION In this context load and store operations represent shared

data retrieved from and stored to memory shared among concurrent threads, respec-
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tively. These operations account for data race detection. These operations constitute

part of a transaction region.

SYNCHRONIZATION Synchronization operations include thread creation, thread
join, lock acquire, unlock release, and barriers. These are high level operations as they
may include (encapsulate) other operations like system calls, and synchronization op-
erations. They might also contain load and store operations and experience benign
race conditions. These operations are either kept in their separate transaction blocks

or completely outside of the transactional block.

thread creation, thread join and barriers There actions involve system
calls or loops. They mark the end of the currently executing transaction if there is
any. Moreover, due to vulnerability to transactional memory as they may contain
illegal instructions, they are executed outside of the transactional memory. As we
will discuss, they have their corresponding race detection callbacks. In order for them
to benefit from transactional memory concurrency, they are kept in new separate

transactional regions.

lock acquire, unlock release operations We have experimented with these
operations inside the transactions and they work friendly. We keep them on separate
transactions together with their race detection callbacks. This has two implications.
First, we make sure that execution semantic is maintained and it ensures a thread
clears execution of the lock operation before moving to next transactional region.
Some pthread libraries [15] implement lock operations which do not really acquire or
release the lock when executed in transactional memory. This serves more perfor-
mance improvement.

Arithmetic operations perform on the data loaded into operating registers.

Formally a transaction block can be defined as follows

block := local+ | global+ | synchronization-operation
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synchronization-operation := lock | unlock

lock := arithmetic | reg-reg transfer

global := load | store := load, store+

5.2.2  Addition of Race Detection Callbacks

race_check_callback This is a function call to execute some part of FastTrack algo-
rithm depending on the action succeeding it. For instance, the callbacks for lock action
and unlock actions are race_check_lock and race_check_unlock respectively. While the
callback for thread forking action is race_check_thread_create, the callback for thread
joining action is race_check_thread_join. Moreover, callbacks for shared memory load
is race_check_read and callback for shared memory store is race_check_write. These

callbacks are summarized as follows.

e race_check_thread_create, this involves initialization of the vector clocks of the

newly created thread.

e race_check_thread_join, updates the callers vector clocks according to the vector

clocks of the terminated thread.

e race_check_lock, immediately called before the lock is actually acquired to copy

the lock vector clocks into the thread vector clock.

e race_check_unlock, in this function vector clocks of a releasing thread are copied

to the vector clocks of the lock.
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e race_check_read, race detection is performed to see if the memory read is prone
to race. Race checking involves the comparison of read and write vector clocks

of the memory and that of the thread accessing it.

e race_check_write, race detection is performed to see if the memory read is prone
to race. Race checking involves comparison of read and write vector clocks of

the memory and that of the thread accessing it.

e race_check_barrier. executed by each thread at the barrier, it ensures that each
vector clock of a thread contains maximum of clocks ever achieved by any thread

at the barrier.

Any race detection callback resides inside the transactional memory block. It
checks if the transactional block did not fail at trial. In case the transaction fails to
initiate, the block is executed as an alternative path. Therefore, the callback acquires
necessary FastTrack meta-data locks in order to protect them from data races within
the FastTrack algorithm. Therefore any race detection callback extends to a general
structure as in the figure 5.1. When FastTrack callbacks executed for race detection or
updating FastTrack meta-data they test if called within an executing transaction they
don’t acquire any locks to protect FastTrack data. Otherwise, they acquire necessary
locks to protect FastTrack data.

For comparison, all FastTrack synchronizations are fine-grain. That is, every
vector clock/epoch for each of a thread, a lock, and and memory location is protected

by its unique lock.

FastTrack implementation

Implementation of FastTrack mimics algorithms from [7]. For a fair comparison of
FastTrack running under transactional support against normal FastTrack, we imple-
mented FastTrack meta-data with fine-grain locking. Every vector clock or epoch for

variables, locks and threads there is a single unique lock.
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function race_check_callbackx {

if transaction failed to start

then
Acquire all necessary locks to protect FastTrack
Do necessary race check and computations
Release all necessary locks to protect FastTrack
end

otherwise

Do necessary race check and computations

end

Figure 5.1: Common structure of FastTrack functions



Chapter 5: Improving Runtime Error Detection Using TSXs 37

During race checking a thread acquires the lock of the vector clock or epoch it

wants to access first.

5.2.8  “Instrumentation” Algorithm

Dynamic race detection requires instrumentation of the binary program to be checked.
The instrumentation recognizes important program actions and adds necessary race
detection function callbacks. In the case of our approach of using T'SXs, instrumen-
tation wraps small groups of actions into smaller chucks called transactional regions.
This is achieved by adding TSX instructions to the executable using necessary in-
strumentation algorithm running on an instrumentation tool like PIN. We devise an
algorithm 5.2.1 to instrument and add necessary operations to the executable. Details
of the algorithm are on section 5.2.4.

The instrumentation algorithm is an adaptation of program instrumentation which
recognizes all program actions discussed in part 5.2 in sequential ordered form of the
executable before execution.

The provided algorithm produces a shadow executable from original executable
by wrapping global actions and some synchronization operations into transactional
blocks. It ensures that number of actions in each transactional block formed does not
exceed the maximum size specified by MAX_CAPACITY. For example, if MAX_CAPACITY is
2 and there are 3 consecutive global operations. Then they comprise two transaction
blocks; one with two actions and the rest with one action.

It should be noted that the algorithm forms transactional blocks depending on the
program characteristic actions discussed on section 5.2. Regardless of the number of
actions added to the currently formed transaction if the current action from instru-
mented executable is an element of SYNCHRONIZATION or TRANSACTION_BARRIER
sets then the transaction ends immediately by the enclosure of XEND and new trans-
action initiates when necessary depending on the current action. Element actions
of TRANSACTION_BARRIER set terminate the previous transaction and do not
initiate new transaction a new one, while, actions from SYNCHRONIZATION class
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initiate new transaction immediately before that action or after.
Actions other than those discussed one section 5.2 just get appended to the shadow

executable with any additional modification.

5.2.4  Important Parts of the Algorithm

Input and output The input of the algorithm is an executable program to be in-
strumented. This executable comprises various actions which are discussed on section
[3.1]. For simplicity we have abstracted output is output as new shadow executable
which contains all actions from input some of which encapsulated into transactional
blocks and with an addition of race detection function calls. Figure 5.2 shows how

input and output look like before and after instrumentation, respectively.

Initialization Algorithm initializes a new shadow executable output at line 1 as
an empty list of ordered actions. Line 2 initializes openTransaction variable to false.
This variable keeps track, along instrumentation, of an open transaction initiated
with XBEGIN previously so that its corresponding XEND can be added when need at
current or upcoming action during instrumentation.

currentTransactionSize is initiated at line 3. This is mostly used to keep number
of actions in a currently open transaction. It helps to determine when a current
transaction should be succeeded with XFEND once its size becomes MAX_CAPACITY at

line 21-25.

Loop This is between line 4 - 39. Algorithm loops through all actions present in
the executable input. The executable input is modeled as an ordered list of actions,
therefore, the algorithm checks one action before the other until they finish. In the
algorithm loop it checks type of current action and performs insertions depending the
type. The loop has three sub parts which execute depending on type of the current

action.

e Current action is element of TRANSACTON_BARRIER
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In the case that the current action being instrumented is belongs to TRANS-
ACTON_BARRIER group of actions then if the formation of transaction block
has stated that block finishes by insertion of XEND [lines 6 -12].

Current action is GLOBAL_OPERATION

Lines 13 -25. This initiates an new transactional block in case there is no open
block. Otherwise, the action gets appended to current block. In case that the
current block size has reached maximum block capacity the block is closed with

XEND.

Current action is SYNCHRONIZATION operation

This ends previous open transaction in case there was any. It then creates a
separate transactional block and wraps appropriate race detection callback in
it. The action resides inside that block if and only if it is a lock acquire or

release operation.

Algorithm 5.2.1 Algorithm to instrument a multithreaded program

Input: Executable exec executable to be instrumented.

Output: Instrumented executable: newExec

1: newEzec := {}

2: openTransaction := FALSE

3. currentTransactionSize := 0

4: while exec has next action do

5:

10:
11:

12:

action := getNextAction(exec)
if action is element of TRANSACTION _BARRIER then
if there is open transaction then
appendAction(newExec, X EN D)
openTransaction == FALSE
end if
appendAction(new Exec, action)

currentSize ;=0
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13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23:

24:

25:

26:

27:

28:

29:

30:

31:

32:

33:

34:

35:

36:

37:

38:

39:

40:

41:

else if action is element of GLOBAL_ OPERATION then

if there is NO open transaction then
appendAction(newFExec, X BEGIN)
openTransaction = TRUFE

end if

appendAction(new Exec, race_detection_callback)

appendAction(new Ezec, action)

increment(currentTransactionSize)

if current transaction size equals MAX CAPACITY then
appendAction(newExec, X EN D)
openTransaction .= FALSE
currentTransactionSize := 0

end if

else if action is element of SYNCHRONIZATION then

if there is open transaction then
appendAction(newExec, X EN D)
openTransaction .= FALSE

end if

if action is NOT lock or unlock operation then
appendAction(new Exec, action)

end if

appendAction(newExec, X BEGIN)

appendAction(new Exec, race_check _callback)

if action is lock or unlock operation then
appendAction(new Exec, action)

end if

appendAction(newExec, X EN D)

currentlransactionSize = ()

else
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42: appendAction(new Exec, action)
43:  end if
44: end while

45: return newFEzec

5.2.5 Instrumentation Example

We provide an example to show how the instrumentation algorithm divides program
into transactional regions and adds race detection callbacks.

Consider a simple program which interprets to sequence of actions on figure 5.2.
The executable is a theoretical example of a program which lets two threads add 1000
to shared account balance G_balance each. Assume that the first thread forks the
second thread at line 1. Then both threads execute the critical section between lines
2 - 7. The thread which updates G_balance last prints the final balance at line 9 .
With the provided algorithm the instrumentation can produce an executable of the
form presented in figure 5.2.

The given example has 10 actions. We will describe how the instrumentation
algorithm divides into transactional regions and add race detection callbacks. It does
this by inspecting each action from action 1 to action 10 and producing output as
shown on figure 5.2.

The first action is SYNCHRONIZATION and there is no open transaction already.
Therefore, the algorithm at lines 31- 40 appends the action to output and creates
a complete, independent transaction by wrapping race detection callback for thread
creation. The output is as shown on lines 1-4 of the output on Listing 2.

The second action is also a SYNCHRONIZATION operation. It constitutes a
separate transactional region with this action enclosed together with race detection
callback as as at lines 5 - 8 on Listing 2. The code which produces this portion of
output is at lines 34 - 40. The similar output is experienced with the the lock release
action at line 7 of input executable. Its output is between lines 20 - 23 of Listing 2.

Between lines 3 and 6 of the input executable there are three consecutive
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GLOBAL_OPERATION actions. Since MAX_CAPACITY is set to 2, the algorithm, at
lines 13 - 25, produces two transactional blocks as shown on lines 9 - 19 of Listing?2.
Since action 7 is a synchronization operation it ends the second transactional block
making it contain only one global operation.

Actions 8, 9, and 10 are elements of TRANSACTION_BARRIER. Therefore, they
reside outside transactional block. The portion of algorithm which handles this lies
between lines 6 -12.

This can be transformed into the following code using the instrumentation algo-
rithm with MAX_TSX_CAPACITY set to 2.

Assume that the sequence of actions were identified from a program in which a

main thread forks a child thread at line 1 and both threads execute lines 2-8 at listing

5.1.

5.3 Evaluation

We evaluated our approach on five benchmarks from Splash-2 benchmark suite. The

benchmarks we used are barnes, fft, lu_cb, lu_ncb, and radix.

As a proof of concept we manually annotated the benchmarks. We then applied
the algorithm we proposed on section 5.2 to split program into consistency blocks and
add TSX instructions and race detection function callbacks accordingly in a manner
the algorithm operates. It should be noted that the same algorithm can be applied
with the help of dynamic instrumentation tools like PIN.

Our instrumentation with annotation can be classified as coarse grain instrumen-
tation as not every tiny piece of shared memory is instrumented in similar manner to
dynamic instrumentation performed by tools like PIN or DynamoRIO. In most cases
of the selected benchmarks input used was test or simsimall input.

For evaluation of approach we describe experimental setup, show the speedup
results it achieves at best, and examine various factors which affect performance of

our approach.
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Listing 5.1: Example program before instrumentation

1 Create thread 2

2 Acquire AccountLock

3 Load G_balance to register local regl

4 Add 1000 to regl

5 Store regl value to G_balance

6 Load G_total to register local reg2

7 Release AccountLock

8 Compare regl and reg2 and jump to 10 if less
9 Call Print_func regl

10 Return

Listing 5.2: Example program after instrumentation

1 Create thread 2

2 XBEGIN

3 race_check_callback

4 XEND

5 XBEGIN

6 race_check_callback

7 Acquire AccountLock

8 XEND

9 XBEGIN

10 race_check_callback

11 Load G_balance to local register regl
12 Add 1000 to regl

13 race_check-_callback

14 Store regl value to G_balance

15 XEND

16 XBEGIN

17 race_check_callback

18 Load G_total to local register reg2
19 XEND

20 XBEGIN

21 race_check_callback

22 Release AccountLock

23 XEND

24 Compare regl and reg2 and jump to 29 if less
25 Call Print_func reg2

26 Return

Figure 5.2: Example of program actions before instrumentation and after instrumen-
tation.
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5.83.1 FExperimental Setup

We performed experiments on an ordinary desktop machine with Haswell microar-
chitecture cores which have TSX instructions. The properties of the machine are as

listed below.

Machine Properties Intel i5 Haswell Microarchitecture, 2 -core with hyperthread-

ing, 4GB RAM, 2.4GHz clockspeed. Running Ubuntu 13.04 - 64bit Operating system.

Splash Benchmarks Used barnes, fft, lu_cb, lu_ncb, radix

Number of Runs, Input Size, and Program Threads For experimental results
on section 4.2 and 4.3 are average of running hundreds of times setup benchmarks
and their average values. We exercised with 2, 4, 8, 16 threads and transactional sizes

ranging from 1 to 16.

5.3.2  Performance

We present performance with ideal number of threads as 4 on a averagely small pro-
gram input. Graph 5.3 shows program slowdown bar graphs for three settings; first
when the benchmarks execute without both the race detection and transaction in-
structions. Typically this is 1.0X slowdown. The second bar represents slowdown
when it runs with race detection only and FastTrack meta-data are protected by indi-
vidual locks. The third bar of each benchmark represents slowdown when benchmarks
run in transactions and race detection executed simultaneously. Race detection meta-
data in this case are not protected by individual lock, but rather by TSXs. For each
benchmark there is bar for slowdown.

The second bars for each benchmark are tallest of all within any benchmark. This
implies that protecting race detection meta-data imposes more slowdown. Use of
TSXs utilizes necessary fine-grain protection of the data and necessary improvement
is reached. With TSX we can achieve a maximum of 4.0X speedup as achieved at fft

benchmark.
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Benchmark | Adresses | Locks | Shared Shared Lock Barrier
Reads Writes Operations | Operations

barnes 681634 | 68 64768018 | 24200474 | 34528 68

ftt 1575331 | 2 20769077 | 13963385 | 8 28

lu_cb 66849 2 14560103 | 5681684 | 8 268

lu_ncb 65817 2 13463448 | 5694781 | 8 268

radix 2172676 | 2 13932783 | 7588112 | 8 44

Table 5.1: The statistics table showing execution properties of the benchmarks.
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Table 5.1 shows the overview of operations statistics of the benchmarks used with
their specified inputs. Addresses column shows number of unique memory addresses
in a given benchmark. These addresses are accessed by 4 threads in this setting and
total number of read and write operations on these addresses are shown on respective
"shared reads” and ”shared writes” columns respectively.

The locks column shows number of unique locks used by these the threads to
protect some shared data depending on the benchmark. The lock operations column
shows number of times in total these locks locks were acquired and released.

The last column the barrier operations shows number of barriers executed in the
benchmark. Barriers are regarded as synchronization operations and have special

effect on FastTrack algorithm.

5.8.8 Factors Affecting Performance

Transaction size Keeping number of application threads for each benchmark as
four and increasing the number of program actions inside transactional block, the
change in performance speedup is presented in figure 5.4. Ideally speedup slightly in-
creases with increase in transactional size for most of the benchmarks. This is because
as the size of transactions increase, total transactions per application decrease. This
way the total cost of initializing transactions decrease. Initialization includes initial-
ization of write buffers and write and read sets. However, if accessed data within a
transaction is too sparse and from totally unrelated memory. The cache misses and
false cache sharing increases aborts and this degrades performance as is the case for
barnes.

When transactional size is one it means transactions contain single action each.
The transactional size dominates the execution and hence performance comparably
not high. However, increase in block size up to 4 almost there is linear increase in
performance and increase is gentle.

However, transactions with sizes larger than 4 do not persist that linear increase

in speedup because, due to program structure of the benchmarks by blocks contain
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maximum number of actions.

Abort Rates Table 5.2 shows percentage of transaction executions that processors
tried and the failed due to a number of reasons. In our implementation when a
transaction fails it can be retried up to a fixed number of times before that block
executes non-atomically. Therefore, the provided percentages show the rate at which
transactions were tried and failed. These failing transaction trials contributed to
slowdown therefore it is worth examining them. The higher the abort rate the lower

speedup once can get when trying to gain performance of race detection using TSXs.

Number of Parallel Threads For a given application increase in number of paral-
lel executing threads affect speedup of race detection. With fixed transactional block
size to 4 we examined hour our algorithm performs on the benchmark when their
number of executing threads increases.

Our results in figure 5.5 are partly influenced with the small number of cores of our
experimentation machine. This means that an application with more than 4 threads
context switches increase and so benchmarks aborts. That is why we experience
increase in speedup up to 4 threads. Then we see a serious drop in speedup when

application threads are greater than 4.

5.8.4 Correctness of our approach

On the algorithm we focus much on performance. We rely on the correctness of the
FastTrack algorithm. Moreover, addition of TSX and fasttrack callbacks does not
change program semantincs. At least this can be provide informally by the program
output when benchmarks are run on three modes; without TSX and FasTrack, with
FatTrack only, and with both TSX and FastTrack. Output from three modes show

same results for all the benchmarks used.
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Transaction Block Size
Benchmark
1 2 4 8 16

barnes 0.484% | 1.282% | 1.392% | 1.848% | 2.582%
ftt 0.182% | 5.579% | 20.492% | 27.164% | 1.334%
lu_ch 0.039% | 0.133% | 0.115% | 0.133% | 0.140%
lu_ncb 0.052% | 0.286% | 0.242% | 0.239% | 0.251%
radix 12.107% | 66.274% | 0.901% | 11.430% | 9.847%

Table 5.2: The statistics table showing abort rates by transactional block size.
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CONCLUSIONS

This thesis has has presented an number of contributions our project.

We have shown the approach to reduce runtime race detection using helper thread
per application thread as adapted from STM? [14].

Moreover, we have showed that using software transactional memory techniques,
recovery from the races can be achieved and prevented further by imposing extra
protection on the racy data.

We have proposed an algorithm in chapter 7?7 to instrument a program into small
transactions for race detection. Splitting a program into small transactions does not
change semantics of the program and it does not affect precision of race detection.

We have proposed use of TSXs to aid race detection and have showed that it
improves performance. We don’t simply protect the race-detection metadata using
transactions. However, we break down a binary into proper-sized chunks in order
to minimize overhead. We present a proper use of of TSXs to achieve precise race
detection with much reduced slowdown while maintaining soundness and precision of

race detection algorithm used.
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