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ABSTRACT 

Ahmed Elstial 

M.S., Information Technology Department 

Supervisor: Assist. Prof.Dr. Erhan Mengusoglu 

April 2017, 84 pages  

The number of computer network attacks today are increasing with the sophisticated 

attack tools hence, building secure systems is required. The demand for regular 

penetration testing and vulnerability scanning has become an urgent issue. This 

thesis focuses on comparing vulnerabilities of popular operating systems using well-

known vulnerability and penetration testing tools. Experimental setup of virtual 

penetration testing environment lab is created on a system using virtualization 

software.  By comparison of the most powerful tools and techniques used today, a 

successful penetration testing and vulnerability assessment through three phases of 

processes are implemented. Eventually, the statistical result shows the effective and 

qualitative tool through the experimental methodology. 

 

Keywords: Penetration Testing, Vulnerability Scanning Tools, popular operating 

systems. 
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ÖZ 

Ahmed Elstial 

Yüksek Lisans, Bilişim Teknolojileri 

Tez Danışmanı: Yrd.Doç.Dr.Erhan Mengusoglu 

Nisan 2017, 84 sayfa 

Bilgisayar ağ saldırıları gelişmiş saldırı araçlarıyla birlikte artış 

göstermektedir.Sızma testi (penetrasyon testi) ve zafiyet taraması talebi  kaçınılmaz 

bir konun haline gelmiştir.Bu tez, iyi bilinen  zafiyet taraması ve Sızma testi 

(penetrasyon testi) araçlarını kullanarak popüler işletim sistemlerinin zayıf 

noktalarının karşılaştırılması üzerine kurulmuştur.Sanal  sızma testi (penetrasyon 

testi)  çevre laboratuarının deneysel kurulumu   sanal yazılımın kullanılmasıyla  

sistem üzerinde oluşturulmuştur.Güçlü araçlar ve günümüzde kullanılan tekniklerin 

karşılaştırılmasıyla, üç işlem evresiyle başarılı sızma testi (penetrasyon testi) ve 

zafiyet değerlendirilmesi uygulanmıştır.Son olarak istatistik sonuç deneysel 

metodoloji  ile birlikte etkili ve nitel aracı göstermektedir. 

 

Anahtar kelimeler: Sızma testi (penetrasyon testi) , zafiyet taraması araçları,popüler 

işletim sistemleri. 
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1.INTRODUCTION 

With the rapid improvement of computer network technology, the protection of the 

computer network becomes increasingly important; also the development of Internet 

technology and computer network increasingly changes people's lives and the way 

they work. In the development of quick popularization of a computer network, 

hidden risk of computer security become gradually notable. This requires strong 

measures to be taken to ensure the safety of the network. The computer network 

security refers to the use of network management to control and take technical 

measures to ensure data privacy in the network environment. The fact that computer 

networks are open and internationally shared, makes them vulnerable (Li, 2012).  

Vulnerability can come as a fault, weak point or even an error in the system that can 

be broken by an attacker who targets to change the ordinary behavior of the system. 

Number of vulnerabilities increases with increasing number of software systems. 

Additionally, as most of the systems are exposed to multiple users and to the internet, 

it is just a matter of time before someone can make an attack that results in 

unpredicted damages and cost. Generally, the goal of an attacker is to gain some 

privileges in the system to take control of it or to achieve valuable information for his 

own benefit. Then it is crucial for the developers as well as users to be aware of 

vulnerabilities and their detection and prevention (Jimenez et al, 2009). 

Data Breach Investigations Report released in 2015 concludes that cyber-security 

attacks are becoming ever more complicated; however, many hackers still rely on 

decades-old tools and techniques such as phishing and hacking. 

According to the 2015 report, 70% of the attacks use a combination of these 

techniques and includes a secondary victim, adding sophistication to their breach. 

Another troubling issue stated in this report is that lots of existing vulnerabilities stay 

open, mostly because security patches that have long been available have never been 
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implemented. Indeed, a majority of the vulnerabilities arise from a breach that exists 

since 2007 (DBIR, 2015). 

More importantly, new vulnerabilities come up daily because of software errors, poor 

configuration of applications, and human errors. When exposed, these vulnerabilities 

can result in unpredicted program behavior, illegal network access, privacy 

violations, and broken up business operations.  Once the data is classified as critical, 

automating the analysis of the vulnerabilities will allocate remediation efforts to 

focus on critical risks rather than time-consuming low-risk assets (Steel and 

Nagappan, 2006). 

In addition, 7,038 latest security vulnerabilities were added to the NVD database in 

2014. This indicates that an average of 19 new vulnerabilities appear daily. This rate 

is considerably higher than 2013 and is steadily rising over the past few years. 

 

Figure 0.1.The Number of Vulnerabilities 2010-2014 (NVD, 2014) 

 

24% of these vulnerabilities are classified as high risk. This percentage is lower than 

in 2013, however, the total number of high security vulnerabilities has increased 

compared to the year 2013 (NVD, 2014). 

The ITRC (Identity Theft Resource Centre) 2015 breach list states that close to 40% 

of the total number of breaches are registered in 2015, an increase of 8.1% compared 

to 2014. 
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Hacking attempts increased by 37.9% in 2015, 8.4% eromcompared to 2014. This 

was followed by employee error/negligence category that increased by 14.9%, more 

than twice the 7.2% rate as it was first declared in 2012. 

 

Figure 0.2. Data Breach Incidents by Type (ITRC, 2015) 

Figure 1.3 below shows a common point of  a Microsoft vendor vulnerability 

statistics. Utilize it to diagram and outline vulnerabilities found inside an item or to 

chart and graph sets of vulnerabilities containing specific attributes e.g. remotely 

exploitable buffer overflows. 
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Figure 0.3.Numbers of Vulnerabilities Meeting Specified Limitation of Microsoft 

 

The Common Vulnerabilities and Exposures (CVE  ( report highlights the most 

vulnerable software applications. Application vulnerability can be defined as 

shortcomings in an application that may be misused jeopardize the security of the 

application. Once a hacker discovers an application vulnerability and figures out how 

to make use of it, he has the possibility to exploit the application vulnerability. 

Figure 1.4 shows the most vulnerable software in the year 2014. 
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Figure 0.4. MostVulnerable Software in 2014 

 

Most security reports state that the risk of vulnerability is getting worse for the last 3 

years and the possibility of penetrating computer network systems is getting higher. 

In order to mitigate the risks, the main threats that the computer network security is 

facing should be analysed, some procedures should be executed and effective actions 

should be taken against the danger to the current network security. 

This thesis deals with penetration testing techniques and vulnerability scanning tools 

to investigate and improve vulnerability detection. It also discusses the methods to 

mitigate the potential attacks by clarifying weaknesses and provides 

recommendations to improve counter-measure techniques. 

1.1. Motivation 

The costs incurred by late detection of security vulnerabilities are considerably 

higher than those that are detected early. Hence, vulnerabilities should be identified 

as early as possible in the progress lifecycle. Unfortunately, majority of the code 
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developed come from software developers that lack software security expertise. 

Many tools and techniques have been developed to discover vulnerabilities. Not all 

the techniques are the same, so developers should decide by themselves which of 

these tools and techniques they would utilize (Austin and Williams, 2011). 

1.2. Problem Statement 

1.2.1. Purpose of Thesis 

The main purpose of this thesis is to compare vulnerabilities of popular operating 

systems using well-known vulnerability and penetration testing tools. An overview 

of the best practices in mitigation of the known attacks as well as recommendations 

on how to prevent these attacks will also be provided. The procedure consists of an 

active test process to check the system for any existing or potential vulnerability that 

may result from inappropriate system configurations, human errors, and software 

flaws. It tries to put forward offensive and defensive security measures against the 

attacker and defend the computer network in an effective way. 

1.2.2. Significance of Thesis 

As attack tool developers use more advanced techniques and become harder to be 

discovered and detected, relying only on a firewall, vulnerability scanner, antivirus 

programs, intrusion detection or prevention techniques are not sufficient to protect 

the systems under attack. Hacking tools and techniques turn out to be much 

complicated and sophisticated. 

This work proposes to take an important step forward for the following: 

Increase the security of the computing resources being tested; Determine the 

weakness in the popular operating systems; Focus on methodologies and approaches 

to analyse the system for security that leads to protect the system against external 

threats, this will help users to secure their system; Describe penetration testing 

techniques and tools for users. 
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Finally, the results of this study will help identify potential vulnerabilities in the 

operating systems and ways to patch them up. 
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2. RELATED WORK AND LITERATURE SURVEY 

Information security plays an important role in the success of today’s businesses. 

Unfortunately, due to rapid and continuous increase of computer usage and the 

growing number of hackers, the standard information security techniques and tools 

such as intrusion detection, prevention systems, firewalls, VPNs etc. are not 

sufficient to guarantee the safety of a company’s information systems. Undoubtedly 

hackers are equipped with powerful tools. Using penetration testing turns out to be 

one of the best strategies to defend against hackers (Kang et al, 2016). 

Ramesh and Gupta (2015) conclude that security of the information technology 

became the essential significant factor of human life. The advances in the computer 

systems, internet and the web applications have made people more dependent on 

computers than ever before. There have been difficulties of providing a protected 

environment comprising a successful network security strategy that helps to identify 

threats and then selects the most effective sets of tools to mitigate them in such a way 

that the victim will be able to decrease the probability of incidents. The main goal of 

penetration testing is to effectively identify low or high potential vulnerabilities 

existing in the network system and then come up with practical solutions to manage 

such weaknesses. 

Due to the wide use of information technology and the widespread of the Internet, 

many companies rely entirely on computer networks and have become vulnerable to 

the risk of hacker attacks. Penetration testing is commonly used to help ensure the 

security of such networks. By utilizing penetration testing, analysers detect 

vulnerabilities by reproducing attacks on a target system. To carry out this 

efficiently, testers rely on automated techniques that collect information about the 

target and analyse the network’s response to determine whether an attack was 

successful (Halfond et al, 2011). 

Moreover, according to Bacudio et al (2011), security is one of the main issues of 

information systems. The rising connectivity of computer networks through the 
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internet, the increasing expanding of systems, and the comprehensive growth of the 

range and complexity of these systems have made software security a bigger problem 

than ever before. Additionally, it is a business essential to effectively protect an 

organization’s information systems and be prepared to provide measures against the 

risks the organization may face. To try to mitigate the security issues, security 

experts have developed a variety of security assurance methods including penetration 

testing. 

In the last couple of decades, as the usage of internet applications emerged, many 

organizations have faced real challenges in securing their systems against web 

hacking attempts, however, vulnerability scanning and penetration testing techniques 

helped them to discover their own security weaknesses. Unfortunately, these 

discovered security weaknesses could also be used by attackers to attack vulnerable 

systems (Shinde and Ardhapurkar, 2016). 

Nevertheless, the significance of security plays a great role in penetration testing. 

The major areas of penetration testing are operating systems, applications, data 

storage, and networks. It should be a continuous effort to secure the web applications 

from malicious access. Penetration testing involves testing a web application that is 

running remotely, with the purpose of finding probable vulnerabilities. The better 

approach to apply penetration testing is to make a series of practical tests that run 

through all of the distinct weaknesses and vulnerabilities (Reddy and Yalla 2016). 

Moreover, network security has the important task of uncovering the causes of 

network threats through security measurement. Penetration testing is a branch of the 

security evaluation, which originates from network security and defence technology. 

It is used to provide the security network configuration and protection technologies, 

and shield them against attacks and protect from leaking confidential information. 

This analysis method of network attack has been regularly applied in various fields 

by network administrators (Zhao et al, 2015).  
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Cyber crimes have become the major threat to the business world and the economy. 

The extend of damage is increasing every day and many institutions and companies 

have become the victims of attacks or data breaches performed by black hats. Hence 

companies are searching for best practices to defend their systems and critical 

information. The most popular way is to investigate their system via penetration tests 

performed by qualified ethical teams that can proactively protect information 

systems (Stefinko et al, 2016). 

The number of security attacks is growing on a daily basis. The hackers are 

becoming more and more powerful. To save our systems from attack, we have to 

keep our systems virtually weakness-free. A weakness is the backdoor for the 

hackers. These weaknesses may arise from a software bug, poor configuration or a 

combination of them. These errors create vulnerabilities in the system. Hackers 

exploit these weaknesses to get access to the systems. Penetration testing can be used 

as a defence technology tool that help discover vulnerabilities of the systems (Goel et 

al, 2016). 

Accessing a computer network without credentials requires that vulnerabilities exist 

in the network and those vulnerabilities are known. Any network that an attacker can 

connect will definitely have some kind of vulnerability. The main purpose network 

security is to attempt to avoid vulnerability while still allowing the network to 

perform its functions smoothly (Ritchey, 2001). 

The vulnerability can be defined as a fault or bug that allows an external individual 

to directly or indirectly control the system, applications, and data (Steel and 

Nagappan, 2006). 

Statistical analysis states that the major causes of vulnerabilities are erroneous input 

validation, erroneous access confirmation, configuration errors and errors pertaining 

to the design of the system. The origin of vulnerabilities arising from erroneous 

access confirmation are logical errors in the access verification or inability to 

authenticate the user. 
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The flaws make it possible for the hacker bypass the access control, and then lead to 

unauthorized access (O. Foundation, 2010). 

These flaws or errors normally translate into security vulnerabilities. If exploitable 

errors exist in a system, even if the errors have not been detected by the hackers yet, 

they still make a potential for network breach. The worst probable situation for the 

security of a network is for a hacker to discover a security flaw in the software that 

the network relies on before the network administrators can do. The report reveals 

that 44% of breaches are due to known vulnerabilities that are two to four years old. 

(HP cyber risk report, 2015). 

In addition, even well–administered networks are vulnerable to some level of attack 

since absolute mitigation of the risk is probably equivalent to disconnecting the 

network, which is not a decision for most companies and organizations. One of the 

tricky tasks that a security administrator faces is to analyze his or her organization’s 

networks for vulnerability to attack and, as obligatory, to adjust the network so that it 

becomes sufficiently protected. Penetration testing is a typical mechanism for 

carrying out this analysis, but penetration testing is expensive, labor intensive, and 

often imperfect. Thus, there is significant interest in automating some aspects of 

penetration testing (Jajodia et al, 2005). 

Penetration testing is a way to replicate the mechanisms that an attacker might use to 

circumvent security controls and gain access to an organization’s systems. It is more 

than running scanners, automated tools and then writing a report (SANS Institute). 

Penetration testing is the simulation of hacker behaviour to identify the security holes 

of the system under investigation. The objective of this test is to scan, under extreme 

conditions, the behaviour of the systems, networks, or client devices, in order to 

identify their weaknesses and vulnerabilities (Denis et al, 2016). "Penetration testing 

is an important subject that IT administrators should be aware of. With the internet 

growing every day, the computer security field has become a very challenging topic 

not only for the companies but also for regular users". (p. 5). 
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Penetration testing is an approach to how to enhance and build up information 

system security; it certainly does not confirm that the system is fully secure and not 

completely prone to hacker attacks. Penetration testing should be aware of publicly 

identified security issues (Allen et al, 2014). 

Penetration testing is a process that takes a long time and integrates different 

mechanisms (security instructions, protocols, best practices, vulnerability databases, 

techniques, tools, recommendations, and guidelines) to estimate computer system 

and network weaknesses and vulnerabilities. Its fundamental objective is to perceive 

security weaknesses by means of strategies and activities that are generally utilized 

by malicious attackers (Antunes et al, 2011). 

Penetration testing is one of the oldest methods for estimating the security of a 

computer system. This strategy is used to show the security weaknesses in computers 

and to initiate projects in an effort to make more secure systems. Penetration testing 

is increasingly utilized by organizations to guarantee the security of information 

systems and services so that security weaknesses or vulnerability can be patched 

before they get exploited. (Jajodia et al., 2005). 

Penetration testing is one of the crucial techniques that is required for all businesses. 

The increasing of cyber attacks and computer crimes in the past few years made the 

penetration testing one of the most popular and recommended techniques of network 

security. The penetration test has become popular amongst the most prominent and 

suggested procedures for system security. Moreover, the penetration testing can 

perceive weaknesses and dangers that the attacker can utilize (Buthaina, 2016). 

As there are many penetration testing methodologies available, it could be sometimes 

difficult to choose the right one. The more experienced penetration tester is the one 

who has better knowledge about the tested environment and makes more accurate 

choice of appropriate methodologies. There are a lot of penetrations testing 

approaches and an apprentice analyser can overlook conceivable agents of current 

and present day penetration testing systems (Holik et al 2014). 
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Gupta (2014) describes the advantages, benefits, strategies and the methodology of 

penetration testing. He defines penetration testing as a chain of actions used to sort 

and exploit security vulnerabilities. It checks or identifies the value of the security 

process that has been implemented. The approach used to conduct penetration testing 

generally involves test preparation and test analysis. The test phase involves the 

following basic steps: Information gathering stage, vulnerability scanning stage, and 

vulnerability exploiting stage. 

The author here added that the penetration testing is not just the serial 

implementation of automated tools and extraction of technical reports as it is 

frequently viewed. It should give an unmistakable and adequate bearing on the best 

way to secure an association's data and data systems from real attacks. One key 

factor in the success of penetration testing is its implicit methodology. A precise and 

logical approach should be utilized to effectively record a test and prepare reports for 

various administrative levels within the enterprise. It should not be prohibitive to 

empower the analyser to completely investigate his intuitions. Generally, penetration 

testing has three phases: test preparation, testing, and test analysis (Bacudio et al, 

2011). 
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Figure 0.1. PenetrationTesting Process 

 

The testers should follow a comprehensive approach to present the test results. One 

of the most important parts of the test analysis phase is the preparation of 

remediation that includes all the vulnerabilities discovered. The final report should 

possess sufficient detail and direction to allow the remediators replicate the measures 

when a real attack occurs. 

Farkhod suggested a chart used to achieve the target of penetration testing. The 

authors argue that if a tester has no methodology to use in his test, then that might 

result to incomplete testing, time-consuming, and waste of effort. Without a 

methodology, the testers might get lost. Generally, there are several methodologies 
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available, but to choose the best one depends on the testers themselves (Farkhod et 

al., 2009). 

 

Figure 0.2. Penetration Testing Chart 

Buthaina (2016) suggested a strategy involving a set of stages as shown in the figure 

below, the strategy is to access the security systems of the target device and 

investigate the results. The author used Metasploit Framework for testing and 

evaluating the vulnerabilities. 
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Discovery Planning Attack 

Investigation 

 

Figure 0.3. Penetration Testing Methodology 

 

The work carried out with Metasploit framework tool found that Android system is 

vulnerable and can be hacked via Wi-Fi. The attacker can access sensitive data and 

use webcam and the microphone to record videos or conversations of victims. 

Pertaining to tools that are used to perform penetration testing, Holik (2014) had 

divided the test into phases where the output of each phase becomes the input of the 

next phase. Different kinds of tools are suitable for each of the phases of the 

penetration testing, and also there are lots of tools and techniques which can be used 

for scanning and detection where Backtrack is one of them. Backtrack was based on 

Debian Linux, which has been named as Kali Linux carrying the same purpose and 

features. The case study in this paper shows the importance of penetration testing in 

production software like windows XP which still in use. The results show that there 

is a need for a proactive approach to information security in order to avoid potential 

security threats. There are numerous useful tools which can be utilized for testing 

systems. Usually, it is necessary to spend some time to learn and familiarize with 

methodologies and software tools. As Abraham Lincoln said (Holik et al 2014) “If I 

have eight hours to chop down the tree I’d spend six hours sharpening my axe” (p. 

242). 
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Different approaches can be taken while choosing the toolsets to be used for 

execution phases of penetration test as mentioned in chapter 3. There are many tools 

and techniques for penetration testing and vulnerability scanning that can be used for 

testing various types of products and conducting different kinds of cyber-attacks. 

Backtrack is a Linux Debian-based distro. Currently it has been discontinued and 

replaced by Kali Linux, which has the same features and methodology. Kali’s or 

Backtrack’s main feature is that it can run on the tester’s computer without any 

installations, in a so-called live mode. However, changes made to the operating 

system in the live session do not exist after reboot. Aforesaid distros are pre-loaded 

with a large number of tools for different areas of penetration testing. Kali contains 

numerous tools and frameworks for penetration testing (Zette et al, 2014). 

 

There are several tools available for penetration testing that are compatible with 

different operating systems as Linux, Windows, and Mac OS. Kali Linux is built for 

penetration testing and hacking. It is possible to install extra tools to Kali Linux, each 

tool depends on the environment or network to be tested (Denis, 2016).  

SANS has mentioned that there are several tools offered recently that can check 

networks for well-known vulnerabilities. A vulnerability scanner is a software that 

can estimate security vulnerabilities in networks or host systems and provide scan 

results. Both administrators and hackers can use the similar tools for patching or 

accessing to a system. However, administrators should apply a scan and fix 

procedure before a hacker can do the same to compromise the network (SANS 

Institute, 2003). 

The most import tool used for information gathering is Nmap; Network "map", or 

network scanning. Network scanning tools have been developed for the network 

administrator to determine and remedy vulnerabilities in systems by network 

scanning. However, network scanning tools, which are available to the public, can 
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also be used by hackers. Network scanning tools can gather information from 

systems that are connected to the internet such as open port number, the operating 

system fingerprint, and the model of the device. With these network scanning tools, 

hackers can gather a variety of information of victims during the information 

collecting phase of cyber-attacks (Im, et al, 2016). 

Nmap is a great professional pattern network tool. One of the strong points is its 

compatibility across multiple platforms. Nmap is perfect with Windows, Linux, 

UNIX, and Apple Mac OS X. The source code for Nmap has been ported to many 

other operating systems and it is even built-in with many platforms. Nmap runs from 

the command line interface. This brings extra advanced functionality using patch 

scripts (Mathew et al, 2014). 

As a result, there are many researchers and authors, as mentioned above, who focus 

on penetration testing and vulnerability scanning. However, most of these researches 

do not investigate how to prevent remote access attack, direct attack by malware and 

how to patch these vulnerabilities completely. Moreover, product and application 

types and version details that can be affected by such vulnerabilities are not 

discussed in detail. Most work is theoretical and lacks practical aspects. Hence, in the 

course of this work, we shall give more importance to guidance of network 

administrators and go deeper into experimental setup approach and provide 

instructions and deal with the modern techniques and tools to be used to accomplish 

this task.
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3. METHODOLOGY AND TECHNIQUES USED 

3.1 Overview 

Penetration Testing Methodologies are the manuals to conduct a security test on a 

system directly in a specific way (Pandya, 2014). 

Many tools and techniques have been proposed to help ease the difficulty in 

discovering vulnerability. Not all techniques and the tools are the same, so the 

developers are left to decide how they can best discover vulnerabilities on their own. 

For general network monitoring and analysis, there are various tools utilizing The 

Internet Control Message Protocol (ICMP) and the Simple Network Management 

Protocol (SNMP), such as Nmap and Metasploit. 

Nmap is a network mapping and information gathering tool, further classified as 

sniffing and mapping device. Sniffing devices are utilized to catch, take a snapshot, 

and examine organized traffics. Then again, mapping tools are utilized to detect an 

active host on a system. These tools provide a complete status report concerning 

network hosts, ports, etc. 

Similarly, another tool utilized for both hacking and shielding, Metasploit 

Framework is a device for creating and executing abuse code against a remote target 

machine. Actually, data gathering devices are utilized by both safeguards and 

aggressors. Before launching an attack, intruders need to know the properties of the 

network, such as ideal nodes to launch attacks. Therefore, intruders first collect 

information about networks, such as IP addresses and operating systems to find 

vulnerable spots in such networks using different information gathering tools. After 

gathering sufficient amount of information, intruders apply their attacks to the 

networks. 
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3.1.1. This thesis will go through three phases 

3.1.1.1. Reconnaissance (Information Gathering) Phase 

This step comes before any real attacks are planned. The idea is to gather as much 

data as possible to serve the purpose, like IP packets to figure out what hosts are 

accessible on the system, what administrations (application name and version) those 

hosts are putting forth, what working frameworks (and OS variants) they are running, 

what sort of packet channels/firewalls are being used. To achieve this, we will use a 

specific tool and gather relevant information. 

3.1.1.2. Weakness Discovery Phase: 

The information collected during the reconnaissance phase is an input to this phase in 

which network scanning and detecting potential vulnerabilities within the system are 

performed. The goal is to discover vulnerabilities in the network systems, operating 

systems, servers, applications, and valuable data before a hacker does. 

 

3.1.1.3. Action Preparation Phase 

This step uses the results of the discovery phase and describes the technical 

background of the security vulnerability and how it may be exploited. Moreover, a 

hazard investigation demonstrates potential hazards of possible defects in the general 

settings of the tested system. Finally, constructive solution proposals are given in the 

respective problem, to directly provide ideas for improvement and take proactive 

actions based on practical approaches. 
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•Port scanning 
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Figure 0.1. The Methodology Process of  Penetration Testing 

 

 

 

 

 

Different tools and techniques are used in different phases of the penetration testing. 

A brief description of each phase of penetration testing as proposed in the 

methodology are given followed by results collected using different tools in actions. 

3.2 Network Scanning 

Network scanning is a procedure for identifying active hosts on a system, either with 

attacking purposes or for system security assessment. Scanning systems, for 

example, ping breadths and port scans, return information about which IP addresses 

map to live hosts that are active on the Internet and what administrations they offer. 

Another inspection strategy, converse mapping, returns data about what IP addresses 

don't map to live hosts. This method empowers an attacker to make suspicions about 

practical locations. 

http://searchcio-midmarket.techtarget.com/definition/host
http://searchwindevelopment.techtarget.com/definition/IP-address
http://searchcio-midmarket.techtarget.com/definition/host
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Scanning is one of three parts of knowledge social event for an attacker. In the foot 

printing stage, the attacker makes a profile of the target system, with data, domain 

name system (DNS), e-mail servers and IP address range. Most of this information is 

available online. In the checking stage, the attacker collects data about the particular 

IP addresses that can be reached over the Internet, their operating systems, system 

architecture, and the services running on each computer. In the enumeration stage, 

the attacker accumulates data; gather client names and id’s, routing tables, and 

Simple Network Management Protocol (SNMP) information. 

3.2.1. IP Scan 

Two things necessary for a successful hacking are IP address and open ports. In 

the scanning phase, the attacker collects information about the specific IP addresses 

that can be accessed via Internet. 

Everything on the Nmap order line that isn't a choice (or choice contention) is dealt 

as an objective host determination. The easiest case is to determine an objective IP 

address or hostname for filtering. 

3.2.2. Host Scan and OS Fingerprinting 

Refer to efforts to find out about computer systems and their networks, or footprints. 

Despite the fact that foot printing should be possible for true legitimate purposes, the 

term is regularly connected to hacking and cyber-attacks.  

Regarding hacking, the term foot printing is given to some portion of the work that 

hackers do unobtrusively, behind the scenes, before they attack a system. This may 

include taking a gander at what operating system an equipment setup uses, or pinging 

the system to decide major properties. Port scanning or registry questions are other 

types of foot printing. This type of data is used to plan for a cyber-attack. In that 

sense, the word foot printing is utilized as a part of data innovation like the word 

packaging is utilized for house robbery. 
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Regardless of its sometimes-wicked notion; public tools exist for footprinting, 

including open source tools for Windows and Linux. These types of tools can help to 

peek into URL handling, SSL certificates and other legitimate parts of system 

security. These can be used to simply monitor a system or to look for its weaknesses 

in terms of network security. 

3.2.3 Port Scan 

Scanning Port Range (appropriate to a system based scanner)  

Port scanning identifies which ports are accessible (i.e. turned on by an 

administration).Since open ports may infer security weaknesses; port checking is one 

of the essential discovery methods used by attackers. In this manner, security 

scanning should dependably incorporate port scanning. Be that as it may, some 

defencelessness scanners have a pre-characterized default.  

The demonstration of systematically scanning a PC's ports. Since a port is a gateway 

where data goes into and out of a PC, port scanning discovers open doors into a PC. 

Besides authorized usage to test systems for vulnerabilities, port scanning can also be 

perniciously used by unauthorized parties that want to break into that PC. 

A port output is a progression of messages each related with a well-known port 

number that the computer provides. These messages are sent by somebody 

endeavouring to break into a PC to detect which PC is responsible for administration. 

Port scanning, a favorite approach of a computer cracker, gives the attacker an idea 

about where to test for weaknesses. Basically, a port sweep comprises of making an 

impression on each port one by one. The type of received response shows whether 

the port is in use, and can be tested for weakness. 

http://searchsecurity.techtarget.com/definition/cracker
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Figure 0.2. Ping Sweep Between Hacker and Victim Devices 

 

Figure 3.2 above shows the ping sweep between two devices. A ping range is an 

approach to figure out which PCs are active in a system. It will send a ping (ICMP 

request) and a TCP SYN to every PC. An active PC will answer to the ping and from 

this answer, we can see which PC is active. 

TCP connection is built up through a three-way handshake. In the first stage, the 

hacker/penetration tester will send a TCP SYN to the victim/target device. In the 

second stage, the receiver will reply with SYN + ACK. The third stage, the 

hacker/penetration tester will send a TCP ACK, and the connection between two 

devices is set up. There are many Nmap options to bypass a firewall or IDS that are 

based on this mechanism (see chapter 4 section 4.2.1 Execution of Nmap Tool).
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Figure 0.1. Penetrations Testing Virtual Lab 

 

4. DESIGN AND IMPLEMENTATION OF LAB MODULES 

4.1. Virtual Lab Environment 

Virtual penetration testing environment is a lab created on a single system using any 

virtualization software. It can be extremely useful for individuals practicing 

penetration testing (ethical hacking). Any has two machines, attacker machine 

(penetration testing device) and victim machine (target device). 

In this lab, kali Linux as penetration testing device is set up, and also for target 

device, different types of OSs are setup. 
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Because penetration testing can be a dangerous activity, it is important to make sure 

that the lab is completely isolated. A real-world contextual investigation maps the 

utilization of virtual machines and the penetration testing tools to make the lab and 

begin utilizing it in a genuine situation. 

4.2. Experimental Setup 

4.2.1. Execution First Phase 

The first step to start penetration testing is information gathering by using Nmap 

tool. 

Network Mapper, or Nmap Acronym is free and open source special scans networks 

and systems software is one of the most powerful programs used by hackers and the 

Penetration Testers and even protection experts and managers of networks as well. 

Nmap began simple as a program to check the ports but evolved dramatically over 

the past years and it has a lot of features added to make it Security Scanner. The 

program is able to examine the entire network scope and examine the existing 

hardware, identifying the ports and services used in addition to its ability to work 

remote OS Fingerprint any determine which operating system working remotely and 

a lot of things and other features. 

The program contains a lot of features and advanced options, but at the same time 

easy to use to Nmap contains simple choices and the process in addition to the 

presence of a graphical interface called Zenmap.  

Scanning ports operation is considered the primary task of the program. Nmap is an 

intense instrument as containing many progressed aspects. An examination of the 

ports is not in the same way as some think, but there are several ways of methods are 

available.  

Background information on the TCP / IP protocol As we all know the IP Address to 

identify each device connected to the network and when we want to call this device, 



 

 

 

27 

 

the port will open (between the number one and even 65536) to be able to send 

information to it Suppose, for example, that the device wants to connect to the device 

B via the port number 22 which is the default port to serve the SSH in the beginning 

it was sending device A request for a B if the port is open and does not have a 

firewall prevents communication, device B will send a response to device A telling 

that the port is open. If port 22 is closed send device B replies telling that the device 

has a closed or an unused port and in this case, the device will a closes the 

connection but if device did not get any response from the device B this means that 

the port is filtered or rather prohibited because of a firewall prevent the contact, or 

that the system does not work or does not exist. 

The first command that I used is to get the IP address for the target  

nmap -sn --script=sniffer-detect 192.168.1.1/24. 

 

 

 

By applying this command as we can see, we can identify all hosts that are using the 

same network. 

After we got the IP, some of the tests that we apply to target: 

Before attempting a penetration test, we first need to identify the active machines 

that are on the target network range. 

By using Nmap find if a host is up or not, shown as follows: 
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nmap -sP 192.168.65.134 

 

From the process above 1 IP address (1 host up). 

After identifying the host is active, next begin the process of OS fingerprinting from 

a terminal window, the following command with the -O option to enable the OS 

detection feature: 

nmap -O 192.168.65.134 

 

The result found that the device type is general purpose running and Microsoft 

windows 2003. 

For more specific details nmap -A (target) will show ports state and services used, 

every port version, as well as the kind of OS running. 
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nmap -A 192.186.65.134 
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A lot of information is given about the kind of OS, the computer name, and 

workgroup name. 

Beginning the process of finding the open ports by opening a terminal window the 

following command will be executed.  

nmap 192.168.65.134 

 

For explicitly specify the ports to scan (in this case, we are specifying 

1000 ports 

nmap -p 1-1000 192.168.65.134 
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Specifying Nmap to scan all the organization's network on TCP port 445  

nmap -p 445 192.168.65. * 

 

The scanning shows that the specific port e.g. port 445 is open for 192.168.65.134 

and other IPs which from the network range some of them are closed and some of 

them are filtered by the firewall. 

4.2.2. Execution of Second Phase 

4.2.2.1 Vulnerability Scanning Tools 

Let’s say that all the operating systems and applications suffer from security flaws 

which appear from time to time and all developer companies trying to repair their 

products in order not to be exploited by hackers to harm the users. 

The other thing that the cyber-attack report based on statistics and research 

documents Foundation the National Vulnerability Database of, which gathers data 

about vulnerability in systems and applications and it’s considered as a huge 

database of such information, that each year there are an increase of the number of 
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vulnerability discovered by the security researchers in both operating systems such as 

Android, Apple, Microsoft systems and Linux, Of course, 38 % of the security 

vulnerability are found in operating systems as indicated by NVD 2015 report. 

The information collected during the information gathering is put to use and exploit 

security weaknesses and performing system scanning and detecting potential 

vulnerabilities inside the system. Normally discovering vulnerabilities in the 

operating systems, and identify the weaknesses and gen technical solution providing 

by scanning tool report and patch the vulnerability before a hacker detects. 

A vulnerability scanner is a software package that executes the analytic phase 

of analysis, also identified as vulnerability assessment. Vulnerability investigation 

characterizes, distinguishes, and groups the security vulnerabilities in operating 

systems. Also, defencelessness investigation can assess the adequacy of the system. 

In this phase we used four kinds of vulnerability scanning tools and comparison 

among them, and suggestion the capable scanner tool that able to discover more 

critical vulnerability. 
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Figure 0.2.The Number of OSs Vulnerability Detected by Scanning Tools 

Table 0-1.The number of OSs Vulnerability Detected by Scanning Tools 

 

Operating Systems 

Vulnerability Scanning Tools 

Nessus OpenVAS Nexpose Retina 

Windows XP pro 26 14 9 37 

Windows 7 3 0 0 7 

Windows 8.1 19 12 5 5 

Windows 10 pro 18 19 5 5 

Windows server 2012 17 23 5 3 

Linux Mint 8 4 0 2 

Linux Ubuntu  0 0 0 2 

Linux Ubuntu Server 10 6 1 2 
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Figure 0.3. The Number of Operating SystemsVulnerability Detected by Nessus 

 

 

 

Figure 0.4.The Number of Operating Systems Vulnerability Detected by OpenVAS 
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Figure 0.6. The Number of Operating Systems Vulnerability Detected by Retina 

 

Figure 4.5.The Number of Operating SystemsVulnerability Detected by Nexpose 
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Table 0-2.The Number of OSsVulnerability Detected by Nessus 

 

 

Table 0-3.The Number of OSs Vulnerability Detected by OpenVAS 

 

Operating Systems 

Vulnerability Detected By OpenVAS 

Critical High Medium Low Info 

Windows XP pro 0 2 0 0 12 

Windows 7 0 0 0 0 0 

Windows 8.1 0 0 2 1 9 

Windows 10 pro 0 0 2 1 16 

Windows server 2012 0 0 2 1 20 

Linux Mint 0 0 0 0 4 

Linux Ubuntu  0 0 0 0 0 

Linux Ubuntu Server 0 0 0 1 6 

 

 

Operating Systems 

Vulnerability Detected By Nessus 

Critical High Medium Low Info 

Windows XP pro 4 1 2 0 19 

Windows 7 0 0 0 0 3 

Windows 8.1 0 0 2 0 17 

Windows 10 pro 0 0 1 0 17 

Windows server 2012 0 0 2 0 15 

Linux Mint 0 0 0 0 8 

Linux Ubuntu  0 0 0 0 0 

Linux Ubuntu Server 0 0 0 0 10 
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Table 0-4.The Number of OSs Vulnerability Detected by Nexpose 

 

Operating Systems 

Vulnerability Detected By Nexpose 

Critical High Medium Low Info 

Windows XP pro 5 2 2 0 0 

Windows 7 0 0 0 0 0 

Windows 8.1 0 2 3 0 0 

Windows 10 pro 0 2 3 0 0 

Windows server 2012 0 2 3 0 0 

Linux Mint 0 0 0 0 0 

Linux Ubuntu  0 0 0 0 0 

Linux Ubuntu Server 0 0 1 0 0 

 

 

Table 0-5.The Number of OSs Vulnerability Detected by Retina 

 

Operating Systems 

Vulnerability Detected By Retina 

Critical High Medium Low Info 

Windows XP pro 4 0 0 0 33 

Windows 7 0 0 0 1 6 

Windows 8.1 0 0 0 0 5 

Windows 10 pro 0 0 0 0 5 

Windows server 2012 0 0 0 0 3 

Linux Mint 0 0 0 0 2 

Linux Ubuntu  0 0 0 0 2 

Linux Ubuntu Server 0 0 0 0 2 
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Figure 0.7.Classification of OSs Vulnerability by Severity (Nessus) 

Figure 0.8.Classification of OSs Vulnerability by Severity (OpenVAS) 
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Figure 0.9.Classification of OSs Vulnerability by Severity (Nexpose) 

Figure 0.10.Classification of OSs Vulnerability by Severity (Retina) 
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Table 0-6.Kind of Critical Vulnerability 

Name Maximum 

Severity 

Rating 

Kind of 

Vulnerability 

Detected By Affected 

Software/OS 

Notice 

SMB 

Could 

Critical Remote Code 

Execution 

Nessus  Retina Windows XP 

pro 

Classified 

by Retina 

as a High 

severity Server 

Service 

Could 

Critical Remote Code 

Execution 

Nessus Windows XP 

pro 

 

Microsoft 

Windows 

Server 

Service 

Critical Remote Code 

Execution 

Nessus Nexpose  

Retina 

Windows XP 

pro 

Classified 

by Retina 

as a High 

severity Microsoft 

Windows 

SMB 

Critical Remote Code 

Execution 

Nessus 

OpenVASNexpose 

Windows XP 

pro 

Classified 

by 

OpenVAS 

as High 

severity 

Microsoft 

Server 

Service 

Critical Remote Code 

Execution 

Nexpose Windows XP 

pro 

 

Server 

Service 

Could 

Critical Remote Code 

Execution 

Nexpose Nessus Windows XP 

pro 

Classified 

by Nessus 

as High 

severity CIFS 

NULL 

Session 

Permitted 

Critical  Nexpose Windows XP 

pro 
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Table 4-0-7.Kind of High Severity Vulnerability 

Name Maximum 

Severity 

Rating 

Kind of 

Vulnerability 

Detected By Affected 

Software/OS 

Notice 

Server 

Service 

Could 

High Remote Code 

Execution 

Nessus Retina Windows XP 

pro 

 

SMB 

Signing 

Disabled 

High Remote Code 

Execution 

Nessus Nexpose Windows 8.1 Classified 

by Nessus 

as a 

Medium 

severity 
SMB 

signing not 

required 

High Remote Code 

Execution 

Nexpose Windows 8.1  

Microsoft 

Windows 

SMB 

High Remote Code 

Execution 

Nessus 

OpenVASNexpose 

Windows 8.1 Classified 

by Nessus 

and 

Nexpose as 

a Critical 

severity 

OS End of 

Life  

High Remote Code 

Execution 

OpenVAS Windows XP 

pro 

 

Microsoft 

Windows 

Server 

Service 

High Remote Code 

Execution 

Nessus  Nexpose  

Retina 

Windows XP 

pro 

Classified 

by Nessus 

and 

Nexpose a 

as a Critical 

severity 

Blind TCP 

Reset  

High Denial of 

Service 

Retina   

 



 

 

 

42 

 

Table 0-8.Kind of Medium Severity Vulnerability 

Name Maximum 

Severity Rating 

Kind of 

Vulnerability 

Detected 

By 

Affected 

Software/OS 

Notice 

Microsoft 

Windows 

SMB 

Medium Remote Code 

Execution 

Nessus Windows 8.1  

ICMP 

timestamp 

response 

Medium Remote Code 

Execution 

Nessus 

Nexpose 

Windows XP 

pro/ Windows 

8.1 

Classified 

by Nessus as 

Info severity 

NetBIOS 

NBSTAT 

Traffic 

Amplification 

Medium Remote Code 

Execution 

Nexpose Windows 8.1  

 

Table 0-9.Kind of Low Severity Vulnerability 

 

Name Maximum 

Severity 

Rating 

Kind of 

Vulnerability 

Detected 

By 

Affected 

Software/OS 

Notice 

TCP 

Timestamps 

Low The remote host 

implements TCP 

timestamps 

OpenVAS Windows 8.1  

TCP 

timestamps 

Low The remote host 

implements TCP 

timestamps 

OpenVAS Windows 10  

TCP 

timestamps 

Low The remote host 

implements TCP 

timestamps 

OpenVAS Ubuntu Server  

TCP 

timestamps 

Low The remote host 

implements TCP 

timestamps 

OpenVAS Windows Server 

2012 

 

Windows 7 

Information 

Disclosure 

Vulnerability  

Low zero day attack Retina Windows 7  
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Table 0-10.The Average of OSs Vulnerability Detected by Scanning Tools 

Scanning Tool The Number of Vulnerability Detected 

Nessus 101 

OpenVAS 78 

Nexpose 25 

Retina 63 

 

 

 

Figure 0.11. The Average of OSs Vulnerability Detected by Scanning Tools 
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4.4. Execution of Third Phase 

4.4.1. Metasploit Tool 

Metasploit framework contains a large number of loopholes systems and ready-made 

programs for exploitation, as well as many of the tools that help us to discover the 

Buffer overflow and test systems and networks, additionally, it contains Shell code 

and Opcode database that help the penetration testers and hackers to detect 

vulnerabilities on systems and writing exploitation code in an easy way. In each new 

version added to the framework new vulnerability and new tools that make 

Matasploit one of the most powerful and easiest vulnerability discovering and exploit 

tool today. 

Metasploit tool is used to find vulnerabilities and exploit them using Kali Linux as 

penetrate test machine. Windows XP sp2 in the virtual environment as a target 

device is used. 

 

Figure 4.12.Windows XP sp2 (Wiew) 

As can be seen on the right screen is a target machine and on the left is a penetration 

test machine. 
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Firstly, by starting Metasploit command line gives us information about the 

framework, such as the number of vulnerability, the number of tools and the 

Payloads and other things. To be able to exploit vulnerability in Metasploit 

framework there are a few steps to be done, these steps and options vary from 

vulnerability to another, but generally they are similar. The first thing we have to do 

is to identify the vulnerability that we want to exploit, and then define the specific 

options of vulnerability such as the infected version, operating system, and 

exploitation code. There are a lot of commands that can be used in Matasploit 

framework for using Metasploit framework we execute the following command. 

First step, open the terminal in penetration testing machine and write msfconsole in 

the command line in order to use Metasploit database. 
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Write in the command line research name: smb platform: windows XP SP2and 

the command will give all vulnerabilities in windows XP SP2 

 

 

By applying the command a lot of vulnerabilities are given, choosing 

exploit/windows/smb/ms80_067_netapi in above because ready exploitation 

available in the data base of Metasploit framework and providing remotely control 

the target device. 

From the earlier step choosing smb/ms80_067_netapi for more information about 

the vulnerability. Type info exploit/windows/smb/ms80_067_netapi 
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By applying info exploit/windows/smb/ms80_067_netapi command can got some 

information about the vulnerability and which platform is used and which target and 

OS available. 
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As the process above and from the vulnerablility information can recognize how to 

use vulnerability for a specific port 445 and gives a description about how to exploit 

it. 

Starting to exploit a specific vulnerability by use 

exploit/windows/smb/ms08_067_netapi 

 

After setup the required setting, target machine IP and penetration testing machine 

IP, the exploit payload has been written in the command line exploit 

(ms08_067_netapi) > exploit as shows below. 
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Frome the process above the exploitation has been done and it possible access to the 

target system through 445 port and get feedback through 4444 port on the penetration 

testing machine. 

Armitage: It is a graphical interface to accelerate, facilitate, and simplify Metasploit 

framework, the main function of tool is to detect the connected devices on the 

network, specifying the open ports in the devices, choosing the right vulnerability in 

terms of exploitation and penetrating devices, In addition to penetrate all devices 

connected to the system breached. 

To make it more clearly we use Armitage tool, but first, we should open Metasploit 

because Armitage tool uses Metasploit database. 

Next, write Armitageon the command line, and after some process, we will get a 

window as shown below. 
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Here we will enter target’s IP in the small box in the middle screen then press ok, 

and go to the host tab then Nmap scan then quick scan (OS detect) we can get a 

window as shows below 
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As we can see above we got the target and a lot of useful information about it, to start 

exploit we go to attacks tab options and use them, 

 

As we can see the colour of target machine has been changed from blue to red colour 

that means the device now is exploitable, and remotely can access into this device, 

and have full control. 
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Now we have full control of the target, we can take a screenshot, camshot, all 

passwords, and a lot of things. 
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The figure above shows the target and penetration testing devices  

 

Accessing to the system, and having full control with whole system files, and 

possibility for having a copy, edit, and delete files from the target device.  

 

 

 

 

 

 

 



 

 

 

54 

 

5. DISCUSSION 

The main goal of this chapter is to study and investigate the most powerful 

vulnerability scanning tools and make comparison between them and suggest more 

effective and qualitative tool through the experimental methodology applied to 

virtual machine and analysis of the result of each scanning tool   

With the large number of penetration testing and vulnerability scanning tools, and for 

every phase of penetration testing there are a large number of tools can be conducted 

to achieve a specific task, to determine which tool can be applied and identify a 

suitable penetration testing methodology, and which one is proper and useful to the 

tester to save time in an appropriate manner. 

The experimental test is a virtual machine to simulate a virtual environment for 

penetration testing machine (attacker) and target machine (victims). For attacker 

machine Kali Linux distribution and windows 7are used, (Nessus, OpenVAS, 

Nexpose, Retina) vulnerability tools scanning which compatible with Kali Linux and 

mostly are popular and free open source tools. For target machine we used: 

Windows XP pro, Windows 7, Windows 8.1, windows 10 pro, Linux Mint, Ubuntu, 

Windows Server 2012, and Ubuntu Server as a target machine, to provide a wide 

knowledge and extend knowledge base of the users, by discovering severity of 

vulnerability which can be exploitable, and what’s the procedures should be taken to 

harden the system and mitigate the effect of this vulnerability, especially the vendors 

of software still not patch the vulnerability yet. 

From the database of vulnerability, such as NVD (National Vulnerability Database), 

CVE (Common Vulnerability and Exposures), (NVT) Network Vulnerability Tests 

since the selected vulnerability scanning tool in this thesis depends on these 

databases to detect the vulnerability. In addition, practical recommendations to 

mitigate or remediate such security weaknesses are provided from the result of 

effective scanning tool. 
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The acquired data in this phase for each scanning tool will be subject to statistics 

analysis to show the functionality of the tools, and the ability to discover more 

critical weaknesses with less false positive vulnerability numbers to determine the 

most effective one between the selected tools to perform the successful penetration 

testing. 

5.1. Discovered System and Potential Vulnerabilities 

5.1.1. Effectiveness of Scanning Tools 

This section represents a security audit performed by Nessus, OpenVAS, Nexpose, 

and Retina it contains the information about the system under the scanning. 

Previously, is mentioned the first phase of penetration testing which is information 

gathering in this phase of the experiment a different processing was executed, such 

as IP scanning, Host scanning, OS fingerprinting, and Port scanning is tested also. 

While in the second phase of penetration testing, which particularly for discovering 

weaknesses. 

Two separate scans were conducted with two different types of tools to generate 

aggregation of data collected during detection in second penetration testing phase. 

The experimental test was demonstrated to solve the question which of the 

penetration testing tools are more effective in the presence of a huge amount of tool 

available, here we will clarify and evaluate the tool performance such as the ability to 

identify a large number of weaknesses which can constitute a real danger.  

5.1.2. Nessus Vulnerability Scanning 

The scanning done by Nessus scanning tool against popular operating systems. 

Nessus is a standout amongst the most famous and fit vulnerability scanners, 

additionally is a remote security scanning tool, which scans a computer and raises a 

caution that it finds any vulnerabilities that malicious hackers could use to access any 
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computer you have associated with a system. It does this by running more than 1200 

checks a given computer, testing to check whether any of these attacks could be 

utilized to break into the computer or generally damage it. 

Nessus is not an entire security solution; rather it is one little part of a decent security 

methodology. Nessus does not effectively prevent attacks; it is just a tool that checks 

your computers to discover vulnerabilities that hackers could use. It is up to the 

system administrator to fix these vulnerabilities with a specific end goal to make a 

security solution. 

5.1.3. OpenVAS Vulnerability Scanning 

The second scan OpenVAS scanning tool against popular operating systems. The 

Open Vulnerability Assessment System (OpenVAS) is a structure of a few 

administrations and instruments offering an extensive and capable powerlessness 

scanning and helplessness administration arrangement. 

The real security scanner is went with a frequently refreshed sustain of Network 

Vulnerability Tests (NVTs), more than 45,000 in total(as of February 2016).All 

OpenVAS items are Free Software.  

The feed is typically refreshed week by week. The records of the OpenVAS NVT 

Feed are marked by the "OpenVAS: Transfer Integrity" declaration. The nearness of 

this mark does not demonstrate any judgment or quality control of the script itself. It 

is just proposed to help you in checking the respectability of the NVT documents 

after transfer. Subsequently, a substantial mark just implies that the script has not 

been altered in the route between the OpenVAS dissemination point and your 

OpenVAS establishment. 
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5.1.4. Nexpose Vulnerability Scanning 

The third scan Nexpose scanning tool against popular operating systems. Rapid7 

Nexpose is a vulnerability scanner which aims to support the entire vulnerability 

management lifecycle, including discovery, detection, verification, risk 

classification, impact analysis, reporting, and mitigation. It integrates with 

Rapid7's Metasploit for vulnerability exploitation. It is sold as independent 

programming, an apparatus, virtual machine, or as an over saw administration or 

private cloud arrangement. 

5.1.5. Retina Vulnerability Scanning 

The Retina Network Security Scanner from eEye Digital Security provides cross-

platform vulnerability management. This tool can detect not only known 

vulnerabilities, but zero-day vulnerabilities too. This offers compact security threat 

valuation, which permits users to continue with security best practices, policy 

enforcement and compliance with regulatory audits. 

 

 

 

 

 

 

 

 

 

http://sectools.org/tool/metasploit/
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6. RESULT FINDING 

The number of vulnerability detected in operation system in several operating 

systems which is made as the target for experimental is listed in the table below. The 

table shows the number of a vulnerability discovered by four kinds of vulnerability 

scanning tools (Nessus, OpenVAS, Nexpose, and Retina). 

The most number of vulnerability discovered was from the Nessus, which found total 

101 weaknesses in the OSs, 4vulnerabilitiesarecritical, 10 vulnerability is high, 7 

vulnerabilities are medium, and no low vulnerability is detected, and rest of numbers 

are marked as info vulnerabilities.  

In the second coming OpenVAS with total of 78 weaknesses were discovered for the 

same targets, 2 vulnerabilities were labelled as high severity, and 4 vulnerabilities 

were labelled as low severity, and this tool was unable to discover the critical 

vulnerability that was discovered by other tools, and the rest of number discovered 

were marked as info vulnerabilities.  

The third tool is Nexpose whichhas detected a total of 25 vulnerabilities, 5 of them 

were classified as critical severity vulnerabilities and 8 vulnerabilities as a high 

severity, 12 vulnerabilities were classified as medium severity, and no low and info 

vulnerabilities were detected.  

While Retina detected a total of 63 weaknesses, 4 vulnerabilities were labelled as 

critical severity and one vulnerable is low severity, and no high and medium were 

discovered, and the rest of vulnerabilities found were classified as info 

vulnerabilities. 

Due to experimental test and analysis and result discussion, this section effectiveness 

of selected vulnerability scanning and penetration testing tools with the statistical and 

performance for each selected tools. 
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From the number of a vulnerability discovered perspective, Nessus is a definitely 

more effective tool than other two tools, hence we will highlight and discuss of 

severity weaknesses started with Nessus and gives best or most favorable solution 

and how to avoid exact vulnerability by series of procedure applied.    

 

Table 0-1.Classification of Vulnerability Discovered by Scanning Tools 

  Nexpose OpenVAS Retina Nessus 

Critical  5 0 4 4 

High  8 2 0 1 

Medium  12 6 0 7 

Low  0 4 1 0 

Info  0 67 58 89 

 

 

 

Figure 6.1.Critical Severity Vulnerability Discovered by Scanning Tools 
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Figure 0.2.High SeverityVulnerability Discovered by Scanning Tools 

 

 

Figure 0.3.Medium SeverityVulnerability Discovered by Scanning Tools 
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Figure 6.4.Low Severity Vulnerability Discovered by Scanning Tools 

 

 

Figure 0.5. Info Vulnerability Discovered by Scanning Tool 
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Table 0-2.Microsoft Operating System Vulnerability 

 

As can be clearly seen from the figures 6.1A - 6.1D that there is differentiation from 

the number of detected vulnerability by vulnerability scanning tools, where Nessus 

tool was detected the highest number of vulnerability, followed by OpenVAS, then 

Retina, and the come Nexpose. 

But if the number of severity vulnerability considered (Critical, High, Medium, 

Low), the Nexpose tool detected the highest number of 25 vulnerability where 

detected 5 vulnerability as critical, 8 vulnerability labelled as high, 12 vulnerability 

classified as medium severity. 

 The followed by Nessus and OpenVAS, each of the detected 12 vulnerability, 

Nessus detected 4 as critical, 1 as high, and 7 as a medium severity and low 

vulnerability detected by Nessus. OpenVAS detected 2 as high, 6 as medium, and 4 

as a low severity, While no critical vulnerability discovered by OpenVAS. 

In the third place comes Retina by 5 vulnerability, 4 of them are classified as a 

critical, and 1vulnerability as a low severity, while no high or medium severity 

vulnerability discovered by Retina tool. The result demonstrate the most powerful 

tool used today between the selected ones we considered the tool which is able to 

discover the critical and high severity vulnerability. 
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Figure 0.6.Microsoft Operating Systems Vulnerability 

 

 

 

 

 

 

 

 

 

 

Regarding popular operating system that we have chosen as a test environment in our 

experimental setup, and according to the result found that windows 7 is the most 

secure and safe operating system among Microsoft products, less number of 

vulnerability discovered by the most powerful scanning tool, 10 vulnerability 

exciting in windows 7, followed by windows 8.1 which has 41 vulnerability, while 

windows 10 pro comes on the third place by 47 vulnerability. 

 

Table 6-3.Linux operatingsystemsvulnerability 
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Figure 0.7.Linux Operating Systems Vulnerability 

 

As can be clearly seen in the figure 6.3 the total number of vulnerability discovered 

in Linux operating systems, the comparison among Linux products is done, and from 

the results, the most safe and secure operating system is  Linux Ubuntu, 2 

vulnerability discovered in the system, followed by Linux Mint, then Ubuntu Server. 

 

Table 6-4.Popular Operating Systems Vulnerability 
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Figure 0.8.Popular Operating Systems Vulnerability 

 

The idea here is not to poke at any vendor whether Microsoft or Linux for their 

vulnerabilities, but rather to ensure we are aware of what we are using to be sure 

we’ve got secure operating system, through our experiment; we found that Linux 

products are more secure than Microsoft, because Microsoft focuses on features and 

ignoring security side, or because Linux users are less than Microsoft that led to be 

less attacks exposure and also Linux is open source that makes the discovery of the 

problems and vulnerability faster and more easily, which would quick updates to 

system, unlike other systems that vendor set a date for the issuance updates leading 

to the delay of fixing and patching the vulnerability. 
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Table 0-5.Classification of Vulnerability Discovered by Scanning Tools 

  Nexpose OpenVAS Retina Nessus 

Critical  5 0 4 4 

High  8 2 0 1 

Medium  12 6 0 7 

Low  0 4 1 0 

Info  0 67 58 89 

 

6.1. Vulnerability in DNS Resolution Could Allow Remote Code 

6.1.1. General Information 

This security update resolves a privately reported weakness in Windows DNS 

determination. The vulnerability could permit remote code execution if an attacker 

accessed the system and after that made a custom program to send uncommonly 

made LLMNR (Link Local Multicast Name Resolution) communicate inquiries to 

the objective systems. Firewall best practices and standard default firewall setups can 

help shield systems from attacks that begin outside the undertaking border. Best 

practices prescribe that system that is associated with the Internet have an 

insignificant number of ports uncovered. For this situation, the LLMNR ports should 

be obstructed from the Internet.  

LLMNR is a protocol empowered by default that permits both IPv6 and IPv4 hosts to 

perform name determination for the names of neighbouring PCs without requiring a 

DNS server or DNS customer arrangement. 

This security update is evaluated as Critical for every single editions release of 

Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2. 

The security update is evaluated Important for every single editions version of 

Windows XP and Windows Server 2003.  

The security update addresses the vulnerability by remedying the way in which the 

DNS customer forms particularly created DNS inquiries.  
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6.1.2. The Risk of the Vulnerabilities Appeared 

There are two broadcast type features in the Windows operating system that allow 

for spoofing and capturing of password hashes on a local subnet of a network.  A few 

prevalent tools in the hacking/penetration testing world exist that exploit this and 

make it simple to catch a Windows client's secret word hash on the same subnet. 

6.2. Security Update for SAM and LSAD Remote Protocols 

6.2.1. General information 

This security update resolves vulnerability in Microsoft Windows. The vulnerability 

could permit the rise of benefit if an attacker dispatches a man-in-the-middle 

(MiTM) attacker. An assailant could then drive a minimization of the validation level 

of the SAM and LSAD channels and mimic a confirmed client. 

This security update is evaluated Important for every single bolstered version of 

Windows Vista, Windows Server 2008, Windows 7, Windows Server 2008 R2, 

Windows 8.1, Windows Server 2012, Windows Server 2012 R2, Windows RT 8.1, 

and Windows 10.  

The security update addresses the weakness by changing how the SAM and LSAD 

remote protocol handle validation levels. A rise of benefit vulnerability exists in the 

Security Account Manager (SAM) and Local Security Authority (Domain Policy) 

(LSAD) remote protocols when they acknowledge confirmation levels that don’t 

ensure them sufficiently. The weakness is created by the way the SAM and LSAD 

remote conventions set up the Remote Procedure Call (RPC) channel. A hacker who 

effectively misused this vulnerability could access the SAM database.  

To abuse the vulnerability, an attacker could dispatch a man-in-the-middle (MiTM) 

attack, compel a minimization of the confirmation level of the SAM and LSAD 

channels, and after that mimic a validated client. The security update addresses the 



 

 

 

68 

 

weakness by changing how the SAM and LSAD remote traditions handle affirmation 

levels.  

According to Microsoft Tech centre; Microsoft has not identified any mitigating 

factors for this vulnerability so far. 

6.3. Security Issues 

The outcomes demonstrate huge variety in found security vulnerabilities by the 

distinctive instruments. It may be helpful to compare vulnerability scanners to each 

other to come up with optimal solutions; that can enhance an organization's security 

posture. 

 

 

 

 

 

 

 

 

 

 

 

 

https://technet.microsoft.com/library/security/dn848375.aspx#Mitigation
https://technet.microsoft.com/library/security/dn848375.aspx#Mitigation
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7. PREVENTION AND TAKE ACTION 

From the result discussed and analysed in previously, showing the vulnerabilities 

detected with vulnerabilities tools, however, in order to mitigate the risk could be 

caused by the effective attacks on the experimental host, some actions and policies 

should be done    

7.1. Disabling LLMNR on Computers 

Link-local Multicast Name Resolution (LLMNR) is another protocol that gives an 

extra technique to determine the names of neighbouring PCs. LLMNR is particularly 

valuable for systems that don't have a Domain Name System (DNS) server. LLMNR 

utilizes a straightforward trade of demand and answer messages to determine PC 

names to Internet Protocol variant 6 (IPv6) or IP form 4 (IPv4) addresses. Hence 

portrays the usage of LLMNR in Microsoft® Windows Vista and Windows. 

To turn off LLMNR  

Press (start) and type in search program and file gpedit.msc and press Enter, then in 

the Group Policy window, from this window choose computer configuration then 

administrative templates then network then DNS Client and open Turn off Multicast 

Name Resolution.  
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Figure 0.1.Turnoff Multicast Name Resolution 
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7.2. SMB Signing Disabled 

The Server Message Block (SMB) confirmation protocol, otherwise called the 

Common Internet File System (CIFS) record sharing protocol. At the point when 

SMB marking is empowered on both the customer and server SMB sessions are 

validated between the machines on a parcel by bundle premise. 

The Vulnerability found in devices that working with Windows Vista and Windows 

7 (and possibly also be on Widows Server 2008 as well) where the attacker can 

exploit the SMB 2.0 protocol developed by Microsoft in the Vista system and 

beyond the control of the target machine without the user's knowledge and plant 

malicious applications such as Trojan horse for future attack, and the attack leaves 

your system open to all kinds of what is known as Worm. 

This kind of attack is very dangerous to the inability of the Security applications 

from viruses discovered and not to Microsoft any closure of this gap issue. 

To disable the protocol in Windows, and Windows Server 2008 when the system is 

in the case of Client must write the following instruction at the command prompt  

 

 

 

To enable the protocol at the same systems 

 

 

If the organization and companies follow the recommendations above after careful 

testing their systems and take an action to prevent an attack from such 

vulnerabilities, indeed they will have more secure systems with less effort or impact 

scconfig lanman workstation depend= bowser/mrxsmb10/nsi 

scconfig mrxsmb20 start= disabled 

 

 

scconfiglanmanworkstation depend= bowser/mrxsmb10/nsi 

scconfig mrxsmb20 start= disabled 

 

scconfig lanman workstation depend= bowser/mrxsmb10/mrxsmb20/nsi 

scconfig mrxsmb20 start= auto 

 

 

scconfiglanmanworkstation depend= bowser/mrxsmb10/mrxsmb20/nsi 

scconfig mrxsmb20 start= auto 
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to the network.  Hackers will think that its more troublesome getting on the interior 

system, ideally, this will constrain him to attempt different attack that will probably 

get saw by the IDS.    

7.3. Guidelines 

Generally, this thesis relied on the practical approach. We decided to give sufficient 

guideline through this work to the network administrators and go deeply inside 

experimental setup approach, providing full instruction, dealing with the modern 

techniques and tools used for accomplishing the task. 

Defence and mitigate attack strategy is to know the vulnerability and try to fix and 

patch them with the regular updating the software, check the application before 

installing the system, however, there are some application has malicious code, 

avoiding open any link or file has come from junk email, its recommended to use 

Gmail or Hotmail instead of yahoo mail, because Gmail almost filter all junk emails 

and files, use encryption when you deal with important action, and use site https  

(port 430) instead of site HTTP (port 80), A firewall and intrusion detection and 

prevention, antiviruses, sensors may not be useful and could not prevent cyber-attack 

if the database of them is not updated with new vulnerability. 

Some important terms associated with firewalls are: 

1. Bastion host: It is the system used to control the access to a private network 

and the public network, or the internet. They generally run on Unix Operating 

Systems, for better security reasons. 

2. Router: The device with controls routing, manages traffic of the network and 

connects the network together. 

3. Access Control List (ACL): ACL They put a limit on the network, or packets 

sent by them, which can access the system. They consider origin, destination 

address, service ports etc., while deciding the list. It is generally implemented 

on the router. 



 

 

 

73 

 

4. Demilitarized Zone (DMZ): This network connects the trusted network to an 

untrusted one, but itself beige neither of them. They provide an extra layer of 

security to the network and server. 

5. Proxy: In this, a host pretends to be some other, with a masked IP address etc. 

This is implemented by configuring a proxy server or at the user end, by 

proxy clients. This prevents direct connection of the system to the untrusted 

network, which is the internet in this case, and just send the selective data, 

and hence, provide more security. 

To provide security at the hardware level, secure network devices are used. Some of 

the devices used in this regards are 

1. Secure Modems and Dial-back Systems: Here, the security is provided to the 

modems connecting to the internet, before it reaches the terminal device or 

the system. The device can be password protected.  

2. Crypto-Capable Routers This is implemented in the routers, where sessions 

between the routers connected are encrypted.  

3. Virtual Private Network: Here, the internet is used as a connection and 

communication medium between two networks, and the individual networks 

are designed such it seems to be a private connection line between them. This 

is called the Virtual Private Network (VPN). The link between them is 

encrypted, and thus the session seems to be private. 

7.4. Recommendation 

Utilizing Virtual machine can be used to achieve isolation, and make it run on the 

host machine as a guest machine to separate it out, maybe not an easy task for the 

hacker to be able to compromise the isolation that virtual machines provide. Through 

experiments is noticed that it is possible to provide a special privacy and protection if 

Virtual Machine is used. A technology identified as virtualization was becoming 

easier to implement on PCs, allowing anyone to create a tiny operating system, 

known as a virtual machine, inside their main operating system. 
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In our test we used malware and installed it in a virtual machine, after restarting the 

virtual machine, we noticed that the virtual machine automatically got rid of 

malware. Hence it better to use the virtual machine while dealing with a suspect links 

or spam email. 
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8. CONCLUSION 

As the technologies have advanced, the world has become more connected. It is 

rightly said, that we live in a “Global Village” now. The major credit for this 

development and advancement goes to the everyday exponentially increasing 

technological advancement and research in the field of communication systems. In 

today’s world, heavy data can be transferred over practically any distance on Earth in 

just a fraction of seconds. This transfer of data needs a secure and reliable backbone 

of the network.  

In general words, any interconnection or interlinking can be termed as a network. In 

the world of communication, the “interconnection of computer” or any system which 

does that is considered a network. 

There are various ways in which this network can be formed, and made to work. 

They require specialized tools and software for implementation. In the course, if this 

dissertation, we will explore some of them. 

But, it should be noted that as this advancement increases, over dependency on the 

network increases. This dependency gives rise to the need for security of the 

network. Almost all types of data are transferred either by wired or wireless media, 

from one system (computer or a group of computers, which in turn, again forms a 

network) to another. The users vary on a large number of the variable set, from an 

individual person sending personal emails, to countries communicating on defense 

issues. Thus, the levels of security required and demanded by these users differ, and 

so does their implementation by the engineers, and their cost. 

Hence we can, see that the system Security is a vast concept, which provides an 

opportunity for detailed study and implementation, on various levels of security and 

concerns.  

The world is becoming highly interconnected with the use of the Internet and modern 

systems administration engineering. There is a lot of individual, business, military, 
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and government data is available on the internet around the world. While considering 

system security, it must be accentuated that the entire system will be secure. System 

security is not just concerned with the security of the machines at every end of the 

correspondence chain. While transmitting information, the correspondence channel 

should be powerful to assault a conceivable hacker, who can target the 

correspondence channel, get the information, decode it and can reinsert a false 

message. Securing the system is as important as securing the machines and 

scrambling the message. 

The thesis highlights on comparing vulnerabilities of popular operating systems 

using well known vulnerability and penetration testing tools moreover gives a 

sufficient guideline through this work to the users and go deeply inside experimental 

setup approach and provide instruction and dealing with the modern techniques and 

tools used for accomplishing the task. However, this work executed three phases of 

penetration testing and vulnerability scanning with the demonstration of each phase 

and the most popular and powerful tools and techniques used these days against 

popular operating systems, and providing suggestion for the effectiveness tool 

between selected ones through experimental setup and analysis of result for each 

tool, for the first phase (information gathering) was the Namp for host scanning, and 

the second phase (vulnerability detection and attempting exploitation), four power 

tools were conducted (Nessus, OpenVAS, Nexpose, Retina) and the main purpose 

was to investigate the most powerful vulnerability scanning tools and select more 

effective and qualitative tool through the experimental methodology applied to 

virtual network machine and analysis of the result of each scanning tool, Nessus was 

one of the effective tool, because of ability of this tool to discover the critical 

vulnerability and more weaknesses detected with the comparing with the other, 

where the other tools were unable to discover more vulnerability as Nessus tool, this 

refers to wide verity database and plugins of Nessus. In the third phase Metasploit 

framework was conducted for discovering and exploiting known vulnerability. 
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In the end penetration testing is the most approach of security process, by applying 

this approach can make your system more safely, rely on kind of security tool make 

your system in real danger, antiviruses and firewall are no enough to keep your 

system more secure, with the sophisticated tools and techniques of hackers can 

bypass the system. So keeping the system automatically updated with the help 

security enhancement tools, as well as regular penetration testing and vulnerability 

assessment can mitigate potential risks and threats. 
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