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DETECTION OF SOURCES BEING USED ON DDOS ATTACKS

SUMMARY

Distributed Denial of Service (DDoS) attack detection is a challenging topic in cyber
defense realm. Detection of this type of attack in the early stages can be beneficial. In
this thesis, we propose an entropy-based detection framework by employing Support
Vector Machine (SVM) classification method to detect sources being used in DDoS
attacks.

This method can prevent Denial of Service (DoS) attack from proceeding in source
devices which are involved in a DDoS botnet attack. By intercepting outgoing packets
from an Android device, proposed framework extract packet features in a specific time
window. Normal and abnormal network behavior of a user will be logged and analyzed
using SVM algorithm. The obtained model will be used as a detection system for
malicious activities.
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DDOS ATAKLARINDA KULLANILAN KAYNAKLARIN TESPITI

OZET

Dagitik Hizmet Engelleme (DDoS) saldirt tespiti, siber savunma alaninda zorlu bir
konudur. Bu tiir bir saldirinin erken asamalarda tespiti yararli olabilir. Bu tezde, DDoS
ataklarinda kullanilan kaynaklari tespit etmek i¢in Destek Vektor Makinesi (SVM)
siniflandirma yontemini kullanarak entropi tabanli bir algilama ¢ercevesi dneriyoruz.
Bu yontem, bir Denial of Service (DoS) saldirisinin bir DDoS botnet saldirisinda yer
alan kaynak cihazlarda ilerlemesini 6nleyebilir. Bir Android cihazdan giden paketleri
arayarak, onerilen cergeve belirli bir zaman penceresinde paket 6zelliklerini ayiklamak
icin O6nerdi. Bir kullanicinin normal ve anormal ag davraniglar1 kaydedilir ve SVM
algoritmasi kullanilarak analiz edilir. Elde edilen model, zararli faaliyetler icin bir
tespit sistemi olarak kullanilacaktir.

DDoS saldirisi, karliliklart hizmet kullanilabilirligine bagli olan sirketler i¢in bir
tehlike tiiriidiir. DDoS’un tespiti son 20 yilda bilgi giivenligi i¢in ciddi bir konu
haline geldi. DDoS, sunucularin kaynaklarini tiiketmek i¢in Internet’in protokollerinin
zayifligim kullanir ve boylece mesru kullanicilara hizmet etmelerini 6nler.

Sunucular tarafinda bir¢ok izinsiz giris tespit yontemi uygulanmaktadir, ancak bu
prosediir zaman alic1 ve pahalidir ve mesru kullanicilara cevap olarak gecikmeye neden
olabilir. Bir DDoS botnet’inde, bir usta zombi cihazlarina ayn1 anda hareket etmelerini
ve hedefe kotii niyetli paketler gobndermelerini emrederek saldiriy1 diizenler. Normal
erisimin sunucu tarafindaki anormal durumdan ayirt edilmesi, gelen paketlerin ¢ok
fazla olmasi nedeniyle etkili olmayabilir.

Botnet uygulamasi, birkac cihazi tehlikeye atarak bir saldir1 ag1 olusturur. Ajanlarin
cogu, uygun lzinsiz Giris Tespit Sistemleri (IDS) olmamasindan dolayr DDoS
saldirisina katilmasinin farkinda olmayabilir. Bu ¢aligmanin amaci kaynak cihazlarda
DDoS faaliyetlerini tespit etmektir. Ug¢ nokta sistemlerindeki anormal faaliyetler ag
davraniglar analiz edilerek tespit edilebilir.

Tespit teknikleri, uygulama maliyetine ve tespit hizina bagh olarak degisebilir. DDoS
saldirilari, magdurlara makine kaynaklarini kisa siirede tiiketebilir. Boylece, aninda
algilama, magdurun tikanmasim onleyebilir. Isleme asamasi, saldirinin ilerlemesini
onleyecek kadar hizli olmalidir. Bu faktor, tespit prosediiriinde kullanilacak iistiin bir
parametreye ihtiya¢ duyar. Bu tez, bir siniflandirma modeli elde etmek i¢in makine
0grenme yontemlerini kullanan bir entropi tabanli algilama cercevesi Onermektedir.
Bu tezin amaci, DDoS saldirilarinda kullanilan kaynak cihazlari tespit etmektir. Bu
yontem, DDoS saldirilarina bagl anomalileri tespit etmek i¢in u¢ nokta sistemlerinde
uygulanabilir. Botnet’lerde, bir botmaster savunmasiz cihazlari bulmak i¢in belirli bir
a1 tarar ve bunlardan ddiin verir. Se¢ilen saldir1 stratejisine dayanarak, kole cihazlari
bir hedefe yonelik koordineli bir DDoS saldirisina katilir.  Cihazlardaki anormal
aktiviteleri tespit etmek i¢in, denetimli bir makine 6grenme modeli kullanarak entropi
tabanl bir tespit yontemi Oneriyoruz. Buna gore, Onerilen sistem anormal davranigi
tantmlamak icin bir cihazdan giden ag trafigini analiz eder.
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Bu tezde Android cihazlarda TCP SYN saldirt tespiti ele alinacaktir. Bununla birlikte,
ayn1 yontem UDP sel ve ICMP sel i¢in de optimize edilebilir. TCP tagkininda bir
saldirgan, belirli bir kurbana siirekli olarak 6nemli miktarda TCP SYN paketi gonderir.
Hedef sunucu, istemciye SYN + ACK paketi gondererek yanit verir ve son el sikismasi
olan ACK paketini bekler. Yar1 acik baglantilar sonunda sunucunun kaynaklarii
tilketecektir. Ug ana DDoS saldir1 senaryosu vardir: Sabit hiz saldirisi, artan hiz
saldiris1 ve pulsing saldirisi.

Bir cihazin ag faaliyetlerini analiz etmek i¢in bir Android cihazin ag paketlerinin
yakalanmasi gerekir. Bu tiir cihazlarda yiiksek ayricalik erisiminin yetersiz olmasi
nedeniyle, paketler dogrudan ag arayiiziinden yakalanamadi. Bu nedenle, istemci
cihazinda bir Sanal Ozel Ag (VPN) kurulmas: gerekir. Paketler VPN sunucusuna
yonlendirilirken, paket bagliklar1 yakalanabilir. VPN sunucusu, istemci portundan
gelen paketleri sunucunun ag arayiiziine gonderir ve cevabi istemciye yonlendirir.
Bu sekilde, miisterinin trafik bilgisine hem miisterinin hem de sunucunun tarafinda
erigilebilir. Android kullanicisi, bir kullanici adi ve kayit asamasinda verilen bir sifre
kullanilarak VPN programina giris yapacaktir.

VPN sunucusuna bir baglanti kurulduktan sonra, saldir1 tespit prosediiriinde pratik
olan bazi paket baglik alanlarindan bazilar1 agagidaki sekilde kaydedilecektir: Giiniin
zaman damgasi (saniye olarak), Hedef IP, Hedef Baglant1 Noktasi, Tletim Protokolii ve
Bayrak, Paket Uzunlugu . G6z oniinde bulundurulmasi gereken bir nokta, kaynak IP
yerine, verilen kullanici adinin cihazin log tanimlayicisi olarak kaydedilecegidir.

Ag paketlerinin tek tek analiz edilmesi, fazla miktarda trafik ¢cekmesi nedeniyle
miimkiin degildir. Bu nedenle, 6zellik ¢ikarma modiilii paketleri 7' sabit bir zaman
penceresi kullanarak toplar. Bir TCP saldirisimt algilamak icin, paketler protokol
tiirlerine ve bayraklarina gore kategorilere ayrilir. Paket baslik alanlarinin entropisi,
cihazlarin ag davranisinin analizinde yardimci olabilir.

Dagilimlarin rastgelelik derecesi, entropi, 0zellik se¢imi bileseni icin Ol¢iim Sl¢iisii
olarak kullanilacaktir. Paketlerin sayist bir zaman penceresinde degisebildiginden,
normalize edilmis entropinin kargilagtirilabilir bir metrige sahip olmast icin
kullanilmasi gerekir.

Hedef IP’nin normallestirilmis entropisi ve secilen paketlerin portu hesaplanabilir.
Ayrica, SYN paketlerinin iletim hizt N/T olarak hesaplanacaktir. Bu ii¢ parametre
bir android cihazda bir agin normal ve anormal aktivite profilini belirlemek i¢in
kullanilacaktir. Tiim SYN paketleri i¢in paket uzunlugunun esit oldugunu ve standart
sapmanin sifir olacagini belirtmekte fayda var, bu nedenle bu 6zellik analiz bileseninde
kullanilacak ayirict bir parametre olamaz. Bu o6zellik degerleriyle birlikte en ¢ok
istenen hedef IP adresi, port numarasi ve olusum yiizdesi kaydedilecektir. Bu bilgileri
kullanarak, hangi IP adreslerinin DDoS saldiris1 altinda oldugunu onaylayabiliriz.
DoS saldirt davranisina dayanarak, entropi degerleri spesifik olabilir. DoS saldirisinin
yaygin bir senaryosu olarak, saldirgan sabit bir hedef IP ve port numarasina odaklanir
ve TCP paketlerini belirli bir oranda gonderir. Saldir1 sirasinda, hedef IP ve port
numarasinin normallestirilmis entropisi i¢in beklenen degerler diisiik olacak ve iletim
hiz1 6zellik degeri daha yiiksek olacaktir. Ancak, normal trafik icin bu degerler
degisebilir ve algilama i¢in tam esigi bilmek pratik degildir. Bu nedenle, normal ve
saldir1 verilerini siniflandirmak i¢in bir makine 6grenme yontemi uygulanmalidir.
"Makine Ogrenmesi" bileseninde, kullanicinin normal ve anormal davranis modelini
elde etmemiz gerekir. Ozellik ¢cikarma modiiliinden elde edilen verileri kullanarak
sistemi egitiyoruz. Bir Destek Modeli olusturmak i¢in Destek Vektor Makinesi (SVM)
kullanilir. SVM, regresyon ve siniflandirma problemleri i¢in kullanilabilecek denetimli
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bir algoritmadir.

Smiflandirilmas: gereken sadece iki kiime vardir: normal ve saldiri. Makine 68renme
modelimizi egitmek icin, kullanicinin davranigini temel alan egitim veri setini ve etiket
girdilerini ikili bicimde hazirlamamiz gerekir.

Bir Android kullanicisinin normal ag etkinlikleri yakaland1 ve bu siire zarfinda devam
eden bir saldiri olmamasi sagladi. Toplanan normal verilerde o6zellik ¢ikarma
isleminden sonra, girisler normal olan, sifir olan etiketlenir.

Kotii amagh paketler kullanicinin agina enjekte edilmistir ve ozellik seti edinilecektir.
Ozellik degerleri, bir saldir1 olarak etiketlenecektir.

Test veri seti ayrica dogru etiketleme ile egitim veri seti ile aym sekilde toplanabilir ve
modeli test etmek i¢in kullanilabilir.

Ag paketlerini yakalamak icin sirastyla Java ve C++ ’da bir Android VPN istemci
uygulamast ve bir VPN sunucu programi uygulanmaktadir. Android uygulamasi,
cihaz ile VPN Sunucusu arasinda Sanal Ozel Ag olusturmak icin VPN servisini
kullanir. Diger tarafta, VPN sunucusu gelen paketleri mobil cihazdan ag arayiiziine
yonlendirir ve yanit1 istemciye gonderir. Bu arada, paketler sunucudan ayrilmadan
once yakalanabilir ve veritabani sunucusunun dosya sistemine kaydedilebilir.

Bir Android cihazinin ag etkinliklerini yakalamak icin, bir kullanici belirtilen
bir IP adresini, port numarasinmi ve giris bilgilerini kullanarak VPN programina
giris yapmalidir. Kullanici Internette gezinmeye basladiginda, Android cihazindaki
VPN portundan giden ag paketlerinin IP bashigi bilgileri yakalanacaktir. VPN
sunucusundaki miisteri portundan gelen paketlerin bashk bilgisi giinliik olarak her
kullanicr i¢in virgiille ayrilmig bir dosyaya kaydedilir.

indent DoS saldir1 davranisini simiile etmek icin, saldir1 senaryolarin1 uygulayan
"Paket Gonderen" adli bir Android uygulamasi olusturduk. Hedef IP adresini
ve port numarasini, saldiri siiresini, tliriinii (sabit, artan, pulsing) ve giris olarak
degerlendiriyor. TCP SYN paketlerini, segilen senaryoda gore [25,50] pps araliginda
degisebilen, sec¢ilen orandaki hedefe siirekli gonderir. Paketler yakalanirken, kullanici
paket gonderen programini agar ve belirli bir IP ve port numarasi secerek, kurbana,
belirlenen saldir1 oranina gore secilen senaryoya gore saldirir.

Ozellik ¢ikarma modiilii Python’da uygulanir. Hedef bir IP ve port entropisini ve belirli
bir zaman araliginda iletim hiziyla birlikte hesaplar. Pencerenin 6zellik degerleri ve en
cok istenen hedef bilgileri egitim ve test dosyalarina yazilacaktir. Bu testte, zaman
penceresi degeri goz oniinde bulundurulur, 7 = 2 saniye. Ayarlanan 6zellik degerleri,
"Paket Gonderen" uygulamasinda en ¢ok talep edilen IP secilen hedef IP ise saldir1
olarak etiketlenir. Saldir1 simiilasyonunda en cok talep edilen IP hedef IP degilse,
diger ozellik degeri kiimeleri normal olarak adlandirilir.

Machine Learning modiilii ayrica Python’da Spyder yazilimi kullanilarak agik
bir sekilde tamtilmak {iizere yazilmistir.  Sistemi modellemek icin Scikit-learn
kiitiphanesinin SVM yontemini kullanir. ~ Dogrusal Cekirdek Destek Vektor
Siniflandirmasi (SVC) Algoritmasi, siniflandirma metodu olarak kullanilir. Program,
egitim verilerine gére SVM Modeline uyacaktir.

Egitim verilerini simflandirmak icin iki yaklasim kullanilmaktadir. 1lk senaryoda,
verileri smiflandirmak icin veri kiimesinin ii¢ ozelligini kullamr. Ikinci yaklagim
olarak, oOzellik sayisim1 ikiye indirmek i¢in Temel Bilesen Algoritmasim1 (PCA)
kullanir.
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1. INTRODUCTION

DDoS attack is a type of threat for companies which their profitability depends on their
service availability. Detection of DDoS has become a serious topic for information
security in the last two decades. DDoS uses the weakness of Internet’s protocols to
exhaust servers’ resources, thus preventing them from serving legitimate users.

Many intrusion detection methods applied in the servers side, but this procedure is
time-consuming and expensive and can cause a delay in response to legitimate users.
In a DDoS botnet, a master orchestrates the attack by commanding zombie devices to
act simultaneously and send malicious packets to the target. Distinguishing the normal
access from abnormal in the server side might not be effective due to enormous amount
of incoming packets.

Botnet application creates an attack network by compromising several devices. Most
of the agents may not be aware of their involvement in the DDoS attack due to lack
of proper Intrusion Detection Systems (IDS). The objective of this work is to detect
DDoS activities in source devices. Abnormal activities in endpoint systems can be
detected by analyzing their network behavior.

Detection techniques can be vary based on the cost of implementation and detection
speed. DDoS attacks can exhaust victims machine resources in a short amount of time.
So, instant detection can save the victim from clogging. The processing phase should
be fast enough to prevent the attack from proceeding. This factor needs a superior
parameter to be used in the detection procedure. This thesis proposes an entropy-based
detection framework using machine learning methods to obtain a classification model.
As structure of thesis, we first introduce related works in the next chapter. Then, in
Chapter 3, the proposed attack detection framework process is discussed. In Chapter
4, we give the implementation steps of the proposed framework and results. Finally,

concluding remarks are shown and possible future work is presented in Chapter 5.






2. RELATED WORK

2.1 DoS/DDoS Attacks

A denial of service attack is a type of an attack which prevents the legitimate use of
a service [1]. The most frequent DDoS attack is that attackers send a huge amount
of packets to a victim server and exhaust it’s resources and make it unavailable to
legitimate users. The Internet architecture weakness is the reason of DDoS attacks.
First of all, the security of the victim depends on the Internet security. Briefly, DDoS
can be started with exploiting agent computers by scanning for vulnerable devices in
network. Then the attacker injects virus to the agents and force to do actions on a
victim machine. There are too many ways to exploit the agent machines e.g. using
social engineering techniques like phishing email with malicious attachment. There
are totally fours phases in DDoS attacks: Scan, exploit, infect and launch. DDoS
attack motivations frequently are personal reasons or reputation. However, sometimes

it can be driven by political reasons.

2.2 Botnet

Article [2] has a survey on botnet applications and classifies botnet detection
techniques. A botnet is a network of bot computers which are compromised by the
bot master. A bot is self spreading virus that infects vulnerable devices to create a
botnet. These networks employ command and control (C&C) channels with different

communication protocols which is classified as:

e JRC-based
e HTTP-based
e DNS-based

e Peer to Peer (P2P)



2.2.1 Botnet life cycle

The botnet application phases are: infection, injection, connection, command and
update. In first phase, the attacker, scans a target network to find security
vulnerabilities. In second phase it exploits vulnerable hosts. Therefore, the infected
host executes a shell code according to its operation system (OS) which downloads the
bot program. The host turns into a Zombie device and waits for commands from the
bot master.

In next phase, connection, the bot virus creates a C&C channel and connects the
infected host to the server. Now, The bot master can remotely control the zombie
computer. In final phase, bot are ordered to download and update the bot virus in order

to avoid getting detected by anti viruses.

2.2.2 Botnet detection

To analyze the Botnet technology, a Honeynet project can be used. As another solution
to detect botnet, passive network analysis can be employed. These methods are

classified as:

e Signature-based
e Anomaly-based
e DNS-based

e Mining-based

In signature-based techniques, with a set of rules on the network traffic, botnets can
be detected. This method will be unable to detect new botnet signatures. Anomaly
based detection techniques is based on abnormal network activities such as: high
volumes of traffic, uncommon access to ports and etc. This method can be used to
detect unknown botnets. In order to communicate with zombie devices, botnet master
using special DNS information. These queries can be used to detect a botnet network
using DNS-based detection methods. Machine learning methods can be used as the
mining-based detection. In this approach, captured network traffic will be classified to

detect botnet activities.



2.3 DDoS Classification

There are several DDoS detection methods which are topics of various research. These
mechanisms can be classified into different categories: activity level, cooperation
degree, and deployment location. DDoS attacks can be prevented or detected based
on the chosen activity level. Detection methods can be autonomous or in a cooperative
way. DDoS attacks can also be detected in the victim network, intermediate network
and source network [1]. DDoS attack mechanisms can be classified into eight

categories.

e Automation Degree

e Weakness exploiting

e Validation od source address
e Characterization

e Attack rate statistics

e Victim’s impact

e Target type

e Agent set persistence
DDoS attack defense mechanisms is classified as:

e Activity level

Prevention goal

Prevention method

Detection strategy

* Pattern

* Anomaly

Response strategy
e Deployment Location

e Cooperation degree



2.4 Source Detection Methods

Due to the effect of the attack on a victim, most service providers are more motivated
to implement security defense systems on their side. The intermediate defense can
be provided by the infrastructure service providers upon the request. The deployment
cost in the victim and intermediate network is high and the attack should be detected as
soon as possible without causing a delay in the victim’s service [3]. Therefore, it can
be beneficial to detect DDoS attacks in the early phase at source network to prevent
the attack from proceeding.

As a source detection algorithm, MULTOPS [4] proposes a data-structure detection
method based on packet rate statistics. The mechanism can either establish in the
victim, or the source network to examine packets. This system can be implemented in
router devices.

D-WARD [5] proposes a defense mechanism deployed in a source network and
detect attacks by monitoring of incoming and outgoing network traffic. It detects
the attack data by comparing to normal traffic model and the flow statistics. The
article simulates different attack scenarios injected into legitimate traffic to evaluate
the system’s detection ability.

The detection systems intercept network traffic to find an abnormal behavior. They can
be signature-based or anomaly-based methods. DDoS attacks can be detected based on
their signature and rule sets. However, botnet programs update their code eventually,
so signature-based methods cannot detect new attacks [2]. Anomaly detection methods
can detect an abnormal behavior in comparison to the normal profile which is obtained
by observing the normal activities of the network. Some machine learning methods
are employed by articles to obtain detection model [6].

Keunsoo Lee [7] proposes a detection method for earlier stage of DDoS attack as well
as the attack itself in DMZ network. The system selects detection parameters based on
DDoS behavior and employs clustering for attack detection. It computes the entropy
of packet header fields on a sample of sequential packets. It classifies clusters by the
distance measures of variables using Euclidean distance.

Article [8] proposes a novel approach based on entropy for DDoS attack detection
by modeling normal patterns of netwrok flows using cluster analysis methods. This

system trains the model with normal traffic and obtains a detection threshold for



comparison. After clustering, the system updates its model to have more accurate
detection.

The proposed method in [9] detects DDoS attacks by using entropy and chi-square
statistics of selected packet fields. This prototype is implemented in Snort router and
it is employed to detect anomalies based on threshold comparison.

A DDoS detection model is proposed by [10] based on multiple SVM (Support Vector
Machine) and TRA (Traffic Rate Analysis). In the pre-processing stage, it extracts
the features from captured network traffic using TRA. In the second stage, the method
trains the model using normal and attack training data and classifies the testing data.
Article [11] proposes DDoS detection approach using conditional entropy of statistical
features and support vector machine (SVM) classifier. It computes the three
conditional entropy of source IP and destination port. These values are used as
detection metrics for SVM algorithm and employed to detect DDoS activity.

The reviewed papers implement their detection system model in routers of the network.
However, detection modules can interfere with routing functions of the router and
cause a delay in forwarding network packets. Hence, DDoS activities should be
detected in source devices to prevent coordinated attacks against a victim server. In
this thesis, we propose an entropy-based detection framework to identify DoS activities
in source devices using SVM. In other terms, the suggested method will detect if an

endpoint device is part of a botnet or not.






3. PROPOSED FRAMEWORK

The objective of this thesis is to detect source devices being used in DDoS attacks. This
method can be implemented in endpoint systems to detect anomalies related to DDoS
attacks. In botnets, a botmaster scans a specific network to find vulnerable devices and
compromises them. Based on the chosen attack strategy, slave devices participate in a
coordinated DDoS attack to a target. In order to detect anomalous activities in devices,
we propose an entropy-based detection method using a supervised machine learning
model. Accordingly, the proposed system analyzes outgoing network traffic from a
device to identify abnormal behavior.

In this thesis TCP flood attack detection in Android devices will be discussed.

However, the same method can be optimized for UDP flood and ICMP flood.

3.1 TCP Flood

In TCP flood, an attacker continuously sends a significant amount of TCP SYN packets
to a specified victim. The target server responses to the client by sending SYN+ACK
packet and waits for the final handshake, ACK packet. The half-open connections
eventually will exhaust the server’s resources. There are three main DDoS attack

scenarios [12]:

3.1.1 Constant rate attack

The attacker requests a TCP connection to a victim’s IP address and the port number
by sending SYN packet in a constant rate, e.g. 50 packets per second (pps). This attack

can last for a fixed period of time and be stopped by the master’s command.
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Figure 3.1 : The proposed attack detection framework.

3.1.2 Increasing rate attack

The compromised device attacks to a victim by constantly sending SYN packets to an
IP address and a port number with an increasing rate. The attack starts with the lowest

rate and continues to proceed gradually over time until it reaches the highest rate.

3.1.3 Pulsing attack

In this scenario, the attacker sends TCP SYN packets to a victim in a constant rate in
a pulsing manner for a known amount of time. The active and inactive time is equal in
this approach.

The suggested framework will attempt to detect possible attack scenarios in source
devices by components shown in Fig. 3.1. Briefly, it captures outgoing Internet traffic
of an Android device and logs the packet header information. Then, the machine
learning component uses training data from the feature extraction module to train its
detection model. Finally, testing data will be classified to show the accuracy of the
method. We set up a simulation test-bed environment which is shown in Fig. 3.2 to

implement the proposed framework.

Internet

Database Server

VPN Server

Android Device

Figure 3.2 : Simulation environment.
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3.2 Packet Capturing

In order to analyze network activities of a device, network packets of an Android device
should be captured. Due to lack of high privilege access in these types of devices,
packets couldn’t be captured directly from its network interface. Hence, A Virtual
Private Network (VPN) needs to be set up in the client device. While packets are
being redirected to VPN server, the packet headers can be captured. VPN server sends
incoming packets from the client port to the server’s network interface and redirects the
response to the client. In this way, the client’s traffic information can be accessible in
both client and server’s sides. The Android user will be logged into the VPN program
using a username and a password which are given in the registration phase.

After establishing a connection to the VPN server, some of the packet header fields

which are practical in attack detection procedure will be logged as follows:

e Timestamp of the day (in seconds)

Destination IP

Destination Port

e Transmission Protocol and Flag

Packet Length

A related point to consider is that instead of source IP, the given username will be saved

as the device’s log identifier.

3.3 Feature Extraction

Analyzing network packets individually is not feasible due to the high amount of
outgoing traffic. Therefore, feature extraction module aggregates packets using a fixed
time window, 7. To detect a TCP attack, the packets are categorized by their protocol
type and flags. The entropy of packet header fields can assist in the analysis of devices

network behavior.
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3.3.1 Shannon entropy

Degree of the randomness of distributions, entropy will be employed as the
measurement metric for the feature selection component. The entropy H is defined

as [13]:

™=

H(X) = =} pi(X)log pi(X) G.1)

i=1

where N is the number of packets in a window and p;(X) represents the probability of
the particular feature of X. As the entropy gets closer to its minimum value which is
zero, it means that there is less discrepancy in sample data. In contrast, when it has the

maximum value which is log, NV, it means that the data is in maximum uncertainty.

3.3.2 Normalized entropy

Since the number of packets can vary in a time window, the normalized entropy should

be employed to have a comparable metric which is defined as follows:

10g2 Di (X)
Z og. N (3.2)

In this manner, the 1(X) of a specific feature will be in the range of [0, 1]. By using

logged packets info, there will be three selected features as follows:

e 1 (Destination IP)
e 1)(Destination Port)

e Transmission Rate

The normalized entropy of the destination IP and port of selected packets can be
computed. Also, the transmission rate of the SYN packets will be calculated as N/T.
These three parameters will be used to determine a network’s normal and abnormal
activity profile in an android device. It’s worth mentioning that packet length for all
the SYN packets is equal and the standard deviation will be zero, so this feature can
not be a discriminant parameter to be employed in analysis component. Along with
these feature values, the most requested destination IP address, port number and the

occurrence percentage will be saved. Using these information we can confirm that
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which IP address is under DDoS attack. Also, they will be used in labeling process
which will be discussed in later sections.

Based on DoS attack behavior, entropy values can be specific. As a common scenario
of DoS attack, an attacker focuses on a fixed target IP and port number and sends TCP
packets in a specific rate. During the attack, the expected values for normalized entropy
of destination IP and port number will be lower and transmission rate feature value
will be higher. However, these values for normal traffic can vary and it’s impractical to
know the exact threshold for detection. Therefore, a machine learning method should

be applied to classify normal and attack data.

3.4 Machine Learning

We need to obtain a model of normal and abnormal behavior of the user. We train
the system using the obtained data from the feature extraction module. The Support
Vector Machine (SVM) is employed to create a detection model. SVM is a supervised
algorithm which can be used for regression and classification problems [14].

There are only two clusters that need to be classified: normal and attack. In order to
train our machine learning model, we need to prepare the training dataset and label

inputs based on the user’s behavior in binary format.

3.4.1 Normal dataset

Normal network activities of an Android user has been captured and ensured that there
1s no ongoing attack on that time. After feature extraction process on collected normal

data, the inputs will be labeled as normal which is zero.

3.4.2 Attack dataset

The malicious packets has injected to the user’s network and the feature set will be
acquired. The features values will be labeled as the attack which is one.

The testing dataset can also be collected in the same manner as the training dataset with
correct labeling and be used to test the model. The implementation of the proposed

framework and detailed data labeling process will be discussed in the next chapter.
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4. IMPLEMENTATION AND RESULTS

An Android VPN client application and a VPN server program are implemented in
Java and C++, respectively to capture network packets. The Android application uses
VPN service to establish the Virtual Private Network between the device and the VPN
Server. On the other side, the VPN server redirects incoming packets from the mobile
device to the network interface and sends the response to the client. Meanwhile, the
packets can be captured before leaving the server and saved in the database server’s

file system.

4.1 Data Collection

To capture network activities of an Android device, a user should log into the VPN
program using a specified IP address, port number ,and login information. As the user
starts browsing on the Internet, the IP header information of outgoing network packets
from the VPN port in the Android device will be captured. The header information
of incoming packets from the client port in VPN server will be logged in a comma
separated file for each user on a daily basis.

In order to simulate DoS attack behavior, we created an Android application called
"Packet Sender" which implements the attack scenarios discussed in Chapter 3. It
takes Target IP address and port number, attack duration, type(constant, increasing,
pulsing) and rate as the input. It continuously sends TCP SYN packets to the target in
selected rate which can vary in the range of [25,50] pps based on the chosen scenario.
While the packets are being captured, the user opens the packet sender program and
selects a specific IP and a port number and attacks the victim based on the chosen
scenario with specified attack rate.

Feature extraction module is implemented in Python. It computes the entropy of
destination IP and port along with the transmission rate within a specific time window.
The feature values of the window and most requested destination information will be

written in training and testing files. In this test, the time window value is considered,
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T =2 seconds. The feature values set will be labeled as attack if its most requested
IP is the selected target IP in "Packet Sender" application. The other feature value sets

are called normal if their most requested IP is not the target IP in the attack simulation.

4.2 Attack Detection

Machine Learning module is also written in Python using Spyder software to have a
clear demonstration. It uses the SVM method of Scikit-learn library [15] for modeling
the system. The Linear Kernel Support Vector Classification (SVC) Algorithm is
employed as the classifier method. The program will fit the SVM Model according
to the training data.

Two approaches are employed in order to classify the training data. In the first scenario,
it uses the three features of the dataset to classify the data. As the second approach, it
uses Principal Component Algorithm (PCA) [16] to reduce the number of features to

two.

4.2.1 Three feature

All three features of the training dataset, 1n(Destination IP), n(Destination Port) and
transmission rate are used as the input features and classified by Linear SVC algorithm.
It predicts the labels for the testing dataset attributes.

Fig. 4.1 depicts the three-dimensional plot of the result in the classification process.
The result shows the decision hyperplane which classifies normal and the attack traffic
of the monitored device. According to the classifier, DoS activities of an Android user

can be detected in source end.

4.2.2 Two features

PCA is applied to training and testing dataset and the number of features reduced
to two. The two components, PC1 and PC2 will fit the Linear SVC classifier. The
decision region boundary of the classified testing dataset is demonstrated in Fig. 4.2.
The right side of the boundary line indicates attack instances and left of the line shows
normal data. Hence, based on the decision line, network packets in a time window can

be classified.

For the purpose of the model validation, we evaluate the performance of the classifier
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Figure 4.1 : SVM on three features.

using a confusion matrix for testing data. The detection accuracy, precision and error

rates are demonstrated in Table 4.1.

Table 4.1 : Detection rates.

Model Accuracy Rate Precision Rate Error Rate
3D SVM 0.985 0.971 0.014
2D SVM 0.988 0.984 0.011

We also examine the proposed framework employing "k-fold cross validation".
Accuracy of the SVM algorithm is compared to Logistic Regression (LR), Linear
Discriminant Analysis (LDA), K-Nearest Neighbors (KNN), Decision Tree Classifier
(CART) and Gaussian Naive Bayes (NB) algorithms. The box and whisker plot of
algorithms comparison is illustrated in Fig. 4.3. The mean and standard variations of

accuracy rate of the algorithms can be seen in Table 4.2 for 10-fold cross validation.

In order to examine the reliability of SVM algorithm, accuracy of SVM algorithm with
the linear kernel is compared to Radial Basis Function (RBF), degree two polynomial
(d=2) and sigmoid kernels. The box and whisker plot of SVM kernels comparison

is shown in Fig. 4.4. The mean and standard variations of the accuracy rates of the

kernels can be seen in Table 4.3 for 10-fold cross validation.
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Figure 4.2 : Two component PCA.

Table 4.2 : Algorithms comparison results.

Algorithm Mean Standard deviation
SVM 0.989 0.014
LR 0.987 0.015
LDA 0.984 0.016
KNN 0.988 0.014
CART 0.987 0.013
NB 0.982 0.017

4.3 Comparison

MULTORPS [4] and D-WARD [5] propose a DDoS detection method in source network
based on the packet rate statistics which should be implemented in source network
router devices. Packets rate feature might not be adequate for detecting DDoS

activities. Also, the implementation of these techniques in routers may cause problems

Table 4.3 : SVM comparison results.

Kernel Mean Standard deviation
Linear 0.988 0.014
RBF 0.989 0.013
Polynomial d=2 0.982 0.019
Sigmoid 0.974 0.023
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Figure 4.3 : Machine learning algorithms comparison on PCA.

in routing functions and packet loss. Our proposed framework employs more features
and implements an entropy-based detection system using SVM. The method should
be implemented in source end devices which have more computation power and
resources. Additionally, detecting attacks in the first place is more essential and attacks
can be easily blocked without causing a problem in network flows of any other users.
In article [7], the author uses nine features from IP packet headers and clustering
analysis to classify different phases of a DDoS attack. Using more features may
increase the computational cost of the system and cause a delay in detection. This
technique should be implemented in high-level network layer to access to the entire
networking activities of a DMZ network. By employing our proposed framework,
DDoS activities can be detected in source end devices using fewer features. Thereby,
with a small amount of computation, attacks can be prevented in the first place.
Unlike article [8] which uses the entropy of network flows, we use normalized entropy
of aggregated packets IP header information in a specified time window. It detects
attacks using threshold comparison, while our proposed framework uses a machine
learning method. It’s impractical to select a proper threshold value for features due
to the various DDoS scenarios. Hence, utilizing machine learning methods in DDoS
detection can automatically find the classifier line between normal and attack classes.

Proposed algorithm in [11] uses source IP conditional entropy and SVM classifier to
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detect DDoS activities in a network. This method may not be effective in the case of
source IP spoofing. Our proposed method is implemented in source end devices and
only destination information would be enough to detect DoS activities.
The related works which are discussed in this work mostly propose DDoS attack
detection methods based on collected network data from a network. Accordingly, more
features need to be used as detection metrics and it might take longer processing time
to detect an attack. However, our proposed method can detect DDoS activity in the

early stage with fewer features and prevent the attack from proceeding.
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S. CONCLUSION

In this thesis, we proposed an entropy-based detection framework using the SVM
algorithm for detecting the sources being used in DDoS attacks. The network activities
of an Android user are captured via VPN service. The entropy of IP header fields are
calculated and the feature value set is prepared.

Using the extracted features, we train the model to classify normal and attack network
data of the user using SVM machine learning method with two and three feature. The
model is tested on the testing dataset to test the performance of the classifier. The
model succeeds in detecting abnormal activity in the Android device with an accuracy
of 0.98.

As for the future work, the proposed framework will be implemented to detect and
prevent DoS activities in real time. The framework will be tested on all of the DDoS

attack types including UDP, ICMP and etc.
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Figure A.1 : Android VPN.
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Figure A.2 : Packet Sender.
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