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ABSTRACT

PHYSICAL LAYER SECURITY SCHEMES FOR
WIRELESS COMMUNICATION SYSTEMS

Marwan Yusuf
M.S. in Electrical, Electronics Engineering and Cyber Systems
Advisor: Prof. Dr. Hiiseyin Arslan
August, 2016

Security in wireless communications has always been a major concern due to the
broadcast nature of the radio waves. Apart from the conventional cryptologic meth-
ods that are performed in the upper layers, physical-layer security is emerging as a
promising paradigm that aims to take advantage of the random propagation char-
acteristics of wireless channels. For the rich multipath environment, we propose a
technique that exploits the inter-carrier interference, caused by a carrier frequency
offset in OFDM systems, to degrade the performance of eavesdroppers. The proposed
technique is based on introducing a controlled interference to pre-compensate the ef-
fect of the carrier offset only for the legitimate user in time division duplex systems.
Frequency division duplex is a more challenging scenario in terms of security aspects
due to the channel state information (CSI) leakage problem. We propose another
technique that uses the conventional scheme of performing CSI feedback. We en-
hance the security of OFDM systems in frequency selective fading channels by using
signal space diversity (SSD). By adapting the interleaving pattern used in SSD to the
channel response of the legitimate user, more diversity gain is provided to the legit-
imate user compared to an eavesdropper. The smart adaptation of the interleaving
pattern reduces both: the computational complexity and the diversity gain delivered
to an eavesdropper compared to the conventional SSD system. For open environ-
ment, where scatterers are limited or line-of-sight dominates the communication, we
introduce a complementary scheme that uses a multiple antenna technique called di-
rectional modulation in a coordinated multi-point system to provide location-specific
secure transmission to legitimate users. We characterize the performance achievable
using a newly defined metric called clear region. Finally we investigate the effect of
the number of antennas and modulation order on the performance.

Keywords: Wireless, Physical Layer, Security, Eavesdropping, OFDM.
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OZET

KABLOSUZ HABERLESME SISTEMLERI ICIN FIZIKSEL
KATMAN GUVENLIGI SEMALARI

Marwan Yusuf
Elektrik, Elektronik Miihendisligi ve Siber Sistemler, Yiiksek Lisans
Tez Danigmani: Prof. Dr. Hiiseyin Arslan
Agustos, 2016

Radyo dalgalarinin havada yayilimindan dolayi, kablosuz haberlesmede giivenlik
her zaman temel bir sorun olmustur. Ust katmanlarda uygulanan ahsagelmis
kripto yontemlerinden farkli olarak fiziksel katman giuivenligi, kablosuz haberlesme
kanallarinin rastgele yayilim karakteristiklerinden yararlanmayr amaglamaktadir.
Bu galismada, zengin ¢oklu yol ortamlari diisiiniilerek, gizli dinleyicilerin perfor-
manslarini diigirmek amaciyla, OFDM sistemlerindeki tagiyici frekans kaymasindan
kaynaklanan tasiyicilar arasi girigimi kullanan bir teknik sunulmustur. Bu teknik,
zaman bolmeli dubleks sistemlerde sadece megru kullanici igin, tagiyict kaymasi etk-
isini onceden dengeleyen kontrol edilebilir bir girigsimin tanitilmasina dayanmaktadir.
Kanal durum bilgisi (CSI) sizma probleminden kaynaklanan giivenlik durumlar: temel
alindiginda, frekans bolmeli dubleks yontemler daha zorlayici senaryolardir. CSI geri
bildirimini kullanan ahsagelmis semalar: kullanan bir teknik de sunulmustur. Isaret
uzay1 gesitliligi (SSD) kullanilarak frekans segici soniimlemeli kanallarda OFDM sis-
temlerinin gilivenligi arttirilmigtir. Mesru kullanicinin kanal cevabinda SSD igin kul-
lanilan serpistirme oOriintiisii uyarlanarak, gizli dinleyicilere kiyasla mesru kullanici
icin daha fazla gesitlilik kazanilmigtir. Serpigtirme oOriintiisiiniin akillica uyarlan-
masiyla hesaplama karmasgikligi ve gizli kullaniciya ulagtirilan cesitlilik kazanci
bu sayede azaltilmigtir. Yansiticilarin az ve agik goriig hattinin baskin oldugu
acik bir cevredeki haberlesme icin, coklu antenlerin kullanildigi tamamlayici bir
sema tanmtilmigtir. Koordineli ¢oklu nokta sistemlerinde yonlii modiilasyon olarak
adlandirilan bu yontem, mesru kullanicilar i¢in konum tabanli giivenli iletigim
saglamaktadir. Ayrica, yeni 6nerilen bir olgev olan temiz bolge, performans karakter-
istikleri acisindan incelenmistir. Performans agisindan anten sayisinin ve modiilasyon

derecesinin etkileri incelenmistir.

Anahtar sézciikler: Kablosuz, Fiziksel Katman, Giivenlik, Gizli Dinleme, OFDM.
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Chapter 1

Introduction

Wireless communications have become indispensable for providing seamless, mobile
, and broadband data transfer. However, the broadcast nature of radio waves results
in a critical drawback in terms of transmission security and privacy, especially for ap-
plications in vital domains such as military, public safety or health care. Adversaries
can possibly intercept the data traffic as long as they lie within the radio transmission
coverage areas, a security problem known as eavesdropping. Conventionally, these
issues have been addressed in the upper layers of the network protocol stack using
cryptography-based solutions, which typically rely on the use of confidential secret
keys to seal the transmitted messages. However, with the rapid growth of the number
of wireless devices, the secret key distribution and management that are required to
maintain these operations are becoming increasingly difficult, and are introducing
larger overhead and latency to the system. Besides the requirement of a pre-shared
key; encryption does not prevent an eavesdropper from capturing the information
signal, but only makes its job harder when it runs an offline exhaustive key search,
which is also known as a brute-force attack. In order to make the signal meaning-
less for eavesdroppers in the lowest layer possible, physical-layer security is emerging
as a good paradigm due to its ability to ensure communication secrecy without the
explicit use of secret keys. It serves as a promising technique for highly dynamic or

ad-hoc systems such as device-to-device and machine-type communication systems.



Alice j7 RN Yﬁ Bob

Transmitter ~< Receiver

Main Channel ﬁ Eve

_________ » Wiretap Link

Eavesdropper

Figure 1.1: A wireless communication scenario consisting of a transmitter and a
legitimate receiver in the presence of an eavesdropper.

The basic secret communication system, often referred to as the wiretap channel
in the information theory literature, consists of three terminals: a transmitter (Al-
ice), a legitimate receiver (Bob), and an eavesdropper (Eve), as illustrated in Fig.1.1.
Wyner has the pioneer work for physical layer security in [1], where he studied se-
curing communications for a discrete memoryless wiretap channel. In [2], The results
obtained by Wyner were extended to the Gaussian wiretap channel. In that work,
the secrecy capacity was developed as the difference between the channel capacity of
the main link and that of the wiretap link. Once the secrecy capacity falls below zero,
the security of transmission from source to destination is lost, and the eavesdropper
can successfully intercept the transmission. In order to improve transmission secu-
rity against eavesdropping attacks, it is of great importance to increase the secrecy
capacity, so as to reduce the probability of occurrence of an intercept event. For the
fading effect in wireless communications, which is the main physical layer parameter
in our work, optimal power allocation with full CSI is given for slow fading chan-
nels in [3]. Hence, recent information-theoretic studies of the wiretap channel have
demonstrated the possibility of achieving secrecy in the physical layer with the sole

use of channel coding and signal processing techniques.

To that end, practical approaches have been investigated that make use of the

random multipath propagation environment, multiple degrees of input/output or



flexible waveform designs. In this work, we propose several secure communication
methods that exploit the randomness and uniqueness of the wireless channel between
the transmitter and receiver for time varying and multipath fading environments for
SISO and MISO scenarios. By considering the channel spatial dependency, meaning
that wireless channels associated with different endpoints at separate locations typi-
cally exhibit uncorrelated propagation characteristics in rich scattering environments,
our aim is to have a transmission scheme where the information only becomes mean-
ingful inside a desired geographical location. Thus, any receiver located outside of the

intended location will be disabled from capturing private and sensitive information.

Orthogonal Frequency Division Multiplexing (OFDM) has been widely adopted
in modern wireless systems. Its advantages include high spectral efficiency and ro-
bustness against multipath fading. On the other hand, due to its distinct time and
frequency characteristics, a conventional OFDM signal is vulnerable to eavesdrop-
ping [5]. In Chapter 2!, we take advantage of one of the drawbacks of OFDM for
security purposes. The performance of OFDM is very sensitive to frequency synchro-
nization errors. We exploit the channel reciprocity in a time division duplex (TDD)
system to introduce self-interference that cancels the effect of the inter-carrier in-
terference caused by a carrier frequency offset (CFO) between Alice and Bob. This
pre-compensation process depends on both the channel response and the local CFO
of Bob. Hence, under the assumption that Eve experiences an uncorrelated channel

response, its performance is expected to be degraded.

A more challenging scenario, in term of security aspects, is the frequency division
duplex system. In such scenario, the knowledge of CSI cannot be estimated indepen-
dently at both Alice and Bob, as in the TDD case. A feedback link is required to
share the unique CSI estimated at Bob with Alice. However, since this feedback link
is accessible by Eve as well, the CSI is no longer a secret, which is known as the CSI
leakage problem. In Chapter 32, we propose a technique that uses the conventional
scheme of performing CSI feedback and thus can be viewed as a worst-case-scenario

technique where CSI of both the main and the wiretap channels are available at Eve

!This work is published in [35].
2This work is published in [36].



[6]. The technique uses diversity to provide more gain to Bob compared to Eve. Di-
versity, originally used to mitigate the performance degradation on fading channels
and increase transmission reliability, is also used to improve the security of wireless
transmission [7]. Several types of diversities are used in the literature such as space
diversity, cooperative diversity or frequency diversity. Another type of diversity which
has not received that much attention is signal space diversity. It can provide perfor-
mance improvement over fading channels without using extra bandwidth and power
consumption, by taking advantage of the inherent orthogonality in the signal space
[8, 9]. By making use of the OFDM performance in frequency-selective channels, an
adaptive interleaving design is proposed to maximize the diversity gain of Bob based
on his channel. Since the signal received by Eve is passing through different channel,

the gain delivered is less significant compared to Bob.

So far we have used the uncorrelation property provided by the rich scattering envi-
ronments to secure transmission. However, for open environments, where scatterers
are limited or line-of-sight (LOS) dominates the communication, other techniques
are needed. This problem has been conventionally addressed using multiple antenna
techniques and one technique that has been recently developed for secure transmis-
sion is Directional Modulation (DM) [10, 11]. Unlike the conventional beamforming,
where same information is transmitted to all directions, DM transmits the desired
data in the direction of legitimate user and randomizes the field pattern in all other
directions. An obvious drawback of this scheme is that any receiver along the infor-
mation beam can easily intercept the signal. In Chapter 4%, we propose a scheme that
overcomes this scenario by using DM in a coordinated multipoint (CoMP) system to
provide a location-specific secure transmission to legitimate users. We characterize
the performance achievable using a newly defined metric called Clear Region (CR)
that refers to the area within which a receiver can access and decode the signal being

transmitted.

3This work is published in [37].



1.1 Organization of Thesis

The thesis consists of 5 chapters. An overview of OFDM system is provided in
Chapter 2. The effect of CFO and the security technique developed to make use of
it are also analyzed in terms of secrecy capacity and power considerations. Chapter
3 briefly introduces SSD system along with the proposed technique to enhance the
security of OFDM. Adaptive interleaving design is proposed and simulation results
are given at the end of the chapter. In Chapter 4, a brief overview to DM and the
proposed CoMP system is provided, followed by the investigation of the CR metric
and the effect of the number of antennas and modulation order on the performance.

Finally, Chapter 5 concludes the thesis with a summary discussion.



Chapter 2

Controlled Inter-carrier
Interference for Securing OFDM
Systems

2.1 Introduction

Multicarrier modulation corresponds to the use of different frequencies for the trans-
mission of multiple data streams. Instead of sending the information back to back
in a serial manner, multiple symbols are transmitted simultaneously in parallel. A
special case of multicarrier transmission, orthogonal frequency division multiplexing,
has been widely employed in modern wireless systems because of its high spectral
efficiency and robustness against multipath fading. It can achieve high scalable data

rates with achievable complexity.

On the other hand, a conventional OFDM signal is vulnerable to eavesdropping
due to its distinct time and frequency characteristics [5]. As a result, eavesdroppers
can blindly estimate the transmission parameters and intercept the transmitted in-
formation of OFDM systems. Hence, it is of practical interest to enhance the built-in

security of OFDM systems. In the literature, various techniques were developed to
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achieve transmission level security and covertness in OFDM systems. In [12], cyclic
prefix and pilot tones are removed to suppress OFDM features, and inter symbol in-
terference (ISI) is cancelled using a decision feed-back equalizer (DFE) and preambles
are replaced by pseudo- random sequences in order to facilitate time and frequency
synchronization. A random frequency offset is added to each preamble to further
mask the spectral lines. This has the obvious disadvantage of increasing receiver
complexity which eliminates the advantage of OFDM in handling multipath fading
channel by using Cyclic Prefix (CP), alongside with the possible error propagation
between OFDM symbols due to the DFE. Alternatively, cyclic features are concealed
by changing the CP selection region for each symbol [13] or by inserting random data
between OFDM symbols [14] in a pseudo-random fashion. Also, CP length variation
according to the maximum excess delay of the channel is offered as an extra precau-
tion. However, these techniques require spectral redundancy either by using longer

CP than needed or using irrelevant data.

In this chapter, we exploit one of the known drawbacks of OFDM for security
purposes. The performance of OFDM is very sensitive to frequency synchronization
errors. The existence of a carrier frequency offset between the transmitter and the
receiver is mainly due to oscillator instabilities or Doppler shifts. The resulting inter-
carrier interference (ICI) degrades the system performance [15] since the transmitted
information cannot be retrieved error-free even in the absence of noise. Also, CFO
may cause the loss of orthogonality among subcarriers. There have been several
papers on the subject of synchronization in recent years especially in the crucial case
of uplink in OFDMA systems. One of the most robust synchronization methods can
be found in [16]. Two main approaches can be used to mitigate the frequency offset
in the uplink of OFDMA systems. In the first one, which is called the feedback
method, the estimated frequency offset values at the base station are fed back to
the users on a control channel so that they can adjust their transmission parameters
[17]. The obvious disadvantage of this approach is the need for the control channel.
In the second approach, namely the compensation method [18, 19], users do not
change their transmission parameters. Instead, the base station compensates for the
frequency offsets of all users by employing signal processing techniques without the

need for a control channel.



This chapter is organized as follows: a brief OFDM system modeling is presented
followed by an explanation of the inter-carrier interference caused by carrier fre-
quency offset. Then the proposed technique is presented which uses carrier offset
pre-compensation for security. Finally, simulation results are given for secrecy eval-

uation along with power considerations.

2.2 System Model

2.2.1 OFDM System Model

In OFDM the bit stream is mapped to symbols that modulate a series of subcarriers,
each separated by a spacing of 1/T" in frequency domain, where 7' is the symbol
duration. Even though the modulated symbols spectrally overlap, they are orthogonal
to each other. This modulation process can be computed efficiently by applying the
N-point Inverse Fast Fourier Transform (IFFT) to each OFDM block to obtain the
time domain signal. The transmitted modulated signal sampled in time domain is

given by

x(n) = Z_Xl(k;)eﬂ”k”/]v (2.1)

where X;(k) denotes the symbol at the k' subcarrier in the /" OFDM symbol and
N is the number of subcarriers. To overcome the multipath fading channel, a guard
interval is appended at the front of each OFDM symbol. This guard interval is usually
inserted by extending the OFDM symbol with a CP that allows for both the removal
of IST and maintaining subcarriers orthogonality. Hence, after the removal of this
extension at the receiver, the signal is [SI-free and each subcarrier channel response

is considered as a flat fading channel. Let y(n) be the received signal

yn) = 3 hm)a(n —m) + 2(n) (22)

where h(m) is the channel response with M taps and z(n) is the sampled Additive
White Gaussian Noise (AWGN) in time domain. The received symbols in frequency

8



domain can be represented in a matrix form as
y =FTH.GF 'x +z (2.3)

where y is the received symbols vector, T is the truncating matrix for CP removal,
H; is the matrix with channel impulse responses, G is the matrix for CP inserting,
F and F~! are the FFT and IFFT matrices, x is the vector of transmitted symbols
and z is the noise vector in frequency domain. Assuming the CP length is greater
than maximum delay spread, TH{G is a circular square matrix and can be modeled

as
TH;G = F 'H;F (2.4)

where Hy is the diagonal matrix of the channel frequency response. Then the received

signal can be simplified into

y =Hex + 2 (2.5)

2.2.2 Inter-carrier Interference Caused by Carrier Frequency
Offset

Let us consider the case where we have a carrier offset between the transmitter and
the receiver. Assuming perfect time synchronization, the received symbols after FFT

can be written as

ViR = 3 wln)ererony (26)
— lel(k’)ﬁ(k’)l(k,k’,e) (2.7)
k'=0

where e = AfT is the CFO, which represents the frequency offset A f normalized to
the carrier spacing 1/T and H (k') is the flat channel response at the k™" subcarrier.
The spectral leakage I among subcarriers is defined as [15]

W) Nt sin(m(k — k' +€))

Ik, K €) = ™= -
( ) ]\fsin(—w(k’_]\][f o))

(2.8)



k™ subcarrier from

I(k, k' €) can be interpreted as the normalized interference on the
the k" subcarrier. For a large number of subcarriers N, the normalized interference
power can be approximated by

o |sin(m(k — K +€))|2

m(k—Fk +¢€) (29)

[I(k, K €)

Note that the orthogonality among subcarriers is destroyed when € is not an integer.
In other words, to have ICI, the induced carrier offset should be a fractional mul-
tiple of the carrier spacing. Fig.2.1 shows the increase of interference power among
subcarriers as the fractional frequency offset (FFO) increases. As shown in (2.6) the
effect of carrier offset on the time domain signal is a phase shift that is proportional

to the FFO € and time index n, so it can be written as
y = FEF '(Hyx + z) = E.Hex + 2/ (2.10)

where E is a diagonal matrix given by diag[l e/27¢/N | e72m«(N=D/N] and E, = FEF !
is the interference matrix that models the same effect as a circular convolution in the

frequency domain [19]. E. is basically the effect of the ICI given in (2.8).

O :
—*— FFO=0.1
T I .................... FFO=0.2 1
; —»— FFO=0.3
~10 I/ ----- FFO=0.4
B I‘\‘\ ................... - — —FFO=0.5 |
_20 .................................... » / N « U B
_ y
% T 3 P /./:/ o VRN
— P .
O ? X
__30k¢// ............. \\ ..........................
P Sis
_35k¢,//’ TR §\\\ ..............
A0 Tameet AT g TR TN T e
_45' ............................................................................ B
-507 3
-30 -20 -10 0 10 20 30

subcarrier index

Figure 2.1: The interference power at each carrier index for various fractional offset
values.
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2.3 Securing Communication via Carrier Offset

Pre-compensation

We consider a time-division duplexing system where we can exploit the reciprocity
of the channel. In this system, Bob sends his signal with an induced CFO that Al-
ice can estimate and compensate using the compensation method mentioned earlier.
With the channel state information known to Alice, she will transmit her data with
the carrier offset pre-compensated in such a way that, when it passes through Bob’s
channel, it is received without ICI. This is different from just having a CFO at Alice
because the pre-compensation process depends also on the channel between Alice and
Bob. Even if Eve manages to blindly estimate the offset, she will still suffer from
degradation due to the uncorrelation between her channel and Bobs channel. In other
words, the pre-compensation acts as a pre-equalizer, not to the channel but to the
ICI with respect to Bob’s channel. To further increase the security of communication,
Bob can change the offset continuously, hence both CFO and CSI need to be tracked
by Alice. This makes the estimation and tracking done by Eve a difficult task, even
if she uses a very complex algorithm to compensate what is done at Alice. Also the
simple structure of the proposed scheme shown in Fig.2.2, with only a carrier offset
at the receiver and shifting the complexity to transmitter, allows it to be suitable for

future low power demands of green radios.

Data Modulation P IFFT CP_
Sequence Insertion
Tx

Rx
Received . . cp
Data Demodulation Equalizer FFT Removal
CFO

Figure 2.2: Block Diagram of the proposed secure OFDM system over main channel.

For the proposed scheme, the transmitted symbols from Alice are first passed

11



through a pre-compensation stage before IFFT as shown in Fig.2.2. This pre-
compensation matrix P is generated such that the effect of ICI is eliminated at Bob.
Disregarding the noise, the pre-compensation matrix generation is done by setting

the received signal as following

yB = EcHPx = H¢x (2.11)

P =H;'E_'H; (2.12)

where E;! = F"'E7'F. Hence, P can be generated from the channel frequency
response and the carrier offset both estimated at Alice. This process, which we may
call as interference zero-forcing, is not computationally complex, since both matrices

E-! and Hy 1 are diagonal ones. For the case of Eve, the received signal will be
ye = EgHgH; "E; "Hex + zg (2.13)

where a different frequency offset gives the ICI matrix Eg and Hg is the frequency
channel response of Eve. Because the channels of Bob and Eve are uncorrelated,
it is hard to eliminate the effect of the ICI induced by the pre-compensation stage.
Even if Eve manages to get the right offset, the channel to be estimated is no longer
flat as shown in (2.13). The estimation of the diagonal and off diagonal elements
becomes a tedious process for Eve. By rapidly varying the offset value at Bob, this
estimation process will even be more difficult, if not impossible. It will be shown in
the simulation results that, with the same offset value as Bob, Eve still suffers from
performance degradation since the channel estimation assumes flat fading for each

subcarrier.

2.4 Secrecy Evaluation

To measure the secrecy performance of the proposed scheme, we refer to the
information-theoretic metrics usually used for characterizing the security level of
a communication link, in our case a fading wire-tap channel [20]. We define the
achievable secrecy rate as

R, = Rp — Rg (2.14)
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where Rp and Rg are the achievable rates of Bob and Eve respectively. For an OFDM
system with N subcarriers, the rate is given by the summation of the rates of each

individual subchannel v
R =" log,(1+ SINR(k)) (2.15)

k=1
where SINR(k) is the signal to interference plus noise ratio of the k™ subchannel.

Hence, for Bob’s channel
SINRg(k) = WP,: (2.16)
Np

where Np is noise power at Bob and F; is the transmitted signal power. Note that
there is no interference component, since the carrier offset is pre-compensated for the

channel of Bob according to (2.11). On the other hand, for the case of Eve

k)*P,
SINRp(k) = —x l9:() X
> wr [ (F)* + N

(2.17)

where [q1(k) g2(k).. gy (k)] is the k' row of Eve’s interference matrix given from (2.13)

by Q = EgHgP. Hence, the secrecy rate can be rewritten as

N 1+ P|H(k)]*/Np
S ( 2.18
2 e <1+mqm)!?/(zk/#!qk,<k>r2+NE>> o

2.5 Simulations

2.5.1 Performance Analysis

To verify the performance of the proposed transceiver structure with carrier offset pre-
compensation, we simulate an OFDM system of 64 subcarriers and QPSK modulation
with a multi-tap channel model of Rayleigh fading distribution. The power delay
profile is a normalized 8-tap exponentially decaying profile with a delay spread smaller
than the CP. First, we assume perfect channel and offset estimation, then we show
in our simulations that the effect of the estimation error will just introduce some

noise floor to the receiver. Also we assume a conventional receiver for Eve, that is,
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Figure 2.3: BER vs. local carrier offset FFO for Bob (blue) and Eve (red) at different
pre-compensated FFO values.

a receiver that tries to compensate the frequency offset and estimate the one-tap

channel based on the received signal.

First, we test for the fading channel without any noise. Fig.2.3 shows the Bit Error
Rate (BER) vs. the local carrier offset at different pre-compensated FFO values. It
shows the degradation of Eve’s performance as the offset value increases. On the
other hand, Bob receives the data error-free when the local offset is the same as the
pre-compensated value. This is the case when there is no mismatch in the offset
estimation between transmitter and receiver. In case of an estimation error, some
BER will start to appear as shown by the V-shaped performance of FFO = 0.5 for
Bob. Note that Eve has the same V-shaped performance at FFO = 0. Since this
security scheme depends on the self-ICI induced, the best case is for FFO = 0.5 which

gives the largest spectral leakages among subcarriers. It is clear that, with the same
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Figure 2.4: The change of the average achievable secrecy rate per subchannel with
respect to Eb/No of Bob’s channel at FFO=0.5.

FFO value as Bob, Eve still suffers from performance

For evaluating the secrecy performance, we calculate the average achievable secrecy
rate per subchannel for different Eb/No values at Bob. Fig.2.4 shows the change of
the achievable secrecy rate with the change of the signal-to-noise ratio (SNR) of Eve’s
channel for the largest pre-compensated FFO of 0.5. Since we want to measure the
performance of our scheme, we added the noise to Eve’s channel based on the signal
power without the interference component. That is why we plot the rate at different
SNR, not SINR for Eve. It is clear that we can achieve a positive secrecy rate even
when the SNR at Bob is lower than that at Eve.

2.5.2 Power Considerations

We now take a look at the power aspects of this technique. The transmitted power
is expected to increase as a function of the FFO until we reach 0.5, due to the pre-

compensation stage. Also the Peak to Average Power Ratio (PAPR) is a crucial
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Figure 2.6: Power distribution normalized to zero-offset average power at different
pre-compensated FFO values.

16



D

10 T T
—&— FFO=0
—6— FFO=0.5
—— tau=0.02
—+— tau=0.04
—*— tau=0.06
o —A— tau=0.08
10 F —4— tau=0.1
[
[a)
O
O
107 -
S
§ ee@
§ Sees
10’3 i RN W i i i = e@
-2 0 2 4 6 8 10 12 14 16 18

Normalized Power Ratio [dB]

Figure 2.7: Power reduction for 0.5 FFO at different threshold values.

factor affecting signal linearity and front-end design. Figures 2.5 and 2.6 show the
distributions of the PAPR and the average power of the transmitted signal, for dif-
ferent offset values. While higher powers become more probable with increasing the

offset value, this technique does not change PAPR much as shown.

A major contributor to the power increase is the inverse channel response Hy Lin
the pre-compensation stage. In a practical system, a threshold 7 can be introduced as
a design parameter. For subcarriers with estimated frequency response of magnitude
|H (k)| < 7, magnitude of the corresponding coefficients used in the pre-compensation
stage are forced to this threshold value. This will reduce the power increase at the
transmitter at the expense of a residual interference at the receiver. Moreover, it will
create an error floor that depends on the value of the threshold. The same effect is
introduced by channel estimation errors or imperfect channel reciprocity case. Shown
in Fig.2.7 is the effect of different threshold values on the signal power in case of a
0.5 offset. While the PAPR is not affected by the threshold, transmitted power
decreases as expected. Fig.3.1 shows the respective increase of the error floor. Hence,

depending on the SNR range of operation, the threshold value is chosen to provide
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Figure 2.8: BER performance for 0.5 FFO at different threshold values.

an acceptable BER performance.

2.6 Conclusion

In this chapter, one of the critical drawbacks of OFDM systems is exploited for
secrecy. The inter-carrier interference caused by carrier frequency offset is controlled
to degrade the eavesdropper performance without affecting the performance of the
legitimate user. This is feasible via the knowledge of the channel state information and
the carrier offset value of the legitimate user. The simple structure of the proposed
scheme shifts all the computational complexity from the mobile receiver to the base
station, which makes it convenient for future low-consumption green radios. Also the
power consumption of the scheme is treated. The choice of a threshold parameter
provides acceptable performance depending on the SNR range of operation at the

receiver.
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Chapter 3

Enhancing Security in OFDM
Systems Using Signal Space
Diversity

3.1 Introduction

Diversity, originally used to mitigate the performance degradation on fading channels
and increase transmission reliability, is also used to improve the security of wireless
transmission [7]. Several types of diversities are used in the literature such as space
diversity, cooperative diversity or frequency diversity. One of the most common
techniques is to spread the signal in frequency via frequency hopping or spread spec-
trum (DS/SS) approaches [21]. This holds under the assumption of the eavesdropper
not having any information regarding the spreading sequence. In [22], transmission
is avoided on the faded subchannels of the frequency selective channel and artificial
noise (AN) is inserted instead to further disturb the eavesdropper. Transmitter beam-
forming is proposed in [23] to facilitate the transmission confidentiality. Transmit
antenna selection is used in [24] to improve the security of MIMO systems. Practical

space-time coding is used in [25] and, with the collaboration of legitimate users in a
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cluster, a space-time network coding scheme is proposed to prevent eavesdropping in
[26]. Cooperative relays are used in [27] for improving security. Also time diversity
provided by automatic repeat request (ARQ) is used in [28] to increase the security

gap in terms of packet error rate.

Another type of diversity which has not received that much attention is signal space
diversity. Most diversity techniques aim to provide statistically independent copies
of the transmitted sequence at the receiver for reliable detection. While they usually
require extra resources or power consumption, SSD provides performance improve-
ment over fading channels by taking advantage of the inherent orthogonality in the
signal space [8, 9]. The basic idea of SSD is to transmit the quadrature components
of each multidimensional signal constellation point over independent fading channels.
By simply interleaving these components prior to transmission, the independence of

the fading channels can easily be accomplished [29].

Many of the security approaches in the literature rely on the rich multipath envi-
ronment, which provides enough uncorrelation between the spatially separated wire-
less channels of the legitimate user and the eavesdropper. To avoid the leakage of the
unique CSI of the user to the eavesdropper, TDD systems are used where the channel
reciprocity assumption can be exploited. However, many of these studies make ideal
assumptions on the CSI at the Alice, Bob, or Eve, and ignore the practical imper-
fections that affect the achievable secrecy performance. Frequency division duplex
(FDD) is a more challenging scenario for security in terms of the CSI leakage prob-
lem [6]. In this chapter we propose a security technique that uses the conventional
scheme of performing CSI feedback and thus can be viewed as a worst-case scenario
technique in terms of security, where CSI of both the main and the wiretap channels

are available at Eve.

Another advantage of our scheme is that it does not need multiple requirements
such as, additional transmitted power for AN, information of the eavesdropping chan-
nel and location, multiple Tx and Rx antennas or cooperating nodes. With limited

computational complexity for detection, we are able to improve the error performance
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at Bob compared to Eve. By adapting the interleaving pattern of SSD to the chan-
nel of Bob, more diversity gain is delivered to Bob than Eve, since they experience
independent fading. This relative gain in channel conditions allows us to improve the

secrecy performance of the system.

This chapter is organized as follows: SSD system model is briefly explained in
Section 3.2, followed by our proposed adaptation for OFDM security enhancement
in Section 3.3. Section 3.4 presents the performance evaluation while conclusions are

drawn in Section 3.5.

3.2 System Model

In phase shift keying (PSK) or quadrature amplitude modulation (QAM) constella-
tions, the in-phase (I) and the quadrature (Q) channels are orthogonal and can be
separated at the receiver. Therefore, transmitting these two components through in-
dependently fading channels introduces a diversity gain into the system. This can be
achieved by independently interleaving the I and Q channels. However, this diversity
gain is useful only if there is a redundancy between the two quadrature components.
This is where the rotation angle of the constellation plays an important role [30].
Fig.3.1 shows a block diagram of an OFDM system employing SSD. Originally, the
concept of coordinate interleaving and constellation rotation was used for frequency
non-selective slowly fading channel where interleaving can be performed over time.
In our work, we take advantage of the OFDM system performance in frequency selec-
tive channels. Hence, interleaving can be performed to subcarriers over each OFDM
symbol, making the added delay independent of the interleaver depth. This allows
us to make use of the uncorrelation of the spatially separated wireless channels for

the sake of security.

The concept of SSD is generic to all PSK/QAM constellations, hence we confine
our analysis to PSK signal constellations for simplicity. Introducing the redundancy

needed for diversity can be achieved by rotating the signal constellations by a certain
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Figure 3.1: OFDM system model employing SSD.

angle . The modified MPSK constellation can be written as

(2mp/M+0)

Sy ={s,=¢ p=0,1,..,M—1} (3.1)

where each symbol corresponds to log,M bits. The choice of the optimal rotation
phase depends on the fading channel. In [9], the rotation angles are calculated at high
SNR to maximize the minimum product distance of the rotated constellations over
Rayleigh fading channels. In [29], the average BER is approximated by considering
only the nearest neighbors and the rotation angles are also chosen based on this
approximation. The exact pair-wise error probability for Rayleigh fading channels
is calculated in [30] where rotation angles are optimized by minimizing the upper

bound on the average BER.

Each quadrature component is then independently interleaved. The interleaving
in our scheme is done in the frequency domain over each OFDM symbol. For N
number of subcarriers, let the sequence of rotated I and Q components be denoted as
r = (zo, 21, ..., on—1) and y = (Yo, Y1, ..., Yn—1), respectively. Let z; and zq represent
the I and Q) interleavers, resulting in sequences ¥ = z;(x) and § = 2¢(y) which are

to be transmitted over the N subcarriers.

The communication channel is assumed to be frequency selective fading channel.
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Let the discrete channel frequency response of the OFDM system be denoted as
H = (Hy, Hy,..., Hy_1) where Hj, = |Hy|e?%* is the complex coefficient of the k"
subcarrier. These coefficients are generated from the channel time impulse response
where the taps are modeled as i.i.d. zero-mean complex Gaussian random variables
in a Rayleigh fading channel. For the OFDM system and assuming perfect synchro-

nization at the receiver, the received symbols after FF'T can be written as
r=Hs+n (3.2)

where § = T + jy is the vector of the transmitted interleaved symbols and n is
a complex vector of additive white Gaussian noise with zero mean and a variance
of Ny/2 in each dimension. Since the CSI is available at the receiver via channel
estimation, the phase shift of the channel response e/#* can be removed without any
error. The received I and Q components are then de-interleaved to give 77 = zl_l(n)
and 7o = 27 '(rg). The magnitude of CSI is also de-interleaved resulting in |H;| =
27 (|H|) and |Hg| = zél(|H ). The receiver can then perform a maximum likelihood

detection on the de-interleaved sequence
7= |Hf|z + jlHgly + 7 (3.3)

where 7 = 7 + jig and n are the received signal and noise respectively after de-

interleaving.

3.3 Enhancing Communication Security via SSD

The proposed eavesdropping-resilient OFDM system with SSD depends on delivering
more diversity gain to Bob compared to Eve. It is shown in previous studies that the
gain of SSD depends on the Euclidean distance between constellation points which
is a function of the rotation angle under independent fading of I and Q components
[30]. For a certain rotation angle, larger difference in the fading components provides
larger gain. This can be understood as when one component goes through deep fading,
the other component should provide enough separation distance in the signal space
to offer more protection against noise, so that no two constellation points collapse

together along any of the quadrature components [8].
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Figure 3.2: Adapting interleaving pattern to the channel response to provide more
diversity gain to Bob than Eve.

3.3.1 Interleaving Pattern Adaptation

In order to provide more gain to Bob, we adapt the interleaving pattern to his CSI
such that components going through bad channel condition, i.e. deep fades, are inter-
leaved with ones going through good channel condition. This is done by first sorting
the channel coefficients H according to the descending order of their magnitudes.

The order of the N subcarriers can be expressed as
[H(D] = [He(2)| = . = [He(D)] = ... = [Hi(N))| (3.4)

where £ is the exact position of the subcarrier and [ denotes the subcarrier order
index among the N sorted subcarriers. Then the interleaving pattern is designed so
that the upper half of the sorted magnitudes should replace the lower half by moving
from the ends to the middle as shown in Fig.3.2. This way, we make sure that each

bad component is interleaved with the best component possible. The interleaved
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pairs would have the [ indices of

{(1,N), (2,(N—1)), ... (N/2,(N/2+1)) } (3.5)

As mentioned before, our scheme makes use of the channel spatial dependency,
meaning that wireless channels associated with different end points at separate lo-
cations typically exhibit uncorrelated propagation characteristics in rich scattering
environments. As a result, the eavesdropping channel H” would be uncorrelated

with the main channel H. The de-interleaved signal at Eve can be written as

Te = |Hf |z + j|HS |y + g (3.6)

3.3.2 Eavesdropper Gain Reduction

Since this is a CSI-based security scheme, the time variation of the wireless channels
introduces frequently updated randomness, which further strengthens its security.
In FDD systems, the CSI is fed back to the transmitter so that it can adapt its
transmission parameters accordingly. In some scenarios, the CSI may be outdated
due to insufficient feedback bandwidth, causing the main channel at Alice to consist
of only the past channels. Since the channel is slowly fading, using the past channel
for the interleaving pattern design will not have a large effect on the diversity gain
delivered. Hence, Bob can also use the past channel for interleaving adaptation while
the current channel is used for normal detection. Since the CSI is fed back from Bob
to Alice, Eve can intercept the transmission to acquire the interleaving pattern and
use it for detection. However, even if she manages to use the same de-interleaver
as Bob, the gain delivered is not the same due to the uncorrelation between their
channels, as shown in Fig.3.2. In fact, the performance of Eve will be the same as

SSD with random interleaving, as we will show later on.

However, if we take a closer look at the interleaved pairs in (3.5), we notice that
not all the pairs contribute identically to the diversity gain. In fact, most of the
gain comes from the first portion of pairs, and as we move forward, the contribution

becomes less significant. This comes from the fact that, the interleaved channel
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magnitude pairs at the end are close to each other in order, hence they have the
minimum differences among subcarriers. We can take advantage of this by reducing
the interleaver depth to include just the contributing pairs and keep the remaining
subcarriers without interleaving. In addition to reducing computational complexity,
this has the advantage of significantly reducing the gain delivered to Eve. Since
the chosen interleaved pairs are optimum for Bob’s channel, more gain reduction is

delivered to Eve compared to Bob.

3.4 Performance Evaluation

3.4.1 Performance Analysis over Fading Channels

Considering a QPSK scheme for our analysis, the conditional average bit-error prob-

ability can be written as

P(s, = 3pla) = Q (\/ ad?nin) (3.7)

E
where o = |H |2Fb is the faded SNR per bit and d2 ,, represents the minimum squared

0
Euclidean distance between two constellation points. It can also be represented as

the sum of the distances in the I and Q directions dy,;, = dj + di, where

min

d7 =1+ sin(26)
d% =1 — sin(26) (3.8)

In this work, the fading amplitude is modeled as Rayleigh fading with unity average
power. Hence o has the PDF and CDF of

fa= ae*a/@ (3.9)

F,=1—¢9/™ (3.10)
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respectively, where a = % is the average SNR per bit and, in (3.7), Q(z) is the

Gaussian probability function defined as
Q@):J:/2w$id¢ (3.11)

T Jo

For the proposed adaptive interleaver, the two fading components «; and a5 can
not be considered exponentially distributed as in (3.9) anymore. Since our algorithm
sorts the subcarriers according to the fading magnitude, the distribution of the fad-
ing components over each subcarrier follows an order statistic that depends on the

subcarrier order index ! and the total number of subcarriers N.

For a sequence of i.i.d. random variables {aq, ag, ..., an} of length N, PDF f, and
CDF F,, the PDF of the k" order statistic, that is, the k smallest of the sequence,
is given by [31]

N' k—1 N—k
fe= Gy —pite Lo Fl e (3.12)

Hence, for a subcarrier with the interleaved pair of order indeces (ky, k2), the distri-

bution of the fading components a; and ay follows the order statistics fx, and f,

from (3.12) respectively, and the bit-error probability can be calculated as

k’l, k,’g / / ( a1d2 + (IQCP ) fklkadOéldOéQ (313)

-EE (e

u1=0 u2=0
B[ | ~« \/T
1— + , 3.14
[ B=y\V1+8 B-7V1+ny 314)
where
A N!
N!
(k‘Q — 1)'<N— k‘2)'(UQ + N — /{ZQ + 1)’
- dia
2(U1—|—N—k’1+1)7
djav
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The exact derivation of (3.14) can be found in the appendix. According to (3.5),
for a total number of N subcarriers, the orders take the values k; € {1,2,.., N} while
ks = N+ 1 — k. As a result, (3.13) can be written as a function of only k; and the

total average bit-error probability is calculated by averaging over the N subcarriers

1 N
Po= > Py(ky). (3.15)

k1=1

3.4.2 Simulation Results

The security of the proposed OFDM system employing SSD is evaluated through
the BER of Bob and Eve over fading channels. We take QPSK as the candidate
constellation in MPSK signal constellations and present the simulation results over
Rayleigh fading multipath channels with uniform power delay profile. We assume
identical statistical models for both the main channel and the wiretap channel. In
order to make fair comparisons, we also assume that the noise levels at all nodes are
the same. First we show the simulation results for the optimum rotation angle for
QPSK signal constellations. Fig.3.3 shows the BER performance at E,/Ny = 15 dB
with different rotation angles and random interleaving. The optimum rotation angle
of 27.5° matches the one calculated in [30] for natural bit mapping. Fig.3.4 shows the
performance gain achieved by the SSD over the conventional modulation system for
the optimum rotation angle calculated and N = 64 subcarriers. This gain is achieved
using a certain random interleaver at both Alice and Bob. It is also shown in the
figure that, this is the same gain that can be delivered to Eve under the assumption
that Eve can acquire the interleaver pattern used by Alice and Bob in FDD case.
We also include the TDD case where the interleaving pattern does not match with
Bob, since CSI is not known to Eve. It shows that the performance of Eve is totally
degraded and secrecy is ensured. In addition, the figure shows that the gain delivered
to Bob is larger than the normal SSD gain since we adapt the interleaver pattern to

the main channel response.

As we mentioned before, the interleaver depth can be reduced without losing much

of the performance gain for Bob. Fig.3.5 shows the performance for different values
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Figure 3.3: Average BER of QPSK signal constellation at different values of the
rotation angle 6 over Rayleigh channel at Ej,/Ny = 15 dB.

of interleaving depth as percentage of the NV subcarriers at SNR = 20 dB. Keeping
in mind that it is in log scale, we see that the gain reduction for Eve is very large
compared to Bob. Based on the acceptable performance of Bob, the interleaver depth
can be chosen to minimize the gain delivered to Eve. Fig.3.6 shows the performance
gain for Bob and Eve for interleaver depth of 50%. It is clear that the diversity gain
delivered to Eve over the conventional system is becoming insignificant compared to

Bob.

29



107
T
m 107
107
10
—+— Conventional QPSK
—+H— Bob
107k —&— Eve in FDD
—%— Eve in TDD
—>— random Interleaver

1 1 1 1
0 5 10 15 20 25 30
SNR

Figure 3.4: Average BER of QPSK signal constellation at different SNR over Rayleigh
channel at 6 = 27.5°.

10'2 F T T T T T T T T
[ —&&— Bob
—H5—Eve
103 F E
il
W 104 F E
10°F E
D
10_6 1 1 1 1 1 1 1 1

10 20 30 40 50 60 70 80 90 100
Interleaver Depth [%]
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3.5 Conclusion

The randomness of the wireless multipath channel is used to provide more diversity
gain to the legitimate user compared to an eavesdropper. Using signal space diversity,
we are able to enhance the error performance by adapting the interleaving pattern to
the unique channel response of the legitimate user. This scheme is robust against the
channel state information leakage problem usually faced in wireless communication,
hence conventional FDD systems can make use of this scheme. The design of an
optimal interleaver is presented with a trade off between computational complexity

and error performance.
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Chapter 4

Location-specific Secure
Transmission Using CoMP

Directional Modulation

4.1 Introduction

Many of the techniques found in literature rely on the the rich scattering environment
which provides enough uncorrelation between the multipath channels of legitimate
users and eavesdroppers. This allows the user to have a unique CSI that can be used
for securing the transmission in case the transmitter has this knowledge. Hence for
open environments, where scatterers are limited or LOS dominates the communica-
tion, other techniques are needed. This problem has been conventionally addressed
using multiple antenna techniques. Smart antennas include a broad variety of tech-
nologies ranging from switched beam antennas to more sophisticated adaptive arrays
[32]. With appropriately chosen weights, antenna arrays can be used to focus the
communication energy spatially, hence maximizing the signal quality at user direc-
tion and place nulls in other directions. This beamforming property has allowed

smart antennas to be used for physical layer security.

32



Directional Modulation is a multiple antenna technique that was recently devel-
oped for secure transmission [10, 11]. Unlike the conventional beamforming where
same information is transmitted to all directions, DM transmits the desired data in
the direction of legitimate user and randomize the field pattern in all other directions.
Hence, improving sensitivity of a receiver or reducing the distance between transmit-
ter and receiver are not helpful for decoding information outside information beams.
This directional security is done by moving the modulation step to RF front-end

stage where direction selectivity is controlled by antenna arrays.

The work in [33] introduced the multiple directions DM transmission scheme
(MDDM). They were able to provide multiple secure communication links for dif-
ferent directions. They showed that the scheme increases the transmission capacity
of the system up to the number of the antenna elements. Also, the secrecy capacity
increases with the increase of the number of transmitted streams. Moreover, MDDM
has a low complexity structure compared to other DM implementations and it does

not necessitate the implementation of special receiver algorithms.

An obvious drawback of this scheme is that any receiver along the information
beam can easily intercept the signal. To overcome this scenario, a coordinated multi-
point transmission scheme is proposed in this chapter. Using multiple geographically
separated base-stations (BS) to transmit the signal allows the data to be decodable
only at the intersection of their information beams while being distorted at other
locations. In other words, a receiver along the information beam of any BS is un-
der interference from the other BSs except at users locations where all signals add
up to give the desired data. While we put extra load on the back-haul network for
coordination, it is only limited to data sharing. Since the assumption of the channel
knowledge is relaxed, computational complexity is reduced for both users and base
stations. In this context, we define a metric called Clear Region that refers to the
area within which a receiver can access and decode the signal being transmitted to a

legitimate user.
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The rest of the chapter is organized as follows: in Section 4.2, we introduce the
construction of DM algorithm followed by our proposed CoMP scheme. The Clear
Region metric is defined in Section 4.3. Finally, Section 4.4 presents performance
evaluation and the effect of number of antennas and modulation order on CR, while

conclusions are given in Section 4.5.

4.2 System Model

4.2.1 Directional Modulation

We consider a broadcast channel with a single BS and L users each at different direc-
tion. The base station uses a linear antenna array with N elements for transmission
where N > L. Each direction has its own desired data stream and transmission an-
gle with respect to the base station. Assuming isotropic antenna elements d distance

apart, the resultant field pattern at time instant n and direction angle 6 is given by
[33]

f(0,n) = h(O)W (n) (4.1)
h(Q) _ [e—j(%)ﬂ)‘dcosﬂe—j(%—l)%cos@j 3 (42)
ej(%)%cow]

where W(n) = [wy(n),ws(n), ...,wx(n)] is the vector containing the complex weights
for the antenna array and h(#) is the array steering vector for a receiver at direction
0. Based on the concept of DM, we need to set the complex weights for the antenna
array W, so that the field pattern complex value equals to the transmitted symbol at
the desired angle of each user direction. This is done by solving an underdetermined

set of linear equations using the least-norm solution as shown in [33] which gives
Wi(n) = HY¥(HH")™' X (n) (4.3)

where H = [h(0,)h(0)..h(01)]T is a complex matrix of size (N x L) and X(n) =

[z1(n), x2(n), ...,xn(n)]T is the complex vector of the symbols to be transmitted to
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Figure 4.1: BER performance at different angles with a user at § = 20° using 16-QAM
and different antenna array sizes.

each direction. The performance can be further enhanced using CSI of the legitimate
users if available at the transmitter as suggested in [33]. They also show how the
information beamwidth decreases as we increase the order of modulation used. An-
other way of controlling the beam width is to switch the number of antenna array
elements. Fig.4.1 shows the noiseless BER performance of a single base station with
a user at 20° direction for different antenna array sizes using 16-QAM modulation.
While we managed to hide the signal in all the other directions, still the signal in the

direction of the intended user is not secured.

4.2.2 Coordinated Multipoint Transmission

CoMP refers to a wide range of techniques that enable dynamic coordination or
transmission with multiple geographically separated base stations to enhance the end

user service quality even at cell edges [34]. One of the major categories for CoMP
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downlink transmission is the joint processing and transmission scheme where data
is transmitted simultaneously from all base stations to improve the received signal
quality and strength or to cancel interference from other users. To that end, highly
detailed feedback is required on the channel properties in a fast manner. Another
requirement is for a very close coordination between the base stations to facilitate

the combination of data or fast switching of the cells.

For our proposed approach, we do not need to know the CSI of the users, only the
location information is required, that is, the angle of each user from each BS. Also the
strict timing coordination can be relaxed since we are sending the same data from all
base stations, hence the delayed signals can be accounted as multi-path components.
The signal received at any location r(t) will be the combination of the simultaneous
transmission from each base station s;(¢) plus the additive Gaussian noise z(t) at the

r(t) = Z gi(t — )i (t) + 2(t). (4.4)

where B is the number of BSs, g; is the channel gain coefficient associated with the
transmission of the i’ BS, and 7; is the corresponding delay. The transmitted signals

directed to the location of a legitimate user from all BSs will be the same as
Si(t) = SC’onf(t) Vi (45)

where Sconf(t) is the confidential message intended for the legitimate user. On the
other hand, at any other location the B signals will not be the same due to the di-
rectional modulation selectivity which inherently causes interference to all directions

outside the information beams.

Another approach would be using the CSI at the transmitter to further improve
the secrecy performance as shown in previous sections. That would allow the base
stations to divide the data into different components each transmitted from a base
station. Since the channel effect would already be pre-compensated, the data can be
divided in such a way that the signals can be coherently added at the users locations
to give the intended data. This division pattern is not needed to be known at the

receiver, hence it can be changed continuously to further secure the transmission.
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4.3 Clear Region Calculation

To quantify the location-specific security achieved against eavesdropping in the wire-
less system, we define a new security metric called the clear region. For a network
with M users, CR is defined as the average of the clear regions of all users in the

network

M
1
CR=+ 2; CR; (4.6)

where the clear region of the i user C'R; is the region in which a receiver can decode

the data of the ¥ user.

To test our scheme, we generate the location of users randomly within a 2-D grid
served by B base stations. The number of users that can be served simultaneously M
depends on the number of antenna array elements N. We consider the full capacity
of the system by letting the number of users equal to the number of antenna array
elements (i.e., N = M). We divide the area of the network into K square points.
Hence, the number of squares in which the information of legitimate users is accessible
normalized to the total points of the network gives the vulnerable region metric. We
consider the signal at a location to be decodable when BER reaches below a certain
threshold 7.

| XK
CR; = — ; U (n— BERy,) (4.7)
where U(.) is the unit step function. The threshold 7, and the ratio between k and
the total area of the covered grid can be chosen based on the secrecy requirement of

the system.

4.4 Simulation Results

The CoMP scheme requires the signal to be transmitted from several geographically
separated base stations to provide a means of security so that, along each direction of

transmission, the data is not decodable. Here, we simulate a 100 x 100 area (K = 10%)
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covered by 3 BSs (B = 3). The number of users served in that area is based on the
number of used antenna elements (M = N = 8). The secrecy threshold is chosen
as 7 = 1072 Fig.4.2 shows the simulation of the equally separated base stations.
The BSs are configured such that the broadside direction of each antenna array is
pointing towards the center of the equilateral triangular shape of the base stations
positions. Using antenna arrays size of 8 and 4-QAM modulation scheme, contours of
the noiseless BER performance for one of the users is shown where circles represent
the users and squares are the BSs. Fig.4.3 shows the case where 16-QAM modulation
is used. Notice how the secure region area is reduced with increasing the modulation
order. To further control the secure area, the number of activated antenna arrays
elements is changed accordingly. Increasing the number of antenna elements narrows

the information beam-width, reducing the CR area as shown next.

In order to profile the performance of this security technique, we use the average
CR metric to measure how the secure location is being varied. Fig.4.4 shows the
effect of varying the number of antenna elements of the base stations. It is clear that,
for a given modulation order, as the number of elements increases, the CR is reduced
significantly. Furthermore, different modulation orders are simulated. As mentioned
previously, higher modulation order allows for more confined CR. Hence, using both:

antenna size and modulation order, full control over the secure region is attained.
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Figure 4.2: BER performance contour with 4-QAM and N=8.
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Figure 4.3: BER performance contour with 16-QAM and N=8.
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Figure 4.4: Clear region reduction with number of antenna elements for different
modulation orders.

4.5 Conclusion

A novel location-specific multi-user secure scheme is proposed using coordinated mul-
tipoint transmission with directional modulation. The new technique exploits the
information of users locations to create a clear region for users to decode the data.
The desired region is covered by more that one base station and the clear region
area is controlled by switching the number of antenna array elements or changing the
transmission modulation order. Simulations validate the performance of this scheme
for different antenna sizes and modulation orders using the proposed clear region

metric.

40



Chapter 5

Concluding Remarks

Securing wireless communications is a challenging task. The broadcast nature of the
wireless medium allows possible adversaries to eavesdrop on the information being
transmitted. Alongside the conventional cryptography-based solutions, physical layer
security provides a promising paradigm. Taking advantage of the propagation char-
acteristics and randomness of the wireless channel, several techniques are developed

to provide security and privacy to the transmitted message.

In this thesis, we propose a technique that makes use of the rich multipath en-
vironment in a time division duplex system. One of OFDM critical issues, carrier
frequency synchronization, is exploited for the sake of security. By controlling the
inter-carrier interference caused by a carrier offset between the legitimate receiver and
transmitter, we introduce interference to the eavesdropper while pre-compensating
the interference effect only for the legitimate user. Also we discuss a technique that
can be adopted for frequency division duplex systems where the channel state infor-
mation of the legitimate user is fed back to the transmitter on a separate channel.
We use signal space diversity to provide more gain to the legitimate user by using the
interleaver in frequency domain and adapting the interleaving pattern to his channel

response, leaving the eavesdropper with insignificant diversity gain.
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Finally, we complete our work with a security scheme that deals with open en-
vironments with limited scatterers. This line-of-sight type of transmission is often
secured using multiple antenna techniques such as directional modulation. To make
the signal meaningful only at the location of the legitimate users, directional modu-
lation is proposed in a coordinated multi-point system with a newly defined metric
for characterizing the performance of this scheme. As we elaborated, the proposed
techniques can be used for independent scenarios or can be combined together to

provide the highest level of security.
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Appendix A

Average Probability of Bit Error
for SSD System with Adaptive

Interleaver

By substituting (3.11) and (3.12) into (3.13) we get

N N
(k1 — DIN — &)l (ks — DI(N — k2)!

T (Oéld%—i_OéQdQQ)
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1- e—m/a] o [e—m/ﬂ L asagy,

[1 - e—az/a] e [e—@/ﬂ ML aagg,
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where f, and F, in (3.12) are taken from (3.9) and (3.10) respectively. Using the
binomial expansion we can get

where
B 1 N! N!
Rearranging (A.2) gives us

o -5 533 (B, 1) (%, o

[
u1=0 u2=0 2
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2

[]] a3)
0 0 0
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e

which we integrate over oy and as to get
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where A, 5 and ~y are the same as in (3.14). The integral in (A.4) can be solved using
partial fraction expansion as

jus

dg

_ b B gl g
-/ [1 F-ysnto+ 8 | - ysnte+y

0
B s vl
P 5—7V1+6+B—7 L+y

Substituting (A.5) into (A.4) gives the final result in (3.14).

| N

(A.5)
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Appendix B

Acronyms

CSI channel state information
SSD signal space diversity
OFDM  orthogonal frequency division multiplexing
TDD time division duplex

CFO carrier frequency offset
LOS line of sight

DM directional modulation
CoMP  coordinated multipoint
CR clear region

ISI inter symbol interference
DFE decision feedback equalizer
CP cyclic prefix

ICI inter carrier interference
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IFFT inverse fast fourier transform
AWGN  additive white gaussian noise
FFO fractional frequency offset
BER bit error rate

PAPR  peak to average power ratio

SNR signal to noise ratio
AN artificial noise
ARQ automatic repeat request

FFD frequency division duplex

PSK phase shift keying

QAM quadrature amplitude modulation

I in phase

Q quadrature

PDF probability density function

CDF cumulative distribution function

MDDM multiple directions directional modulation

BS base station
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